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                                      FOREWORD

                 Senator Patrick Leahy, Chairman, Senate Judiciary Committee, U.S. Senate.

     Stuart Malawer has studied the problems of national security law in a 
depth matched by few.  His work is extraordinarily helpful to those who 
must deal with this on a daily basis.

     It is a fast changing field of jurisprudence, and as the Chairman of the 
Senate Judiciary Committee, I know how much time is taken in keeping up 
with the changes.  Dr. Malawer has provided an extremely helpful guide for 
all of us.

……………………………………………

Edited  Excerpt  From  Statement  of  U.S.  Senator  Patrick  Leahy  Opposing  the  Military  
Commission’s Act (September 28, 2006).*    

        It is from strength that America should defend our values and our 
Constitution.  It  takes  commitment  to  those  values  to  demand 
accountability from the Government.

     It was Justice Robert H. Jackson who said in his role as Chief Counsel 
for the Allied Powers responsible for trying German war criminals after 
World War II: “That four great nations, flushed with victory and stung with  
injury  stay  the  hand  of  vengeance  and  voluntarily  submit  their  captive  
enemies to the judgment of the law is one of the most significant tributes  
that Power ever has paid to Reason.”  Authorizing indefinite detention of 
anybody the Government designates, without any proceeding and without 
any recourse, is what our worst critics claim the United States would do, 
not what American values, traditions, and our rule of law would have us 
do.  

     When America can be seen abandoning its American democratic values, 
its  checks  and  balances,  its  great  legal  traditions  and  becoming  more 
autocratic and less accountable, how is that going to help foster democratic 
reforms elsewhere?  “Do as I say and not as I do” is not a motto that has 
ever successfully inspired trust or credibility. 
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     In the wake of  the 9/11 attacks,  and in the face  of  the continuing 
terrorist threat, now is not the time for the United States to abandon its 
principles.  Now is not the time to abandon American values, to shiver and 
quake, to rely on secrecy and torture.  Those are ways of repression and 
oppression,  not  the American way.  [L]egislative retreat  out  of  weakness 
and fear … undercuts everything this nation stands for and that makes us 
more vulnerable and less secure. 

_______________________________________________________________

*  In  Boumediene  v.  Bush (2008)  the  Supreme  Court  subsequently  declared 

unconstitutional the habeas corpus stripping provisions of the Military Commissions Act 
of 2006. 
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Statute of George Mason, located on the campus of George 
Mason  University.  During  the  height  of  the  American 
Revolutionary  War,  George  Mason  drafted  the  Virginia 
Declaration  of  Rights. This  historical  document, the  first 
constitutional protection of individual rights, provided “That 
no free government, or the blessings of liberty, can be preserved  
to any people but by a firm adherence to justice, moderation,  
temperance, frugality, and virtue and by frequent recurrence to  
fundamental principles.”
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        PREFACE

Dr. Stephen P. Gibert, Professor Emeritus of Government

Founding Director of the National Security Studies Program, Georgetown University

The world-wide economic crisis that erupted in September 2008 has given 
concrete  meaning  to  the  often  used  but  seldom  understood  term 
“globalization.”  Now we know it means world-wide interactions in which, 
among other things, the collapse of the U.S. credit market can impact banks 
from  South  Korea  to  Brazil;  entire  countries  such  as  Iceland  face 
bankruptcy; the new networked world must devise enhanced multilateral 
institutions, not replacing but broadening the scope of those organizations 
created at Breton Woods in 1944 so that they are more relevant for the 21st 

century.

Now we face a paradox:  our legal and academic experts and political and 
military leaders are highly specialized yet must cope in a globalized world 
with  subject  matter  much  of  which  is  entirely  foreign  to  their  specific 
occupations or disciplines.  

A Senator must understand constraints on political action resulting from 
the  United  Nations  Charter.  Generals  must  be  aware  of  American 
constitutional limitations inhibiting otherwise appropriate military action; 
Congressmen need to know about NATO’s “out of area” dilemma.

Fortunately  the  problem  that  specialists  face  in  confronting  situations 
outside their area of expertise was recognized early on by Professor Stuart 
Malawer. This massive volume is his answer. 

Now that  Senator  can find in this  encyclopedic text the United Nations 
Charter. Now the general will be able to understand that Commanders-in-
Chief do not have complete freedom of action even in wartime when he 
reads the Supreme Court case Youngstown Sheet and Tube Co. v. Sawyer. 
A Congressman trying to explain to disgruntled constituents that NATO 
has  to  rely  on  member  states  volunteering  military  units  for  the 
Afghanistan conflict will find the reason why when he consults the NATO 
document here.
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Professor  Malawer  begins  this  remarkable  collection  of  essays  and 
documents  with  a  summary  of  six  Supreme  Court  cases  concerning 
detainees held in Guantanamo and elsewhere.  This is very helpful in aiding 
the  non-lawyer  to  grasp  the  salient  legal  points  prior  to  reading  the 
complete cases found later in the text.

We all owe a great debt to Professor Malawer for the herculean effort to 
make available such a vast repository of knowledge for decision-makers 
who will  have  to  grapple  with  myriad  issues  and to the  general  public 
looking for guidance in a confusing world.  There is indeed no comparable 
volume to this collection; surely to remain a valuable reference work and 
sourcebook for years to come.
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      INTRODUCTION

Stuart S. Malawer, J.D., Ph.D., George Mason University

     Since September 11, 2001, anxieties about U.S. national security have 
grown exponentially. The national and global environments have changed 
dramatically. These changes have significant implications for the study of 
U.S.  national  security and the understanding of  its  myriad aspects.   No 
longer is it sufficient to assess national security only in terms of military 
capabilities and global alliances, nor does it suffice to focus the study of 
national  security  law  on  the  war  powers  under  the  Constitution  and 
executive–congressional separation of powers. An immediate consequence 
of 9/11 is the widespread awareness that the study of national security, and 
in  particular  its  legal  aspects,  must  now  cut  across  a  broad  range  of 
disciplines: constitutional law, public international law, international trade, 
international  financial  transactions,  public  policy,  criminal  law,  military 
law,  information technology,  international  affairs,  foreign policy,  defense 
contracting,  and government  procurement,  among others.  The post-9/11 
world  demands  comprehensive  knowledge  of  the  increasingly  complex, 
dangerous inter-connected global system.

    U.S.  National  Security  Law  is  a  sourcebook  of  leading  cases,  laws, 
treaties, documents, websites and recent developments focusing on a range 
of  multidisciplinary  material  to  be  utilized  in  understanding  national 
security  law  in  its  broadest  context.   This  book’s  emphasis  is  on 
developments since 9/11. It contains the seminal and recent Supreme Court 
cases.   U.S.  National  Security  Law  presents a  broad  range  of  material 
encompassing  topics  such  as  executive-congressional  authority,  treaty 
relations,  the  judiciary  in  foreign  affairs,  domestic  incorporation  of 
international  law, the use of force,  the intelligence community,  executive 
branch  organization,  surveillance,  individual  rights,  privacy,  trade 
sanctions, investment controls, and export restrictions.  

     This work highlights the tension between the rights of individuals and 
today’s  increasingly  security-minded  society,  with  its  newer  threats  of 
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transnational terrorism and renewed defense challenges in global relations. 
Hard-to-find  government  reports  from  a  multitude  of  agencies  and 
departments  are  excerpted  on  a  range  of  topics  including  torture, 
detention,  rendition,  war  crimes,  wiretaps,  arms  exports,  defense 
acquisition, terrorism litigation, and liability of private contractors.  

      The purpose of this book is to identify and present diverse information 
in an easily  accessible  format.   This source material  is  presented in the 
categories of Cases, Laws, Treaties, Documents, Websites, and News.  In 
many  instances  where  cases,  legislation,  treaties  and  documents  are 
presented  I  have  added  short  title  notes  to  indicate  their  primary 
importance.  I  have  also  included  shorter  summaries  of  the  cases  and 
legislation.   The  multitude  of  material  in  this  sourcebook  is  edited  to 
highlight its significance.  

     As the war on terror continues, challenges of dramatic globalization 
expand, threats to the global financial system darken the economic future, 
and unforeseen surprises lurk in the international political landscape, the 
study of U.S. national security law has become extraordinarily essential and 
complicated. I believe that national security law is the most important law 
and policy issue confronting the United States today. This sourcebook is 
aimed at serving as a gateway to understanding this topic. It will assist the 
student and professional in navigating complex data in order to participate 
professionally and competently in this burgeoning field. 
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             REVIEWS

Stuart Malawer has offered an informative and a very useful volume for 
scholars,  students and practitioners  alike.   It  is  informative  because the 
book contains  case  materials,  laws,  treaties,  and documents.  It  is  useful 
because all of this can be found in one place  -- “one-stop shopping,” as it 
were.  I wish this collection of vital information had existed much earlier, 
when I was heavily engaged in providing legal advice and counsel to those 
involved in international trade, aviation and transportation matters.  Stuart 
Malawer brings to this important work a magical blend of scholarship and 
practical experience.  There is nothing quite like his work – U.S. National  
Security Law – and I commend it to anyone interested in or involved with 
legal matters relating to the U.S. national security arena. Gerald L. Baliles,  
Governor  of  Virginia  (1986-1989)  and  Director  of  the  Miller  Center  of  
Public Affairs at the University of Virginia.

Having had the privilege of directing a number of international Summer 
School programmes with Stuart Malawer in Oxford during the past two 
decades, and witnessed at first-hand his encyclopedic knowledge and range 
of expertise in US and International Law, it is entirely fitting to have this 
opportunity of welcoming his latest magnum opus, on US National Security 
Law.  Professor  Malawer  has  drawn  together  another  legal  goldmine, 
designed to ease practitioners from a wide range of disciplines through the 
minefield  of  laws,  treaties  and  cases  in  this  vital  area  of  international 
concern. This opus enhances his reputation for compiling major works of 
high relevance, and I look forward to future volumes as we grapple with 
the ever-widening meaning and fields of US and global security.  Dr Ken 
Addison. Supernumerary Fellow, St Peter's College, Oxford University.

As a result of the historic 2008 election, bringing with it a dramatic new 
landscape  in  Washington  and  the  nation,  a  comprehensive  review  of 
national security law will undoubtedly be undertaken.  This new casebook 
by  Stuart  Malawer,  professor  at  George  Mason  University  and  former 
director of its graduate international transactions program, is exceedingly 
well-timed  and  invaluable.   Dr.  Malawer  with  his  professional  and 
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educational background in law and international relations brings together 
a  vast  amount  of  documentary  material  addressing  the  broad  range  of 
topics that comprise national security today.  This field is a complex and 
technical one which is ever expanding.  Dr. Malawer’s sourcebook is ideal 
for use in university classes as well as by policymakers needing to access 
hard-to-find  material.  U.S.  National  Security  Law is  an  exceptional 
contribution  to  the  study  and  understanding  of  national  security  in  its 
broadest  context.  John  Paden,  Clarence  Robinson  Professor  of  
International Studies, George Mason University.

It is very infrequent in the legal history of the United States that extremely 
diverse areas of jurisprudence sharply intersect with a complex body of 
new laws,  regulations,  and cases related thereto.   But,  for all  those who 
presently need to understand both legal and practice intersections with the 
burgeoning territory of U.S. national security law, critical help has arrived. 
Professor Malawer’s remarkable new treatise  on this subject provides a 
much  needed  frame  of  reference  over  these  intersections;  but  it  does 
significantly more. His sourcebook of cases, laws treaties and documents in 
this new area collates all recent developments in such an extremely cohesive 
way that access to this evolving discipline is immediate, yet comprehensive. 
This is an extraordinary achievement, with readers coming away from it 
bearing  large  doses  of  thanks  and  appreciation.     Peter  S.  Watson,  
 Distinguished Lecturer at the Georgetown University’s School of Business  
and Visiting  Professor  at  St.  Peter’s  College,  Oxford  University.  Former  
Chairman  of  the  U.S.  International  Trade  Commission  and  Director  of  
Asian Affairs in the National Security Council.

Dr. Stuart Malawer has crafted an excellent and indispensable sourcebook 
for the study of national security law.  His work is notable for its emphasis 
on new and emerging issues associated with the War on Terror, such as the 
status of private contractors carrying out missions in Iraq and Afghanistan, 
the  treatment  of  enemy forces,  the  torture  issue,  and eavesdropping on 
telecommunications  in  the  United  States.   The  web  sites  cited  are 
particularly useful in today’s world where so much research is done on the 
Internet.  Bart  S.  Fisher,  Adjunct  Professor  of  American  Trade  Policy,  
School of Advanced International Studies, Johns Hopkins University.
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Summary: Six Supreme Courts Cases   on   Detainees   2004   – 2008  

By Stuart S. Malawer, J.D., Ph.D.

_________________________________________________

Habeas Corpus applies extraterritorially (Guantanamo)…………… 

BOUMEDIENE   v  . BUSH  

[Supreme Court -- June 12, 2008]

The  Supreme  Court  held  that  Art.  I,  §9,  cl.  2,  of  the  Constitution 
(Suspension Clause) has full effect at Guantanamo Bay. If habeas corpus is 
to  be  denied  to  the  detainees  in  Guantanamo,  Congress  must  act  in 
accordance  with  the  requirements  of  the  Suspension  Clause.  The  U.S. 
Constitution  follows  the  flag  and  applies  to  the  detainees  held  at 
Guantanamo.  The  asset-stripping provision of the Military Commission’s 
Act of 2006 is unconstitutional. The writ of habeas corpus lies even though 
the  procedures  for  review under the  Detainee  Treatment  Act  were  not 
completed.  The DTA review procedures are an inadequate substitute for 
habeas corpus and the detainees need not exhaust the review procedures.

…………………………………………………………

Habeas Corpus applies extraterritorially (U.S. forces) ……………

MUNAF v. GEREN

[Supreme Court -- June 12, 2008]

The  habeas  statute  extends  to  American  citizens  held  overseas  by 
American forces operating subject to an American chain of command, even 

2 | Page
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when those forces are acting as part of a multinational coalition.  Under 
circumstances  such  as  those  presented  here,  however,  habeas  corpus 
provides petitioners with no relief. 

………………………………………………………………

Geneva Conventions apply to detainees ………..

HAMADAN v. DONALD RUMSFELD

[Supreme Court – June 29, 2006]

Hamdan was bin Laden’s personal driver.  A writ of habeas corpus was 
filed contesting the detention of this foreign enemy combatant.  The writ 
was  granted  by  the  D.C.  District  Court.  It  enjoined  the  “military 
commission proceedings” until a “competent tribunal” determined he was 
not  a prisoner of  war – as required under the Geneva Conventions.  (It 
found that the Geneva Conventions were applicable to al  Qaeda and its 
fighters.)  The  D.C.  Circuit  Court reversed and  held  that  “a  competent 
tribunal” is not required to determine if the detainee was a prisoner of war 
since it held that  the Geneva Conventions do not apply. (The government 
considered these fighters as only “enemy combatants.”) 

The Supreme Court reversed and held that the Detainee Treatment Act 
of 2005 did not divest the courts of reviewing this case.  There is a need to 
safeguard  the  constitutional  safeguards  of  civil  liberty.  There  was  no 
congressional authorization for these commissions. The Detainee Treatment 
Act does not authorize them. The  military commission lacks the power to 
proceed because its structure and procedures violate both the UCMJ and 
the four Geneva Conventions (Common Article 3) signed in 1949.

…………………………………………………………

Habeas corpus applies extraterritorially to Guantanamo …….

Page | 3
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RASUL v GEORGE W. BUSH

[S. Ct. June 28, 2004]

Foreign  nationals  were  being  held  in  Guantanamo.  They  brought  a 
habeas corpus action challenging the legality of their detention. The  D.C.  
District  Court dismissed the petitions for lack of jurisdiction because the 
aliens were detained outside of the United States.  Affirmed by the D.C. 
Circuit for want of jurisdiction. The Supreme Court reversed and held that 
the courts have jurisdiction to consider challenges to the legality of foreign 
detainees  held  at  Guantanamo  because  Guantanamo  is  subject  to  U.S. 
jurisdiction  (pursuant  to  a  treaty),  even  though  it  does  not  have 
sovereignty.  The Supreme Court distinguished an earlier case by stating 
that here the detainees are not citizens of a country that the U.S. is at war. 

…………………………………………………………

Service of Process to be in district detainee is held ……

RUMSFELD v JOSE PADILLA

[S. Ct. June 28, 2004]

Padilla  was  an  enemy combatant  detainee  but  who  was  also  a  U.S. 
citizen.  He sought habeas corpus relief.   District Court granted the relief as 
did the 2d Circuit Court.  Both held service of process and jurisdiction was 
proper. The  Supreme Court held that service was improper in the wrong 
judicial district – therefore there was no jurisdiction.  Service was made in 
one judicial district (Southern District) while Padilla was actually held in 
another judicial district (South Caroline) He had been moved from federal 
to  military  custody  after  being  termed  an  “enemy  combatant”  while 
proceedings were pending.   Case was dismissed without prejudice.  (The 
Supreme Court reversed this case without reviewing the merits. It found 
there was no jurisdiction because of improper service of process.) 
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………………………………………………………………………

Enemy combatant entitles to neutral adjudicator …….

HAMDI v DONALD RUMSFELD

[S. Ct. June 28, 2004]

 Hamdi was a citizen-detainee who was detained in Afghanistan fighting 
for the Taliban.  Held in South Carolina.  Habeas corpus action.  District  
Court found for Hamdi.  This was reversed by the 4th Circuit Court (against 
Hamdi).   Circuit  court  held  that  there  was  congressional  authorization. 
Only entitled to a limited judicial inquiry.

The Supreme Court reversed (in favor of Hamdi). Opinion by Justice 
O’Connor.  The court held that a citizen-detainee is entitled to a neutral 
adjudicator to determine proper classification of “enemy combatant.”  The 
court stated that “(C)citizen’s (have) core rights to challenge meaningfully  
the Government’s case and to be heard by an impartial adjudicator.” It also 
stated “(T)he  position that  the courts  must  forgo any examination of the  
individual case and focus exclusively on the legality of the broader detention  
cannot be mandated by any reasonable view of separation of powers ….”  
The court stated “We have long since made clear that a state of war is not a  
blank check for the President when it comes to the rights of the Nation's  
citizens”.
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                                               U.S. Constitution

Article I (Legislative Power).

 Section 1. 

All legislative Powers herein granted shall be vested in a Congress of the 
United States, which shall consist of a Senate and House of Representatives. 

 Section 8. 

The  Congress   shall  have  Power  To  lay  and  collect  Taxes,  Duties, 
Imposts and Excises, to pay the Debts and provide for the common Defence 
and  general  Welfare  of  the  United  States;  but  all  Duties,  Imposts  and 
Excises shall be uniform throughout the United States; 

To regulate  Commerce  with foreign Nations,  and among the  several 
States, and with the Indian Tribes; 

To establish an uniform Rule of Naturalization, and uniform Laws on 
the subject of Bankruptcies throughout the United States; 

To define and punish Piracies and Felonies committed on the high Seas, 
and Offences against the Law of Nations; 

To declare War, grant Letters of Marque and Reprisal, and make Rules 
concerning Captures on Land and Water; 

To raise and support Armies, but no Appropriation of Money to that 
Use shall be for a longer Term than two Years; 
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To provide and maintain a Navy; 

To make Rules for the Government and Regulation of  the land and 
naval Forces; 

To  provide  for  calling  forth  the  Militia  to  execute  the  Laws  of  the 
Union, suppress Insurrections and repeal Invasions; 

To provide for organizing, arming, and disciplining, the Militia, and for 
governing such Part  of  them as  may be employed in the Service of  the 
United States, reserving to the States respectively, the Appointment of the 
Officers,  and  the  Authority  of  training  the  Militia  according  to  the 
discipline prescribed by Congress;  

 Section 10. 

No State shall enter into any Treaty, Alliance, or Confederation; grant 
Letters of Marque and Reprisal; coin Money; emit Bills of Credit; make 
any Thing but gold and silver Coin a Tender in Payment of Debts; pass any 
Bill of Attainder, ex post facto Law, or Law impairing the Obligation of 
Contracts, or grant any Title of Nobility. 

No State shall, without the Consent of the Congress, lay any Imposts or 
Duties on Imports or Exports, except what may be absolutely necessary for 
executing  it's  inspection  Laws:  and  the  net  Produce  of  all  Duties  and 
Imposts, laid by any State on Imports or Exports, shall be for the Use of the 
Treasury of the United States; and all such Laws shall be subject to the 
Revision and Control of the Congress. 

No  State  shall,  without  the  Consent  of  Congress,  lay  any  Duty  of 
Tonnage, keep Troops, or Ships of War in time of Peace, enter into any 
Agreement or Compact  with another State,  or with a foreign Power, or 
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engage in War, unless actually invaded, or in such imminent Danger as will 
not admit of delay.   

Article II (Executive Power).

Section 1. 

The executive Power shall be vested in a President of the United States 
of America. He shall hold his Office during the Term of four Years, and, 
together with the Vice President, chosen for the same Term, be elected, as 
follows ……… 

 Section 2. 

The President shall be Commander in Chief of the Army and Navy of 
the United States, and of the Militia of the several States, when called into 
the actual  Service of  the United States; he may require  the Opinion,  in 
writing, of the principal Officer in each of the executive Departments, upon 
any Subject relating to the Duties of their respective Offices, and he shall 
have  Power  to  Grant  Reprieves  and  Pardons  for  Offences  against  the 
United States, except in Cases of Impeachment. 

He shall have Power, by and with the Advice and Consent of the Senate, 
to make Treaties, provided two thirds of the Senators present concur; and 
he shall nominate, and by and with the Advice and Consent of the Senate, 
shall appoint Ambassadors, other public Ministers and Consuls, Judges of 
the  supreme  Court,  and  all  other  Officers  of  the  United  States,  whose 
Appointments are not herein otherwise provided for, and which shall be 
established by Law: but the Congress may by Law vest the Appointment of 
such inferior Officers, as they think proper, in the President alone, in the 
Courts of Law, or in the Heads of Departments. 
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The President shall have Power to fill up all Vacancies that may happen 
during  the  Recess  of  the  Senate,  by  granting  Commissions  which  shall 
expire at the End of their next Session. 

Article III (Judicial Power).

 Section 1. 

The judicial Power of the United States, shall be vested in one Supreme 
Court, and in such inferior Courts as the Congress may from time to time 
ordain and establish. The Judges, both of the supreme and inferior Courts, 
shall hold their Offices during good Behaviour, and shall, at stated Times, 
receive for their Services, a Compensation, which shall not be diminished 
during their Continuance in Office. 

 Section 2. 

The judicial Power shall extend to all Cases, in Law and Equity, arising 
under this Constitution, the Laws of the United States, and Treaties made, 
or  which  shall  be  made,  under  their  Authority;--to  all  Cases  affecting 
Ambassadors,  other  public  ministers  and  Consuls;--to  all  Cases  of 
admiralty and maritime Jurisdiction ……….. 

Article VI (Supremacy).

This Constitution,  and the Laws of  the United States which shall  be 
made in Pursuance thereof; and all Treaties made, or which shall be made, 
under the Authority of the United States, shall be the supreme Law of the 
Land; and the Judges in every State shall be bound thereby, any Thing in 
the Constitution or Laws of any state to the Contrary notwithstanding. 
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 (CONSTITUTIONAL FRAMEWORK -- SEPARATATION OF POWERS & FOREIGN AFFAIRS)

SUPREME COURT OF THE UNITED STATES

UNITED STATES v. CURTISS-WRIGHT EXPORT CORP.

299 U.S. 304; 57 S. Ct. 216 (1936)

http://www.law.cornell.edu/supct/search/display.html?terms=
%20%20%20%20%20%20%20%20%20%20%20UNITED%20STATES%20v.%20CURTISS-  WRIGHT

%20EXPORT%20CORP.%20&url=/supct/html/historics/USSC_CR_0299_0304_ZO.html

 MR. JUSTICE SUTHERLAND: 

On January 27, 1936, an  indictment was returned in the court below, 
the first count of which charges that appellees, beginning with the 29th day 
of May, 1934, conspired to sell in the United States certain arms of war, 
namely fifteen machine guns, to Bolivia, a country then engaged in armed 
conflict  in  the  Chaco, in  violation  of  the  Joint  Resolution  of  Congress 
approved May 28, 1934, and the provisions of a proclamation issued on the 
same  day  by  the  President  of  the  United  States  pursuant  to  authority 
conferred by § 1 of  the  resolution.  In pursuance  of  the  conspiracy,  the  
commission of certain overt acts was alleged, details of which need not be 
stated. The Joint Resolution (c. 365, 48 Stat. 811) follows:  

"Resolved  by  the  Senate  and House  of  Representatives  of  the  United  
States of America in Congress assembled, That if the President finds that 
the prohibition of  the sale  of  arms and munitions of  war in the United 
 States to those countries now engaged in armed conflict in the Chaco may 
contribute to the reestablishment of peace between those countries, and if 
after consultation with the governments of other American Republics and 
with their cooperation, as well as that of such other governments as he may 
deem necessary, he makes proclamation to that effect, it shall be unlawful 
to  sell,  except  under  such  limitations  and  exceptions  as  the  President 
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prescribes, any arms or munitions of war in any place in the United States 
to  the  countries  now engaged in that  armed conflict,  or  to  any person, 
company,  or  association  acting  in  the  interest  of  either  country,  until 
otherwise ordered …. 

"Sec.  2. Whoever sells  any arms or munitions of war in violation of 
section 1 shall, on conviction, be punished by a fine not exceeding $ 10,000 
or by imprisonment …. " 

The  President's  proclamation,  after  reciting  the  terms  of  the  Joint 
Resolution, declares: 

"Now,  therefore,  I,  Franklin  D.  Roosevelt,  President  of  the  United 
States of America, acting under and by virtue of the authority conferred in 
me by the said joint resolution of Congress, do hereby declare and proclaim 
that I have found that the prohibition of the sale of arms and munitions of 
war in the United States to those countries now engaged in armed conflict 
in the Chaco may contribute to the reestablishment of peace between those 
countries,  and  that  I  have  consulted  with  the  governments  of  other 
American  Republics  and  have  been assured  of  the  cooperation  of  such 
governments as I have deemed necessary as contemplated by the said joint 
resolution; and I do hereby admonish all citizens of the  United States and 
every person to abstain from every violation of the provisions of the joint 
resolution  above  set  forth,  hereby  made  applicable  to  Bolivia  and 
Paraguay, and I do hereby warn them that all violations of such provisions 
will be rigorously prosecuted. 

"And I do hereby enjoin upon all officers of the United States charged 
with the execution of the laws thereof, the utmost diligence in preventing 
violations of the said joint resolution …. "And I do hereby delegate to the 
Secretary of State the power of prescribing  exceptions and limitations to 
the  application  of  the  said  joint  resolution  of  May  28,  1934,  as  made 
effective by this my proclamation issued thereunder."
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[1]

First. It is contended that by the Joint Resolution, the going into effect 
and continued operation of  the  resolution was conditioned (a)  upon the 
President's judgment as to its beneficial effect upon the reestablishment of 
peace between the countries engaged in armed conflict in the Chaco; (b) 
upon  the  making  of  a  proclamation,  which  was  left  to  his  unfettered 
discretion,  thus constituting an attempted substitution of the President's 
will for that of Congress; (c) upon the making of a proclamation putting an 
end  to  the  operation  of  the  resolution,  which   again  was  left  to  the 
President's  unfettered discretion;  and  (d)  further,  that  the  extent  of  its 
operation in particular cases was subject to limitation and exception by the 
President, controlled by no standard. In each of these particulars, appellees 
urge that Congress abdicated its essential functions and delegated them to 
the Executive. 

Whether, if the Joint Resolution had related solely to internal affairs it 
would be open to the challenge that it constituted an unlawful delegation of 
legislative power to the Executive, we find it unnecessary to determine. The 
whole aim of the resolution is to affect a situation entirely  external to the 
United  States,  and  falling  within  the  category  of  foreign  affairs.  The 
determination which we are called to make, therefore, is whether the Joint 
Resolution, as applied to that situation,  is vulnerable to attack under the 
rule that forbids a delegation of the law-making power. … assuming (but 
not deciding) that the challenged delegation, if it were confined to internal 
affairs, would be invalid, may it nevertheless be sustained on the ground 
that its exclusive aim is to afford a remedy for a hurtful condition within 
foreign territory? 

It will contribute to the elucidation of the question if we first consider 
the differences between the powers of the federal government in respect of 
foreign or  external  affairs  and  those  in  respect  of  domestic  or  internal 
affairs. That there are differences between them.  

[2]
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The two classes of powers are different, both in respect of their origin 
and their  nature.  The broad statement that  the federal  government can 
exercise  no  powers  except   those  specifically  enumerated in  the 
Constitution, and such implied powers as are necessary and proper to carry 
into effect the enumerated powers, is categorically true only in respect of 
our internal affairs. In that field, the primary purpose of the Constitution 
was to carve from the general mass of legislative powers then possessed by  
the states such portions as it was thought desirable to vest in the federal 
government,  leaving  those  not  included  in  the  enumeration  still  in  the 
states. That this  doctrine applies only to powers which the states had, is self 
evident.  And  since  the  states  severally  never  possessed  international 
powers, such powers could not have been carved from the mass of state 
powers  but  obviously  were  transmitted  to the  United  States  from some 
other  source.  During  the  colonial  period,  those  powers  were  possessed 
exclusively by and were entirely under the control of the Crown. By the 
Declaration of Independence, "the Representatives of the United States of 
America" declared the United [not  the several]  Colonies  to be free and 
independent states, and as such to have "full Power to levy War, conclude 
Peace, contract Alliances, establish Commerce and to do all other Acts and 
Things which Independent States may of right do." 

[3]

As a result of the separation from Great Britain by the colonies acting 
as a unit, the powers of external sovereignty passed from the Crown not to 
the colonies severally, but to the colonies in their collective and corporate 
capacity as the United States of America. Even before the Declaration, the 
colonies were a unit in foreign affairs, acting through a common agency -- 
namely the Continental Congress, composed of delegates from the thirteen 
colonies.  That agency exercised the powers of  war and peace,  raised an 
army, created a navy, and finally adopted the Declaration of Independence. 
Rulers come and go; governments end and forms of government change; 
but  sovereignty  survives.  A  political  society  cannot  endure    without  a 
supreme  will  somewhere.  Sovereignty  is  never  held  in  suspense.  When, 
therefore,  the  external  sovereignty  of  Great  Britain  in  respect  of  the 
colonies ceased, it immediately passed to the Union. That fact was given 
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practical  application  almost  at  once.  The  treaty  of  peace,  made  on 
September 23, 1783, was concluded between his Brittanic Majesty and the 
"United States of America." 

The Union existed before  the  Constitution,  which was  ordained and 
established among other things to form "a more perfect Union." Prior to 
that  event,  it  is  clear  that  the  Union,  declared  by  the  Articles  of 
Confederation  to  be  "perpetual,"  was  the  sole  possessor  of  external 
sovereignty and in the Union it remained without change save in so far as 
the  Constitution  in  express  terms  qualified  its  exercise.  The  Framers' 
Convention  was  called  and  exerted  its  powers  upon  the  irrefutable 
postulate  that  though  the  states  were  several  their  people  in  respect  of 
foreign affairs  were one.  In that  convention,  the  entire  absence  of  state 
power to deal with those affairs was thus forcefully stated by Rufus King: 

"The states were not 'sovereigns' in the sense contended for by some. 
They did not possess the peculiar features of sovereignty -- they could not 
make  war,  nor  peace,  nor  alliances,  nor  treaties.  Considering  them as 
political beings, they were dumb, for they could not speak to any foreign 
sovereign  whatever.  They    were  deaf,  for  they  could  not  hear  any 
propositions from such sovereign. They had not even the organs or faculties 
of defence or offence, for they could not of themselves raise troops, or equip 
vessels, for war." 

                                                      [5]

It results that the investment of the federal government with the powers 
of external sovereignty did not depend upon the affirmative grants of the 
Constitution.  The powers to declare and wage war, to conclude peace, to 
make treaties, to maintain diplomatic relations with other sovereignties, if 
they had never been mentioned in the Constitution, would have vested in 
the federal government as necessary concomitants of nationality. Neither 
the Constitution nor the laws passed in pursuance of it have any force in 
foreign territory unless in respect of our own citizens … and operations of 
the  nation  in such territory must  be governed by treaties,  international 
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understandings and compacts, and the principles of international law. As a 
member of the family of nations, the right and power of the United States in 
that field are equal to the right and power of the other members of the 
international  family.  Otherwise,  the  United    States  is  not  completely 
sovereign. 

[6]

Not only, as we have shown, is the federal power over external affairs in 
origin and essential character different from that over internal affairs, but 
participation in the exercise of the power is significantly limited. In this vast 
external  realm,  with  its  important,  complicated,  delicate  and  manifold 
problems,  the  President  alone  has  the  power  to  speak or  listen  as  a 
representative of the nation. He makes treaties with the advice and consent 
of  the  Senate;  but  he  alone  negotiates.  Into  the  field  of  negotiation  the 
Senate cannot intrude; and Congress itself  is  powerless to invade it.  As 
Marshall  said in his  great  argument of March 7,  1800,  in the House of 
Representatives,  "The  President  is  the  sole  organ  of  the  nation  in  its 
external relations, and its sole representative with foreign nations." Annals, 
6th Cong., col. 613. The Senate Committee on Foreign Relations at a very 
early day in our history (February 15, 1816), reported to the Senate, among 
other things, as follows: 

"The President is the constitutional representative of the United States 
with  regard  to  foreign  nations.  He  manages  our  concerns  with  foreign 
nations and must necessarily be most competent to determine when, how, 
and  upon  what  subjects  negotiation  may  be  urged  with  the  greatest 
prospect of success. For his conduct he is responsible to the Constitution. 
The committee consider this responsibility the surest pledge for the faithful 
discharge  of  his  duty.  They think  the  interference  of  the  Senate  in the 
direction of foreign negotiations calculated to diminish that responsibility 
and thereby to impair the best security for the national safety. The nature 
of transactions with foreign nations, moreover, requires caution and unity 
of design, and their success frequently depends on secrecy and dispatch.  
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It is important to bear in mind that we are here dealing not alone with 
an authority vested in the President by an  exertion of legislative power, but 
with such an authority plus the very delicate, plenary and exclusive power 
of the President as the  sole organ of the federal government in the field of 
international relations -- a power which does not require as a basis for its 
exercise  an  act  of  Congress,  but  which,  of  course,  like  every  other 
governmental power, must be exercised in subordination to the applicable 
provisions  of  the  Constitution.  It  is  quite  apparent  that  if,  in  the 
maintenance  of  our  international  relations,  embarrassment  --  perhaps 
serious  embarrassment  --  is  to  be  avoided  and  success  for  our  aims 
achieved, congressional legislation which is to be made effective through 
negotiation and inquiry within the international field must often accord to 
the President a degree of discretion and freedom from statutory restriction 
which  would  not  be  admissible  were  domestic  affairs  alone  involved. 
Moreover,  he,  not  Congress,  has  the  better  opportunity  of  knowing the 
conditions which prevail in foreign countries, and especially is this true in 
time of  war.  He has  his  confidential  sources of  information.  He has  his 
agents in the form of diplomatic,  consular and other officials. Secrecy in 
respect of information gathered by them may be highly necessary, and the 
premature disclosure of it productive of harmful results. Indeed, so clearly 
is this true that the first President refused to accede to a request to lay 
before the House of Representatives the instructions, correspondence and 
documents relating to the negotiation of the Jay Treaty …. In his reply to 
the request, President said: 

"The nature of foreign negotiations requires caution, and their success 
must often depend on secrecy; and even when brought to a conclusion a full 
disclosure of all the measures, demands, or eventual concessions which may 
have been proposed or contemplated would be extremely impolitic; for this 
might  have  a  pernicious  influence  on  future  negotiations,  or  produce 
immediate  inconveniences,  perhaps  danger  and  mischief,  in  relation  to 
other powers.  The necessity of such caution and secrecy was one cogent 
reason for vesting the power of making treaties in the President, with the 
advice and consent of the Senate,  the principle  on which that  body was 
formed confining it to a small number of members. To admit, then, a right 
in the House of Representatives to demand and to have as a matter    of 
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course all the papers respecting a negotiation with a foreign power would 
be to establish a dangerous precedent." 

The marked difference between foreign affairs and domestic affairs in 
this respect is recognized by both houses of Congress in the very form of 
their requisitions for information from the executive departments. In the 
case of every department except the Department of State,  the resolution 
directs the  official  to  furnish  the  information.  In  the  case  of  the  State 
Department,  dealing  with  foreign  affairs,  the  President  is  requested to 
furnish the information "if not incompatible with the public interest." A 
statement that to furnish the information is not compatible with the public 
interest rarely, if ever, is questioned. 

When the President is to be authorized by legislation to act in respect of 
a matter intended to affect a situation in foreign territory, the legislator 
properly bears in mind the important consideration that the form of the 
President's action -- or, indeed, whether he shall act at all -- may well 
depend, among other things, upon the nature of the confidential 
information which he has or may thereafter   receive, or upon the effect 
which his action may have upon our foreign relations. This consideration, 
in connection with what we have already said on the subject, discloses the 
unwisdom of requiring Congress in this field of governmental power to lay 
down narrowly definite standards by which the President is to be governed. 

In the light of the foregoing observations, it is evident that this court 
should not be in haste to apply a general rule which will have the effect of 
condemning legislation like that under review as constituting an unlawful 
delegation of legislative power. The principles which justify such legislation 
find overwhelming support in the  unbroken legislative practice which has 
prevailed  almost  from the  inception  of  the  national  government  to  the 
present day.

 Reversed

(Delegation of authority & categories of executive action)
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                                              U.S. Supreme Court

YOUNGSTOWN SHEET & TUBE CO. v. SAWYER

                                                         343 U.S. 578 (1952) 

http://www.law.cornell.edu/supct/search/display.html?terms=YOUNGSTOWN%20SHEET
%20%26%20TUBE%20CO.%20v.%20UNITED%20STATES
%20&url=/supct/html/historics/USSC_CR_0343_0579_ZO.html

Mr. Justice Black delivered the opinion of the Court.

The President's power, if any, to issue the order must stem either from 
an act of Congress or from the Constitution itself. There is no statute that 
expressly authorizes the President to take possession of property as he did 
here.  Nor is  there any act  of Congress to which our attention has  been 
directed from which such a power can fairly be implied. Indeed, we do not 
understand  the  Government  to  rely  on  statutory  authorization  for  this 
seizure. There are two statutes which do authorize the President to take 
both personal and real property under certain conditions.  However, the 
Government  admits  that  these  conditions  were  not  met  and  that  the 
President's order was not rooted in either of the statutes. The Government 
refers  to  the  seizure  provisions  of  one  of  these  statutes  as  "much  too 
cumbersome,  involved,  and  time-consuming  for  the  crisis  which  was  at 
hand." 

Moreover, the use of the seizure technique to solve labor disputes in 
order  to  prevent  work  stoppages  was  not  only  unauthorized  by  any 
congressional enactment; prior to this controversy, Congress had refused to 
adopt that method of settling labor disputes. When the Taft-Hartley Act 
was under consideration in 1947, Congress rejected an amendment which 
would have authorized such governmental seizures in cases of emergency.

It is clear that if the President had authority to issue the order he did, it 
must be found in some provision of the Constitution. And it is not claimed 
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that express constitutional language grants this power to the President. The 
contention is that presidential power should be implied from the aggregate 
of  his  powers  under  the  Constitution.  Particular  reliance  is  placed  on 
provisions in Article II which say that "The executive Power shall be vested 
in a President . . ."; that "he shall take Care that the Laws be faithfully 
executed"; and that he "shall be Commander in Chief of the Army and 
Navy of the United States." 

The order cannot properly be sustained as an exercise of the President's 
military  power  as  Commander  in  Chief  of  the  Armed  Forces.  The 
Government attempts to do so by citing a number of cases upholding broad 
powers in military commanders engaged in day-to-day fighting in a theater 
of war. Such cases need not concern us here. Even though "theater of war" 
be an expanding concept, we cannot with faithfulness to our constitutional 
system hold that the Commander in Chief of the Armed Forces has the 
ultimate power as such to take possession of private property in order to 
keep labor disputes from stopping production. This is a job for the Nation's 
lawmakers, not for its military authorities. 

Nor  can  the  seizure  order  be  sustained  because  of  the  several 
constitutional provisions that grant executive power to the President. In the 
framework of our Constitution, the President's power to see that the laws 
are faithfully executed refutes the idea that he is to be a lawmaker. The 
Constitution  limits  his  functions  in  the  lawmaking  process  to  the 
recommending of laws he thinks wise and the vetoing of laws he thinks bad. 
And the Constitution is neither silent nor equivocal about who shall make 
laws which the President is to execute.

The Founders  of  this  Nation entrusted  the  lawmaking power to  the 
Congress alone in both good and bad times. It would do no good to recall 
the historical events, the fears of power and the hopes for freedom that lay 
behind their choice. Such a review would but confirm our holding that this 
seizure order cannot stand. 

The judgment of the District Court is affirmed. 

Page | 19



U.S. National Security Law

MR. JUSTICE JACKSON, concurring in the judgment and opinion of 
the Court. 

That  comprehensive  and  undefined  presidential  powers  hold  both 
practical  advantages  and  grave  dangers  for  the  country  will  impress 
anyone who has served as legal adviser to a President in time of transition 
and public anxiety. While an interval of detached reflection may temper 
teachings of that experience, they probably are a more realistic influence on 
my views than the conventional materials of judicial decision which seem 
unduly to accentuate doctrine and legal fiction.  But as we approach the 
question  of  presidential  power,  we  half  overcome  mental  hazards  by 
recognizing  them.  The  opinions  of  judges,  no  less  than  executives  and 
publicists,  often suffer the  infirmity  of  confusing the  issue  of  a  power's 
validity  with  the  cause  it  is  invoked  to  promote,  of  confounding  the 
permanent executive office with its temporary occupant. The tendency is 
strong  to  emphasize  transient  results  upon  policies  -  such  as  wages  or 
stabilization - and lose sight of enduring consequences upon the balanced 
power structure of our Republic. 

A judge, like an executive adviser, may be surprised at the poverty of 
really useful and unambiguous authority applicable to concrete problems of 
executive  power  as  they  actually  present  themselves.  Just  what  our 
forefathers  did  envision,  or  would  have  envisioned  had  they  foreseen 
modern conditions, must be divined from materials almost as enigmatic as 
the dreams Joseph was called upon to interpret for Pharaoh. A century and 
a half of partisan debate and scholarly speculation yields no net result but 
only  supplies  more  or  less  apt  quotations  from  [343  U.S.  579,  635] 
 respected sources on each side of any question. They largely cancel each 
other.  And court decisions are indecisive because of the judicial practice of 
dealing with the largest questions in the most narrow way. 

The actual art of governing under our Constitution does not and cannot 
conform to judicial definitions of the power of any of its branches based on 
isolated  clauses  or  even  single  Articles  torn  from  context.  While  the 
Constitution diffuses power the better to secure liberty, it also contemplates 
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that  practice  will  integrate  the  dispersed  powers  into  a  workable 
government.  It  enjoins  upon  its  branches  separateness  but 
interdependence,  autonomy but  reciprocity.  Presidential  powers  are  not 
fixed but fluctuate, depending upon their disjunction or conjunction with 
those  of  Congress.  We  may  well  begin  by  a  somewhat  over-simplified 
grouping of practical situations in which a President may doubt, or others 
may  challenge,  his  powers,  and  by  distinguishing  roughly  the  legal 
consequences of this factor of relativity. 

1.  When  the  President  acts  pursuant  to  an  express  or  implied 
authorization of Congress, his authority is at its maximum, for it includes 
all that he possesses in his own right plus all that Congress can delegate. In 
these circumstances, [343 U.S. 579, 636]   and in these only, may he be said 
(for what it may be worth) to personify the federal sovereignty. If his act is 
held unconstitutional under these circumstances, it usually means that the 
Federal  Government  [343 U.S.  579,  637]    as  an  undivided whole  lacks 
power. A seizure executed by the President pursuant to an Act of Congress 
would  be  supported  by  the  strongest  of  presumptions  and  the  widest 
latitude of judicial interpretation, and the burden of persuasion would rest 
heavily upon any who might attack it. 

2. When the President acts in absence of either a congressional grant or 
denial of authority, he can only rely upon his own independent powers, but 
there is a zone of twilight in which he and Congress may have concurrent 
authority, or in which its distribution is uncertain. Therefore, congressional 
inertia, indifference or quiescence may sometimes, at least as a practical 
matter,  enable,  if  not  invite,  measures  on  independent  presidential 
responsibility. In this area, any actual test of power is likely to depend on 
the imperatives of events and contemporary imponderables rather than on 
abstract theories of law.   

3. When the President takes measures incompatible with the expressed 
or implied will of Congress, his power is at its lowest ebb, for then he can 
rely  only  upon  his  own  constitutional  powers  minus  any  constitutional 
powers  of  Congress  over  the  matter.  Courts  can  sustain  exclusive 
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presidential  control  in such a case only by disabling the Congress from 
acting upon the subject. Presidential claim to a power at once so conclusive 
and preclusive must be scrutinized with caution, for what is at stake is the 
equilibrium established by our constitutional system. 

Into which of these classifications does this executive seizure of the steel 
industry fit? It is eliminated from the first by admission, for it is conceded 
that no congressional authorization exists for this seizure. That takes away 
also the support of the many precedents and declarations which were made 
in relation, and must be confined, to this category. 

The example of such unlimited executive power that must have most 
impressed the forefathers was the prerogative exercised by George III, and 
the description of its evils in the Declaration of Independence leads me to 
doubt that they were creating their new Executive in his image. Continental 
European examples were no more appealing.  And if we seek instruction 
from our own times, we can match it only from the executive powers in 
those  governments  we  disparagingly  describe  as  totalitarian.  I  cannot 
accept  the  view  that  this  clause  is  a  grant  in  bulk  of  all  conceivable 
executive power but regard it as an allocation to the presidential office of 
the generic powers thereafter stated. 

The clause on which the Government next relies is that "The President 
shall  be  Commander  in  Chief  of  the  Army  and  Navy  of  the  United 
States .  .  .  ."  These cryptic  words have given rise  to  some of  the  most 
persistent controversies in our constitutional history. Of course, they imply 
something more than an empty title. But just what authority goes with the 
name has plagued presidential advisers who would not waive or narrow it 
by nonassertion yet cannot say where it begins or ends. It undoubtedly puts 
the Nation's armed forces under presidential command. Hence, this loose 
appellation is sometimes advanced as support for any presidential action, 
internal or external, involving use of force, the [343 U.S. 579, 642]    idea 
being that it vests power to do anything, anywhere, that can be done with 
an army or navy.
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That seems to be the logic of an argument tendered at our bar - that the 
President having, on his own responsibility, sent American troops abroad 
derives from that act "affirmative power" to seize the means of producing a 
supply of steel for them. To quote, "Perhaps the most forceful illustration 
of  the  scope  of  Presidential  power  in  this  connection  is  the  fact  that 
American troops in Korea, whose safety and effectiveness are so directly 
involved  here,  were  sent  to  the  field  by  an  exercise  of  the  President's 
constitutional powers." Thus, it is said, he has invested himself with "war 
powers." 

I cannot foresee all that it might entail if the Court should indorse this 
argument. Nothing in our Constitution is plainer than that declaration of a 
war is entrusted only to Congress. Of course, a state of war may in fact 
exist without a formal declaration. But no doctrine that the Court could 
promulgate  would  seem to  me  more  sinister  and  alarming  than  that  a 
President whose conduct of foreign affairs is so largely uncontrolled, and 
often even is  unknown, can vastly enlarge his mastery over the internal 
affairs of the country by his own commitment of the Nation's armed forces 
to some foreign venture.  I do not, however, find it necessary or appropriate 
to  consider  the  legal  status  of  the  Korean enterprise  to  discountenance 
argument based on it. 

Assuming that we are in a war de facto, whether it is or is not a war de 
jure, does that empower the Commander in Chief to seize industries he 
thinks necessary to supply our army? 

There are indications that the Constitution did not contemplate that the 
title Commander in Chief of the  Army and Navy will constitute him also 
Commander in Chief of the country, its industries and its inhabitants. He 
has  no monopoly  of  "war powers," whatever they are.  While  Congress 
cannot deprive the President of the command of the army and navy, only 
Congress  can  provide  him  an  army  or  navy  to  command.  It  is  also 
empowered to make rules for the "Government and Regulation of land and 
naval Forces," by which it may to some unknown extent impinge upon even 
command functions. 
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That military powers of the Commander in Chief were not to supersede 
representative  government  of  internal  affairs  seems  obvious  from  the 
Constitution and from elementary American history.  Time out  of  mind, 
and even now in many parts of the world, a military commander can seize 
private housing to shelter his troops. Not so, however, in the United States, 
for  the  Third  Amendment  says,  "No Soldier  shall,  in  time  of  peace  be 
quartered in any house, without the consent of the Owner, nor in time of 
war, but in a manner to be prescribed by law." Thus, even in war time, his 
seizure of needed military housing must be authorized by Congress. It also 
was expressly left to Congress to "provide for calling forth the Militia to 
execute the Laws of the Union, suppress Insurrections and repel Invasions . 
. . ."  Such a limitation on the command power, written at a time when the 
militia  rather  than  a  standing  army  was  contemplated  as  the  military 
weapon  of  the  Republic,  underscores  the  Constitution's  policy  that 
Congress, not the Executive, should control utilization of the war power as 
an instrument  of  domestic  policy.  Congress,  fulfilling  that  function,  has 
authorized the President to use the army to enforce certain civil rights. On 
the  other  hand.  Congress  has  forbidden  him  to  use  the  army  for  the 
purpose of executing general laws except when expressly authorized by the 
Constitution or by Act of Congress. .  

While broad claims under this rubric often have been made, advice to 
the President in specific matters usually has carried overtones that powers, 
even under this head, are measured by the command functions usual to the 
topmost officer of the army and navy. Even then, heed has been taken of 
any efforts of Congress to negative his authority. 

We should not use this occasion to circumscribe, much less to contract, 
the lawful role of the President as Commander in Chief. I should indulge 
the  widest  latitude  of  interpretation  to  sustain  his  exclusive  function  to 
command the instruments of national force, at least when turned against 
the outside world for the security of our society.  But,  when it  is  turned 
inward, not because of rebellion but because of a lawful economic struggle 
between  industry  and  labor,  it  should  have  no  such  indulgence.  His 
command power is  not  such an absolute as might be implied from that 
office in a militaristic system but is subject to limitations consistent with a 
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constitutional Republic whose law and policy-making branch [343 U.S. 579, 
646]   is a representative Congress. The purpose of lodging dual titles in one 
man was to insure that the civilian would control the military, not to enable 
the military to subordinate the presidential office. No penance would ever 
expiate the sin against  free government of  holding that  a President can 
escape control of executive powers by law through assuming his military 
role. What the power of command may include I do not try to envision, but 
I  think it  is  not  a military prerogative,  without support  of law,  to seize 
persons or property because they are important or even essential for the 
military and naval establishment. 

This  contemporary foreign experience may be inconclusive as  to the 
wisdom of lodging emergency powers somewhere in a modern government. 
But it suggests that emergency powers are consistent with free government 
only  when their  control  is  lodged elsewhere  than in  the  Executive  who 
exercises  them.  That  is  the  safeguard  that  would  be  nullified  by  our 
adoption  of  the  "inherent  powers"  formula.  Nothing  in  my  experience 
convinces me that such risks are warranted by any real necessity, although 
such powers would, of course, be an executive convenience. 
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                (Voluntary restraint agreement and separation of powers)

Consumers Union of U. S., Inc. v. Kissinger

                                         506 F.2d 136 (D.C. Cir. 1974)

http://bulk.resource.org/courts.gov/c/F2/561/561.F2d.872.76-1064.html

 OPINION BY: McGOWAN

     … In the form eventually taken by the litigation in the District 
Court, we consider that the only question before us is whether the actions 
of  the Executive  were a regulation of  foreign commerce  foreclosed to it 
generally  by  Article  I,  Section  8,  Clause  3  of  the  Constitution,  and  in 
particular  by the  Trade Expansion Act  of  1962.  To the  extent  that  the 
District Court declared no such conflict to exist, we affirm its decision.

I

     … After  an initial  showing  of  interest  by  the  foreign producer 
associations, State Department officials entered into discussions that lasted 
from June to December,  1968,  and resulted in letters  being sent  to  the 
Secretary  in  which  the  Japanese  and  European  producer  associations 
stated  their  intentions  to  limit  steel  shipments  to  the  United  States  to 
specified maximum tonnages for each of the years 1969, 1970, and 1971. 
During  1970, domestic industry and union representatives urged the State 
Department  to  seek  renewal  of  the  restraints  beyond  1971  to  provide 
greater time within which to achieve needed changes, and the House Ways 
and  Means  Committee  issued  a  report  to  like  effect.  When  various 
executive organs, such as the President's Council   of Economic Advisors, 
had made the same recommendation, the President directed the Secretary 
to  seek  extensions  of  the  limitation  representations.  Such  extensions, 
covering 1972 through 1974,  were  forthcoming  in letters  dated early in 
May, 1972, and announced by the President on May 6.  The two 1972 letters 
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are substantially alike. Each states the signatories' intention to limit exports 
of steel products to the United States both in aggregate tonnage and, within 
such limits, in terms of product mix. Each represents that the signatories 
"hold themselves [itself] ready to consult with representatives of the United 
States Government on any problem or question that may arise with respect 
to  this  voluntary  restraint  undertaking"  and  expect  the  United  States 
Government  so  to  hold  itself  ready.  In  addition,  each  states  that  its 
undertaking is based on the assumptions that (1) the effect will not be to 
place the signatories at a disadvantage relative to each other, (2) the United 
States will take no unilateral actions to restrict exports by the signatories to 
the United States, and (3) the representations do not violate United States 
or international laws.    

     IV

     We turn, then, to the District Court's declaration that, in respect of 
the actions of the Executive culminating in the undertakings stated in the 
letters of intent, "the Executive is  not preempted . . . and that there is no 
requirement that all such undertakings be first processed under the Trade 
Expansion  Act  of  1962."  That  statute,  as  its  name  suggests,  had  as  its 
principal  purpose the stimulation of the economic  growth of  the United 
States  and the  maintenance  and enlargement  of  foreign markets  for  its 
products. 

 This  was  to  be  achieved  through  trade  agreements  reached  by  the 
President with foreign countries. Title II of the Act provided that, for   a 
period of five years (1962-67), the President was authorized to enter into 
such agreements whenever he determined that any existing tariff duties or 
other import restrictions of either the United States or any foreign country 
were  unduly  burdening  and  restricting  the  foreign  trade  of  the  United 
States.  Upon  reaching  any  such  trade  agreement,  the  President  was 
delegated the unmistakably legislative power to modify or continue existing 
tariffs or  other import restrictions, to continue existing duty-free or excise 
treatment, or to impose additional import restrictions, as he determined to 
be  necessary  or  appropriate  to  the  carrying  out  of  the  agreement.   In 
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connection with the first two of these powers, the Tariff Commission was 
given an advisory  function,  which  included public  hearings;  and public 
hearings  were also directed to be held,  by an agency designated by the 
President, in connection with any proposed trade agreement.

Title III of the Trade Expansion Act of 1962, recognizing that  domestic 
interests of various kinds may be adversely affected by concessions granted 
under  trade  agreements,  authorizes  the  making  of  compensating 
adjustments  of  various  kinds.  Section  301  provides  that  the  Tariff 
Commission shall undertake investigations of injuries allegedly being done 
to  domestic  businesses  or  workers  by  such  things  as  increased  imports 
flowing from a trade agreement. After holding public hearings, the Tariff 
Commission shall make a report to the President. If it affirmatively finds 
injury to domestic industry, the President may under Section 351 increase 
or impose tariff duties or other import restrictions, or alternatively he may 
under Section 352 negotiate agreements with foreign governments limiting 
the export from such countries to the United States of the article causing 
the injury. If this latter option is taken, the Act provides that the President 
is authorized to issue regulations governing the entry or withdrawal from 
warehouse of the  article covered by the agreement.

The foregoing description of the Trade Expansion Act of 1962 covers, 
among others, Sections 301 and 352. They are the only provisions expressly 
identified  in  the  amended  complaint  as  constituting  the  allegedly 
preemptive  exercise  by Congress  of  its  constitutional  power  to  regulate 
foreign commerce that, so it is said, forecloses the actions of the Executive 
challenged in this case. The description extends also to Sections 302 and 
351, which are referred to in plaintiff-appellant Consumers Union's brief, 
as  is  also Section 232,  This  last  is  the so-called national  security  clause 
which provides that the President shall not decrease or eliminate tariffs or 
other import restrictions if to do so would impair the national security. The 
Director of the Office of Emergency Planning is directed to investigate any 
situation where imports threaten to impair the national security; and if he 
finds  such threat,  and  the  President  concurs,  action  shall  be  taken "to 
adjust the imports" of the article in question ….
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What is clear from the foregoing is a purpose on the part of Congress to 
delegate legislative power to the President for use by him in certain defined 
circumstances and in furtherance of certain stated purposes. Without such 
 a delegation, the President could not increase or decrease tariffs, issue 
commands to the customs service to refuse or delay entry of goods into the 
country, or impose mandatory import quotas. n11  To make use of such 
delegated power, the President would of course be required to proceed 
strictly in accordance with the procedures specified in the statutes 
conferring the delegation. Where, as here, he does not pretend to the 
possession of such power, no such conformity is required.  

The steel import restraints do not purport to be enforceable, either as 
contracts  or  as  governmental  actions  with  the  force  of  law;  and  the 
Executive has no sanctions to invoke in order to compel observance by the 
foreign  producers  of  their  self-denying  representations.  They  are  a 
statement of intent on the part of the foreign producer associations. The 
signatories' expectations, not unreasonably in light of the reception given 
their  undertakings  by the Executive,  are  that  the Executive  will  consult 
with them over mutual concerns about the steel import situation, and that it 
will not have sudden recourse to the unilateral steps available to it under 
the Trade Expansion Act to impose legal restrictions on importation. The 
President is not bound in any way to refrain from taking such steps if he 
later deems them to be in the national interest, or if consultation proves 
unavailing to meet unforeseen difficulties; and certainly the Congress is not 
inhibited from enacting any legislation it  desires  to regulate  by law the 
importation of steel. 

The  formality  and  specificity  with  which  the  undertakings  are 
expressed does not alter their essentially precatory nature insofar as the 
Executive Branch is concerned. In effect the President has said that he will 
not initiate steps to limit steel imports by law if the volume of such imports 
remains within tolerable bounds. Communicating, through the Secretary of 
State,  what  levels  he  considers  tolerable  merely  enables  the  foreign 
producers to conform their actions accordingly,  and to avoid the risk of 
guessing at what is acceptable. Regardless of whether the producers run 
afoul of the antitrust laws in the manner of their response, nothing in the 
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process  leading  up  to  the  voluntary  undertakings or  the  process  of 
consultation under them differentiates what the Executive has done here 
from what all Presidents, and to a lesser extent all high executive officers, 
do when they admonish an industry with the express or implicit warning 
that action, within either their existing powers or enlarged powers to be 
sought, will be taken if a desired course is not followed voluntarily.

The question  of  congressional  preemption is  simply  not pertinent  to 
executive action of this sort. Congress acts by making laws binding, if valid, 
on their objects and the President, whose duty it is faithfully to execute the 
laws.  From the comprehensive pattern   of its legislation regulating trade 
and  governing  the  circumstances  under  and  procedures  by  which  the 
President is authorized to act to limit imports, it appears quite likely that 
Congress  has  by  statute  occupied  the  field  of  enforceable import 
restrictions, if it did not, indeed, have exclusive possession thereof by the 
terms of Article  I of the Constitution. There is no potential  for conflict, 
however, between exclusive congressional regulation of foreign commerce -- 
regulation  enforced  ultimately  by  halting  violative  importations  at  the 
border -- and assurances of voluntary restraint given to the Executive. Nor 
is there any warrant for creating such a conflict by straining to endow the 
voluntary undertakings with legally binding effect, contrary to the manifest 
understanding of all concerned …. “  

In holding, as we do, that the District Court did not err in declining to 
characterize the conduct of the Executive here under attack as in conflict 
with the Trade Expansion Act  of  1962,  we are not  to be understood as 
intimating any views as to the relationship of the Sherman Act to the events 
in issue here. The Sherman Act is not, as noted above, one of the regulatory 
statutes charged as preempting the field, and the question of its possible 
substantive  applicability  vanished  from  this  case  with  the  original 
complaint.

The declaration in the District Court's order with respect to antitrust 
exemption is vacated, and the declaratory aspect of that order is confined to 
the proposition that the State Department defendants were not precluded 
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from following the course they did by anything in the Constitution or Title 
19 of the U.S. Code. As so confined, the order appealed from is affirmed. 

It is so ordered.
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                    ("Federalism ... Implied Preemption")

    U.S. Supreme Court

CROSBY v. NATIONAL FOREIGN TRADE COUNCIL 

No. 99-474. Argued March 22, 2000--Decided June 19, 2000 

 http://www.law.cornell.edu/supct/search/display.html?terms=CROSBY%20v.%20NATIONAL%20FOREIGN

%20TRADE%20COUNCIL%20&url=/supct/html/99-474.ZO.html

          Justice Souter delivered the opinion of the Court. 

     The  issue is  whether  the  Burma  law  of  the  Commonwealth  of 
Massachusetts, restricting the authority of its agencies to purchase goods or 
services from companies doing business with Burma,  is invalid under the 
Supremacy  Clause of  the  National  Constitution  owing  to  its  threat  of 
frustrating federal statutory objectives. We hold that it is. 

I

In  September  1996,  three  months  after  the  Massachusetts  law  was 
enacted,  Congress  passed  a  statute  imposing  a  set  of  mandatory  and 
conditional  sanctions  on  Burma.  See  Foreign  Operations,  Export 
Financing, and Related Programs Appropriations Act, 1997, §570, 110 Stat. 
3009-166  to  3009-167  (enacted  by  the  Omnibus  Consolidated 
Appropriations  Act,  1997,  §101(c),  110 Stat.  3009-121 to 3009-172).  The 
federal Act has five basic parts, three substantive and two procedural. 

     First, it imposes three sanctions directly on Burma. It bans all aid to 
the  Burmese  Government  except  for  humanitarian  assistance, 
counternarcotics efforts, and promotion of human rights and democracy. 
§570(a)(1).  The  statute  instructs  United  States  representatives  to 
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international financial institutions to vote against loans or other assistance 
to or for Burma,  §570(a)(2),  and it  provides that  no entry visa shall  be 
issued to any Burmese government official unless required by treaty or to 
staff  the  Burmese  mission  to  the  United  Nations,  §570(a)(3).  These 
restrictions  are  to  remain  in  effect  "[u]ntil  such  time  as  the  President 
determines and certifies to Congress that Burma has made measurable and 
substantial  progress  in  improving  human  rights  practices  and 
implementing democratic government."  

     Second, the federal Act authorizes the President to impose further 
sanctions  subject  to  certain  conditions.  He may prohibit  "United States 
persons"  from  "new  investment"  in  Burma,  and  shall  do  so  if  he 
determines  and certifies  to  Congress  that  the  Burmese Government  has 
physically  harmed,  rearrested,  or  exiled  Daw  Aung  San  Suu  Kyi  (the 
opposition  leader  selected  to  receive  the  Nobel  Peace  Prize),  or  has 
committed "large-scale  repression of  or violence  against  the Democratic 
opposition." §570(b). "New investment" is defined as entry into a contract 
that  would  favor  the  "economical  development  of  resources  located  in 
Burma," or would provide ownership interests in or benefits  from such 
development,  §570(f)(2),  but  the  term  specifically  excludes  (and  thus 
excludes from any Presidential prohibition) "entry into, performance of, or 
financing of a contract to sell or purchase goods, services, or technology."  

     Third,  the  statute  directs  the  President  to  work  to  develop  "a 
comprehensive, multilateral strategy to bring democracy to and improve 
human rights practices and the quality of life in Burma." §570(c).  He is 
instructed to cooperate with members of the Association of Southeast Asian 
Nations  (ASEAN)  and  with  other  countries  having  major  trade  and 
investment interests in Burma to devise such an approach, and to pursue 
the additional objective of fostering dialogue between the ruling State Law 
and  Order  Restoration  Council  (SLORC)  and  democratic  opposition 
groups. 
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II

     Respondent National Foreign Trade Council (Council) is a nonprofit 
corporation representing companies engaged in foreign commerce; 34 of its 
members  were  on  the  Massachusetts  restricted  purchase  list  in  1998. 
National Foreign Trade Council v.  Natsios, 181 F. 3d 38, 48 (CA1 1999). 
Three withdrew from Burma after the passage of the state Act, and one 
member had its bid for a procurement contract increased by 10 percent 
under the provision of the state law allowing acceptance of a low bid from a 
listed bidder only if the next-to-lowest bid is more than 10 percent higher. 
Ibid.  

     In April  1998,  the  Council  filed suit  in the  United States  District 
Court for the District of Massachusetts, seeking declaratory and injunctive 
relief against the petitioner state officials charged with administering and 
enforcing the state Act (whom we will refer to simply as the State). The 
Council  argued that  the  state  law  unconstitutionally  infringed  on  the 
federal foreign affairs power, violated the Foreign Commerce Clause, and 
was preempted by the federal Act. After detailed stipulations, briefing, and 
argument,  the  District  Court permanently  enjoined  enforcement  of  the 
state  Act,  holding  that  it  "unconstitutionally  impinge[d]  on  the  federal 
government's  exclusive  authority  to  regulate  foreign  affairs."  National 
Foreign Trade Council v. Baker, 26 F. Supp. 2d 287, 291 (Mass. 1998). 

The United States Court of Appeals for the  First Circuit affirmed on 
three  independent  grounds.  181  F. 3d,  at  45.  It  found  the  state  Act 
unconstitutionally interfered with the foreign affairs power of the National 
Government under Zschernig v. Miller, 389 U.     S. 429   (1968), see 181 F. 3d, 
at 52-55; violated the dormant Foreign Commerce Clause, U. S. Const. Art. 
I, §8, cl. 3, see 181 F. 3d, at 61-71; and was preempted by the congressional 
Burma Act, see id., at 71-77. 

The State's petition for certiorari challenged the decision on all three 
grounds and asserted interests said to be shared by other state and local 
governments  with  similar  measures.  Though  opposing  certiorari,  the 
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Council acknowledged the significance of the issues and the need to settle 
the  constitutionality  of  such  laws  and  regulations.  Brief  in  Opposition 
18-19. We granted certiorari to resolve these important questions, 528 U.     S.   
1018 (1999), and now affirm. 

  III

     A fundamental principle of the Constitution is that Congress has the 
power to preempt state law. Art. VI, cl. 2;  Gibbons v.  Ogden, 9 Wheat. 1, 
211 (1824);  Savage v.  Jones, 225 U.     S. 501, 533   (1912);  California v.  ARC 
America Corp., 490 U.     S. 93, 101   (1989). Even without an express provision 
for preemption, we have found that state law must yield to a congressional 
Act in at least two circumstances. When Congress intends federal law to 
"occupy  the  field," state  law in that  area is  preempted.  Id.,  at  100;  cf. 
United States v.  Locke, 529 U. S. ___, ___ (2000) (slip op.,  at 23) (citing 
Charleston & Western Carolina R.  Co. v.  Varnville  Furniture  Co., 237 
U.     S. 597, 604   (1915)). And even if Congress has not occupied the field, state 
law  is  naturally  preempted to  the  extent  of  any  conflict  with  a  federal 
statute.  Hines v.  Davidowitz, 312 U.     S.  52,  66-67   (1941);  ARC America 
Corp., supra, at 100-101; Locke, supra, at ___ (slip op., at 17). We will find 
preemption where it is impossible for a private party to comply with both 
state and federal law, see,  e.g., Florida Lime & Avocado Growers, Inc. v. 
Paul, 373 U.     S. 132, 142-143   (1963), and where "under the circumstances of 
[a] particular case, [the challenged state law] stands  as an obstacle to the 
accomplishment  and  execution  of  the  full  purposes  and  objectives of 
Congress." Hines, supra, at 67. What is a sufficient obstacle is a matter of 
judgment, to be informed by examining the federal statute as a whole and 
identifying its purpose and intended effects: 

"For  when  the  question  is  whether  a  Federal  act 
overrides a state law, the entire scheme of the statute must of 
course be considered and that which needs must be implied is 
of no less force than that which is expressed. If the purpose of 
the  act  cannot  otherwise  be  accomplished--if  its  operation 
within  its  chosen  field  else  must  be  frustrated  and  its 
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provisions be refused their natural effect--the state law must 
yield to the regulation of Congress within the sphere of its 
delegated  power."  Savage,  supra, 533,  quoted  in  Hines, 
supra, at 67, n. 20. 

     Applying this standard, we see the state Burma law as an obstacle to 
the accomplishment of Congress's full objectives under the federal Act. We 
find  that  the  state  law  undermines  the  intended  purpose  and  "natural 
effect" of at least three provisions of the federal Act, that is, its delegation 
of effective discretion to the President to control economic sanctions against 
Burma, its limitation of sanctions solely to United States persons and new 
investment, and its directive to the President to proceed diplomatically in 
developing a comprehensive, multilateral strategy towards Burma. 

A

     First,  Congress  clearly  intended  the  federal  act  to  provide  the 
President  with  flexible  and  effective  authority  over  economic  sanctions 
against Burma. Although Congress immediately put in place a set of initial 
sanctions  (prohibiting bilateral  aid,  §570(a)(1),  support  for  international 
financial  assistance,  §570(a)(2),  and  entry  by Burmese  officials  into  the 
United States, §570(a)(3)), it authorized the President to terminate any and 
all of those measures upon determining and certifying that there had been 
progress in human rights and democracy in Burma. §570(a). It invested the 
President with the further power to ban new investment by United States 
persons, dependent only on specific Presidential findings of repression in 
Burma.  §570(b).  And,  most  significantly,  Congress  empowered  the 
President "to waive, temporarily or permanently, any sanction [under the 
federal act] ... if he determines and certifies to Congress that the application 
of such sanction would be contrary to the national security interests of the 
United States." §570(e). 

This express investiture of the President with statutory authority to act 
for the United States in imposing sanctions with respect to the government 
of Burma, augmented by the flexibility to respond to change by suspending 
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sanctions  in  the  interest  of  national  security,  recalls  Justice  Jackson's 
observation in Youngstown Sheet & Tube Co. v. Sawyer, 343 U.     S. 579, 635   
(1952):  "When  the  President  acts  pursuant  to  an  express  or  implied 
authorization of Congress, his authority is at its maximum, for it includes 
all that he possesses in his own right plus all that Congress can delegate." 
See also id., at 635-636, n. 2 (noting that the President's power in the area of 
foreign relations is least restricted by Congress and citing United States v. 
Curtiss-Wright  Export  Corp., 299  U.     S.  304   (1936)).  Within  the  sphere 
defined by Congress, then, the statute has placed the President in a position 
with as much discretion to exercise economic leverage against Burma, with 
an eye toward national security, as our law will admit. And it is just this 
plenitude  of  Executive  authority  that  we  think  controls  the  issue  of 
preemption here. The President has been given this authority not merely to 
make a political statement but to achieve a political result, and the fullness 
of his authority shows the importance in the congressional mind of reaching 
that result. It is simply implausible that Congress would have gone to such 
lengths to empower the President if it had been willing to compromise his 
effectiveness  by  deference  to  every  provision  of  state  statute  or  local 
ordinance that might, if enforced, blunt the consequences of discretionary 
Presidential action. 

And  that  is  just  what  the  Massachusetts  Burma  law  would  do  in 
imposing  a  different,  state  system  of  economic  pressure  against  the 
Burmese political regime. As will be seen, the state statute penalizes some 
private action that the federal Act (as administered by the President) may 
allow, and pulls levers of influence that the federal Act does not reach. But 
the point here is that the state sanctions are immediate, see 1996 Mass. Acts 
239, ch. 130, §3 (restricting all contracts after law's effective date); Mass. 
Gen Laws §7:22K (1997) (authorizing regulations for timely and effective 
implementation), and perpetual, there being no termination provision, see, 
e.g., §7:22J (restricted companies list  to be updated at least every three 
months). This unyielding application undermines the President's intended 
statutory authority by making it impossible for him to restrain fully the 
coercive power of the national economy when he may choose to take the 
discretionary  action  open to him,  whether  he  believes  that  the  national 
interest requires sanctions to be lifted, or believes that the promise of lifting 
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sanctions  would  move  the  Burmese  regime  in  the  democratic  direction. 
Quite simply, if the Massachusetts law is enforceable the President has less 
to offer and less economic and diplomatic leverage as a consequence. In 
Dames & Moore v.  Regan, 453 U.     S. 654   (1981), we used the metaphor of 
the bargaining chip to describe the President's control of funds valuable to 
a hostile country,  id., at 673; here, the state Act reduces the value of the 
chips created by the federal statute. It thus "stands as an obstacle to the 
accomplishment  and  execution  of  the  full  purposes  and  objectives  of 
Congress." Hines, 312 U.     S., at 67  . 

B

     Congress manifestly intended to limit economic pressure against the 
Burmese Government to a specific range. The federal Act confines its reach 
to  United  States  persons,  §570(b),  imposes  limited  immediate  sanctions, 
§570(a), places only a conditional ban on a carefully defined area of "new 
investment," §570(f)(2), and pointedly exempts contracts to sell or purchase 
goods, services, or technology, §570(f)(2).  These detailed provisions show 
that Congress's calibrated Burma policy is a deliberate effort "to steer a 
middle path," Hines, supra, at 73.13  

     The State has  set a different course,  and its  statute conflicts  with 
federal law at a number of points by penalizing individuals and conduct 
that Congress has explicitly exempted or excluded from sanctions. While 
the  state  Act  differs  from  the  federal  in  relying  entirely  on  indirect 
economic  leverage  through  third  parties  with  Burmese  connections,  it 
otherwise stands in clear contrast to the congressional scheme in the scope 
of subject matter addressed. It restricts all contracts between the State and 
companies doing business in Burma,  §7:22H(a),  except when purchasing 
medical supplies and other essentials (or when short of comparable bids), 
§7:22I.  It  is  specific  in  targeting contracts  to  provide  financial  services, 
§7:22G(b), and general goods and services, §7:22G(d), to the Government 
of Burma, and thus prohibits contracts between the State and United States 
persons for goods, services, or technology, even though those transactions 
are explicitly exempted from the ambit of new investment prohibition when 
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the  President  exercises  his  discretionary  authority  to  impose  sanctions 
under the federal Act. §570(f)(2). 

     C

     Finally,  the  state  Act  is  at  odds  with  the  President's  intended 
authority  to  speak  for  the  United  States  among  the  world's  nations  in 
developing a "comprehensive, multilateral strategy to bring democracy to 
and improve human rights  practices  and the quality  of life  in Burma." 
§570(c).  Congress  called  for  Presidential  cooperation  with  members  of 
ASEAN and other countries in developing such a strategy,  ibid., directed 
the President to encourage a dialogue between the government of Burma 
and the democratic  opposition,  ibid.,  and required him to report  to the 
Congress  on  the  progress  of  his  diplomatic  efforts,  §570(d).  As  with 
Congress's  explicit  delegation  to  the  President  of  power  over  economic 
sanctions,  Congress's  express  command  to  the  President  to  take  the 
initiative for the United States among the international community invested 
him  with  the  maximum  authority  of  the  National  Government,  cf. 
Youngstown Sheet  & Tube Co.,  343 U.     S.,  at  635  ,  in harmony with the 
President's own constitutional powers, U. S. Const., Art. II, §2, cl. 2 ("[The 
President] shall have Power, by and with the Advice and Consent of the 
Senate, to make Treaties" and "shall appoint Ambassadors, other public 
Ministers and Consuls"); §3 ("[The President] shall receive Ambassadors 
and  other  public  Ministers").  This  clear  mandate  and  invocation  of 
exclusively national power belies any suggestion that Congress intended the 
President's effective voice to be obscured by state or local action. 

     Again,  the  state  Act  undermines  the  President's  capacity,  in  this 
instance  for  effective  diplomacy.  It  is  not  merely  that  the  differences 
between the state and federal Acts in scope and type of sanctions threaten 
to  complicate  discussions;  they  compromise  the  very  capacity  of  the 
President to speak for  the  Nation with  one voice  in  dealing  with  other 
governments.  We need not get into any general consideration of limits of 
state  action  affecting  foreign  affairs  to  realize  that  the  President's 
maximum  power  to  persuade  rests  on  his  capacity  to  bargain  for  the 
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benefits  of  access  to  the  entire  national  economy without  exception  for 
enclaves fenced off willy-nilly by inconsistent political tactics. When such 
exceptions do qualify his capacity to present a coherent position on behalf 
of the national economy, he is weakened, of course, not only in dealing with 
the Burmese regime, but in working together with other nations in hopes of 
reaching  common  policy  and  "comprehensive"  strategy.  Cf.  Dames  & 
Moore, 453 U.     S., at 673  -674. 

While  the  threat  to  the  President's  power  to  speak  and  bargain 
effectively with other nations seems clear enough, the record is replete with 
evidence to answer any skeptics.  First, in response to the passage of the 
state  Act,  a  number  of  this  country's  allies  and  trading  partners  filed 
formal protests with the National Government, see 181 F. 3d, at 47 (noting 
protests from Japan, the European Union (EU), and ASEAN), including an 
official Note Verbale from the EU to the Department of State protesting the 
state  Act.  EU  officials  have  warned  that  the  state  Act  "could  have  a 
damaging  effect  on  bilateral  EU-US  relations."  Hugo  Paemen, 
Ambassador, European Union, Delegation of the European Commission, to 
William F. Weld, Governor, State of Massachusetts, Jan. 23, 1997, App. 75. 

Second, the EU and Japan have gone a step further in lodging formal 
complaints  against  the  United  States  in  the  World  Trade  Organization 
(WTO),  claiming  that  the  state  Act  violates  certain  provisions  of  the 
Agreement on Government Procurement,19 H. R. Doc.  No.  103-316, 1719 
(1994) and the consequence has been to embroil the National Government 
for some time now in international dispute proceedings under the auspices 
of the WTO. In their brief before this Court, EU officials point to the WTO 
dispute as threatening relations with the United States, Brief for European 
Communities et al. as Amici Curiae 7, and n. 7, and note that the state Act 
has become the topic of "intensive discussions" with officials of the United 
States at the highest levels,  those discussions including exchanges at  the 
twice yearly EU-U. S. Summit. 

Third, the Executive has consistently represented that the state Act has 
complicated its dealings with foreign sovereigns and proven an impediment 
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to accomplishing objectives assigned it by Congress. Assistant Secretary of 
State  Larson,  for  example,  has  directly  addressed  the  mandate  of  the 
federal Burma law in saying that the imposition of unilateral state sanctions 
under the state Act "complicates efforts to build coalitions with our allies" 
to promote democracy and human rights in Burma. A. Larson, State and 
Local Sanctions: Remarks to the Council of State Governments 5 (Dec. 8, 
1998).  "[T]he EU's  opposition to the Massachusetts  law has meant  that 
U. S. government high level discussions with EU officials often have focused 
not on what to do about Burma, but on what to do about the Massachusetts 
Burma law." Id., at 3. This point has been consistently echoed in the State 
Department: 

"While  the  [Massachusetts  sanctions  on  Burma]  were 
adopted  in  pursuit  of  a  noble  goal,  the  restoration  of 
democracy in Burma, these measures also risk shifting the 
focus of the debate with our European Allies away from the 
best way to bring pressure against the State Law and Order 
Restoration Council  (SLORC) to a potential  WTO dispute 
over its  consistency with our international  obligations.  Let 
me be clear. We are working with Massachusetts in the WTO 
dispute settlement process. But we must be honest in saying 
that the threatened WTO case risks diverting United States' 
and Europe's attention from focusing where it should be--on 
Burma." Eizenstat testimony, App. 115. 

This evidence in combination is more than sufficient to show that the 
state Act stands as an obstacle in addressing the congressional obligation to 
devise a comprehensive, multilateral strategy. 

V

     Because the state Act's provisions conflict  with Congress's specific 
delegation  to  the  President  of  flexible  discretion,  with  limitation  of 
sanctions to a limited scope of actions and actors,  and with direction to 
develop a comprehensive, multilateral strategy under the federal Act, it is 
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preempted, and its application is unconstitutional,  under the Supremacy 
Clause. 

The judgment of the Court of Appeals for the First Circuit is affirmed. 
It is so ordered
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(Customary international law and doctrine of incorporation)

                                                    U.S. SUPREME COURT

THE PAQUETE HABANA

  Nos. 395, 396 -- Decided January 8, 1900

    http://supreme.justia.com/us/175/677/case.html

Mr. Justice Gray delivered the opinion of the court: 

These are two appeals from decrees of the district court of the United 
States for the southern district of Florida condemning two fishing vessels 
and their cargoes as prize of war. 

Each vessel was a fishing smack, running in and out of Havana, and 
regularly engaged in fishing on the coast of Cuba; sailed under the Spanish 
flag; was owned by a Spanish subject of Cuban birth, living in the city of 
Havana; was commanded by a subject of Spain, also residing in Havana; 
and her master and crew had no interest in the vessel, but were entitled to 
shares,  amounting  in  all  to  two  thirds,  of  her  catch,  the  other  third 
belonging to her owner. Her cargo consisted of fresh fish, caught by her 
crew from the sea, put on board as they were caught, and kept and sold 
alive. Until stopped by the blockading squadron she had no knowledge of 
the  existence  of  the  war  or  of  any  blockade.  She  had  no  arms  or 
ammunition on board, and made no attempt to run the blockade after she 
knew of its existence, nor any resistance at the time of the capture. 

The Paquete Habana was a sloop, 43 feet long on the keel, [175 U.S. 677, 
679]   and of 25 tons burden, and had a crew of three Cubans, including the 
master,  who had a fishing license from the Spanish government,  and no 
other commission or license. She left Havana March 25, 1898; sailed along 
the coast of Cuba to Cape San Antonio, at the western end of the island, 
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and there fished for twenty-five days, lying between the reefs off the cape, 
within the territorial waters of Spain; and then started back for Havana, 
with a cargo of about 40 quintals of live fish. On April 25, 1898, about 2 
miles  off  Mariel,  and  11 miles  from Havana,  she  was  captured  by  the 
United States gunboat Castine. 

The  Lola  was  a  schooner,  51  feet  long  on  the  keel,  and  of  35  tons 
burden,  and  had  a  crew  of  six  Cubans,  including  the  master,  and  no 
commission or license. She left Havana April 11, 1898, and proceeded to 
Campeachy sound, off Yucatan, fished there eight days, and started back 
for Havana with a cargo of about 10,000 pounds of live fish. On April 26, 
1898,  near  Havana,  she  was  stopped  by  the  United  States  steamship 
Cincinnati, and was warned not to go into Havana, but was told that she 
would be allowed to land at Bahia Honda. She then changed her course, 
and putfor Bahia Honda, but on the next morning, when near that port, 
was captured by the United States steamship Dolphin. 

Both the fishing vessels were brought by their captors into Key West. A 
libel for the condemnation of each vessel and her cargo as prize of war was 
there filed on April  27,  1898; a claim was interposed by her master on 
behalf of himself and the other members of the crew, and of her owner; 
evidence was taken, showing the facts above stated; and on May 30, 1898, a 
final decree of condemnation and sale was entered, 'the court not being 
satisfied  that  as  a  matter  of  law,  without  any  ordinance,  treaty,  or 
proclamation, fishing vessels of this class are exempt from seizure.' 

Each vessel was thereupon sold by auction; the Paquete Habana for the 
sum of $490; and the Lola for the sum of $800. There was no other evidence 
in the record of the value of either vessel or of her cargo. 

We are then brought to the consideration of the question whether, upon 
the facts  appearing in these records,  the fishing smacks were subject to 
capture by the armed vessels of the United States during the recent war 
with Spain. 
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By an ancient usage among civilized nations, beginning centuries ago, 
and gradually ripening into a rule of international law, coast fishing vessels, 
pursuing their vocation of catching and bringing in fresh fish, have been 
recognized as exempt, with their cargoes and crews, from capture as prize 
of war. 

This doctrine, however, has been earnestly contested at the bar; and no 
complete collection of the instances illustrating it is to be found, so far as we 
are aware, in a single published work although many are referred to and 
discussed by the writers on international law, notable in 2 Ortolan, Regles 
Internationales et Diplomatie de la Mer (4th ed.) lib. 3, chap. 2, pp. 51-56; 
in 4 Calvo, Droit International (5th ed.) 2367-2373; in De Boeck, Propriete 
Privee Ennemie sous Pavillon Ennemi, 191-196; and in Hall, International 
Law (4th ed.) 148. It is therefore worth the while to trace the history of the 
rule,  from  the  earliest  accessible  sources,  through  the  increasing 
recognition  of  it,  with  occasional  setbacks,  to  what  we  may  now justly 
consider  as  its  final  establishment  in  our  own  country  and  generally 
throughout the civilized world. 

The doctrine  which  exempts  coast  fishermen,  with  their  vessels  and 
cargoes,  from capture  as  prize  of  war,  has  been familiar  to the  United 
States from the time of the War of Independence. 

Since the United States became a nation, the only serious interruptions, 
so far as we are informed, of the general recognition of the exemption of 
coast fishing vessels from hostile capture, arose out of the mutual suspicions 
and recriminations of England and France during the wars of the French 
Revolution. 

Since the English orders in council of 1806 and 1810, before quoted, in 
favor of fishing vessels employed in catching and bringing to market fresh 
fish, no instance has been found in which the exemption from capture of 
private coast fishing vessels honestly pursuing their peaceful industry has 
been denied by England or by any other nation. And the Empire of Japan 
(the last state admitted into the rank of civilized nations), by an ordinance 
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promulgated  at  the  beginning  of  its  war  with  China  in  August,  1894, 
established prize courts, and ordained that 'the following enemy's vessels 
are exempt from detention,' including in the exemption 'boats engaged in 
coast  fisheries,'  as  well  as  'ships  engaged  exclusively  on  a  voyage  of 
scientific  discovery,  philanthrophy,  or  religious  mission.'  Takahashi, 
International Law, 11, 178. 

International  law  is  part  of  our  law,  and  must  be  ascertained  and 
administered by the courts of justice of appropriate jurisdiction as often as 
questions  of  right  depending  upon  it  are  duly  presented  for  their 
determination. For this purpose, where there is no treaty and no controlling 
executive or legislative act or judicial decision, resort must be had to the 
customs and usages of civilized nations,  and, as evidence of these, to the 
works of jurists and commentators who by years of labor, research, and 
experience  have  made  themselves  peculiarly  well  acquainted  with  the 
subjects  of  which  they  treat.  Such  works  are  resorted  to  by  judicial 
tribunals, not for the speculations of their authors concerning what the law 
ought to be, but for trustworthy evidence of what the law really is. Hilton v. 
Guyot,  159 U.S. 113, 163 , 164 S., 214, 215, 40 L. ed. 95, 108, 125, 126, 16 
Sup. Ct. Rep. 139. 

Wheaton places  among the principal  sources  international  law 'text- 
writers of authority, showing what is the approved usage of nations, or the 
general opinion respecting their mutual conduct, with the definitions and 
modifications  introduced  by  general  consent.'  As  to  these  he  forcibly 
observes: 'Without wishing to exaggerate the importance of these writers, 
or to substitute, in any case, their authority for the principles of reason, it 
may be affirmed that they are gen- [175 U.S. 677, 701]   erally impartial in 
their judgment. They are witnesses of the sentiments and usages of civilized 
nations, and the weight of their testimony increases every time that their 
authority is invoked by statesmen, and every year that passes without the 
rules laid down in their works being impugned by the avowal of contrary 
principles.' Wheaton, International Law ( 8th ed.), 15. 
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No international jurist of the present day has a wider or more deserved 
reputation than Calvo, who, though writing in French, is a citizen of the 
Argentine Republic, employed in its diplomatic service abroad. In the fifth 
edition  of  his  great  work  on  international  law,  published  in  1896,  he 
observes, in 2366, that the international authority of decisions in particular 
cases by the prize courts of France, of England, and of the United States is 
lessened by the fact that the principles on which they are based are largely 
derived from the internal legislation of each country; and yet the peculiar 
character  of  maritime  wars,  with  other  considerations,  gives  to  prize 
jurisprudence a force and importance  reaching beyond the limits  of the 
country in which it  has  prevailed.  He therefore proposes here to group 
together a number of particular cases proper to serve as precedents for the 
solution of grave questions of maritime law in regard to the capture of 
private property as prize of war. Immediately, in 2367, he goes on to say: 
'Notwithstanding  the  hardships  to  which  maritime  wars  subject  private 
property,  notwithstanding  the  extent  of  the  recognized  rights  of 
belligerents,  there  are  generally  exempted,  from  seizure  and  capture, 
fishing vessels.'  In the next section he adds: 'This  exception is  perfectly 
justiciable,-Cette  exception  est  parfaitement  justiciable,'-that  is  to  say, 
belonging to judicial jurisdiction or cognizance.

This review of the precedents and authorities on the subject appears to 
us  abundantly  to  demonstrate  that  at  the  present  day,  by  the  general 
consent  of  the  civilized nations  of  the  world,  and independently  of  any 
express treaty or other public act, it is an established rule of international 
law,  founded  on  considerations  of  humanity  to  a  poor  and  industrious 
order of men, and of the mutual convenience of belligerent states, that coast 
fishing  vessels,  with  their  implements  and  supplies,  cargoes  and  crews, 
unarmed  and  honestly  pursuing  their  peaceful  calling  of  catching  and 
bringing in fresh fish, are exempt from capture as prize of war. 

The exemption, of course, does not apply to coast fishermen or their 
vessels if employed for a warlike purpose, or in such a way as to give aid or 
information to the enemy; nor when military or naval operations create a 
necessity to which all private interests must give way. 
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Nor has the exemption been extended to ships or vessels employed on 
the high sea in taking whales or seals or cod or other fish which are not 
brought fresh to market,  but are salted or otherwise cured and made a 
regular article of commerce. 

This rule of international law is one which prize courts administering 
the law of nations are bound to take judicial notice of, and to give effect to, 
in the absence of any treaty or other public act of their own government in 
relation to the matter. 

Calvo,  in  a  passage  already  quoted,  distinctly  affirms  that  the 
exemption of coast fishing vessels from capture is perfectly justiciable, or, 
in other words, of judicial jurisdiction or cognizance. Calvo, 2368. Nor are 
judicial precedents wanting in support of the view that this exemption, or a 
somewhat analogous  one,  should be recognized and declared by a prize 
court. [175 U.S. 677, 709]    By the practice of all civilized nations, vessels 
employed only for the purposes of discovery or science are considered as 
exempt from the contingencies of war, and therefore not subject to capture. 
It has been usual for the government sending out such an expedition to give 
notice  to  other  powers;  but  it  is  not  essential.  1  Kent,  Com.  91,  note; 
Halleck, chap. 20, 22; Calvo, 2376; Hall, 138. 

In  Brown  v.  United  States,  8  Cranch,  110,  3  L.  ed.  504,  there  are 
expressions of Chief Justice Marshall  which, taken by themselves, might 
seem inconsistent with the position above maintained, of the duty of a prize 
court to take judicial notice of a rule of international law, established by the 
general  usage  of  civilized nations,  as  to the kind of  property  subject  to 
capture. But the actual decision in that case, and the leading reasons on 
which  it  was  based,  appear  to  us  rather  to  confirm our  position.  The 
principal  question  there  was  whether  personal  property  of  a  British 
subject, found on land in the United States at the beginning of the last war 
with Great Britain, could lawfully be condemned as enemy's property, on a 
libel filed by the attorney of the United States, without a positive act of 
Congress. The conclusion of the court was 'that the power of confiscating 
enemy property is in the legislature, and that the legislature has not yet 
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declared its will to confiscate property which was within our territory at 
the declaration of war.' 8 Cranch, 129, 3 L. ed. 510, 511. In showing that 
the declaration of war did not, of itself, vest the Executive with authority to 
order  such  property  to  be  confiscated,  the  Chief  Justice  relied  on  the 
modern usages of nations, saying: 'The universal practice of forbearing to 
seize and confiscate debts and credits,  the principle  universally  received 
that the right to them revives on the restoration of peace, would seem to 
prove that war is not an absolute confiscation of this property, but simply 
confers the right of confiscation,' and again: 'The modern rule, then, would 
seem to be that  tangible  property [175 U.S.  677,  711]    belonging to an 
enemy, and found in the country at the commencement of war, ought not to 
be  immediately  confiscated;  and  in  almost  every  commercial  treaty  an 
article is inserted stipulating for the right to withdraw such property.' 8 
Cranch, 123, 125, 3 L. ed. 509. The decision that enemy property on land, 
which by the modern usage of nations is not subject to capture as prize of 
war,  cannot  be  condemned  by  a  prize  court,  even  by  direction  of  the 
Executive, without express authority from Congress, appears to us to repel 
any inference that coast fishing vessels, which are exempt by the general 
consent of civilized nations from capture, and which no act of Congress or 
order of the President has expressly authorized to be taken and confiscated, 
must be condemned by a prize court, for want of a distinct exemption in a 
treaty or other public act of the government. 

To this subject in more than one aspect are singularly applicable the 
words uttered by Mr. Justice Strong, speaking for this court: 'Undoubtedly 
no single  nation can change the law of  the sea.  The law is  of  universal 
obligation and no statute of one or two nations can create obligations for 
the world. Like all the laws of nations, it rests upon the common consent of 
civilized communities. It is of force, not because it was prescribed by any 
superior power,  but because it  has been generally  accepted as a rule  of 
conduct.  Whatever  may  have  been its  origin,  whether  in  the  usages  of 
navigation,  or  in  the  ordinances  of  maritime  states,  or  in  both,  it  has 
become the law of the sea only by the concurrent sanction of those nations 
who may be said to constitute the commercial world. Many of the usages 
which prevail, and which have the force of law, doubtless originated in the 
positive prescriptions of some single state, which were at first of limited 
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effect, but which, when generally accepted, became of universal obligation.' 
'This is not giving to the statutes of any nation extraterritorial effect. It is 
not  treating them as general  maritime laws;  but  it  is  recognition of  the 
historical fact that by common consent of mankind these rules have been 
acquiesced in as of general obligation. Of that fact, we think, we may take 
judicial notice. Foreign municipal laws [175 U.S. 677, 712]   must indeed be 
proved as facts, but it is not so with the law of nations.' The Scotia, 14 Wall. 
170, 187, 188, sub nom. Sears v. The Scotia, 20 L. ed. 822, 825, 826. 

The position taken by the United States during the recent  war with 
Spain was quite in accord with the rule of international law, now generally 
recognized by civilized nations, in regard to coast fishing vessels. 

On  April  21,  1898,  the  Secretary  of  the  Navy  gave  instructions  to 
Admiral  Sampson,  commanding  the  North  Atlantic  Squadron,  to 
'immediately  institute  a blockade of  the  north coast  of  Cuba,  extending 
from  Cardenas  on  the  east  to  Bahia  Honda  on  the  west.'  Bureau  of 
Navigation  Report  of  1898,  appx.  175.  The  blockade  was  immediately 
instituted accordingly.  On April  22 the  President issued a proclamation 
declaring that the United States had instituted and would maintain that 
blockade, 'in pursuance of the laws of the United States, and the law of 
nations applicable to such cases.'  30 Stat. at  L. 1769. And by the act of 
Congress of April 25, 1898, chap. 189, it was declared that the war between 
the United States and Spain existed on that day, and had existed since and 
including April 21, 30 Stat. at L. 364. 

On April  26, 1898, the President issued another proclamation which, 
after reciting the existence of the war as declared by Congress, contained 
this further recital: 'It being desirable that such war should be conducted 
upon  principles  in  harmony  with  the  present  views  of  nations  and 
sanctioned by their recent practice.' This recital was followed by specific 
declarations of certain rules for the conduct of the war by sea, making no 
mention of fishing vessels. 30 Stat. at L. 1770. But the proclamation clearly 
manifests  the  general  policy  of  the  government  to  conduct  the  war  in 
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accordance with the principles of international law sanctioned by the recent 
practice of nations. 

The Paquete Habana, as the record shows, was a fishing sloop of 25 tons 
burden, sailing under the Spanish flag, running in and out of Havana, and 
regularly engaged in fishing on the coast of Cuba. Her crew consisted of but 
three men, including the master, and, according to a common usage in coast 
fisheries, had no interest in the vessel, but were entitled to two thirds of her 
catch, the other third belonging to her Spanish owner, who, as well as the 
crew, resided in Havana. On her last voyage, she sailed from Havana along 
the coast of Cuba, about 200 miles, and fished for twenty-five days off the 
cape at the west end of the island, within the territorial waters of Spain, 
and was going back to Havana, with her cargo of live fish, when she was 
captured by one of the blockading squadron, on April 25, 1898. She had no 
arms or ammunition on board; she had no knowledge of the blockade, or 
even of the war, until she was stopped by a blockading vessel; she made no 
attempt to run the blockade, and no resistance at the time of the capture; 
nor was there any ev- [175 U.S. 677, 714]    idence whatever of likelihood 
that she or her crew would aid the enemy. 

In the case of The Lola, the only differences in the facts were that she 
was a schooner of 35 tons burden, and had a crew of six men, including the 
master; that after leaving Havana, and proceeding some 200 miles along 
the coast of Cuba, she went on, about 100 miles farther, to the coast of 
Yucatan, and there fished for eight days; and that,  on her return, when 
near Bahia Honda, on the coast of Cuba, she was captured, with her cargo 
of  live  fish,  on  April  27,  1898.  These  differences  afford  no  ground  for 
distinguishing the two cases. 

Each vessel  was of  a  moderate  size,  such as  is  not  unusual  in  coast 
fishing smacks, and was regularly engaged in fishing on the coast of Cuba. 
The crew of each were few in number, had no interest in the vessel, and 
received, in return for their toil and enterprise, two thirds of her catch, the 
other third going to her owner by way of compensation for her use. Each 
vessel went out from Havana to her fishing ground, and was captured when 
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returning along the coast of Cuba. The cargo of each consisted of fresh fish, 
caught by her crew from the sea, and kept alive on board. Although one of 
the vessels extended her fishing trip across the Yucatan channel and fished 
on the coast of Yucatan,  we cannot  doubt  that  each was engaged in the 
coast  fishery,  and  not  in  a  commercial  adventure,  within  the  rule  of  
international law. 

The two vessels and their cargoes were condemned by the district court 
as prize of war; the vessels were sold under its decrees; and it does not 
appear what became of the fresh fish of which their cargoes consisted. 

Upon the facts proved in either case, it is the duty of this court, sitting 
as the highest prize court of the United States, and administering the law of 
nations, to declare and adjudge that the capture was unlawful and without 
probable cause; and it is therefore, in each case,-- 

Ordered,  that  the  decree  of  the  District  Court  be  reversed,  and the 
proceeds of the sale of the vessel, together with the proceeds of any sale of 
her cargo, be restored to the claimant, with damages and costs. [175 U.S. 
677, 715]   

Mr. Chief Justice Fuller, with whom concurred Mr. Justice Harlan and 
Mr. Justice McKenna,  dissenting: 

The district court held these vessels and their cargoes liable because not 
'satisfied  that  as  a  matter  of  law,  without  any  ordinance,  treaty,  or 
proclamation, fishing vessels of this class are exempt from seizure.'

This court holds otherwise, not because such exemption is to be found in 
any treaty, legislation, proclamation, or instruction granting it, but on the 
ground that the vessels were exempt by reason of an established rule of 
international law applicable to them, which it is the duty of the court to 
enforce. 
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I am unable to conclude that there is any such established international 
rule, or that this court can properly revise action which must be treated as 
having been taken in the ordinary exercise of discretion in the conduct of 
war. 

Page | 53



U.S. National Security Law

                         (customary international law & torture)

               Filartiga v. Pena-Irala

                                                   630 F.2d 876 (1980) 

 http://www.icrc.org/ihl-
nat.nsf/46707c419d6bdfa24125673e00508145/27721c1b47e7ca90c1256d18002a2565!OpenDocument

OPINION by: Kaufman

Upon ratification of the Constitution,  the thirteen former colonies 
were fused into a single nation, one which, in its relations with foreign 
states,  is  bound both to observe and construe the accepted norms of 
international  law,  formerly  known as  the  law  of  nations.  Under  the 
Articles of Confederation, the several states had interpreted and applied 
this  body  of  doctrine  as  a   part  of  their  common  law,  but  with  the 
founding of the "more perfect Union" of 1789, the law of nations became 
preeminently a federal concern.

Implementing the constitutional mandate for national control over 
foreign relations, the First Congress established original district court 
jurisdiction  over  "all  causes  where  an  alien  sues  for  a  tort  only 
(committed) in violation of the law of nations." Judiciary Act of 1789, 
ch.  20,  §  9(b),  1  Stat.  73,  77  (1789),  codified  at  28  U.S.C.  §  1350. 
Construing  this  rarely-invoked  provision,  we  hold  that  deliberate 
torture perpetrated under color of official authority violates universally 
accepted norms of the international law of human rights, regardless of 
the  nationality  of  the  parties.  Thus,  whenever  an alleged torturer  is 
found and served with process by an alien within our borders, § 1350 
provides federal jurisdiction. Accordingly, we reverse the judgment of 
the district court. 
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The  appellants,  plaintiffs  below,  are  citizens  of  the  Republic  of 
Paraguay.  Dr.  Joel  Filartiga,  a  physician,  describes  himself  as  a 
longstanding  opponent  of  the  government  of  President  Alfredo 
Stroessner, which has held power in Paraguay since 1954. His daughter, 
Dolly Filartiga,  arrived in the United States in 1978 under a visitor's 
visa,  and  has  since  applied  for  permanent  political  asylum.  The 
Filartigas  brought  this  action  in  the  Eastern  District  of  New  York 
against Americo Norberto Pena-Irala (Pena), also a citizen of Paraguay, 
for wrongfully causing the death of Dr. Filartiga's seventeen-year old 
son, Joelito. 

The appellants contend that on March 29, 1976, Joelito Filartiga was 
kidnapped  and  tortured  to  death  by  Pena,  who  was  then  Inspector 
General  of  Police  in  Asuncion,  Paraguay.  Later  that  day,  the  police 
brought Dolly Filartiga to Pena's home where she was confronted with 
the body of her brother, which evidenced marks of severe torture. As 
she fled,  horrified,  from the house,  Pena followed after her shouting, 
"Here you have what you have been looking for so long and what you 
deserve. Now shut up." The Filartigas claim that Joelito was tortured 
and killed.

Shortly thereafter, Dr. Filartiga commenced a criminal action in the 
Paraguayan courts against Pena and the police for the murder of his 
son. As a result,  Dr. Filartiga's attorney was arrested and brought to 
police  headquarters  where,   shackled to a wall,  Pena threatened him 
with death. 

During the course of the Paraguayan criminal proceeding, which is 
apparently still  pending after four years,  another man, Hugo Duarte, 
confessed  to  the  murder.  Duarte,  who  was  a  member  of  the  Pena 
household,  claimed  that  he  had  discovered  his  wife  and  Joelito  in 
flagrante delicto, and that the crime was one of passion. The Filartigas 
have submitted a photograph of Joelito's corpse showing injuries they 
believe refute this claim. Dolly Filartiga, moreover, has stated that she 
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will  offer evidence of three independent autopsies demonstrating that 
her brother's death "was the result of professional methods of torture." 

In July of 1978, Pena sold  his house in Paraguay and entered the 
United  States  under  a  visitor's  visa.  He  was  accompanied  by  Juana 
Bautista Fernandez Villalba, who had lived with him in Paraguay. The 
couple remained in the United States beyond the term of their visas,  and 
were living in  Brooklyn, New York, when Dolly Filartiga, who was then 
living  in  Washington,  D.  C.,  learned  of  their  presence.  Acting  on 
information  provided  by  Dolly  the  Immigration and  Naturalization 
Service  arrested  Pena  and  his  companion,  both  of  whom  were 
subsequently ordered deported on April 5, 1979 following a hearing. 

Almost immediately, Dolly caused Pena to be served with a summons 
and civil complaint at the Brooklyn Navy Yard, where he was being held 
pending deportation. The complaint alleged that Pena had wrongfully 
caused Joelito's death by torture and sought compensatory and punitive 
damages of  $ 10,000,000.  The Filartigas  also sought  to enjoin Pena's 
deportation to ensure his availability for testimony at trial. The cause of 
action  is  stated as  arising under "wrongful  death statutes;  the U.  N. 
Charter;  the  Universal  Declaration  on  Human  Rights;  the  U.  N. 
Declaration Against Torture; the American Declaration of the Rights 
and Duties of Man; and other pertinent  declarations,  documents and 
practices constituting the customary international law of human rights 
and the law of nations," as well as 28 U.S.C. § 1350, Article II, sec. 2 and 
the Supremacy Clause of the U. S. Constitution. Jurisdiction is claimed 
under the  general  federal  question  provision,  28  U.S.C.  §  1331 and, 
principally  on this  appeal,  under the Alien Tort Statute,  28 U.S.C. § 
1350. 

The  Supreme  Court  has  enumerated  the  appropriate  sources  of 
international law. The law of nations "may be ascertained by consulting 
the works of jurists, writing professedly on public law; or by the general 
usage and practice of nations; or by judicial decisions recognizing and 
enforcing that law." 
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The Paquete Habana,  175 U.S.  677,  20 S.  Ct.  290,  44 L.  Ed. 320 
(1900), reaffirmed  that  where  there  is  no  treaty,  and  no  controlling 
executive or legislative act or judicial decision, resort must be had to the 
customs and usages of civilized nations; and, as evidence of these, to the 
works of jurists and commentators, who by years of labor, research and 
experience, have made themselves peculiarly well acquainted with the 
subjects of  which they   treat.  Such works are resorted to by judicial 
tribunals, not for the speculations of their authors concerning what the 
law ought to be, but for trustworthy evidence. 

Habana is particularly instructive for present purposes, for it held 
that  the  traditional  prohibition  against  seizure  of  an enemy's  coastal 
fishing vessels during wartime, a standard that began as one of comity 
only,  had ripened over  the  preceding century  into  "a settled rule  of 
international law" by "the general assent of civilized nations." Thus it is 
clear that courts must interpret international law not as it was in 1789, 
but as it has evolved and exists among the nations of the world today. 

The  requirement  that  a  rule  command  the  "general  assent  of 
civilized nations" to become binding upon them all is a stringent one. 
Were this  not  so,  the  courts  of  one  nation might  feel  free  to impose 
idiosyncratic  legal  rules  upon  others,  in  the  name  of  applying 
international law. 

Particularly  relevant  is  the  Declaration  on  the  Protection  of  All 
Persons from Being Subjected to Torture, General Assembly Resolution 
3452, 30 U.N. GAOR Supp. (No. 34) 91, U.N.Doc. A/1034 (1975), which 
is set out in full in the margin. n11 The Declaration  expressly prohibits 
any  state  from permitting  the  dastardly  and  totally  inhuman  act  of 
torture. Torture, in turn, is defined as "any act by which severe pain 
and suffering, whether physical or mental, is intentionally inflicted by or 
at the instigation of a public official on a person for such purposes as . . . 
intimidating him or other persons." The Declaration goes on to provide 
that "(w)here it is proved that an act of torture or other cruel, inhuman 
or degrading treatment or punishment has been committed by or at the 
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instigation of a public official, the victim shall be afforded redress and 
compensation, in accordance with national law." This Declaration, like 
the Declaration of Human Rights before it, was adopted without dissent 
by the General Assembly. 

Turning to the act of torture, we have little difficulty discerning its 
universal renunciation in the modern usage and practice of nations. The 
international  consensus  surrounding  torture  has  found  expression  in 
numerous  international  treaties  and  accords.  E.  g.,  American 
Convention on Human Rights, Art. 5, OAS  Treaty Series No. 36 at 1, 
OAS Off. Rec. OEA/Ser 4 v/II 23, doc. 21, rev. 2 (English ed., 1975) ("No 
one  shall  be  subjected to  torture  or  to  cruel,  inhuman or  degrading 
punishment  or  treatment");  International  Covenant  on  Civil  and 
Political Rights, U.N. General Assembly Res. 2200 (XXI)A, U.N. Doc. A/
6316 (Dec. 16, 1966) (identical language); European Convention for the 
Protection  of  Human  Rights  and  Fundamental  Freedoms,  Art.  3, 
Council of Europe, European Treaty Series No. 5 (1968), 213 U.N.T.S. 
211.  The  substance  of  these  international  agreements  is  reflected  in 
modern municipal i. e. national law as well. Although torture was once a 
routine concomitant of criminal interrogations in many nations, during 
the modern and hopefully more enlightened era it has been universally 
renounced. According to one survey, torture is prohibited, expressly or 
implicitly, by the constitutions of over fifty-five nations, including both 
the United States and Paraguay. It is not extraordinary for a court to 
adjudicate a tort claim arising outside of its territorial jurisdiction. 

Although the  Alien  Tort  Statute  has  rarely  been  the  basis  for 
jurisdiction during its long history, in light of the foregoing discussion, 
there can be little doubt that this action is properly brought in federal 
court.  This  is  undeniably  an  action  by  an  alien,  for  a  tort  only, 
committed  in  violation  of  the  law  of  nations.  The  paucity  of  suits 
successfully maintained under the section is readily attributable to the 
statute's  requirement  of  alleging  a  "violation  of  the  law  of 
nations"  (emphasis  supplied)  at  the  jurisdictional  threshold.  Courts 
have, accordingly, engaged in a more searching preliminary review of 
the  merits  than  is  required,  for  example,  under  the  more  flexible 
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"arising under" formulation.  Thus, the narrowing construction that the 
Alien Tort Statute has previously   received reflects that earlier cases did 
not involve such well-established, universally recognized norms. 

In the twentieth century the international community has come to 
recognize the common danger posed by the flagrant disregard of basic 
human rights and particularly the right to be free of torture. Spurred 
first  by  the  Great  War,  and  then the  Second,  civilized  nations  have 
banded  together  to  prescribe  acceptable  norms  of  international 
behavior. From the ashes of the Second World War arose the United 
Nations Organization, amid hopes that an era of peace and cooperation 
had at  last  begun.  Though many of  these aspirations  have remained 
elusive  goals,  that  circumstance  cannot  diminish  the  true  progress 
that has  been made.  In  the  modern age,  humanitarian  and  practical 
considerations  have  combined  to  lead  the  nations  of  the  world  to 
recognize  that  respect  for  fundamental  human  rights  is  in  their 
individual  and  collective  interest.  Among  the  rights  universally 
proclaimed by all nations, as we have noted, is the right to be free of 
physical torture. Indeed, for purposes of civil liability, the torturer has 
become  like  the  pirate  and  slave  trader  before  him  hostis  humani 
generis, an enemy of all mankind. Our holding today, giving effect to a 
jurisdictional  provision enacted by our First Congress, is a small  but 
important step in the fulfillment of the ageless dream to free all people 
from brutal violence.
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                      (Treaties as Supreme Law of the Land, Article VI)

             U.S. Supreme Court 

STATE OF MISSOURI v. HOLLAND

Argued March 2, 1920; Decided April 19, 1920

http://www.law.cornell.edu/supct/search/display.html?terms=STATE%20OF%20MISSOURI%20v.
%20HOLLAND&url=/supct/html/historics/USSC_CR_0252_0416_ZO.html

Mr. Justice HOLMES delivered the opinion of the Court. 

This is a bill in equity brought by the State of Missouri to prevent a 
game  warden  of  the  United  States  from  attempting  to  enforce  the 
Migratory Bird Treaty Act of  July 3, 1918, and the regulations made by 
the Secretary of Agriculture in pursuance of the same. The ground of the 
bill  is that the statute is an unconstitutional  interference with the rights 
reserved to the States by the Tenth Amendment, and that the acts of the 
defendant done and threatened under that authority invade the sovereign 
right of the State and contravene its will manifested in statutes. 

On December 8, 1916, a treaty between the United States and Great 
Britain was proclaimed by the President. It recited that many species of 
birds in their annual migrations traversed many parts of the United States 
and of Canada, that they were of great value as a source of food and in 
destroying  insects  injurious  to  vegetation,  but  were  in  danger  of 
extermination through lack of adequate protection. It therefore provided 
for specified closed seasons and protection in other forms, and agreed that 
the  two  powers  would  take  or  propose  to  their  lawmaking  bodies  the 
necessary mes ures for carrying the treaty out. 39 Stat. 1702. The above 
mentioned  act  of  July  3,  1918,  entitled  an  act  to  give  effect  to  the 
convention, prohibited the killing, capturing or selling any of the migratory 
birds included in the terms of the treaty except as permitted by regulations 
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compatible with those terms, to be made by the Secretary of Agriculture. 
Regulations were proclaimed on July 31, and October 25, 1918. 40 Stat. 
1812, 1863. It is unnecessary to go into any details, because, as we have said, 
the question raised is the general one whether the treaty and statute are 
void as an interference with the rights reserved to the States. 

To  answer  this  question  it  is  not  enough  to  refer  to  the  Tenth 
Amendment,  reserving  the  powers  not  delegated  to  the  United  States, 
because by Article  2, Section 2, the power to make treaties is  delegated 
expressly, and by Article 6 treaties made under the authority of the United 
States, along with the Constitution and laws of the United States made in 
pursuance thereof, are declared the supreme law of the land. If the treaty is 
valid there can be no dispute about the validity of the statute under Article 
1, Section 8, as a necessary and proper means to execute the powers of the 
Government.  The  language  of  the  Constitution  as  to  the  supremacy  of 
treaties being general, the question before us is narrowed to an inquiry into 
the ground upon which the present supposed exception is placed. 

It is said that a treaty cannot be valid if it infringes the Constitution, 
that there are limits, therefore, to the treaty-making power, and that one 
such  limit  is  that  what  an  act  of  Congress  could  not  do  unaided,  in 
derogation of the powers reserved to the States,  a treaty cannot do.  An 
earlier act of Congress that attempted by itself and not in pursuance of a 
treaty to regulate the killing of migratory birds within the States had been 
held bad in the District  Court.  United States  v.  Shauver,  214 Fed.  154. 
United States v.  McCullagh,  221 Fed. 288. …. Acts  of Congress are the 
supreme law of the land only when made in pursuance of the Constitution, 
while treaties are declared to be so when made under the authority of the 
United States. It is open to question whether the authority of the United 
States means more than the formal acts prescribed to make the convention. 
We do not mean to imply that there are no qualifications to the treaty- 
making  power;  but  they  must  be  ascertained  in  a  different  way.  It  is 
obvious that there may be matters of the sharpest exigency for the national 
well being that an act of Congress could not deal with but that a treaty 
followed by such an act could, and it is not lightly to be assumed that, in 
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matters  requiring  national  action,  'a  power  which  must  belong  to  and 
somewhere reside in every civilized government' is not to be found. 

The  case  before  us  must  be  considered  in  the  light  of  our  whole 
experience and not merely in that of what was said a hundred years ago. 
The treaty in question does not contravene any prohibitory words to be 
found in the Constitution. The only question is whether it is forbidden by 
some invisible radiation from the general terms of the Tenth Amendment. 
We must  consider  what  this  country  has  become in deciding what  that 
amendment has reserved. 

As most  of  the laws  of  the United States  are carried out  within the 
States and as many of them deal with matters which in the silence of such 
laws  the  State  might  regulate,  such general  grounds  are  not  enough to 
support Missouri's claim. Valid treaties of course 'are as binding within the 
territorial  limits  of  the  States  as  they  are  elsewhere  throughout  the 
dominion of the United States.' No doubt the great body of private relations 
usually fall within the control of the State, but a treaty may override its 
power. 

Here a national interest of very nearly the first magnitude is involved. It 
can be protected only by national action in concert with that of another 
power. The subject matter is only transitorily within the State and has no 
permanent habitat therein. But for the treaty and the statute there soon 
might  be  no birds  for  any powers  to deal  with.  We see nothing in the 
Constitution that compels the Government to sit by while a food supply is 
cut off and the protectors of our forests and our crops are destroyed. It is 
not  sufficient  to  rely upon the  States.  The reliance  is  vain,  and were  it 
otherwise, the question is whether the United States is forbidden to act. We 
are of opinion that the treaty and statute must be upheld. 

Decree affirmed. 

                 (Writ of habeas corpus .… extraterritoriality ….. detainees)
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    U.S. Supreme Court

RASUL v BUSH, PRESIDENT OF THE U.S

No. 03-334. Argued April 20, 2004--Decided June 28, 2004

http://www.law.cornell.edu/supct/html/03-334.ZO.html

Justice Stevens delivered the opinion of the Court.

These two cases present the narrow but important question whether 
United States courts lack jurisdiction to consider challenges to the legality 
of the detention of foreign nationals captured abroad in connection with 
hostilities and incarcerated at the Guantanamo Bay Naval Base, Cuba.

Congress has granted federal district  courts,  "within their respective 
jurisdictions," the authority to hear applications for habeas corpus by any 
person who claims to be held "in custody in violation of the Constitution or 
laws or treaties of the United States." The statute traces its ancestry to the 
first grant of federal court jurisdiction: Section 14 of the Judiciary Act of 
1789  authorized  federal  courts  to  issue  the  writ  of  habeas  corpus  to 
prisoners "in custody, under or by colour of the authority of the United 
States, or committed for trial  before some court of the same." Congress 
extended the protections of the writ to "all cases where any person may be 
restrained of his or her liberty in violation of the constitution, or of any 
treaty or law of the United States

Habeas corpus is, however, "a writ antecedent to statute, ... throwing its 
root  deep into  the  genius  of  our  common  law."  The  writ  appeared  in 
English  law  several  centuries  ago,  became  "an  integral  part  of  our 
common-law heritage" by the time the Colonies achieved independence, [It] 
received explicit recognition in the Constitution, which forbids suspension 
of "[t]he Privilege of the Writ of Habeas Corpus ... unless when in Cases of 
Rebellion or Invasion the public Safety may require it," Art. I, §9, cl. 2.
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As it has evolved over the past two centuries, the habeas statute clearly 
has expanded habeas corpus "beyond the limits that obtained during the 
17th and 18th centuries." But "[a]t its historical core, the writ of habeas 
corpus  has  served  as  a  means  of  reviewing  the  legality  of  Executive 
detention, and it is in that context that its protections have been strongest." 
As Justice Jackson wrote in an opinion respecting the availability of habeas 
corpus to aliens held in U. S. custody:

"Executive imprisonment has been considered oppressive and lawless 
since John, at Runnymede, pledged that no free man should be imprisoned, 
dispossessed, outlawed, or exiled save by the judgment of his peers or by 
the law of the land. The judges of England developed the writ of habeas 
corpus largely to preserve these immunities from executive restraint." 

Consistent  with  the  historic  purpose  of  the  writ,  this  Court  has 
recognized  the  federal  courts'  power  to  review applications  for  habeas 
relief in a wide variety of cases involving Executive detention, in wartime as 
well  as  in  times  of  peace.  The  Court  has,  for  example,  entertained the 
habeas petitions of an American citizen who plotted an attack on military 
installations during the Civil War, and of admitted enemy aliens convicted 
of war crimes during a declared war and held in the United States.   

The question now before us is whether the habeas statute confers a right 
to  judicial  review  of  the  legality  of  Executive  detention  of  aliens  in  a 
territory  over  which  the  United  States  exercises  plenary  and  exclusive 
jurisdiction, but not "ultimate sovereignty."

Because subsequent decisions of this Court have filled the statutory gap 
that  had  occasioned  Eisentrager's  resort  to  "fundamentals,"  persons 
detained outside the territorial jurisdiction of any federal district court no 
longer need rely on the Constitution as the source of their right to federal 
habeas review. In  Braden v.  30th Judicial Circuit Court of Ky., 410 U. S. 
484,  495 (1973),  this Court held,  contrary to  Ahrens,  that the prisoner's 
presence within the territorial jurisdiction of the district court is not "an 
invariable prerequisite" to the exercise of district court jurisdiction under 
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the federal habeas statute. Rather, because "the writ of habeas corpus does 
not act upon the prisoner who seeks relief, but upon the person who holds 
him in what is alleged to be unlawful custody," a district court acts "within 
[its] respective jurisdiction" within the meaning of §2241 as long as "the 
custodian can be reached by service  of  process." 410 U.  S.,  at  494-495. 
Braden reasoned that its departure from the rule of Ahrens was warranted 
in light of developments that "had a profound impact on the continuing 
vitality of that decision." 410 U. S., at 497. These developments included, 
notably,  decisions  of  this  Court  in  cases  involving  habeas  petitioners 
"confined overseas (and thus outside the territory of any district court)," in 
which the Court "held, if only implicitly, that the petitioners' absence from 
the district does not present a jurisdictional obstacle to the consideration of 
the claim." 

Because  Braden  overruled  the  statutory  predicate  to  Eisentrager's 
holding,  Eisentrager  plainly  does  not  preclude  the  exercise  of  §2241 
jurisdiction over petitioners' claims.

 Putting Eisentrager and Ahrens to one side, respondents contend that 
we can discern a limit on §2241 through application of the "longstanding 
principle of American law" that congressional legislation is presumed not 
to have extraterritorial application unless such intent is clearly manifested. 
EEOC v.  Arabian American Oil Co., 499 U. S. 244, 248 (1991). Whatever 
traction  the  presumption against  extraterritoriality  might  have  in  other 
contexts,  it  certainly  has  no application  to  the  operation  of  the  habeas 
statute with respect to persons detained within "the territorial jurisdiction" 
of the United States. Foley Bros., Inc. v. Filardo, 336 U. S. 281, 285 (1949). 
By  the  express  terms  of  its  agreements  with  Cuba,  the  United  States 
exercises "complete jurisdiction and control" over the Guantanamo Bay 
Naval Base, and may continue to exercise such control permanently if it so 
chooses.  1903  Lease  Agreement,  Art.  III;  1934  Treaty,  Art.  III. 
Respondents  themselves  concede  that  the  habeas  statute  would  create 
federal-court jurisdiction over the claims of an American citizen held at the 
base. Tr. of Oral Arg. 27. Considering that the statute draws no distinction 
between Americans and aliens held in federal custody, there is little reason 
to think that Congress intended the geographical coverage of the statute to 
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vary depending on the detainee's citizenship. Aliens held at the base, no less 
than American citizens, are entitled to invoke the federal courts' authority 
under §2241.

Application  of  the  habeas  statute  to persons  detained at  the  base  is 
consistent  with  the  historical  reach  of  the  writ  of  habeas  corpus.  At 
common law, courts exercised habeas jurisdiction over the claims of aliens 
detained within sovereign territory of the realm, as well as the claims of 
persons detained in the so-called "exempt jurisdictions," where ordinary 
writs did not run, and all other dominions under the sovereign's control.1 

As Lord Mansfield wrote in 1759, even if a territory was "no part of the 
realm," there was "no doubt" as to the court's  power to issue writs  of 
habeas corpus if the territory was "under the subjection of the Crown." 
King  v.  Cowle, 2 Burr.  834, 854-855, 97 Eng. Rep. 587, 598-599 (K. B.). 
Later cases confirmed that the reach of the writ depended not on formal 
notions of territorial sovereignty, but rather on the practical question of 
"the exact extent and nature of the jurisdiction or dominion exercised in 
fact by the Crown." Ex parte Mwenya, [1960] 1 Q. B. 241, 303 (C. A.) (Lord 
Evershed, M. R.). 

In the end, the answer to the question presented is clear.  Petitioners 
contend that they are being held in federal custody in violation of the laws 
of the United States. No party questions the District Court's jurisdiction 
over petitioners' custodians. Cf. Braden, 410 U. S., at 495. Section 2241, by 
its terms, requires nothing more. We therefore hold that §2241 confers on 
the District Court jurisdiction to hear petitioners' habeas corpus challenges 
to the legality of their detention at the Guantanamo Bay Naval Base.

As explained above,  Eisentrager itself erects no bar to the exercise of 
federal  court  jurisdiction  over  the  petitioners'  habeas  corpus  claims.  It 
therefore certainly does not bar the exercise of federal-court jurisdiction 
over claims that merely implicate the "same category of laws listed in the 
habeas corpus statute." But in any event, nothing in Eisentrager or in any 
of our other cases categorically excludes aliens detained in military custody 
outside  the  United  States  from the  " 'privilege  of  litigation'  "  in  U.  S. 
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courts. 321 F. 3d, at 1139. The courts of the United States have traditionally 
been open to nonresident aliens. …  And indeed, 28 U. S. C. §1350 explicitly 
confers  the  privilege  of  suing  for  an  actionable  "tort  ...  committed  in 
violation of the law of nations or a treaty of the United States" on aliens 
alone.  The fact  that  petitioners in these cases are being held in military 
custody is immaterial  to the question of the District  Court's jurisdiction 
over their nonhabeas statutory claims.

Whether  and what  further  proceedings  may  become  necessary after 
respondents make their response to the merits  of petitioners'  claims are 
matters that we need not address now. What is presently at stake is only 
whether the federal courts have jurisdiction to determine the legality of the 
Executive's potentially indefinite detention of individuals who claim to be 
wholly innocent of wrongdoing. Answering that question in the affirmative, 
we  reverse  the  judgment  of  the  Court  of  Appeals  and  remand  for  the 
District  Court  to consider in the first  instance  the merits  of petitioners' 
claims.
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  (Constitutional rights apply to determine status of enemy combatant / citizen) 

              U.S. Supreme Court

HAMDI v RUMSFELD, SECRETARY OF DEFENSE

No. 03-6696. Argued April 28, 2004--Decided June 28, 2004

http://www.law.cornell.edu/supct/html/03-6696.ZO.html

Justice O'Connor announced the judgment of the Court and delivered 
an  opinion,  in  which  The  Chief  Justice,  Justice  Kennedy,  and  Justice 
Breyer join.

     At this difficult time in our Nation's history, we are called upon to 
consider  the  legality  of  the  Government's  detention  of  a  United  States 
citizen on United States soil as an "enemy combatant" and to address the 
process  that  is  constitutionally  owed  to  one  who  seeks  to  challenge  his 
classification as such. The United States Court of Appeals for the Fourth 
Circuit held that petitioner's detention was legally authorized and that he 
was entitled to no further opportunity to challenge his enemy-combatant 
label.  We  now  vacate  and  remand.  We  hold  that  although  Congress 
authorized  the  detention  of  combatants  in  the  narrow  circumstances 
alleged here, due process demands that a citizen held in the United States as 
an  enemy combatant  be  given a  meaningful  opportunity  to  contest  the 
factual basis for that detention before a neutral decisionmaker.

The  threshold  question  before  us  is  whether  the  Executive  has  the 
authority to detain citizens who qualify as "enemy combatants." There is 
some debate as to the proper scope of this term, and the Government has 
never provided any court with the full  criteria that it uses in classifying 
individuals as such. It has made clear, however, that, for purposes of this 
case, the "enemy combatant" that it is seeking to detain is an individual 
who,  it  alleges,  was " 'part of or supporting forces hostile  to the United 
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States or coalition partners' " in Afghanistan and who " 'engaged in an 
armed conflict against the United States' " there. Brief for Respondents 3. 
We  therefore  answer  only  the  narrow  question  before  us:  whether  the 
detention of citizens falling within that definition is authorized.

     The  Government  maintains  that  no  explicit  congressional 
authorization  is  required,  because  the  Executive  possesses  plenary 
authority to detain pursuant to Article II of the Constitution. We do not 
reach the question whether Article  II  provides such authority,  however, 
because we agree with the Government's alternative position, that Congress 
has in fact authorized Hamdi's detention, through the AUMF.

     Our analysis  on that  point,  set forth below, substantially  overlaps 
with our analysis  of Hamdi's principal  argument for the illegality of his 
detention.

     The AUMF authorizes  the  President to  use  "all  necessary and 
appropriate force" against "nations, organizations, or persons" associated 
with the September 11, 2001, terrorist attacks. There can be no doubt that 
individuals who fought against the United States in Afghanistan as part of 
the  Taliban,  an  organization  known  to  have  supported  the  al  Qaeda 
terrorist  network responsible for those attacks,  are individuals Congress 
sought  to  target  in  passing  the  AUMF.  We  conclude  that  detention  of 
individuals  falling  into  the  limited category  we are  considering,  for  the 
duration  of  the  particular  conflict  in  which  they  were  captured,  is  so 
fundamental and accepted an incident to war as to be an exercise of the 
"necessary and appropriate force" Congress has authorized the President 
to use.

     In light of these principles, it is of no moment that the AUMF does 
not  use  specific  language  of  detention.  Because  detention  to  prevent  a 
combatant's return to the battlefield is a fundamental incident of waging 
war, in permitting the use of "necessary and appropriate force," Congress 
has  clearly  and  unmistakably  authorized  detention  in  the  narrow 
circumstances considered here.
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     Hamdi objects,  nevertheless,  that Congress has not authorized the 
indefinite detention to which he is now subject. The Government responds 
that "the detention of enemy combatants during World War II was just as 
'indefinite' while that war was being fought." We take Hamdi's objection to 
be not to the lack of certainty regarding the date on which the conflict will 
end, but to the substantial prospect of perpetual detention. We recognize 
that the national security underpinnings of the "war on terror," although 
crucially  important,  are  broad  and  malleable.  As  the  Government 
concedes, "given its unconventional nature, the current conflict is unlikely 
to end with a formal cease-fire agreement." The prospect Hamdi raises is 
therefore  not  far-fetched.  If  the  Government  does  not  consider  this 
unconventional  war won for two generations,  and if  it  maintains during 
that time that Hamdi might, if released, rejoin forces fighting against the 
United States, then the position it has taken throughout the litigation of this 
case suggests that Hamdi's detention could last for the rest of his life.

It is a clearly established principle of the law of war that detention may 
last no longer than active hostilities.

    Hamdi contends that  the AUMF does not authorize indefinite or 
perpetual detention. Certainly,  we agree that indefinite detention for the 
purpose  of  interrogation  is  not  authorized.  Further,  we  understand 
Congress'  grant  of  authority  for  the  use  of  "necessary and appropriate 
force" to include the authority to detain for the duration of the relevant 
conflict,  and  our  understanding  is  based  on  longstanding  law-of-war 
principles.  If  the practical  circumstances  of  a given conflict  are entirely 
unlike those of the conflicts that informed the development of the law of 
war, that understanding may unravel. But that is not the situation we face 
as  of  this  date.  Active  combat  operations  against  Taliban  fighters 
apparently are ongoing in Afghanistan.

     Even in cases in which the detention of enemy combatants is legally 
authorized, there remains the question of what process is constitutionally 
due to a citizen who disputes his enemy-combatant status. Hamdi argues 
that he is owed a meaningful and timely hearing and that "extra-judicial 
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detention [that] begins and ends with the submission of an affidavit based 
on third-hand hearsay" does not comport with the Fifth and Fourteenth 
Amendments.

     Striking  the  proper  constitutional  balance  here  is  of  great 
importance to the Nation during this period of ongoing combat. But it is 
equally vital that our calculus not give short shrift to the values that this 
country holds dear or to the privilege that is American citizenship. It is 
during  our  most  challenging  and  uncertain  moments  that  our  Nation's 
commitment to due process is most severely tested; and it is in those times 
that we must preserve our commitment at home to the principles for which 
we fight abroad.

     With due recognition of these competing concerns, we believe that 
neither  the  process  proposed  by  the  Government  nor  the  process 
apparently  envisioned  by  the  District  Court  below  strikes  the  proper 
constitutional balance when a United States citizen is detained in the United 
States as an enemy combatant.

We  therefore  hold  that  a  citizen-detainee  seeking  to  challenge  his 
classification  as  an enemy combatant  must  receive  notice  of  the  factual 
basis  for  his  classification,  and  a  fair  opportunity  to  rebut  the 
Government's factual assertions before a neutral decisionmaker.

In  sum,  while  the  full  protections  that  accompany  challenges  to 
detentions in other settings may prove unworkable and inappropriate in 
the enemy-combatant setting, the threats to military operations posed by a 
basic  system of  independent  review are  not  so  weighty  as  to  trump  a 
citizen's core rights to challenge meaningfully the Government's case and 
to be heard by an impartial adjudicator.

  In so holding, we necessarily reject the Government's assertion that 
separation of powers principles mandate a heavily circumscribed role for 
the courts in such circumstances. Indeed, the position that the courts must 
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forgo any examination of the individual case and focus exclusively on the 
legality  of  the  broader  detention  scheme  cannot  be  mandated  by  any 
reasonable view of separation of powers, as this approach serves only to 
condense power into a single branch of government. We have long since 
made clear that a state of war is not a blank check for the President when it 
comes to the rights of the Nation's citizens. Youngstown Sheet & Tube. 

     Whatever power the United States Constitution envisions for the 
Executive in its exchanges with other nations or with enemy organizations 
in times of conflict, it most assuredly envisions a role for all three branches 
when individual liberties are at stake.

     Because we conclude that due process demands some system for a 
citizen detainee to refute his classification, the proposed "some evidence"  
standard  is  inadequate.  Any  process  in  which  the  Executive's  factual 
assertions go wholly unchallenged or are simply presumed correct without 
any opportunity for the alleged combatant to demonstrate otherwise falls 
constitutionally short. 

There remains the possibility  that  the standards we have articulated 
could  be  met  by  an  appropriately  authorized  and  properly  constituted 
military  tribunal.  Indeed,  it  is  notable  that  military  regulations  already 
provide for such process in related instances,  dictating that tribunals be 
made  available  to  determine  the  status  of  enemy  detainees  who  assert 
prisoner-of-war status under the Geneva Convention.

In the absence of such process, however, a court that receives a petition 
for a writ of habeas corpus from an alleged enemy combatant must itself 
ensure that the minimum requirements of due process are achieved.

The judgment of the United States Court  of  Appeals  for the Fourth 
Circuit is vacated, and the case is remanded for further proceedings.

              (Habeas Corpus petition, jurisdiction and district of filing)
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 U.S. Supreme Court

RUMSFELD, SECRETARY OF DEFENSE v. PADILLA

No. 03-1027. Argued April 28, 2004--Decided June 28, 2004

http://www.law.cornell.edu/supct/html/03-1027.ZO.html

Chief Justice Rehnquist delivered the opinion of the Court.

The  question  whether  the  Southern  District  has  jurisdiction  over 
Padilla's habeas petition breaks down into two related subquestions. First, 
who  is  the  proper  respondent  to  that  petition?  And  second,  does  the 
Southern District  have  jurisdiction  over  him or  her? We address  these 
questions in turn.

The plain language of the habeas statute thus confirms the general rule 
that  for  core  habeas  petitions  challenging present  physical  confinement, 
jurisdiction lies in only one district: the district of confinement. Despite this 
ample statutory and historical pedigree, Padilla contends, and the Court of 
Appeals held, that the district of confinement rule no longer applies to core 
habeas challenges. Rather, Padilla, as well as today's dissenters,   urge that 
our  decisions  in  Braden and  Strait  stand  for  the  proposition  that 
jurisdiction will lie in any district in which the respondent is amenable to 
service of process. We disagree.

The proviso that district courts may issue the writ only “within their 
respective  jurisdictions”  forms  an important  corollary  to the  immediate 
custodian  rule  in  challenges  to  present  physical  custody  under  §2241. 
Together they compose a simple rule that has been consistently applied in 
the lower courts, including in the context of military detentions: Whenever 
a §2241 habeas petitioner seeks to challenge his present physical custody 
within the United States, he should name his warden as respondent and file 
the petition in the district of confinement.
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This  rule,  derived from the  terms of  the  habeas  statute,  serves  the 
important purpose of preventing forum shopping by habeas petitioners. 
Without  it,  a  prisoner  could  name  a  high-level  supervisory  official  as 
respondent and then sue that person wherever he is amenable to long-arm 
jurisdiction. The result would be rampant forum shopping, district courts 
with overlapping jurisdiction,  and the very inconvenience,  expense, and 
embarrassment Congress sought to avoid when it added the jurisdictional 
limitation 137 years ago.

The District of South Carolina, not the Southern District of New York, 
was the district  court  in which Padilla should have brought his  habeas 
petition. We therefore reverse the judgment of the Court of Appeals and 
remand the case for entry of an order of dismissal without prejudice.

It is so ordered.
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          (Geneva Conventions apply …… DTA precluded review of Military Commissions)

Supreme Court of the United States

HAMDAN v. RUMSFELD

 Argued March 28, 2006--Decided June 29, 2006. 

  http://www.law.cornell.edu/supct/html/05-184.ZO.html

Justice Stevens delivered the opinion of the Court, except as to Parts V 
and VI-D-iv, concluding:

Petitioner Salim Ahmed Hamdan, a Yemeni national, is in custody at an 
American prison in Guantanamo Bay, Cuba. In November 2001,  during 
hostilities between the United States and the Taliban (which then governed 
Afghanistan), Hamdan was captured by militia forces and turned over to 
the U. S. military. In June 2002, he was transported to Guantanamo Bay. 
Over a year later, the President deemed him eligible for trial by military 
commission  for then-unspecified crimes.  After another year had passed, 
Hamdan was charged with one count of conspiracy “to commit … offenses 
triable by military commission.” App. to Pet. for Cert. 65a.

Hamdan filed petitions for writs of habeas corpus and mandamus to 
challenge  the  Executive  Branch’s  intended  means  of  prosecuting  this 
charge.

On November  7,  2005,  we  granted certiorari  to  decide  whether  the 
military commission convened to try Hamdan has authority to do so, and 
whether  Hamdan  may  rely  on  the  Geneva  Conventions  in  these 
proceedings.
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The DTA, which was signed into law on December 30, 2005, addresses a 
broad swath of subjects related to detainees. It places restrictions on the 
treatment and interrogation of detainees in U. S. custody, and it furnishes 
procedural protections for U. S. personnel accused of engaging in improper 
interrogation. 

That does not mean, however, that all jurisdiction-stripping provisions
—or even all such provisions that truly lack retroactive effect—must apply 
to cases pending at the time of their enactment.

The Government’s more general suggestion that Congress can have had 
no good reason for preserving habeas jurisdiction over cases that had been 
brought by detainees prior to enactment of the DTA not only is belied by 
the  legislative  history,  but  is  otherwise  without  merit.  There  is  nothing 
absurd about a scheme under which pending habeas actions—particularly 
those,  like  this  one,  that  challenge  the  very  legitimacy  of  the  tribunals 
whose judgments Congress would like to have reviewed—are preserved, 
and more routine challenges to final decisions rendered by those tribunals 
are carefully channeled to a particular court and through a particular lens 
of review.

The  military  commission,  a  tribunal  neither  mentioned  in  the 
Constitution nor created by statute, was born of military necessity. 

The Constitution makes the President the “Commander in Chief” of the 
Armed  Forces,  Art. II,  §2,  cl. 1,  but  vests  in  Congress  the  powers  to 
“declare  War  …  and  make  Rules  concerning  Captures  on  Land  and 
Water,” Art. I,  §8,  cl.  11,  to  “raise  and support  Armies,”  id.,  cl.  12,  to 
“define and punish … Offences against the Law of Nations,”  The interplay 
between these powers was described by Chief Justice Chase in the seminal 
case of Ex parte Milligan:

Likewise,  the  DTA  cannot  be  read  to  authorize  this  commission. 
Although the DTA, unlike either Article 21 or the AUMF, was enacted after 
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the President had convened Hamdan’s commission, it contains no language 
authorizing  that  tribunal  or  any  other  at  Guantanamo  Bay.  The  DTA 
obviously “recognize[s]” the existence of the Guantanamo Bay commissions 
in the weakest sense, Brief for Respondents 15, because it references some 
of the military orders governing them and creates limited judicial review of 
their “final decision[s],” 

Together, the UCMJ, the AUMF, and the DTA at most acknowledge a 
general  Presidential  authority  to  convene  military  commissions  in 
circumstances where justified under the “Constitution and laws,” including 
the law of war. Absent a more specific congressional authorization, the task 
of this Court is, as it was in Quirin, to decide whether Hamdan’s military 
commission is so justified. It is to that inquiry we now turn.

Whether or not the Government has charged Hamdan with an offense 
against the law of war cognizable by military commission, the commission 
lacks  power  to  proceed.  The  UCMJ  conditions  the  President’s  use  of 
military commissions on compliance not only with the American common 
law of war, but also with the rest of the UCMJ itself, insofar as applicable, 
and with the “rules and precepts of the law of nations,” the four Geneva 
Conventions  signed  in  1949.  The  procedures  that  the  Government  has 
decreed will govern Hamdan’s trial by commission violate these laws.

The  procedures  adopted  to  try  Hamdan  also  violate  the  Geneva 
Conventions  …we hold  that  neither  of  the  other  grounds  the  Court  of 
Appeals gave for its decision is persuasive.

 We need not decide the merits of this argument because there is at least 
one  provision  of  the  Geneva  Conventions  that  applies  here  even if  the 
relevant conflict is not one between signatories. Article 3, often referred to 
as Common Article 3 because, like Article 2, it appears in all four Geneva 
Conventions, provides that in a “conflict not of an international character 
occurring  in the  territory  of  one  of  the  High Contracting  Parties,  each 
Party  to  the  conflict  shall  be  bound  to  apply,  as  a  minimum,”  certain 
provisions  protecting  “[p]ersons  taking  no active  part  in  the  hostilities, 
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including members of armed forces who have laid down their arms and 
those placed hors de combat by … detention.” One such provision prohibits 
“the  passing  of  sentences  and  the  carrying  out  of  executions  without 
previous judgment pronounced by a regularly constituted court affording 
all  the  judicial  guarantees  which  are  recognized  as  indispensable  by 
civilized peoples.” 

    The  Court  of  Appeals  thought,  and  the  Government  asserts,  that 
Common Article 3 does not apply to Hamdan because the conflict with al 
Qaeda, being “ ‘international in scope,’ ” does not qualify as a “ ‘conflict 
not of an international character.’ ” That reasoning is erroneous. The term 
“conflict not of an international character” is used here in contradistinction 
to a conflict between nations. 

Common Article  3,  then,  is  applicable  here and,  as  indicated above, 
requires that Hamdan be tried by a “regularly constituted court affording 
all  the  judicial  guarantees  which  are  recognized  as  indispensable  by 
civilized  peoples.”  While  the  term “regularly  constituted  court”  is  not 
specifically  defined  in  either  Common  Article  3  or  its  accompanying 
commentary,  other  sources  disclose  its  core  meaning.  The  commentary 
accompanying a provision of the Fourth Geneva Convention, for example, 
defines “ ‘regularly constituted’ ” tribunals to include “ordinary military 
courts” and “definitely exclud[e] all special tribunals.” 

Common Article  3 obviously tolerates a great degree of flexibility in 
trying individuals  captured during armed conflict;  its  requirements  are 
general ones, crafted to accommodate a wide variety of legal systems. But 
requirements they are nonetheless. The commission that the President has 
convened to try Hamdan does not meet those requirements.

We  have  assumed,  as  we  must,  that  the  allegations  made  in  the 
Government’s  charge  against  Hamdan  are  true.  We  have  assumed, 
moreover,  the  truth  of  the  message  implicit  in  that  charge—viz.,  that 
Hamdan is a dangerous individual whose beliefs, if acted upon, would cause 
great harm and even death to innocent civilians, and who would act upon 
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those beliefs if given the opportunity. It bears emphasizing that Hamdan 
does not challenge, and we do not today address, the Government’s power 
to detain him for the duration of active hostilities in order to prevent such 
harm.  But  in  undertaking  to  try  Hamdan and  subject  him to  criminal 
punishment, the Executive is bound to comply with the Rule of Law that 
prevails in this jurisdiction.

The  judgment  of  the  Court  of  Appeals  is  reversed,  and  the  case  is 
remanded for further proceedings.
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     (Habeas corpus of detainees upheld—extraterritoriality of Constitution)

         Supreme Court of the United States

BOUMEDIENE v. BUSH, PRESIDENT OF THE UNITED STATES

No. 06–1195. Argued December 5, 2007—Decided June 12, 2008

http://www.law.cornell.edu/supct/html/06-1195.ZO.html

JUSTICE KENNEDY delivered the opinion of the Court. 

Petitioners are aliens designated as enemy combatants and detained at 
the  United  States  Naval  Station  at  Guantanamo Bay,  Cuba.  There  are 
others detained there, also aliens, who are not parties to this suit. 

     Petitioners present a question not  resolved by our earlier cases 
relating to the detention of aliens at Guantanamo: whether they have the 
constitutional privilege of habeas corpus, a privilege not to be withdrawn 
except in conformance with the Suspension Clause, Art. I, §9, cl. 2. We hold 
these petitioners do have the habeas corpus privilege. Congress has enacted 
a statute, the Detainee Treatment Act of 2005 (DTA), 119 Stat. 2739, that 
provides certain procedures for review of the detainees’ status.  We hold 
that  those  procedures  are  not  an  adequate  and  effective  substitute  for 
habeas  corpus.  Therefore  §7  of  the  Military  Commissions  Act of  2006 
(MCA),  28  U.  S.  C.  A.  §2241(e)  (Supp.  2007),  operates  as  an 
unconstitutional  suspension of  the writ.  We do not  address whether the 
President has authority to detain these petitioners nor do we hold that the 
writ  must issue.  These and other questions regarding the legality  of  the 
detention are to be resolved in the first instance by the District Court. 
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I

Under the Authorization for Use of Military Force (AUMF), §2(a), 115 
Stat. 224, note following 50 U. S. C.§1541 (2000 ed., Supp. V), the President 
is  authorized  “to  use  all  necessary  and  appropriate  force  against  those 
nations,  organizations,  or  persons  he  determines  planned  authorized, 
committed, or aided the terrorist attacks that occurred on September 11, 
2001, or harbored such organizations or persons, in order to prevent any 
future  acts  of  international  terrorism against  the United States by such 
nations, organizations or persons.”

     In  Hamdi  v.  Rumsfeld, 542 U. S. 507 (2004), five Members of the 
Court  recognized  that  detention  of  individuals  who  fought  against  the 
United States in Afghanistan “for the duration of the particular conflict in 
which they were captured, is so fundamental and accepted an incident to 
war as to be an exercise of the ‘necessary and appropriate force’ Congress 
has authorized the President to use.” 

II

     As a threshold matter, we must decide whether MCA §7 denies the 
federal  courts  jurisdiction to hear habeas corpus actions pending at the 
time of its enactment. We hold the statute does deny that jurisdiction, so 
that, if the statute is valid, petitioners’ cases must be dismissed.

III

     In deciding the constitutional  questions now presented we must 
determine whether petitioners are barred from seeking the writ or invoking 
the protections of the Suspension Clause either because of their status, i.e., 
petitioners’ designation by the Executive Branch as enemy combatants, or 
their physical location, i.e., their presence at Guantanamo Bay. 
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     First, protection for the privilege of habeas corpus was one of the few 
safeguards of liberty specified in a Constitution that, at the outset, had no 
Bill  of  Rights.  In  the  system conceived by the  Framers  the  writ  had  a 
centrality that must inform proper interpretation of the Suspension Clause. 
Second, to the extent there were settled precedents or legal commentaries in 
1789 regarding the extraterritorial scope of the writ or its application to 
enemy aliens, those authorities can be instructive for the present cases. 

     The  Framers  viewed  freedom  from  unlawful  restraint  as  a 
fundamental  precept  of  liberty,  and they understood the writ  of  habeas 
corpus as a vital instrument to secure that freedom. 

     Magna Carta decreed that no man would be imprisoned contrary to 
the law of the land. 

This history was known to the Framers. It no doubt confirmed their 
view  that  pendular  swings  to  and  away  from  individual  liberty  were 
endemic to undivided, uncontrolled power. The Framers’ inherent distrust 
of governmental power was the driving force behind the constitutional plan 
that allocated powers among three independent branches. 

Surviving  accounts  of  the  ratification  debates  provide  additional 
evidence that the Framers deemed the writ to be an essential mechanism.

In our own system the Suspension Clause is designed to protect against 
these cyclical abuses. The Clause protects the rights of the detained by a 
means consistent with the essential design of the Constitution. It ensures 
that, except during periods of formal suspension, the Judiciary will have a 
time-tested  device,  the  writ,  to  maintain  the  “delicate  balance  of 
governance” that is itself the surest safeguard of liberty. 

     The broad historical narrative of the writ and its function is central 
to our analysis, but we seek guidance as well from founding-era authorities 
addressing  the  specific  question  before  us:  whether  foreign  nationals, 
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apprehended and detained in distant  countries during a time of  serious 
threats to our Nation’s security, may assert the privilege of the writ and 
seek  its  protection.  The  Court  has  been  careful  not  to  foreclose  the 
possibility  that  the  protections  of  the  Suspension Clause have expanded 
along with post-1789 developments that define the present scope of the writ.

   IV

 We therefore do not question the Government’s position that Cuba, not 
the United States, maintains sovereignty, in the legal and technical sense of 
the term, over Guantanamo Bay. But this does not end the analysis. Our 
cases do not hold it is improper for us to inquire into the objective degree of 
control the Nation asserts over foreign territory. 

     The  Court  has  discussed  the  issue  of  the  Constitution’s 
extraterritorial application on many occasions. These decisions undermine 
the  Government’s  argument  that,  at  least  as  applied to noncitizens,  the 
Constitution necessarily stops where de jure sovereignty ends.

Fundamental questions regarding the Constitution’s geographic scope 
first  arose  at  the  dawn of  the  20th  century  when the  Nation  acquired 
noncontiguous Territories: Puerto Rico, Guam, and the Philippines—ceded 
to the United States by Spain at the conclusion of the Spanish-American 
War—and Hawaii—annexed by the United States in 1898. At this  point 
Congress  chose  to  discontinue  its  previous  practice  of  extending 
constitutional rights to the territories by statute. 

Practical  considerations  weighed  heavily  as  well  in  Johnson  v. 
Eisentrager,  339  U.  S.  763  (1950),  where  the  Court  addressed  whether 
habeas  corpus  jurisdiction  extended  to  enemy  aliens  who  had  been 
convicted of violating the laws of war. 
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     The Government’s formal sovereignty-based test raises troubling 
separation-of-powers concerns as well. The political history of Guantanamo 
illustrates the deficiencies of this approach. 

These concerns  have particular  bearing upon the  Suspension Clause 
question in the cases now before us, for the writ of habeas corpus is itself an 
indispensable mechanism for monitoring the separation of powers. The test 
for  determining  the  scope  of  this  provision  must  not  be  subject  to 
manipulation by those whose power it is designed to restrain. 

There is no indication, furthermore, that adjudicating a habeas corpus 
petition would cause friction with the host government. No Cuban court 
has jurisdiction over American military personnel at Guantanamo or the 
enemy combatants detained there. 

It is true that before today the Court has never held that noncitizens 
detained  by  our  Government  in  territory  over  which  another  country 
maintains de jure sovereignty have any rights under our Constitution. But 
the  cases  before  us  lack  any  precise  historical  parallel.  They  involve 
individuals detained by executive order for the duration of a conflict that, if 
measured from September 11, 2001, to the present, is already among the 
longest wars in American history. 

The detainees, moreover, are held in a territory that, while technically 
not part of the United States, is under the complete and total control of our 
Government. Under these circumstances the lack of a precedent on point is 
no barrier to our holding. 

We hold  that  Art.  I,  §9,  cl.  2,  of  the  Constitution  has  full  effect  at 
Guantanamo Bay. If the privilege of habeas corpus is to be denied to the 
detainees  now  before  us,  Congress  must  act  in  accordance  with  the 
requirements of the Suspension Clause. 
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     Petitioners, therefore, are entitled to the privilege of habeas corpus 
to challenge the legality of their detention. 

            V

     In light of this holding the question becomes whether the statute 
stripping jurisdiction  to issue  the  writ  avoids  the  Suspension Clause 
mandate  because  Congress  has  provided  adequate  substitute 
procedures for habeas corpus. 

The gravity of the separation-of-powers issues raised by these cases and 
the  fact  that  these  detainees  have  been  denied  meaningful  access  to  a 
judicial  forum for a period of years render these cases exceptional.  The 
parties before us have addressed the adequacy issue. 

   Under  the  circumstances  we  believe  the  costs  of  further  delay 
substantially outweigh any benefits of remanding to the Court of Appeals to 
consider the issue it did not address in these cases. 

     Our case law does not contain extensive discussion of standards 
defining  suspension  of  the  writ  or  of  circumstances  under  which 
suspension has occurred. 

To the extent any doubt remains about Congress’ intent, the legislative 
history confirms what the plain text strongly suggests: In passing the DTA 
Congress did not intend to create a process that differs from traditional 
habeas corpus process in name only. It intended to create a more limited 
procedure. 

     We do not  endeavor to offer a comprehensive  summary of  the 
requisites for an adequate substitute for habeas corpus. We do consider it 
uncontroversial,  however, that the privilege of habeas corpus entitles the 
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prisoner to a meaningful opportunity to demonstrate that he is being held 
pursuant to “the erroneous application or interpretation” of relevant law. 

     Where a person is detained by executive order, rather than, say, 
after being tried and convicted in a court, the need for collateral review is 
most  pressing.  A criminal  conviction  in the  usual  course  occurs  after a 
judicial  hearing  before  a  tribunal  disinterested  in  the  outcome  and 
committed to procedures designed to ensure its own independence. These 
dynamics are not inherent in executive detention orders or executive review 
procedures. In this context the need for habeas corpus is more urgent. 

Although we make no judgment as to whether the CSRTs, as currently 
constituted, satisfy due process standards, we agree with petitioners that, 
even when all the parties involved in this process act with diligence and in 
good faith, there is considerable risk of error in the tribunal’s findings of 
fact. 

We  do  hold  that  when  the  judicial  power  to  issue  habeas  corpus 
properly is  invoked the judicial  officer must  have adequate authority to 
make  a  determination  in  light  of  the  relevant  law  and  facts  and  to 
formulate and issue appropriate orders for relief, including, if necessary, an 
order directing the prisoner’s release. 

     We  now consider  whether  the  DTA allows  the  Court  of 
Appeals to conduct a proceeding meeting these standards.

On its  face  the  statute  allows  the  Court  of  Appeals  to  consider  no 
evidence outside the CSRT record. 

     By foreclosing consideration of evidence not presented or reasonably 
available to the detainee at the CSRT proceedings, the DTA disadvantages 
the detainee by limiting the scope of collateral review to a record that may 
not be accurate or complete.
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 We do not imply DTA review would be a constitutionally  sufficient 
replacement for habeas corpus but for these limitations on the detainee’s 
ability to present exculpatory evidence. 

Although we do not  hold that an adequate substitute must duplicate 
§2241 in all respects, it suffices that the Government has not established 
that the detainees’ access to the statutory review provisions at issue is an 
adequate substitute for the writ of habeas corpus. 

       VI

In  light  of  our  conclusion  that  there  is  no  jurisdictional  bar  to  the 
District  Court’s  entertaining  petitioners’  claims  the  question  remains 
whether there are prudential barriers to habeas corpus review under these 
circumstances. 

The real risks, the real threats, of terrorist attacks are constant and not 
likely soon to abate. The ways to disrupt our life and laws are so many and 
unforeseen that the Court should not attempt even some general catalogue 
of crises that might occur. Certain principles are apparent, however. 

In cases involving foreign citizens detained abroad by the Executive, it 
likely  would  be  both  an  impractical  and  unprecedented  extension  of 
judicial  power to assume that  habeas  corpus  would  be  available  at  the 
moment  the  prisoner  is  taken into custody.  If  and when habeas  corpus 
jurisdiction applies, as it does in these cases, then proper deference can be 
accorded  to  reasonable  procedures  for  screening  and  initial  detention 
under lawful and proper conditions  of confinement and treatment for a 
reasonable  period of  time.  Domestic  exigencies,  furthermore,  might  also 
impose  such  onerous  burdens  on  the  Government  that  here,  too,  the 
Judicial  Branch  would  be  required  to  devise  sensible  rules  for  staying 
habeas  corpus  proceedings  until  the  Government  can  comply  with  its 
requirements in a responsible way. (“If, in foreign invasion or civil war, the 
courts are actually closed, and it is impossible to administer criminal justice 
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according to law, then, on the theatre of active military operations, where 
war really prevails, there is a necessity to furnish a substitute for the civil 
authority, thus overthrown, to preserve the safety of the army and society; 
and as no power is left but the military, it is allowed to govern by martial 
rule  until  the  laws  can  have  their  free  course”).  Here,  as  is  true  with 
detainees apprehended abroad, a relevant consideration in determining the 
courts’ role is whether there are suitable alternative processes in place to 
protect against the arbitrary exercise of governmental power.

     The cases before us, however, do not involve detainees who have 
been  held  for  a  short  period  of  time  while  awaiting  their  CSRT 
determinations. Were that the case, or were it probable that the Court of 
Appeals could complete a  prompt review of their applications, the case for 
requiring  temporary  abstention  or  exhaustion  of  alternative  remedies 
would be much stronger. These qualifications no longer pertain here. In 
some of these cases six years have elapsed without the judicial oversight 
that habeas corpus or an adequate substitute demands. And there has been 
no showing that the Executive faces such onerous burdens that it cannot 
respond to habeas corpus actions. To require these detainees to complete 
DTA review before proceeding with their habeas corpus actions would be 
to require additional months, if not years, of delay. The first DTA review 
applications were filed over a year ago, but no decisions on the merits have 
been issued. While some delay in fashioning new procedures is unavoidable, 
the costs of delay can no longer be borne by those who are held in custody. 
The detainees in these cases are entitled to a prompt habeas corpus hearing. 

     Our decision today holds only that the petitioners before us are 
entitled to seek the writ; that the DTA review procedures are an inadequate 
substitute for habeas corpus; and that the petitioners in these cases need 
not  exhaust  the  review  procedures  in  the  Court  of  Appeals  before 
proceeding with their habeas actions in the District Court. The only law we 
identify as unconstitutional is MCA §7,28 U. S. C. A. §2241(e) (Supp. 2007). 
Accordingly,  both  the  DTA and  the  CSRT  process  remain  intact.  Our 
holding with regard to exhaustion should not be read to imply that a habeas 
court should intervene the moment an enemy combatant steps foot in a 
territory  where the writ  runs.  The Executive  is  entitled to a reasonable 
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period of time to determine a detainee’s status before a court entertains 
that detainee’s habeas corpus petition. The CSRT process is the mechanism 
Congress and the President set up to deal with these issues. Except in cases 
of undue delay, federal courts should refrain from entertaining an enemy 
combatant’s  habeas  corpus  petition  at  least  until  after  the  Department, 
acting via the CSRT, has had a chance to review his status. 

     Although we hold that the DTA is not an adequate and effective 
substitute for habeas corpus, it does not follow that a habeas corpus 
court  may  disregard  the  dangers  the  detention  in  these  cases  was 
intended to prevent. 

     In considering both the procedural and substantive standards used 
to impose detention to prevent acts of terrorism, proper deference must 
be accorded to the political branches. 

     The  law  must  accord  the  Executive  substantial  authority  to 
apprehend and detain those who pose a real danger to our security.

     Officials  charged  with  daily  operational  responsibility  for  our 
security  may consider a judicial  discourse  on the history of  the Habeas 
Corpus Act of 1679 and like matters to be far removed from the Nation’s 
present,  urgent  concerns.  Established  legal  doctrine,  however,  must  be 
consulted  for  its  teaching.  Remote  in  time  it  may  be;  irrelevant  to  the 
present  it  is  not.  Security  depends  upon  a  sophisticated  intelligence 
apparatus  and the  ability  of  our  Armed Forces  to act  and to interdict. 
There are further considerations, however. Security subsists, too, in fidelity 
to freedom’s first principles. Chief among these are freedom from arbitrary 
and  unlawful  restraint  and  the  personal  liberty  that  is  secured  by 
adherence to the separation of powers. It is from these principles that the 
judicial authority to consider petitions for habeas corpus relief derives. 

Our opinion does not undermine the Executive’s powers as Commander 
in Chief. On the contrary, the exercise of those powers is vindicated, not 
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eroded, when confirmed by the Judicial Branch. Within the Constitution’s 
separation-of-powers  structure,  few  exercises  of  judicial  power  are  as 
legitimate or as necessary as the responsibility to hear challenges to the 
authority of the Executive to imprison a person. Some of these petitioners 
have been in custody for six years with no definitive judicial determination 
as to the legality of their detention. Their access to the writ is a necessity to 
determine the lawfulness of their status, even if,  in the end, they do not 
obtain the relief they seek.

Because  our  Nation’s  past  military  conflicts  have  been  of  limited 
duration, it has been possible to leave the outer boundaries of war powers 
undefined. If, as some fear, terrorism continues to pose dangerous threats 
to us for years to come, the Court might not have this luxury. This result is 
not  inevitable,  however.  The  political  branches,  consistent  with  their 
independent  obligations  to  interpret  and  uphold  the  Constitution,  can 
engage in a genuine debate about how best to preserve constitutional values 
while protecting the Nation from terrorism. 

It bears repeating that our opinion does not address the content of the 
law  that  governs  petitioners’  detention.  That  is  a  matter  yet  to  be 
determined.  We  hold  that  petitioners  may  invoke  the  fundamental 
procedural  protections of  habeas corpus.  The laws and Constitution are 
designed to survive, and remain in force, in extraordinary times. Liberty 
and  security  can  be  reconciled;  and  in  our  system they  are  reconciled 
within the framework of the law. The Framers decided that habeas corpus, 
a right of first importance, must be a part of that framework, a part of that 
law. 

The determination by the Court of Appeals that the Suspension Clause 
and  its  protections  are  inapplicable  to  petitioners  was  in  error.  The 
judgment of the Court of Appeals is reversed. The cases are remanded to 
the  Court  of  Appeals  with  instructions  that  it  remand the  cases  to  the 
District Court for proceedings consistent with this opinion. 

It is so ordered.
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(Habeas corpus of detainees upheld—extraterritoriality of Constitution—not violated)

SUPREME COURT OF THE UNITED STATES

MUNAF v. GEREN, SECRETARY OF THE ARMY

No. 06–1666. Argued March 25, 2008—Decided June 12, 2008

http://www.law.cornell.edu/supct/html/06-1666.ZS.html

CHIEF JUSTICE ROBERTS delivered the opinion of the Court. 

The  Multinational  Force–Iraq  (MNF–I)  is  an  international  coalition 
force  operating  in  Iraq  composed  of  26different  nations,  including  the 
United States. The force operates under the unified command of United 
States military  officers,  at  the  request  of  the Iraqi  Government,  and in 
accordance  with  United  Nations  (U.  N.)  Security  Council  Resolutions. 
Pursuant to the U. N. mandate, MNF–I forces detain individuals alleged to 
have committed hostile or warlike acts in Iraq, pending investigation and 
prosecution in Iraqi courts under Iraqi law.

     These consolidated cases concern the availability of habeas corpus 
relief  arising  from  the  MNF–I’s  detention  of  American  citizens  who 
voluntarily  traveled  to  Iraq  and  are  alleged  to  have  committed  crimes 
there. We are confronted with two questions. First, do United States courts 
have jurisdiction over habeas corpus petitions filed on behalf of American 
citizens challenging their detention in Iraq by the MNF–I? Second, if such 
jurisdiction exists, may district courts exercise that jurisdiction to enjoin 
the MNF–I from transferring such individuals to Iraqi custody or allowing 
them to be tried before Iraqi courts? 

We conclude that the habeas statute extends to American citizens held 
overseas by American forces operating subject to an American chain of 
command,  even when those forces  are acting as part  of  a multinational 
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coalition.  Under  circumstances  such  as  those  presented  here,  however, 
habeas corpus provides petitioners with no relief. 

      I

     Petitioner  Shawqi  Omar,  an  American-Jordanian  citizen, 
voluntarily  traveled  to  Iraq  in  2002.  In  October  2004,  Omar  was 
captured and detained in Iraq by U. S. military forces operating as part 
of the MNF–I during a raid of his Baghdad home. Omar is believed to 
have  provided  aid  to  Abu  Musab  al-Zarqawi—the  late  leader  of  al 
Qaeda  in  Iraq—by  facilitating  his  group’s  connection  with  other 
terrorist groups, bringing foreign fighters into Iraq, and planning and 
executing kidnappings in Iraq. MNF–I searched his home in an effort to 
capture and detain insurgents who were associated with al-Zarqawi. 

     Petitioner Munaf, a citizen of both Iraq and the United States, 
voluntarily traveled to Iraq with several Romanian journalists. He 
was to serve as the journalists’ translator and guide. Shortly after 
arriving in Iraq, the group was kidnapped and held captive for two 
months.  After  the  journalists  were  freed,  MNF–I  forces  detained 
Munaf  based  on  their  belief  that  he  had  orchestrated  the 
kidnappings.

      II

     The Solicitor General argues that the federal courts lack 
jurisdiction  over  the  detainees’  habeas  petitions  because  the 
American forces  holding  Omar and Munaf  operate  as  part  of  a 
multinational force. 

The United States acknowledges that Omar and Munaf are American 
citizens held overseas in the immediate “‘physical custody’” of American 
soldiers who answer only to an American chain of command. 

92 | Page



Sourcebook of Cases, Laws, Treaties & Documents

We think these concessions the end of the jurisdictional inquiry. The 
Government’s argument—that the federal courts have no jurisdiction over 
American  citizens  held  by  American  forces  operating  as  multinational 
agents—is not easily reconciled with the text of §2241(c)(1). 

     “Under the  foregoing circumstances,” we decline  to extend our 
holding in Hirota to preclude American citizens held overseas by American 
soldiers subject to a United States chain of command from filing habeas 
petitions. 

      III

     We now turn to the question whether United States district courts 
may exercise their habeas jurisdiction to enjoin our Armed Forces from 
transferring individuals detained within another sovereign’s territory to 
that  sovereign’s  government  for  criminal  prosecution.  The nature  of 
that  question  requires  us  to  proceed  “with  the  circumspection 
appropriate when this Court is adjudicating issues inevitably entangled 
in the conduct of our international relations.” 

Here there is the further consideration that those issues arise in the 
context of ongoing military operations conducted by American Forces 
overseas. We therefore approach these questions cognizant that “courts 
traditionally have been reluctant to intrude upon the authority of the 
Executive in military and national security affairs.” 

We begin with the basics. A preliminary injunction is an “extraordinary 
and drastic remedy,” 

A difficult question as to jurisdiction is, of course, no reason to grant a 
preliminary injunction. It says nothing about the “likelihood of success on 
the merits,” other than making such success more unlikely due to potential 
impediments to even reaching the merits. 
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What we have said thus far would require reversal and remand in each 
of these cases: The lower courts in Munaf  erred in dismissing for want of 
jurisdiction, and the lower courts in Omar erred in issuing and upholding 
the  preliminary  injunction.  There  are  occasions,  however,  when  it  is 
appropriate to proceed further and address the merits. This is one of them. 

Our authority to address the merits of the habeas petitioners’ claims is 
clear.  Review of  a preliminary injunction “is  not  confined to the act  of 
granting the injunctio[n], but extends as well to determining whether there 
is  any  insuperable  objection,  in  point  of  jurisdiction  or  merits,  to  the 
maintenance of [the] bill, and, if so, to directing a final decree dismissing 
it.” 

Given that  the  present  cases  involve  habeas  petitions  that  implicate 
sensitive foreign policy issues in the context of ongoing military operations, 
reaching the merits is the wisest course. 

For  the  reasons  we  explain  below,  the  relief  sought  by  the  habeas 
petitioners makes clear under our precedents that the power of the writ 
ought not to be exercised. Because the Government is entitled to judgment 
as a matter of law, it is appropriate for us to terminate the litigation now. 

   IV

At the outset, the nature of the relief sought by the habeas petitioners 
suggests that habeas is not appropriate in these cases. Habeas is at its core a 
remedy for unlawful executive detention. 

Given these facts, our cases make clear that Iraq has a sovereign right 
to prosecute Omar and Munaf for crimes committed on its soil. As Chief 
Justice Marshall explained nearly two centuries ago, “[t]he jurisdiction of 
the nation within its own territory is necessarily exclusive and absolute.” 
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     This is true with respect to American citizens who travel abroad and 
commit  crimes  in another  nation whether or not  the pertinent  criminal 
process comes with all the rights guaranteed by our Constitution. “When 
an  American  citizen  commits  a  crime  in  a  foreign  country  he  cannot 
complain  if  required  to  submit  to  such  modes  of  trial  and  to  such 
punishment as the laws of that country may prescribe for its own people.” 

In the present cases, the habeas petitioners concede that Iraq has the 
sovereign authority to prosecute them for alleged violations of its law, yet 
nonetheless  request  an  injunction  prohibiting  the  United  States  from 
transferring them to Iraqi custody. But as the foregoing cases make clear, 
habeas is not a means of compelling the United States to harbor fugitives 
from the criminal justice system of a sovereign with undoubted authority to 
prosecute them. 

Moreover, because Omar and Munaf are being held by United States 
Armed  Forces  at  the  behest  of  the  Iraqi  Government  pending  their 
prosecution in Iraqi courts, release of  any  kind would interfere with the 
sovereign authority of Iraq “to punish offenses against its laws committed 
within its borders.” 

To  allow  United  States  courts  to  intervene  in  an  ongoing  foreign 
criminal proceeding and pass judgment on its legitimacy seems at least as 
great  an  intrusion  as  the  plainly  barred  collateral  review  of  foreign 
convictions. 

    Those who commit  crimes within a sovereign’s  territory may be 
transferred to that sovereign’s government for prosecution; there is hardly 
an exception to that rule when the crime a tissue is not embezzlement but 
unlawful  insurgency  directed  against  an  ally  during  ongoing  hostilities 
involving our troops. 

This conclusion is reflected in the cases already cited. Even with respect 
to claims that detainees would be denied constitutional rights if transferred, 
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we have recognized that it is for the political branches, not the judiciary, to 
assess practices  in foreign countries and to determine national  policy  in 
light of those assessments. 

The  Judiciary  is  not  suited  to  second-guess  such  determinations—
determinations  that  would  require  federal  courts  to  pass  judgment  on 
foreign justice systems and undermine the Government’s ability to speak 
with one voice in this area. 

     Munaf and Omar are alleged to have committed hostile and warlike 
acts within the sovereign territory of Iraq during ongoing hostilities there. 
Pending their criminal prosecution for those offenses, Munaf and Omar are 
being  held  in  Iraq  by  American  forces  operating  pursuant  to  a  U.  N. 
Mandate and at the request of the Iraqi Government. Petitioners concede 
that Iraq has a sovereign right to prosecute them for alleged violations of its 
law. Yet they went to federal court seeking an order that would allow them 
to defeat precisely that sovereign authority. Habeas corpus does not require 
the United States to shelter such fugitives from the criminal justice system 
of the sovereign with authority to prosecute them. 

For  all  the  reasons  given  above,  petitioners  state  no  claim in  their 
habeas petitions for which relief can be granted, and those petitions should 
have been promptly dismissed. The judgments below and the injunction 
entered against the United States are vacated, and the cases are remanded 
for further proceedings consistent with this opinion. 

           It is so ordered.
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     (International Court of Justice decisions not binding as domestic law, non-self-executing treaty)

Supreme Court of the United States

      MEDELLIN v. TEXAS

Argued October 10, 2007--Decided March 25, 2008

http://www.law.cornell.edu/supct/html/06-984.ZS.html

 

Chief Justice Roberts delivered the opinion of the Court.

     The International Court of Justice (ICJ), located in the Hague, is a 
tribunal established pursuant to the United Nations Charter to adjudicate 
disputes between member states. In the Case Concerning Avena and Other 
Mexican Nationals (Mex. v. U. S.), 2004 I. C. J. 12 (Judgment of Mar. 31) 
(Avena), that tribunal considered a claim brought by Mexico against the 
United  States.  The  ICJ  held  that,  based  on  violations  of  the  Vienna 
Convention,  51  named  Mexican  nationals  were  entitled  to  review  and 
reconsideration of their state-court convictions and sentences in the United 
States. This was so regardless of any forfeiture of the right to raise Vienna 
Convention claims because of a failure to comply with generally applicable 
state rules governing challenges to criminal convictions.

     In  Sanchez-Llamas  v.  Oregon,  (2006)--issued  after  Avena  but 
involving individuals who were not named in the Avena judgment--we held 
that, contrary to the ICJ's determination, the Vienna Convention did not 
preclude the application of state default  rules. After the Avena decision, 
President George W.  Bush determined,  through a Memorandum to the 
Attorney  General (Feb.  28,  2005),  App.  to  Pet.  for  Cert.  187a 
(Memorandum or President's Memorandum), that the United States would 
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"discharge  its  international  obligations"  under Avena "by having  State 
courts give effect to the decision."

     We granted certiorari to decide two questions.  First, is the ICJ's 
judgment in Avena directly enforceable as domestic law in a state court in 
the  United  States?  Second,  does  the  President's  Memorandum 
independently require the States to provide review and reconsideration of 
the claims of the 51 Mexican nationals named in Avena without regard to 
state procedural  default  rules? We conclude that  neither  Avena nor the 
President's Memorandum constitutes directly enforceable federal law that 
pre-empts state limitations on the filing of successive habeas petitions. We 
therefore affirm the decision below.

     In 1969, the United States, upon the advice and consent of the Senate, 
ratified the Vienna Convention on Consular Relations (Vienna Convention 
or Convention), Apr. 24, 1963, [1970] 21 U. S. T. 77, T. I. A. S. No. 6820, 
and  the  Optional  Protocol  Concerning  the  Compulsory  Settlement  of 
Disputes to the Vienna Convention (Optional Protocol or Protocol),  Apr. 
24, 1963, [1970] 21 U. S. T. 325, T. I. A. S. No. 6820. The preamble to the 
Convention provides that its purpose is to "contribute to the development 
of  friendly  relations  among  nations."  supra,  at  337.  Toward  that  end, 
Article  36 of  the  Convention was drafted to "facilitat[e]  the  exercise  of 
consular functions." Art.  36(1),  21 U. S. T.,  at  100.  It  provides that  if  a 
person  detained  by  a  foreign  country  "so  requests,  the  competent 
authorities of the receiving State shall, without delay, inform the consular 
post of the sending State" of such detention, and "inform the [detainee] of 
his righ[t]" to request assistance from the consul of his own state. Art. 36(1)
(b).

     The Optional Protocol provides a venue for the resolution of disputes 
arising out of the interpretation or application of the Vienna Convention. 
Art. I, Under the Protocol, such disputes "shall lie within the compulsory 
jurisdiction of the International Court of Justice" and "may accordingly be 
brought before the [ICJ] ... by any party to the dispute being a Party to the 
present Protocol." 
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Under Article 94(1) of the U. N. Charter, "[e]ach Member of the United  
Nations undertakes to comply with the decision of the [ICJ] in any case to  
which it is a party.” The ICJ's jurisdiction in any particular case, however, 
is dependent upon the consent of the parties. See Art. 36, The ICJ Statute 
delineates two ways in which a nation may consent to ICJ jurisdiction: It 
may consent generally to jurisdiction on any question arising under a treaty 
or general international law, Art. 36(2), or it may consent specifically to 
jurisdiction over a particular category of cases or disputes pursuant to a 
separate treaty, Art. 36(1), 

     The United States originally consented to the general jurisdiction of 
the  ICJ when it  filed a declaration  recognizing compulsory  jurisdiction 
under Art. 36(2) in 1946. The United States withdrew from general ICJ 
jurisdiction  in  1985.  By  ratifying  the  Optional  Protocol  to  the  Vienna 
Convention, the United States consented to the specific jurisdiction of the 
ICJ with respect to claims arising out of the Vienna Convention. On March 
7, 2005, subsequent to the ICJ's judgment in Avena, the United States gave 
notice of withdrawal from the Optional Protocol to the Vienna Convention.

     This Court has long recognized the distinction between treaties that 
automatically  have  effect  as  domestic  law,  and  those  that--while  they 
constitute international law commitments--do not by themselves function as 
binding federal law.

    The interpretation of a treaty, like the interpretation of a statute, 
begins with its text. 

As a signatory to the Optional  Protocol,  the United States agreed to 
submit  disputes  arising  out  of  the  Vienna  Convention  to  the  ICJ.  The 
Protocol provides: "Disputes arising out of the interpretation or application  
of the [Vienna] Convention shall lie within the compulsory jurisdiction of  
the International Court of Justice." Art. I,
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The most natural reading of the Optional Protocol is as a bare grant of 
jurisdiction.  It  provides  only  that  "[d]isputes  arising  out  of  the 
interpretation or application of the [Vienna] Convention shall lie within the 
compulsory jurisdiction of the International Court of Justice" and "may 
accordingly be brought before the [ICJ] . . . by any party to the dispute 
being a Party to the present Protocol."

     The obligation on the part of signatory nations to comply with ICJ 
judgments derives not from the Optional Protocol, but rather from Article 
94 of the United Nations Charter--the provision that specifically addresses 
the effect of ICJ decisions. Article 94(1) provides that  "[e]ach Member of  
the United Nations  undertakes to comply with the decision of the [ICJ] in 
any case to which it is a party."

We agree  with  this  construction  of  Article  94.  The  Article  is  not  a 
directive  to  domestic  courts.  It  does  not  provide  that  the  United States 
"shall"  or  "must"  comply  with  an  ICJ  decision,  nor  indicate  that  the 
Senate that ratified the U. N. Charter intended to vest ICJ decisions with 
immediate legal effect in domestic courts.  

     The remainder of Article 94 confirms that the U. N. Charter does not 
contemplate  the  automatic  enforceability  of  ICJ  decisions  in  domestic 
courts -- the sole remedy for noncompliance: referral to the United Nations 
Security Council by an aggrieved state.

If ICJ judgments were instead regarded as automatically enforceable 
domestic law, they would be immediately and directly binding on state and 
federal courts pursuant to the Supremacy Clause.

The dissent faults our analysis because it "looks for the wrong thing 
(explicit textual expression about self-execution) using the wrong standard 
(clarity) in the wrong place (the treaty language)." Given our obligation to 
interpret treaty provisions to determine whether they are self-executing, we 
have to confess that we do think it rather important to look to the treaty 
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language to see what it has to say about the issue. That is after all what the 
Senate looks to in deciding whether to approve the treaty.

  The interpretive approach employed by the Court today--resorting to 
the text--is hardly novel.

   Our Framers established a careful  set  of  procedures  that  must  be 
followed before federal law can be created under the Constitution--vesting 
that decision in the political branches, subject to checks and balances. They 
also recognized that treaties could create federal law, but again through the 
political  branches,  with the President making the treaty and the Senate 
approving it. The dissent's understanding of the treaty route, depending on 
an  ad  hoc  judgment  of  the  judiciary  without  looking  to  the  treaty 
language--the very language negotiated by the President and approved by 
the Senate--cannot readily be    ascribed to those same Framers.

     To read a treaty so that it sometimes has the effect of domestic law 
and sometimes does not  is  tantamount to vesting with the judiciary  the 
power not only to interpret but also to create the law.

     Our holding does not call into question the ordinary enforcement of 
foreign judgments or international arbitral agreements. Indeed, we agree 
with Medellín that,  as a general matter,  "an agreement to abide by the 
result"  of  an  international  adjudication--or  what  he  really  means,  an 
agreement to give the result of such adjudication domestic legal effect--can 
be a treaty obligation like any other, so long as the agreement is consistent 
with the Constitution.

     Further, that an ICJ judgment may not be automatically enforceable 
in domestic courts does not mean the particular underlying treaty is not.

In  addition,  Congress  is  up  to  the  task  of  implementing  non-self-
executing treaties, even those involving complex commercial disputes. The 
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judgments of a number of international tribunals enjoy a different status 
because of implementing legislation enacted by Congress.

   In sum, while the ICJ's judgment in  Avena creates an international 
law obligation on the part of the United States, it does not of its own force 
constitute binding federal law that pre-empts state restrictions on the filing 
of successive habeas petitions. 

     Medellín next argues that the ICJ's judgment in Avena is binding on 
state courts by virtue of the President's February 28, 2005 Memorandum. 
The United States contends that while the Avena judgment does not of its 
own force require domestic courts to set aside ordinary rules of procedural 
default, that judgment became the law of the land with precisely that effect 
pursuant  to  the  President's  Memorandum and  his  power  "to  establish 
binding  rules  of  decision  that  preempt  contrary  state  law."   …. 
Accordingly, we must decide whether the President's declaration alters our 
conclusion that the Avena judgment is not a rule of domestic law binding in 
state and federal courts. 

   Justice  Jackson's  familiar  tripartite  scheme  provides  the  accepted 
framework for evaluating executive action in this area. First, "[w]hen the 
President acts pursuant to an express or implied authorization of Congress, 
his authority is at its maximum, for it includes all that he possesses in his 
own  right  plus  all  that  Congress  can  delegate."  Second,  "[w]hen  the 
President  acts  in  absence  of  either  a  congressional  grant  or  denial  of 
authority, he can only rely upon his own independent powers, but there is a 
zone of twilight in which he and Congress may have concurrent authority, 
or  in  which  its  distribution  is  uncertain."  …  In  this  circumstance, 
Presidential  authority  can  derive  support  from  "congressional  inertia, 
indifference or quiescence. Finally, "[w]hen the President takes measures 
incompatible with the expressed or implied will of Congress, his power is at 
its lowest ebb," and the Court can sustain his actions "only by disabling the 
Congress from acting upon the subject." 

102 | Page



Sourcebook of Cases, Laws, Treaties & Documents

The President has an array of political and diplomatic means available 
to enforce international obligations, but unilaterally converting a non-self-
executing treaty into a self-executing one is not among them.

     [N]on-self-executing  character  of  the  relevant  treaties  not  only 
refutes the notion that the ratifying parties vested the President with the 
authority  to  unilaterally  make  treaty  obligations  binding  on  domestic 
courts, but also implicitly prohibits him from doing so. When the President 
asserts the power to "enforce" a non-self-executing treaty by unilaterally 
creating domestic law, he acts in conflict with the implicit understanding of 
the ratifying Senate. His assertion of authority, insofar as it is based on the 
pertinent non-self-executing treaties, is therefore within Justice Jackson's 
third category, not the first or even the second.

 In  any  event,  even  if  we  were  persuaded  that  congressional 
acquiescence  could  support  the  President's  asserted  authority  to  create 
domestic  law pursuant  to a non-self-executing treaty,  such acquiescence 
does not exist here.

None  of  this  is  to  say,  however,  that  the  combination  of  a  non-self-
executing  treaty  and  the  lack  of  implementing  legislation  precludes  the 
President from acting to comply with an international treaty obligation. It 
is  only  to say that  the Executive  cannot  unilaterally  execute a non-self-
executing treaty by giving it domestic effect. That is, the non-self-executing 
character of a treaty constrains the President's ability to comply with treaty 
commitments by unilaterally making the treaty binding on domestic courts. 
The  President  may  comply  with  the  treaty's  obligations  by  some  other 
means, so long as they are consistent with the Constitution. But he may not 
rely upon a non-self-executing treaty to "establish binding rules of decision 
that preempt contrary state law."

     We thus turn to the United States'  claim that--independent of the 
United States' treaty obligations--the Memorandum is a valid exercise of 
the  President's  foreign  affairs  authority  to  resolve  claims  disputes  with 
foreign nations. The United States relies on a series of cases in which this 
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Court  has  upheld the authority of  the President to settle  foreign claims 
pursuant to an executive agreement. In these cases this Court has explained 
that,  if pervasive enough, a history of congressional acquiescence can be 
treated as a "gloss on 'Executive Power' vested in the President by §1 of 
Art. II." Dames & Moore.  

     This argument is of a different nature than the one rejected above. 
Rather than relying on the United States' treaty obligations, the President 
relies on an independent source of authority in ordering Texas to put aside 
its procedural bar to successive habeas petitions. Nevertheless, we find that 
our claims-settlement cases do not support the authority that the President 
asserts in this case.

The judgment of the Texas Court of Criminal Appeals is affirmed. It is 
so ordered.
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  SUMMARY OF NATIONAL SECURITY LEGISLATION (2008)

By Stuart S. Malawer

______________________________________

     Alien Tort Claims Act (1789)

Section 1350 -- Alien's action for tort (28 USC 1350)

[Original  jurisdictional  statute  for  violations  of  customary  and 
conventional international law]

The district courts shall have original jurisdiction of any civil action by 
an alien for a tort only, committed in violation of the law of nations or a 
treaty of the United States.

______________________________________

Foreign Intelligence Surveillance Act (1978)

 ELECTRONIC SURVEILLANCE 

E PHYSICAL SEARCHES 

P PEN REGISTERS AND TRAP AND TRACE DEVICES FOR FOREIGN

P INTELLIGENCE PURPOSES 

I ACCESS TO CERTAIN BUSINESS RECORDS FOR FOREIGN 

______________________________________
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            Posse Comitatus (1878)

Section 1385. Use of Army and Air Force as posse comitatus 

Whoever, except in cases and under circumstances expressly authorized 
by the Constitution or Act of Congress, willfully uses  any part of the Army 
or the Air Force as a posse comitatus or otherwise to execute the laws shall 
be fined under this title or   imprisoned not more than two years, or both. 

______________________________________

 [Establishes a civil action for torture and defines torture – action against private parties.]

Torture Victims Protection Act of 1991 (TVPA)

Section 1350 – Notes (28 USC 1350 notes)

''(b) Torture. - For the purposes of this Act –

''(1) the term 'torture' means any act, directed against an individual in 
the  offender's  custody  or  physical  control,  by  which  severe  pain  or 
suffering (other than pain or suffering arising only from or inherent in, or 
incidental to, lawful sanctions), whether physical or mental, is intentionally 
inflicted  on  that  individual  for  such  purposes  as  obtaining  from  that 
individual  or a third person information or a confession, punishing that 
individual for an act that individual or a third person has committed or is 
suspected of having committed, intimidating or coercing that individual or 
a third person, or for any reason based on discrimination of any kind; and 

''(2) mental pain or suffering refers to prolonged mental harm caused 
by or resulting from –

Page | 107



U.S. National Security Law

''(A) the  intentional  infliction  or  threatened infliction  of  severe 
physical pain or suffering;

''(B)  the  administration  or  application,  or  threatened 
administration  or  application,  of  mind  altering  substances  or  other 
procedures calculated to disrupt profoundly the senses or the personality;

''(C) the threat of imminent death; or

''(D)  the  threat  that  another  individual  will  imminently  be 
subjected to death, severe physical pain or suffering, or the administration 
or application of mind altering substances or other procedures calculated 
to disrupt profoundly the senses or personality.''

______________________________________

 [Restricting the “Doctrine of Sovereign Immunity” in suits against foreign states designated 
as state sponsor of terrorism” involving torture or terrorism / foreign officials liable] 

            Terrorism & Sovereign Immunity (1996) 

 1996 Anti-Terrorism Amendments to the Foreign Sovereign Immunity 
Act (FSIA) (1605(a)(7). 

(a) A foreign state shall  not be immune from the jurisdiction of courts 
of the United States or of the States in any case – 

7)  not  otherwise  covered  by  paragraph  (2),  in  which  money 
damages are sought against a foreign state for personal injury or death that 
was caused by an act  of  torture,  extrajudicial  killing,  aircraft  sabotage, 
hostage  taking,  or  the  provision  of  material  support  or  resources  (as 
defined in section 2339A of title 18) for such an act if such act or provision 
of material support is engaged in by an official, employee, or agent of such 
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foreign state while acting within the scope of his or her office, employment, 
or agency, except that the court shall  decline to hear a claim under this 
paragraph –

(A)  if  the  foreign  state  was  not  designated  as  a  state  sponsor  of 
terrorism under section 6(j) of the Export Administration Act of 1979 (50 
U.S.C. App. 2405(j)) or section 620A of the Foreign Assistance Act of 1961 
22 U.S.C. 2371) at the time the act occurred, unless later so designated as a 
result of such act or the act is related to Case Number 1:00CV03110 (EGS) 
in the United States District Court for the District of Columbia; and

(B) Even if the foreign state is or was so designated, if – 

(i) the act  occurred in the foreign state against  which the 
claim has been brought and the claimant has not afforded 
the foreign state a reasonable opportunity to arbitrate the 
claim in accordance with accepted international rules of 
arbitration;

(ii) Or neither the claimant nor the victim was a national of 
the United States when the act upon which the claim is 
based occurred. 

(iii) [Note  –  Lautenberg  Amendment –  “Victims  of  State  
Sponsored  Terrorism Act  of  2008” allows  execution  on 
assets of foreign states held by U.S. firms. Adds  Section  
1605A – See below.]

______________________________________

 Civil Liability for Acts of State Sponsored Terrorism (FSIA)
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(28 USC 1605 Note – The Flatow Amendment to FSIA – Creates Cause of  
Action).

''(a) an (sic) official, employee, or agent of a foreign state designated as 
a state sponsor of terrorism designated (sic) under section 6(j) of the Export 
Administration Act of 1979 (50 App. U.S.C. 2405(j)) while acting within the 
scope of his or her office, employment, or agency shall be liable to a United 
States national or the national's legal representative for personal injury or 
death caused by acts  of  that  official,  employee,  or  agent  for  which  the 
courts of the United States may maintain jurisdiction under section 1605(a)
(7) of title 28, United States Code, for money damages which may include 
economic damages, solatium, pain, and suffering, and punitive damages if 
the acts were among those described in section 605(a)(7).

______________________________________

[Defines  torture  for  purposes  of  criminal  prosecutions  for  acts  outside  of  the  U.S.  – 
implementing the U.N. Torture Convention]

Torture Act (1994) (U.N. Torture Convention)

Section 2340 Definitions (18 USC 2340)

      As used in this chapter –

(1) ''torture''  means an act  committed by a person acting under the 
color of law specifically intended to inflict severe physical or mental pain or 
suffering (other than pain or suffering  incidental to lawful sanctions) upon 
another person within his custody or physical control;

(2) ''severe mental pain or suffering'' means the prolonged mental harm 
caused by or resulting from –
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(A)  the  intentional  infliction  or  threatened  infliction  of  severe 
physical pain or suffering;

(B)  the  administration  or  application,  or  threatened 
administration  or  application,  of  mind-altering  substances  or  other 
procedures calculated to disrupt profoundly the senses or the personality;

(C) the threat of imminent death; or

(D) the threat that another person will imminently be subjected to 
death,  severe  physical  pain  or  suffering,  or  the  administration  or 
application of mind-altering substances or other procedures calculated to 
disrupt profoundly the senses or personality; and

(3)  ''United  States''  includes  all  areas  under  the  jurisdiction  of  the 
United States including any of the places described in sections 5 and 7 of 
this title and section 46501(2) of title 49.

______________________________________

                             [Concerning civil litigation – Provides Civil Remedies]

                      2002 Antiterrorism Act   (ATA)    

Section 2333 Civil Remedies (18 USC 2333)

(a) Action and Jurisdiction. - Any national of the United States injured 
in his or her person, property, or business by reason of an act of 
international  terrorism,  or his  or her estate,  survivors,  or  heirs, 
may sue therefor  in any appropriate  district  court  of  the United 
States and shall recover threefold the damages he or she sustains 
and the cost of the suit, including attorney's fees.
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(b) Estoppel  under United States Law.  -  A final  judgment or decree 
rendered in favor of the United States in any criminal proceeding 
under section 1116, 1201, 1203, or 2332 of this title or     section 
46314, 46502, 46505, or 46506 of title 49 shall estop the defendant 
from denying the essential allegations of the criminal offense in any 
subsequent civil proceeding under this section.

(c) Estoppel under Foreign Law. - A final judgment or decree rendered 
in favor of any foreign  state in any criminal proceeding shall, to the 
extent that such judgment or decree may be accorded full faith and 
credit under the law of the United States, estop the defendant from 
denying  the  essential  allegations  of  the  criminal  offense  in  any 
subsequent civil proceeding under this section.

______________________________________

                 [War crimes as a federal crime – Geneva & Hague Conventions]

War Crimes Act of 1996

Section 2441  War crimes (18 USC 118)

(a) Offense.  -  Whoever,  whether inside  or  outside  the  United States, 
commits  a  war  crime,  in  any  of  the  circumstances  described  in 
subsection (b), shall be fined under this title or imprisoned  for life 
or any term of years, or both, and if death results to the victim, shall 
also be subject to the penalty of death.

(b) Circumstances. - The circumstances referred to in subsection (a) are 
that the person committing such war crime or the victim of such war crime 
is a member of the Armed Forces of the United States or a national of the 
United States (as defined in section 101 of the Immigration and Nationality 
Act).
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(c) Definition. - As used in this section the term ''war crime'' means any 
conduct -

(1) defined as a grave breach in any of the international conventions 
signed  at  Geneva  12  August  1949,  or  any  protocol  to  such 
convention to which the United States is a party; 

(2)  prohibited by Article 23, 25, 27, or 28 of the Annex to the      Hague 
Convention  IV,  Respecting  the  Laws  and  Customs  of  War  on 
Land, signed 18 October 1907;

(3) which  constitutes  a  violation  of  common  Article  3  of  the 
international conventions signed at Geneva, 12 August 1949, or any 
protocol to such convention to which the United States is a  party 
and which deals with non-international armed conflict; or

(4)  of a person who, in relation to an armed conflict and contrary to the 
provisions of the Protocol on Prohibitions or Restrictions on the Use 
of Mines, Booby-Traps and Other Devices as amended at Geneva on 
3 May 1996 (Protocol  II  as  amended on 3 May 1996),  when the 
United States is a party to such Protocol,  willfully kills  or causes 
serious injury to civilians.

______________________________________

                    (Criminal Responsibility of military contractors outside of U.S.)

MILITARY EXTRATERRITORIAL JURISDICTION ACT OF 2000

PUBLIC LAW 106–523—(NOV. 22, 2000)

‘‘CHAPTER 212—MILITARY EXTRATERRITORIAL JURISDICTION
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 ‘‘§  3261.Criminal  offenses  committed  by  certain  members  of  the 
Armed Forces and by persons employed by or accompanying the Armed 
Forces outside the United States.

‘‘(a) Whoever engages in conduct outside the United States  that would 
constitute an offense punishable by imprisonment for more than 1 year if 
the conduct had been engaged in within the special maritime and territorial 
jurisdiction of the United States—

‘‘(1) while employed by or accompanying the Armed Forces outside the 
United States; or

‘‘(2) while a member of the Armed Forces subject to chapter 47 of title 
10 (the Uniform Code of Military Justice), shall  be  punished as provided 
for that offense.

‘‘(b) No prosecution may be commenced against a person under this 
section if a foreign government, in accordance with jurisdiction recognized 
by the United States, has prosecuted or is prosecuting such person for the 
conduct constituting such offense, except upon the approval of the Attorney 
General or the Deputy Attorney General (or a person acting in either such 
capacity), which function of approval may not be delegated.

‘‘§ 3263 Delivery to authorities of foreign countries

‘‘(a) Any person designated and authorized under section 3262(a) may 
deliver a person described in section 3261(a) to the appropriate authorities 
of a foreign country in which such person is alleged to have violated section 
3261(a) if—

‘‘(1) appropriate authorities of that country request the delivery  of the 
person to such country for trial for such conduct as an offense under the 
laws of that country; and
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‘‘(2)  the  delivery  of  such person to  that  country  is  authorized by a 
treaty or  other  international  agreement to which the United States is  a 
party.

‘‘(b)  The Secretary of Defense,  in consultation with the Secretary of 
State,  shall  determine  which  officials  of  a  foreign  country  constitute 
appropriate  authorities for purposes of this section.     

______________________________________

                                       (Providing for Enhanced Surveillance.)

                                   Patriot Act (2001)

SECTION 1. SHORT TITLE AND TABLE OF CONTENTS.

TITLE I--ENHANCING DOMESTIC SECURITY AGAINST TERRORISM

TITLE II--ENHANCED SURVEILLANCE PROCEDURES

Sec. 201. Authority to intercept wire, oral, and electronic communications 
relating to terrorism. 

Sec. 202. Authority to intercept wire, oral, and electronic communications 
relating to computer fraud and abuse offenses. 

Sec. 203. Authority to share criminal investigative information. 

Sec.  204.  Clarification  of  intelligence  exceptions  from  limitations  on 
interception  and  disclosure  of  wire,  oral,  and  electronic 
communications. 
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Sec.  205.  Employment  of  translators  by  the  Federal  Bureau  of 
Investigation. 

Sec.  206.  Roving  surveillance  authority  under  the  Foreign  Intelligence 
Surveillance Act of 1978. 

Sec. 207. Duration of FISA surveillance of non-United States persons who 
are agents of a foreign power. 

Sec. 208. Designation of judges. 

Sec. 209. Seizure of voice-mail messages pursuant to warrants. 

Sec. 210. Scope of subpoenas for records of electronic communications. 

Sec. 211. Clarification of scope. 

Sec. 212. Emergency disclosure of electronic communications to protect life 
and limb. 

Sec. 213. Authority for delaying notice of the execution of a warrant. 

Sec. 214. Pen register and trap and trace authority under FISA. 

Sec. 215. Access to records and other items under the Foreign Intelligence 
Surveillance Act. 

Sec. 216. Modification of authorities relating to use of pen registers and 
trap and trace devices. 

Sec. 217. Interception of computer trespasser communications. 
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Sec. 218. Foreign intelligence information. 

Sec. 219. Single-jurisdiction search warrants for terrorism. 

Sec. 220. Nationwide service of search warrants for electronic evidence. 

Sec. 221. Trade sanctions. 

Sec. 222. Assistance to law enforcement agencies. 

Sec. 223. Civil liability for certain unauthorized disclosures. 

Sec. 224. Sunset. 

Sec. 225. Immunity for compliance with FISA wiretap. 

______________________________________

MILITRARY COMMISSIONS ACT (2006)

 [Congressional authorization of commission and procedures concerning “unlawful enemy 
combatants” – Supplanting Executive Orders & prior Supreme Court Cases – Restricting 
Habeas Corpus & Judicial Review.]

 ‘‘§ 948b Military commissions generally

‘‘(a)  PURPOSE.—This  chapter  establishes  procedures  governing the 
use  of  military  commissions  to  try  alien  unlawful  enemy  combatants 
engaged in hostilities against the United States for violations of the law of 
war and other offenses triable by military commission.
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‘‘(b) AUTHORITY FOR MILITARY COMMISSIONS UNDER THIS

CHAPTER.—The  President  is  authorized  to  establish  military 
commissions under this chapter for offenses triable by military commission 
as provided in this chapter.

 ‘(f) STATUS OF COMMISSIONS -- COMMON ARTICLE 3—

A military  commission  established  under this  chapter  is  a  regularly 
constituted court, affording all the necessary ‘judicial guarantees which are 
recognized as indispensable by civilized peoples’ for purposes of common 
Article 3 of the Geneva Conventions.

‘‘(g) GENEVA CONVENTIONS NOT ESTABLISHING SOURCE OF 
RIGHTS.—No alien unlawful enemy combatant subject to trial by military 
commission under this chapter may invoke the Geneva Conventions as a 
source of rights.

‘‘§ 948c.Persons subject to military commissions

‘‘Any alien unlawful enemy combatant is subject to trial  by military 
commission under this chapter. S. 3930—4

‘‘§ 948d Jurisdiction of military commissions

‘‘(a) JURISDICTION.—A military commission under this chapter shall 
have jurisdiction to try any offense made punishable by this chapter or the 
law of war when committed by an alien unlawful enemy combatant before, 
on, or after September 11, 2001.

‘‘(b)  LAWFUL  ENEMY  COMBATANTS.—Military  commissions 
under  this  chapter  shall  not  have  jurisdiction  over  lawful  enemy 
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combatants.  Lawful  enemy combatants  who violate  the  law of  war  are 
subject to chapter 47 of this  title.  Courts-martial  established under that 
chapter shall have jurisdiction to try a lawful enemy combatant for any 
offense made punishable under this chapter.

 ‘‘(a) EXCLUSIVE APPELLATE JURISDICTION.—(1)(A) Except as 
provided in subparagraph (B), the United States Court of Appeals for the 
District of Columbia Circuit shall have exclusive jurisdiction to determine 
the  validity  of  a  final  judgment  rendered by a military  commission  (as 
approved by the convening authority) under this chapter.

‘‘(B) The Court of Appeals may not review the final judgment until all 
other appeals under this chapter have been waived or exhausted.

‘‘(2) A petition for review must be filed by the accused in the Court of 
Appeals not later than 20 days after the date on which—

‘‘(A)  written  notice  of  the  final  decision  of  the  Court  of  Military 
Commission Review is served on the accused or on defense counsel; or ‘‘(B) 
the accused submits, in the form prescribed by section 950c of this title, a 
written notice waiving the right of the accused to review by the Court of 
Military Commission Review under section 950f of this title.

‘‘(b) STANDARD FOR REVIEW.—In a case reviewed by it under this 
section, the Court of Appeals may act only with respect to matters of law.

SEC. 5 TREATY OBLIGATIONS NOT ESTABLISHING GROUNDS 
FOR CERTAIN CLAIMS

(a) IN GENERAL.—No person may invoke the Geneva Conventions or 
any  protocols  thereto  in  any  habeas  corpus  or  other  civil  action  or 
proceeding  to  which  the  United  States,  or  a  current  or  former  officer, 
employee, member of the Armed Forces, or other agent of the United States 

Page | 119



U.S. National Security Law

is a party as a source of rights in any court of the United States or its States 
or territories.

SEC. 6  IMPLEMENTATION OF TREATY OBLIGATIONS

 (3) INTERPRETATION BY THE PRESIDENT.

(A) As provided by the Constitution and by this section, the President 
has  the  authority  for  the  United  States  to  interpret  the  meaning  and 
application of the Geneva Conventions and to promulgate higher standards 
and administrative regulations for violations of treaty obligations which are 
not grave breaches of the Geneva Conventions.

SEC 7 HABEAS CORPUS MATTERS

(a)  IN GENERAL.—Section  2241 of  title  28,  United  States  Code,  is 
amended by striking both the subsection (e) added by section

 ‘‘(e) (1) No court, justice, or judge shall have jurisdiction to hear or 
consider an application for a writ of habeas corpus filed by or on behalf of 
an alien detained by the United States who has been determined by the 
United States to have been properly detained as an enemy combatant or is 
awaiting such determination.

‘‘(2) Except as provided in paragraphs (2) and (3) of section 1005(e) of 
the Detainee Treatment Act of 2005 (10 U.S.C. 801 note), no court, justice, 
or judge shall have jurisdiction to hear or consider any other action against 
the  United  States  or  its  agents  relating  to  any  aspect  of  the  detention, 
transfer, treatment, trial, or conditions of confinement of an alien who is or 
was detained by the United States and has been determined by the United 
States  to  have  been  properly  detained  as  an  enemy  combatant  or  is 
awaiting such determination.’’.
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SEC.  8  REVISIONS TO DETAINEE TREATMENT ACT OF 2005 
RELATING  TO  PROTECTION  OF  CERTAIN  UNITED  STATES 
GOVERNMENT PERSONNEL

______________________________________

   [Restricts civil & criminal actions of U.S. military & others for “torture.” No CID]

DETAINEE TREATMENT ACT (2005)

SEC. 1002 UNIFORM STANDARDS FOR THE INTERROGATION OF PERSONS 
UNDER THE DETENTION OF THE DEPARTMENT OF DEFENSE

(a) In General- No person in the custody or under the effective control 
of  the  Department  of  Defense  or  under  detention  in  a  Department  of 
Defense  facility  shall  be  subject  to  any  treatment  or  technique  of 
interrogation not authorized by and listed in the United States Army Field 
Manual on Intelligence Interrogation.

SEC.  1003.  PROHIBITION  ON  CRUEL,  INHUMAN,  OR  DEGRADING 
TREATMENT OR PUNISHMENT OF PERSONS UNDER CUSTODY OR CONTROL 
OF THE UNITED STATES GOVERNMENT

(a)  In  General-  No  individual  in  the  custody  or  under  the  physical 
control  of  the  United  States  Government,  regardless  of  nationality  or 
physical  location,  shall  be  subject  to  cruel,  inhuman,  or  degrading 
treatment or punishment.

SEC.  1004 PROTECTION OF UNITED STATES GOVERNMENT PERSONNEL 
ENGAGED IN AUTHORIZED INTERROGATIONS.

(a)  Protection  of  United  States  Government  Personnel-  In  any  civil 
action or criminal prosecution against an officer, employee, member of the 
Armed Forces, or other agent of the United States Government who is a 
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United States person, arising out of the officer, employee, member of the 
Armed Forces, or other agent's engaging in specific operational practices, 
that involve detention and interrogation of aliens who the President or his 
designees have determined are believed to be engaged in or associated with 
international terrorist activity that poses a serious, continuing threat to the 
United States, its interests, or its allies, and that were officially authorized 
and determined to be lawful at the time that they were conducted, it shall 
be a defense that such officer, employee, member of the Armed Forces, or 
other agent did not know that the practices were unlawful and a person of 
ordinary  sense  and  understanding  would  not  know  the  practices  were 
unlawful. Good faith reliance on advice of counsel should be an important 
factor, among others, to consider in assessing whether a person of ordinary 
sense and understanding would have known the practices to be unlawful. 
Nothing in this section shall be construed to limit or extinguish any defense 
or protection otherwise available to any person or entity from suit, civil or 
criminal liability, or damages, or to provide immunity from prosecution for 
any criminal offense by the proper authorities.

(b)  Counsel-  The United States Government may provide or employ 
counsel, and pay counsel fees, court costs, bail, and other expenses incident 
to the representation of an officer, employee, member of the Armed Forces, 
or other agent described in subsection (a), with respect to any civil action or 
criminal prosecution arising out of practices described in that subsection, 
under the same conditions, and to the same extent, to which such services 
and payments are authorized under section 1037 of title 10, United States 
Code.

______________________________________

PROTECT AMERICA ACT OF 2007.

PUBLIC LAW 110–55—AUG. 5, 2007
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 ‘‘SEC.  105B  (a)  Notwithstanding  any  other  law,  the  Director  of 
National Intelligence and the Attorney General, may for periods of up to 
one  year  authorize  the  acquisition  of  foreign  intelligence  information 
concerning persons reasonably believed to be  outside  the United States if 
the Director of National Intelligence and the Attorney General determine, 
based on the information provided to them, that—

‘‘(1) there are reasonable procedures in place for determining that the 
acquisition of foreign intelligence information under this section concerns 
persons reasonably believed to be located outside the United States,  and 
such procedures will be subject to review of the Court pursuant to section 
105C  of  this  Act;  ‘‘(2)  the  acquisition  does  not  constitute  electronic 
surveillance; ‘‘(3) the acquisition involves obtaining the foreign intelligence 
information  from  or  with  the  assistance  of  a  communications  service 
provider,  custodian,  or  other  person  (including  any  officer,  employee, 
agent,  or  other  specified  person  of  such service  provider,  custodian,  or 
other person) who has access.

______________________________________

     (Review of cross-border transactions for national security – includes “SWF.”)

FOREIGN INVESTMENT NATIONAL SECURITY ACT OF 2007

The  term  ‘foreign  government-controlled  transaction’  means  any 
covered transaction that could result in the control of any person engaged 
in interstate commerce in the United States by a foreign government or an 
entity controlled by or acting on behalf of a foreign government.

 ‘‘(1) NATIONAL SECURITY REVIEWS.

‘‘(A)  IN  GENERAL.—Upon  receiving  written  notification  under 
subparagraph (C) of any covered transaction, or pursuant to a unilateral 
notification initiated under subparagraph (D) with respect to any covered 
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transaction, the President, acting through the Committee—‘‘(i) shall review 
the covered transaction to determine the effects of the transaction on the 
national security of the United States; and‘‘(ii) shall consider the factors 
specified in subsection (f) for such purpose, as appropriate.

‘‘(B) CONTROL BY FOREIGN GOVERNMENT.—If the Committee 
determines that the covered transaction is a foreign government-controlled 
transaction, the Committee shall conduct an investigation of the transaction 
under paragraph (2).

______________________________________

                             (Stealing Trade secret and Giving to a foreign government.)

ECONOMIC ESPIONAGE ACT OF 1996 (8 USC 1831-1832)

§ 1831. Economic espionage 

(a) In General -- Whoever, intending or knowing that the offense will 
benefit any foreign government, foreign instrumentality, or foreign agent, 
knowingly-- 

(1) steals, or without authorization appropriates, takes, carries 
away, or conceals, or by fraud, artifice, or deception obtains a trade 
secret ………… 

((b) ORGANIZATIONS.- Any organization that commits any offense 
described in subsection (a) shall be fined not more than $10,000,000. 

§ 1832. Theft of trade secrets 
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(a) Whoever, with intent to convert a trade secret, that is related to or 
included in a product that is produced for or placed in interstate or foreign 
commerce, to the economic benefit of anyone other than the owner thereof, 
and intending or knowing that the offense will , injure any owner of that 
trade secret, knowingly-- 

(1) steals, or without authorization appropriates, takes, carries 
away, or conceals, or by fraud, artifice, or deception obtains such 
information; 

(2)  without  authorization  copies,  duplicates,  sketches,  draws, 
photographs,  downloads,  uploads,  alters,  destroys,  photocopies, 
replicates,  transmits,  delivers,  sends,  mails,  communicates,  or 
conveys such information; 

(3) receives,  buys,  or possesses such information,  knowing the 
same to have been stolen or appropriated, obtained, or converted 
without authorization; 

(4) attempts to commit any offense described in paragraphs (1) 
through (3); or 

(5)  conspires  with one  or  more  other  persons  to commit  any 
offense described in paragraphs (1) through (3), and one or more of 
such persons do any act to effect the object of the conspiracy, shall, 
except  as  provided in subsection (b),  be fined under this  title  or 
imprisoned not more than 10 years, or both. 

(b) Any organization that commits any offense described in subsection 
(a) shall be fined not more than $5,000,000.

______________________________________
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                           (Providing defense information to foreign government.)

             ESPIONAGE & CENSORSHIP (18 USC 1893)

Sec. 793. Gathering, transmitting or losing defense information.   

 (a) Whoever, for the purpose of obtaining information respecting the 
national defense with intent or reason to believe that the information is to 
be  used to  the  injury of  the  United States,  or  to  the  advantage  of  any 
foreign  nation,  goes  upon,  enters,  flies  over,  or  otherwise  obtains 
information …………

(g)  If  two or  more  persons  conspire  to  violate  any  of  the  foregoing 
provisions of this section, and one or more of such persons do any act to 
effect the object of the conspiracy, each of the parties to such conspiracy 
shall  be subject to the punishment provided for the offense which is the 
object of such conspiracy. 

(h) (1) Any person convicted of a violation of this section shall forfeit to 
the United States, irrespective of any provision of State law, any property 
constituting, or derived from, any proceeds the person obtained, directly or 
indirectly, from any foreign government, or any faction or party or military 
or  naval  force  within  a  foreign  country,  whether  recognized  or 
unrecognized by the United States, as the result of such violation. For the 
purposes of this subsection, the term ''State'' includes a State of the United 
States,  the  District  of  Columbia,  and  any  commonwealth,  territory,  or 
possession of the United States. 
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[Edited provisions of Legislation & Regulations]

______________________________________________________

        Authorize the Use of U.S. Armed Forces Against Iraq 

                                  October 2, 2002

                     http://www.whitehouse.gov/news/releases/2002/10/20021002-2.html

Whereas in 1990 in response to Iraq's war of aggression against and illegal 
occupation of Kuwait,  the United States forged a coalition of nations to 
liberate Kuwait and its people in order to defend the national security of 
the United States and enforce United Nations Security Council resolutions 
relating to Iraq; 

Whereas after the liberation of Kuwait in 1991, Iraq entered into a United 
Nations  sponsored  cease-fire  agreement  pursuant  to  which  Iraq 
unequivocally  agreed,  among  other  things,  to  eliminate  its  nuclear, 
biological, and chemical weapons programs and the means to deliver and 
develop them, and to end its support for international terrorism; 

Whereas  the  efforts  of  international  weapons  inspectors,  United  States 
intelligence agencies, and Iraqi defectors led to the discovery that Iraq had 
large stockpiles of chemical weapons and a large scale biological weapons 
program,  and that  Iraq had an advanced nuclear weapons development 
program  that  was  much  closer  to  producing  a  nuclear  weapon  than 
intelligence reporting had previously indicated; 

Whereas Iraq, in direct and flagrant violation of the cease-fire, attempted 
to thwart the efforts of weapons inspectors to identify and destroy Iraq's 
weapons of mass destruction stockpiles and development capabilities, which 
finally resulted in the withdrawal of inspectors from Iraq on October 31, 
1998; 

Whereas in 1998 Congress concluded that  Iraq's  continuing weapons of 
mass  destruction  programs  threatened  vital  United  States  interests  and 
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international  peace  and  security,  declared  Iraq  to  be  in  "material  and 
unacceptable  breach  of  its  international  obligations"  and  urged  the 
President "to take appropriate action, in accordance with the Constitution 
and relevant laws of the United States, to bring Iraq into compliance with 
its international obligations" (Public Law 105-235); 

Whereas Iraq both poses a continuing threat to the national security of the 
United  States  and  international  peace  and  security  in  the  Persian  Gulf 
region and remains in material and unacceptable breach of its international 
obligations by,  among other things,  continuing to possess and develop a 
significant chemical  and biological  weapons capability,  actively seeking a 
nuclear  weapons  capability,  and  supporting  and  harboring  terrorist 
organizations; 

Whereas  Iraq  persists  in  violating  resolutions  of  the  United  Nations 
Security Council by continuing to engage in brutal repression of its civilian 
population  thereby  threatening  international  peace  and  security  in  the 
region, by refusing to release, repatriate, or account for non-Iraqi citizens 
wrongfully detained by Iraq, including an American serviceman, and by 
failing to return property wrongfully seized by Iraq from Kuwait; 

Whereas  the  current  Iraqi  regime  has  demonstrated  its  capability  and 
willingness to use weapons of mass destruction against other nations and its 
own people; 

Whereas the current Iraqi regime has demonstrated its continuing hostility 
toward,  and  willingness  to  attack,  the  United  States,  including  by 
attempting in 1993 to assassinate former President Bush and by firing on 
many thousands of occasions on United States and Coalition Armed Forces 
engaged  in  enforcing  the  resolutions  of  the  United  Nations  Security 
Council; 

Whereas members of al Qaida, an organization bearing responsibility for 
attacks on the United States, its citizens, and interests, including the attacks 
that occurred on September 11, 2001, are known to be in Iraq; 

Whereas  Iraq continues  to  aid  and harbor  other  international  terrorist 
organizations, including organizations that threaten the lives and safety of 
American citizens; 
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Whereas  the  attacks  on  the  United  States  of  September  11,  2001 
underscored the gravity of the threat posed by the acquisition of weapons 
of mass destruction by international terrorist organizations; 

Whereas Iraq's demonstrated capability and willingness to use weapons of 
mass destruction, the risk that the current Iraqi regime will either employ 
those weapons to launch a surprise attack against the United States or its 
Armed Forces or provide them to international terrorists who would do so, 
and the extreme magnitude of harm that would result to the United States 
and its citizens from such an attack, combine to justify action by the United 
States to defend itself; 

Whereas United Nations Security Council Resolution 678 authorizes the use 
of  all  necessary  means  to  enforce  United  Nations  Security  Council 
Resolution 660 and subsequent relevant resolutions and to compel Iraq to 
cease  certain  activities  that  threaten  international  peace  and  security, 
including the development of weapons of mass destruction and refusal or 
obstruction of United Nations weapons inspections in violation of United 
Nations  Security  Council  Resolution  687,  repression  of  its  civilian 
population in violation of United Nations Security Council Resolution 688, 
and  threatening  its  neighbors  or  United  Nations  operations  in  Iraq  in 
violation of United Nations Security Council Resolution 949; 

Whereas Congress in the Authorization for Use of Military Force Against 
Iraq Resolution (Public Law 102-1) has authorized the President "to use 
United States Armed Forces pursuant to United Nations Security Council 
Resolution  678  (1990)  in  order  to  achieve  implementation  of  Security 
Council Resolutions 660, 661, 662, 664, 665, 666, 667, 669, 670, 674, and 
677"; 

Whereas in December 1991, Congress expressed its sense that it "supports 
the  use  of  all  necessary  means  to  achieve  the  goals  of  United  Nations 
Security Council Resolution 687 as being consistent with the Authorization 
of Use of Military Force Against Iraq Resolution (Public Law 102-1)," that 
Iraq's repression of its civilian population violates United Nations Security 
Council Resolution 688 and "constitutes a continuing threat to the peace, 
security,  and  stability  of  the  Persian  Gulf  region,"  and  that  Congress, 
"supports  the use of all  necessary means to achieve the goals  of United 
Nations Security Council Resolution 688"; 

Whereas the Iraq Liberation Act (Public Law 105-338) expressed the sense 
of Congress that it should be the policy of the United States to support 
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efforts to remove from power the current Iraqi regime and promote the 
emergence of a democratic government to replace that regime; 

Whereas  on  September 12,  2002,  President  Bush committed  the  United 
States  to  "work  with  the  United  Nations  Security  Council  to  meet  our 
common  challenge"  posed  by  Iraq  and  to  "work  for  the  necessary 
resolutions," while also making clear that "the Security Council resolutions 
will be enforced, and the just demands of peace and security will be met, or 
action will be unavoidable"; 

Whereas the United States is determined to prosecute the war on terrorism 
and Iraq's  ongoing support  for  international  terrorist  groups  combined 
with its development of weapons of mass destruction in direct violation of 
its obligations under the 1991 cease-fire and other United Nations Security 
Council resolutions make clear that it is in the national security interests of 
the  United  States  and  in  furtherance  of  the  war  on  terrorism that  all 
relevant United Nations Security Council resolutions be enforced, including 
through the use of force if necessary; 

Whereas  Congress  has  taken  steps  to  pursue  vigorously  the  war  on 
terrorism through the provision of authorities and funding requested by 
the President to take the necessary actions against international terrorists 
and  terrorist  organizations,  including  those  nations,  organizations  or 
persons who planned, authorized, committed or aided the terrorist attacks 
that  occurred  on  September  11,  2001  or  harbored  such  persons  or 
organizations; 

Whereas the President and Congress are determined to continue to take all 
appropriate  actions  against  international  terrorists  and  terrorist 
organizations,  including  those  nations,  organizations  or  persons  who 
planned, authorized, committed or aided the terrorist attacks that occurred 
on September 11, 2001, or harbored such persons or organizations; 

Whereas the President has authority under the Constitution to take action 
in order to deter and prevent acts of international terrorism against the 
United  States,  as  Congress  recognized  in  the  joint  resolution  on 
Authorization for Use of Military Force (Public Law 107-40); and 

Whereas  it  is  in  the  national  security  of  the  United  States  to  restore 
international peace and security to the Persian Gulf region; 
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Now, therefore, be it resolved by the Senate and House of Representatives 
of the United States of America in Congress assembled, 

SEC. 1. SHORT TITLE. 

This  joint  resolution may be cited as  the "Authorization for the Use of 
Military Force Against Iraq". 

SEC. 2. SUPPORT FOR UNITED STATES DIPLOMATIC EFFORTS 

The Congress of the United States supports the efforts by the President to-- 

(a) strictly enforce through the United Nations Security Council all relevant 
Security Council resolutions applicable to Iraq and encourages him in those 
efforts; and 

(b) obtain prompt and decisive action by the Security Council  to ensure 
that Iraq abandons its strategy of delay, evasion and noncompliance and 
promptly  and  strictly  complies  with  all  relevant  Security  Council 
resolutions. 

SEC. 3.  AUTHORIZATION FOR USE OF UNITED STATES ARMED 
FORCES. 

(a)  AUTHORIZATION.  The  President  is  authorized  to  use  the  Armed 
Forces  of  the  United  States  as  he  determines  to  be  necessary  and 
appropriate in order to 

(1) defend the national security of the United States against the continuing 
threat posed by Iraq; and 

(2)  enforce  all  relevant  United  Nations  Security  Council  Resolutions 
regarding Iraq. 

(b) PRESIDENTIAL DETERMINATION. 

In connection with the exercise of the authority granted in subsection (a) to 
use force the President shall, prior to such exercise or as soon there after as 
may be feasible, but no later than 48 hours after exercising such authority, 
make available  to the  Speaker of  the House  of  Representatives and the 
President pro tempore of the Senate his determination that 
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(1) reliance by the United States on further diplomatic or other peaceful 
means alone either (A) will not adequately protect the national security of 
the United States against the continuing threat posed by Iraq or (B) is not 
likely to lead to enforcement of all relevant United Nations Security Council 
resolutions regarding Iraq, and 

(2) acting pursuant to this resolution is consistent with the United States 
and  other  countries  continuing  to  take  the  necessary  actions  against 
international terrorists and terrorist organizations, including those nations, 
organizations or persons who planned, authorized, committed or aided the 
terrorists attacks that occurred on September 11, 2001. 

(c) WAR POWERS RESOLUTION REQUIREMENTS. -- 

(1)  SPECIFIC  STATUTORY  AUTHORIZATION.  --  Consistent  with 
section 8(a)(1) of the War Powers Resolution, the Congress declares that 
this section is intended to constitute specific statutory authorization within 
the meaning of section 5(b) of the War Powers Resolution. 

(2) APPLICABILITY OF OTHER REQUIREMENTS. -- Nothing in this 
resolution supersedes any requirement of the War Powers Resolution. 

SEC. 4. REPORTS TO CONGRESS 

(a) The President shall, at least once every 60 days, submit to the Congress 
a report on matters relevant to this joint resolution, including actions taken 
pursuant to the exercise of authority granted in section 2 and the status of 
planning for efforts that are expected to be required after such actions are 
completed,  including those  actions  described in section 7 of  Public  Law 
105-338 (the Iraq Liberation Act of 1998). 

(b) To the extent that the submission of any report described in subsection 
(a) coincides with the submission of any other report on matters relevant to 
this  joint  resolution  otherwise  required  to  be  submitted  to  Congress 
pursuant  to the reporting requirements  of  Public  Law 93-148 (the War 
Powers  Resolution),  all  such  reports  may  be  submitted  as  a  single 
consolidated report to the Congress. 

(c) To the extent that the information required by section 3 of Public Law 
102-1 is included in the report required by this section, such report shall be 
considered as meeting the requirements of section 3 of Public Law 102-1. 
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AUTHORIZATION TO USE MILITARY FORCE (Afghanistan)

    (2001)

http://news.findlaw.com/hdocs/docs/terrorism/sjres23.enr.html

Begun and held at the City of Washington on Wednesday, the third day 
of January, two thousand and one 

            Joint Resolution

To  authorize  the  use  of  United  States  Armed  Forces  against  those 
responsible for the recent attacks launched against the United States. 

Whereas,  on  September  11,  2001,  acts  of  treacherous  violence  were 
committed against the United States and its citizens; and 

Whereas, such acts render it both necessary and appropriate that the 
United States exercise its rights to self-defense and to protect United States 
citizens both at home and abroad; and 

Whereas,  in  light  of  the  threat  to  the  national  security  and  foreign 
policy of the United States posed by these grave acts of violence; and 

Whereas,  such  acts  continue  to  pose  an  unusual  and  extraordinary 
threat to the national security and foreign policy of the United States; and 

Whereas,  the President has  authority under the Constitution to take 
action  to  deter  and  prevent  acts  of  international  terrorism against  the 
United States: Now, therefore, be it 
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Resolved by the Senate and House of Representatives of the United States of  
America in Congress assembled,

SECTION 1. SHORT TITLE.

This joint resolution may be cited as the `Authorization for Use 
of Military Force'.

SEC. 2. AUTHORIZATION FOR USE OF UNITED STATES ARMED 
FORCES.

(a) IN GENERAL- That the President is authorized to use all necessary 
and  appropriate  force  against  those  nations,  organizations,  or 
persons he determines planned, authorized, committed, or aided the 
terrorist attacks that occurred on September 11, 2001, or harbored 
such organizations or persons, in order to prevent any future acts of 
international terrorism against the United States by such nations, 
organizations or persons.

(b) War Powers Resolution Requirements-

(1) SPECIFIC STATUTORY AUTHORIZATION- Consistent 
with  section  8(a)(1)  of  the  War  Powers  Resolution,  the 
Congress declares that this section is intended to constitute 
specific  statutory  authorization  within  the  meaning  of 
section 5(b) of the War Powers Resolution.

(2) APPLICABILITY  OF  OTHER  REQUIREMENTS- 
Nothing in this resolution supercedes any requirement of the 
War Powers Resolution.
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                                        Posse Comitatus Act

                                                             18 USC 1385

                                 http://caselaw.lp.findlaw.com/scripts/ts_search.pl?title=18&sec=1385

Section 1385. Use of Army and Air Force as posse comitatus. 

      Whoever,  except  in  cases  and  under  circumstances  expressly 
authorized by the Constitution or Act of Congress, willfully uses  any part 
of the Army or the Air Force as a posse comitatus or  otherwise to execute 
the laws shall be fined under this title or  imprisoned not more than two 
years, or both.
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                       Alien Tort Claims Act.

                                                    28 USC 1350

Section 1350. Alien's action for tort. 

      The district courts shall have original jurisdiction of any civil action by 
an alien for a tort only, committed in violation of the  law of nations or a 
treaty of the United States.
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USA PATRIOT ACT (2001)

Public Law 107-56  107th

http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?
dbname=107_cong_public_laws&docid=f:publ056.107.pdf

SECTION 1. SHORT TITLE AND TABLE OF CONTENTS. 

(a)  SHORT  TITLE.—This  Act  may  be  cited  as  the  ‘‘Uniting  and 
Strengthening  America  by  Providing  Appropriate  Tools  Required  to 
Intercept and Obstruct Terrorism (USA PATRIOT ACT) Act of 2001’’. 

(b) TABLE OF CONTENTS.—The table of contents for this Act is as 
follows: 

Sec. 1. Short title and table of contents. 

Sec. 2. Construction; severability. 

TITLE I—ENHANCING DOMESTIC SECURITY AGAINST 
TERRORISM

TITLE II—ENHANCED SURVEILLANCE PROCEDURES
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Sec.  201.  Authority  to  intercept  wire,  oral,  and  electronic 
communications relating to terrorism. 

Sec.  202.  Authority  to  intercept  wire,  oral,  and  electronic 
communications relating to computer fraud and abuse offenses. 

Sec. 203. Authority to share criminal investigative information. 

Sec.  204.  Clarification  of  intelligence  exceptions  from limitations  on 
interception and disclosure of wire, oral, and electronic communications. 

Sec.  205.  Employment  of  translators  by  the  Federal  Bureau  of 
Investigation. 

Sec. 206. Roving surveillance authority under the Foreign Intelligence 
Surveillance Act of 1978. 

Sec. 207. Duration of FISA surveillance of non-United States persons 
who are agents of a foreign power. 

Sec. 208. Designation of judges. 

Sec. 209. Seizure of voice-mail messages pursuant to warrants. 

Sec.210. Scope of subpoenas for records of electronic communications. 

Sec. 211. Clarification of scope. 

Sec. 212. Emergency disclosure of electronic communications to protect 
life and limb. 
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Sec. 213. Authority for delaying notice of the execution of a warrant. 

Sec. 214. Pen register and trap and trace authority under FISA. 

Sec.  215.  Access  to  records  and  other  items  under  the  Foreign 
Intelligence Surveillance Act. 

Sec. 216. Modification of authorities relating to use of pen registers and 
trap and trace devices. 

Sec. 217. Interception of computer trespasser communications. 

Sec. 218. Foreign intelligence information. 

Sec. 219. Single-jurisdiction search warrants for terrorism. 

Sec. 220. Nationwide service of search warrants for electronic evidence. 

Sec. 221. Trade sanctions. 

Sec. 222. Assistance to law enforcement agencies. 

Sec. 223. Civil liability for certain unauthorized disclosures. 

Sec. 224. Sunset. Sec. 225. Immunity for compliance with FISA wiretap. 

TITLE III—INTERNATIONAL MONEY LAUNDERING ABATEMENT 
AND ANTITERRORIST FINANCING ACT OF 2001

           TITLE IV—PROTECTING THE BORDER
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     TITLE V—REMOVING OBSTACLES TO INVESTIGATING 
TERRORISM

Sec.  501.  Attorney  General’s  authority  to  pay  rewards  to  combat 
terrorism. Sec. 502. Secretary of State’s authority to pay rewards. Sec. 503. 
DNA  identification  of  terrorists  and  other  violent  offenders.  Sec.  504. 
Coordination  with  law  enforcement.  Sec.  505.  Miscellaneous  national 
security authorities. Sec. 506. Extension of Secret Service jurisdiction. Sec. 
507. Disclosure of educational records. Sec. 508. Disclosure of information 
from NCES surveys. 

TITLE VI—PROVIDING FOR VICTIMS OF TERRORISM, PUBLIC 
SAFETY OFFICERS, AND THEIR FAMILIES

Subtitle A—Aid to Families of Public Safety Officers 

Sec. 611. Expedited payment for public safety officers involved in the 
prevention, investigation, rescue, or recovery efforts related to a terrorist 
attack. 

Sec. 612. Technical correction with respect to expedited payments for 
heroic public safety officers. 

Sec. 613. Public safety officers benefit program payment increase. 

Sec. 614. Office of Justice programs. 

Subtitle B—Amendments to the Victims of Crime Act of 1984 

Sec. 621. Crime victims fund. Sec. 622. Crime victim compensation. Sec. 
623. Crime victim assistance. Sec. 624. Victims of terrorism. 
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TITLE VII—INCREASED INFORMATION SHARING FOR CRITICAL 
INFRASTRUCTURE PROTECTION

Sec. 701. Expansion of regional information sharing system to 
Federal-State-local law enforcement related to terrorist attacks. 

TITLE VIII—STRENGTHENING THE CRIMINAL LAWS AGAINST 
TERRORISM

Sec.  801.  Terrorist  attacks  and  other  acts  of  violence 
against mass transportation systems. 

Sec. 802. Definition of domestic terrorism. 

Sec. 803. Prohibition against harboring terrorists. 

Sec. 804. Jurisdiction over crimes committed at U.S. facilities abroad. 

Sec. 805. Material support for terrorism. 

Sec. 806. Assets of terrorist organizations. 

Sec.  807.  Technical  clarification  relating  to  provision  of  material 
support to terrorism. 

Sec. 808. Definition of Federal crime of terrorism. 

Sec. 809. No statute of limitation for certain terrorism offenses. 

Sec. 810. Alternate maximum penalties for terrorism offenses. 
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Sec. 811. Penalties for terrorist conspiracies. 

Sec. 812. Post-release supervision of terrorists.

Sec. 813. Inclusion of acts of terrorism as racketeering activity. 

Sec. 814. Deterrence and prevention of  cyberterrorism. 

Sec.  815.  Additional  defense  to  civil  actions  relating  to  preserving 
records in response to Government requests. 

Sec.  816.  Development  and  support  of  cybersecurity  forensic 
capabilities.

Sec. 817. Expansion of the biological weapons statute. 

TITLE IX—IMPROVED INTELLIGENCE

Sec. 901. Responsibilities of Director of Central Intelligence regarding 
foreign intelligence collected under Foreign Intelligence Surveillance Act of 
1978. 

Sec. 902. Inclusion of international terrorist activities within scope of 
foreign intelligence under National Security Act of 1947. 

Sec. 903. Sense of Congress on the establishment and maintenance of 
intelligence relationships to acquire information on terrorists and terrorist 
organizations. 

Sec. 904. Temporary authority to defer submittal to Congress of reports 
on intelligence and intelligence-related matters. 
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Sec.  905.  Disclosure  to  Director  of  Central  Intelligence  of  foreign 
intelligence-related information with respect to criminal investigations. 

                         Detainee Treatment Act of 2005

http://jurist.law.pitt.edu/gazette/2005/12/detainee-treatment-act-of-2005-white.php

Detainee Treatment Act of 2005, as included in the Department of  
Defense Appropriations Act, 2006 and agreed to by the US House and 
Senate and signed by President Bush, December 30, 2005 [incorporating the  
McCain Amendment and the Graham-Levin Amendment on detainees]. 

TITLE X--MATTERS RELATING TO DETAINEES

SEC. 1001. SHORT TITLE.

This title may be cited as the `Detainee Treatment Act of 2005'.

SEC. 1002. UNIFORM STANDARDS FOR THE INTERROGATION 
OF PERSONS UNDER THE DETENTION OF THE DEPARTMENT OF 
DEFENSE.

(a) In General- No person in the custody or under the effective control 
of  the  Department  of  Defense  or  under  detention  in  a  Department  of 
Defense  facility  shall  be  subject  to  any  treatment  or  technique  of 
interrogation not authorized by and listed in the United States Army Field 
Manual on Intelligence Interrogation.
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(b)  Applicability-  Subsection  (a)  shall  not  apply  with respect  to  any 
person in the custody or under the effective control of the Department of 
Defense pursuant to a criminal law or immigration law of the United States.

(c) Construction- Nothing in this section shall be construed to affect the 
rights under the United States Constitution of any person in the custody or 
under the physical jurisdiction of the United States.

SEC.  1003.  PROHIBITION  ON  CRUEL,  INHUMAN,  OR 
DEGRADING TREATMENT OR PUNISHMENT OF PERSONS UNDER 
CUSTODY OR CONTROL OF THE UNITED STATES GOVERNMENT.

(a)  In  General-  No  individual  in  the  custody  or  under  the  physical 
control  of  the  United  States  Government,  regardless  of  nationality  or 
physical  location,  shall  be  subject  to  cruel,  inhuman,  or  degrading 
treatment or punishment.

(b) Construction- Nothing in this section shall be construed to impose 
any geographical limitation on the applicability of the prohibition against 
cruel, inhuman, or degrading treatment or punishment under this section.

(c) Limitation on Supersedure- The provisions of this section shall not 
be superseded, except by a provision of law enacted after the date of the 
enactment of this Act which specifically repeals, modifies, or supersedes the 
provisions of this section.

(d) Cruel, Inhuman, or Degrading Treatment or Punishment Defined- 
In  this  section,  the  term  `cruel,  inhuman,  or  degrading  treatment  or 
punishment'  means  the  cruel,  unusual,  and  inhumane  treatment  or 
punishment prohibited by the Fifth, Eighth, and Fourteenth Amendments 
to the Constitution of the United States,  as defined in the United States 
Reservations,  Declarations  and  Understandings  to  the  United  Nations 
Convention  Against  Torture and  Other  Forms  of  Cruel,  Inhuman  or 
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Degrading Treatment  or  Punishment  done  at  New York,  December 10, 
1984.

SEC.  1004.  PROTECTION OF UNITED  STATES  GOVERNMENT 
PERSONNEL ENGAGED IN AUTHORIZED INTERROGATIONS.

(a)  Protection  of  United  States  Government  Personnel-  In  any  civil 
action or criminal prosecution against an officer, employee, member of the 
Armed Forces, or other agent of the United States Government who is a 
United States person, arising out of the officer, employee, member of the 
Armed Forces, or other agent's engaging in specific operational practices, 
that involve detention and interrogation of aliens who the President or his 
designees have determined are believed to be engaged in or associated with 
international terrorist activity that poses a serious, continuing threat to the 
United States, its interests, or its allies, and that were officially authorized 
and determined to be lawful at the time that they were conducted, it shall 
be a defense that such officer, employee, member of the Armed Forces, or 
other agent did not know that the practices were unlawful and a person of 
ordinary  sense  and  understanding  would  not  know  the  practices  were 
unlawful. Good faith reliance on advice of counsel should be an important 
factor, among others, to consider in assessing whether a person of ordinary 
sense and understanding would have known the practices to be unlawful. 
Nothing in this section shall be construed to limit or extinguish any defense 
or protection otherwise available to any person or entity from suit, civil or 
criminal liability, or damages, or to provide immunity from prosecution for 
any criminal offense by the proper authorities.

(b)  Counsel-  The United States Government may provide or employ 
counsel, and pay counsel fees, court costs, bail, and other expenses incident 
to the representation of an officer, employee, member of the Armed Forces, 
or other agent described in subsection (a), with respect to any civil action or 
criminal prosecution arising out of practices described in that subsection, 
under the same conditions, and to the same extent, to which such services 
and payments are authorized under section 1037 of title 10, United States 
Code.
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SEC. 1005. PROCEDURES FOR STATUS REVIEW OF DETAINEES 
OUTSIDE THE UNITED STATES.

(a)  Submittal  of  Procedures  for  Status  Review  of  Detainees at 
Guantanamo Bay, Cuba, and in Afghanistan and Iraq-

(1)  IN  GENERAL-  Not  later  than  180  days  after  the  date  of  the 
enactment  of  this  Act,  the  Secretary  of  Defense  shall  submit  to  the 
Committee on Armed Services and the Committee on the Judiciary of the 
Senate and the Committee on Armed Services and the Committee on the 
Judiciary of the House of Representatives a report setting forth--

(A) the procedures of the Combatant Status Review Tribunals and the 
Administrative Review Boards established by direction of the Secretary of 
Defense that are in operation at Guantanamo Bay, Cuba, for determining 
the status of the detainees held at Guantanamo Bay or to provide an annual 
review  to  determine  the  need  to  continue  to  detain  an  alien  who  is  a 
detainee ; and

(B)  the  procedures  in  operation  in  Afghanistan  and  Iraq  for  a 
determination of the status of aliens detained in the custody or under the 
physical control of the Department of Defense in those countries.

(2) DESIGNATED CIVILIAN OFFICIAL- The procedures submitted 
to Congress pursuant to paragraph (1)(A) shall ensure that the official of 
the Department of Defense who is designated by the President or Secretary 
of  Defense  to  be  the  final  review  authority  within  the  Department  of 
Defense with respect to decisions of any such tribunal or board (referred to 
as  the  `Designated  Civilian  Official')  shall  be  a  civilian  officer  of  the 
Department  of  Defense  holding  an  office  to  which  appointments  are 
required by law to be made by the President, by and with the advice and 
consent of the Senate.
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(3)  CONSIDERATION  OF  NEW  EVIDENCE-  The  procedures 
submitted under paragraph (1)(A) shall provide for periodic review of any 
new evidence that may become available relating to the enemy combatant 
status of a detainee .

(b) Consideration of Statements Derived With Coercion-

(1) ASSESSMENT- The procedures submitted to Congress pursuant to 
subsection (a)(1)(A) shall ensure that a Combatant Status Review Tribunal 
or  Administrative  Review  Board,  or  any  similar  or  successor 
administrative tribunal or board, in making a determination of status or 
disposition  of  any  detainee  under  such  procedures,  shall,  to  the  extent 
practicable, assess--

(A) whether any statement derived from or relating to such detainee 
was obtained as a result of coercion; and

(B) the probative value (if any) of any such statement.

(2)  APPLICABILITY-  Paragraph  (1)  applies  with  respect  to  any 
proceeding beginning on or after the date of the enactment of this Act.

(c)  Report  on Modification  of  Procedures-  The Secretary of  Defense 
shall submit to the committees specified in subsection (a)(1) a report on any 
modification of the procedures submitted under subsection (a). Any such 
report shall be submitted not later than 60 days before the date on which 
such modification goes into effect.

(d) Annual Report-

(1) REPORT REQUIRED- The Secretary of Defense shall  submit  to 
Congress an annual report on the annual review process for aliens in the 
custody of the Department of Defense outside the United States. Each such 
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report shall be submitted in unclassified form, with a classified annex, if 
necessary. The report shall be submitted not later than December 31 each 
year.

(2)  ELEMENTS  OF  REPORT-  Each  such  report  shall  include  the 
following with respect to the year covered by the report:

(A) The number of detainees whose status was reviewed.

(B) The procedures used at each location.

(e) Judicial Review of Detention of Enemy Combatants-

(1)  IN  GENERAL-  Section  2241  of  title  28,  United  States  Code,  is 
amended by adding at the end the following:

(e) Except as provided in section 1005 of the Detainee Treatment Act of 
2005, no court, justice, or judge shall have jurisdiction to hear or consider--

(1) an application for a writ of habeas corpus filed by or on behalf of an 
alien detained by the Department of Defense at Guantanamo Bay, Cuba; or

(2) any other action against the United States or its agents relating to 
any aspect of the detention by the Department of Defense of an alien at 
Guantanamo Bay, Cuba, who--

(A) is currently in military custody; or

(B) has been determined by the United States Court of Appeals for the 
District of Columbia Circuit in accordance with the procedures set forth in 
section  1005(e)  of  the  Detainee  Treatment  Act  of  2005  to  have  been 
properly detained as an enemy combatant.'.
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(2) REVIEW OF DECISIONS OF COMBATANT STATUS REVIEW 
TRIBUNALS OF PROPRIETY OF DETENTION-

(A) IN GENERAL- Subject  to  subparagraphs  (B),  (C),  and (D),  the 
United States Court of Appeals for the District of Columbia Circuit shall 
have exclusive jurisdiction to determine the validity of any final decision of 
a Combatant Status Review Tribunal that an alien is properly detained as 
an enemy combatant.

(B) LIMITATION ON CLAIMS- The jurisdiction of the United States 
Court of Appeals for the District of Columbia Circuit under this paragraph 
shall be limited to claims brought by or on behalf of an alien--

(i)  who  is,  at  the  time  a  request  for  review by  such  court  is  filed, 
detained by the Department of Defense at Guantanamo Bay, Cuba; and

(ii) for whom a Combatant Status Review Tribunal has been conducted, 
pursuant to applicable procedures specified by the Secretary of Defense.

(C) SCOPE OF REVIEW- The jurisdiction of the United States Court 
of Appeals for the District of Columbia Circuit on any claims with respect 
to an alien under this paragraph shall be limited to the consideration of--

(i) whether the status determination of the Combatant Status Review 
Tribunal with regard to such alien was consistent with the standards and 
procedures  specified  by the  Secretary  of  Defense  for  Combatant  Status 
Review Tribunals  (including the  requirement  that  the  conclusion of  the 
Tribunal be supported by a preponderance of the evidence and allowing a 
rebuttable presumption in favor of the Government's evidence); and

(ii)  to the extent  the Constitution  and laws  of  the United States are 
applicable, whether the use of such standards and procedures to make the 
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determination is consistent with the Constitution and laws of the United 
States.

(D)  TERMINATION  ON  RELEASE  FROM  CUSTODY-  The 
jurisdiction  of  the  United  States  Court  of  Appeals  for  the  District  of 
Columbia  Circuit  with  respect  to  the  claims  of  an  alien  under  this 
paragraph shall cease upon the release of such alien from the custody of the 
Department of Defense.

(3)  REVIEW  OF  FINAL  DECISIONS  OF  MILITARY 
COMMISSIONS-

(A) IN GENERAL- Subject  to  subparagraphs  (B),  (C),  and (D),  the 
United States Court of Appeals for the District of Columbia Circuit shall 
have exclusive jurisdiction to determine the validity of any final decision 
rendered pursuant to Military Commission Order No. 1, dated August 31, 
2005 (or any successor military order).

(B) GRANT OF REVIEW- Review under this paragraph--

(i)  with  respect  to  a  capital  case  or  a  case  in  which  the  alien  was 
sentenced to a term of imprisonment of 10 years or more, shall be as of 
right; or

(ii)  with  respect  to  any  other  case,  shall  be  at  the  discretion  of  the 
United States Court of Appeals for the District of Columbia Circuit.

(C) LIMITATION ON APPEALS- The jurisdiction of the United States 
Court of Appeals for the District of Columbia Circuit under this paragraph 
shall be limited to an appeal brought by or on behalf of an alien--
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(i)  who was,  at the time of  the proceedings pursuant to the military 
order  referred to  in  subparagraph  (A),  detained by  the  Department  of 
Defense at Guantanamo Bay, Cuba; and

(ii)  for  whom a  final  decision  has  been  rendered  pursuant  to  such 
military order.

(D) SCOPE OF REVIEW- The jurisdiction of the United States Court 
of  Appeals  for the District  of Columbia Circuit  on an appeal  of  a final 
decision with respect to an alien under this paragraph shall be limited to 
the consideration of--

(i)  whether the  final  decision  was  consistent  with the  standards  and 
procedures specified in the military order referred to in subparagraph (A); 
and

(ii)  to the extent  the Constitution  and laws  of  the United States are 
applicable, whether the use of such standards and procedures to reach the 
final  decision is  consistent with the Constitution and laws of  the United 
States.

(4)  RESPONDENT-  The  Secretary  of  Defense  shall  be  the  named 
respondent in any appeal to the United States Court  of Appeals  for the 
District of Columbia Circuit under this subsection.

(f) Construction-  Nothing in this  section shall  be construed to confer 
any  constitutional  right  on  an  alien  detained  as  an  enemy  combatant 
outside the United States.

(g) United States Defined- For purposes of this section, the term `United 
States', when used in a geographic sense, is as defined in section 101(a)(38) 
of the Immigration and Nationality Act and, in particular, does not include 
the United States Naval Station, Guantanamo Bay, Cuba.
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(h) Effective Date-

(1)  IN GENERAL- This  section  shall  take  effect  on  the  date  of  the 
enactment of this Act.

(2)  REVIEW  OF  COMBATANT  STATUS  TRIBUNAL  AND 
MILITARY  COMMISSION  DECISIONS-  Paragraphs  (2)  and  (3)  of 
subsection  (e)  shall  apply  with  respect  to  any  claim  whose  review  is 
governed by one of such paragraphs and that is pending on or after the 
date of the enactment of this Act.

SEC.  1006.  TRAINING  OF  IRAQI  FORCES  REGARDING 
TREATMENT OF DETAINEES.

(a) Required Policies-

(1) IN GENERAL- The Secretary of Defense shall ensure that policies 
are prescribed regarding procedures for military and civilian personnel of 
the Department of Defense and contractor personnel of the Department of 
Defense in Iraq that are intended to ensure that members of the Armed 
Forces,  and all  persons acting on behalf  of the Armed Forces or within 
facilities of the Armed Forces, ensure that all personnel of Iraqi military 
forces who are trained by Department of Defense personnel and contractor 
personnel  of  the  Department  of  Defense  receive  training  regarding  the 
international obligations and laws applicable to the humane detention of 
detainees,  including protections  afforded under the Geneva Conventions 
and the Convention Against Torture.

(2)  ACKNOWLEDGMENT  OF  TRAINING-  The  Secretary  shall 
ensure that, for all personnel of the Iraqi Security Forces who are provided 
training referred to in paragraph (1), there is documented acknowledgment 
of such training having been provided.
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(3) DEADLINE FOR POLICIES TO BE PRESCRIBED- The policies 
required by paragraph (1) shall be prescribed not later than 180 days after 
the date of the enactment of this Act.

(b) Army Field Manual-

(1) TRANSLATION- The Secretary of  Defense shall  provide for the 
United  States  Army  Field  Manual  on  Intelligence  Interrogation to  be 
translated into arabic  and any other language the  Secretary determines 
appropriate for use by members of the Iraqi military forces.

(2) DISTRIBUTION- The Secretary of Defense shall provide for such 
manual,  as translated, to be provided to each unit  of the Iraqi  military 
forces trained by Department of Defense personnel or contractor personnel 
of the Department of Defense.

(c) Transmittal of Regulations- Not less than 30 days after the date on 
which  regulations,  policies,  and  orders  are  first  prescribed  under 
subsection (a), the Secretary of Defense shall submit to the Committee on 
Armed Services of the Senate and the Committee on Armed Services of the 
House  of  Representatives  copies  of  such regulations,  policies,  or  orders, 
together with a report on steps taken to the date of the report to implement 
this section.

(d)  Annual  Report-  Not  less  than  one  year  after  the  date  of  the 
enactment of this Act,  and annually thereafter, the Secretary of Defense 
shall submit to the Committee on Armed Services of the Senate and the 
Committee on Armed Services of the House of Representatives a report on 
the implementation of this section.
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MILITARY COMMISSION ACT OF 2006

      http://www.govtrack.us/congress/billtext.xpd?bill=s109-3930

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) Short Title- This Act may be cited as the `Military Commissions Act 
of 2006'.

(b) Table of Contents- The table of contents for this Act is as follows:

Sec. 1. Short title; table of contents.

Sec.  2.  Construction  of  Presidential  authority  to  establish 
military commissions.

Sec. 3. Military commissions.

Sec. 4. Amendments to Uniform Code of Military Justice.

Sec. 5. Treaty obligations not establishing grounds for certain 
claims.

Sec. 6. Implementation of treaty obligations.

Sec. 7. Habeas corpus matters.
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Sec. 8. Revisions to Detainee Treatment Act of 2005 relating to 
protection of certain United States Government personnel.

Sec. 9. Review of judgments of military commissions.

Sec. 10. Detention covered by review of decisions of Combatant 
Status Review Tribunals of propriety of detention.

SEC. 5. TREATY OBLIGATIONS NOT ESTABLISHING GROUNDS 
FOR CERTAIN CLAIMS.

(a) In General- No person may invoke the Geneva Conventions or any 
protocols thereto in any habeas corpus or other civil action or proceeding 
to  which  the  United  States,  or  a  current  or  former  officer,  employee, 
member of the Armed Forces, or other agent of the United States is a party 
as  a  source  of  rights  in  any court  of  the  United States  or  its  States  or 
territories.

(b)  Geneva  Conventions  Defined-  In  this  section,  the  term `Geneva 
Conventions' means--

(1) the Convention for the Amelioration of the Condition of the 
Wounded and Sick in Armed Forces in the Field, done at Geneva 
August 12, 1949 (6 UST 3114);

(2) the Convention for the Amelioration of the Condition of the 
Wounded, Sick, and Shipwrecked Members of the Armed Forces at 
Sea, done at Geneva August 12, 1949 (6 UST 3217);

(3) the Convention Relative to the Treatment of  Prisoners  of 
War, done at Geneva August 12, 1949 (6 UST 3316); and
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(4) the Convention Relative to the Protection of Civilian Persons 
in Time of War, done at Geneva August 12, 1949 (6 UST 3516).

SEC. 6. IMPLEMENTATION OF TREATY OBLIGATIONS.

(a) Implementation of Treaty Obligations-

(1)  IN GENERAL- The acts  enumerated in subsection (d)  of 
section 2441 of title 18, United States Code, as added by subsection 
(b) of this section, and in subsection (c) of this section, constitute 
violations  of  common  Article  3  of  the  Geneva  Conventions 
prohibited by United States law.

(2) PROHIBITION ON GRAVE BREACHES- The provisions 
of section 2441 of title 18, United States Code, as amended by this 
section, fully satisfy the obligation under Article 129 of the Third 
Geneva Convention for the United States to provide effective penal 
sanctions for grave breaches which are encompassed in common 
Article 3 in the context of an armed conflict not of an international 
character. No foreign or international source of law shall supply a 
basis  for a rule  of decision in the courts  of  the United States in 
interpreting the prohibitions enumerated in subsection (d) of such 
section 2441.

(3) INTERPRETATION BY THE PRESIDENT-

(A) As provided by the Constitution and by this section, 
the  President  has  the  authority  for  the  United  States  to 
interpret  the  meaning  and  application  of  the  Geneva 
Conventions  and  to  promulgate  higher  standards  and 
administrative regulations for violations of treaty obligations 
which are not grave breaches of the Geneva Conventions.
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(B) The President shall issue interpretations described by 
subparagraph  (A)  by  Executive  Order  published  in  the 
Federal Register.

(C) Any Executive Order published under this paragraph 
shall  be  authoritative  (except  as  to  grave  breaches  of 
common Article 3) as a matter of United States law, in the 
same manner as other administrative regulations.

(D) Nothing in this section shall be construed to affect the 
constitutional functions and responsibilities of Congress and 
the judicial branch of the United States.

(4) DEFINITIONS- In this subsection:

(A)  GENEVA  CONVENTIONS-  The  term  `Geneva 
Conventions' means--

(i)  the  Convention  for  the  Amelioration  of  the 
Condition of the Wounded and Sick in Armed Forces 
in the Field, done at Geneva August 12, 1949 (6 UST 
3217);

(ii)  the  Convention  for  the  Amelioration  of  the 
Condition of  the  Wounded,  Sick,  and Shipwrecked 
Members  of  the  Armed  Forces  at  Sea,  done  at 
Geneva August 12, 1949 (6 UST 3217);

(iii) the Convention Relative to the Treatment of 
Prisoners of War, done at Geneva August 12, 1949 (6 
UST 3316); and
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(iv) the Convention Relative to the Protection of 
Civilian  Persons  in  Time  of  War,  done  at  Geneva 
August 12, 1949 (6 UST 3516).

(B) THIRD GENEVA CONVENTION- The term `Third 
Geneva  Convention'  means  the  international  convention 
referred to in subparagraph (A)(iii).

(b) Revision to War Crimes Offense Under Federal Criminal Code-

(1) IN GENERAL- Section 2441 of title 18, United States Code, 
is amended--

(A)  in  subsection  (c),  by  striking  paragraph  (3)  and 
inserting the following new paragraph (3):

`(3) which constitutes a grave breach of common Article 3 (as 
defined in subsection (d)) when committed in the context of and in 
association  with  an  armed  conflict  not  of  an  international 
character; or'; and

(B) by adding at the end the following new subsection:

`(d) Common Article 3 Violations-

`(1) PROHIBITED CONDUCT- In subsection (c)(3),  the term 
`grave  breach  of  common  Article  3'  means  any  conduct  (such 
conduct  constituting a grave  breach of  common Article  3  of  the 
international  conventions  done  at  Geneva  August  12,  1949),  as 
follows:

158 | Page



Sourcebook of Cases, Laws, Treaties & Documents

`(A) TORTURE- The act  of a person who commits,  or 
conspires or attempts to commit, an act specifically intended 
to inflict severe physical or mental pain or suffering (other 
than pain or suffering incidental to lawful sanctions) upon 
another person within his custody or physical control for the 
purpose  of  obtaining  information  or  a  confession, 
punishment, intimidation, coercion, or any reason based on 
discrimination of any kind.

`(B) CRUEL OR INHUMAN TREATMENT- The act of 
a person who commits, or conspires or attempts to commit, 
an act intended to inflict severe or serious physical or mental 
pain or suffering (other than pain or suffering incidental to 
lawful  sanctions),  including  serious  physical  abuse,  upon 
another within his custody or control.

`(C)  PERFORMING  BIOLOGICAL  EXPERIMENTS- 
The act of a person who subjects, or conspires or attempts to 
subject, one or more persons within his custody or physical 
control  to  biological  experiments  without  a  legitimate 
medical  or  dental  purpose  and  in  so doing  endangers  the 
body or health of such person or persons.

`(D) MURDER- The act  of  a person who intentionally 
kills,  or  conspires  or  attempts  to  kill,  or  kills  whether 
intentionally or unintentionally in the course of committing 
any other offense under this subsection, one or more persons 
taking no active part in the hostilities, including those placed 
out of combat by sickness, wounds, detention, or any other 
cause.

`(E) MUTILATION OR MAIMING- The act of a person 
who intentionally injures, or conspires or attempts to injure, 
or  injures  whether  intentionally  or  unintentionally  in  the 
course of committing any other offense under this subsection, 
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one or more persons taking no active part in the hostilities, 
including those placed out  of combat by sickness,  wounds, 
detention, or any other cause, by disfiguring the person or 
persons  by  any  mutilation  thereof  or  by  permanently 
disabling any member, limb, or organ of his body, without 
any legitimate medical or dental purpose.

`(F) INTENTIONALLY CAUSING SERIOUS BODILY 
INJURY- The act of a person who intentionally causes, or 
conspires or attempts to cause, serious bodily injury to one or 
more persons,  including lawful  combatants,  in  violation  of 
the law of war.

`(G) RAPE- The act  of  a  person who forcibly  or  with 
coercion or threat of force wrongfully invades, or conspires 
or attempts to invade, the body of a person by penetrating, 
however slightly,  the anal  or genital  opening of the victim 
with any part of the body of the accused, or with any foreign 
object.

`(H)  SEXUAL  ASSAULT  OR  ABUSE-  The  act  of  a 
person  who  forcibly  or  with  coercion  or  threat  of  force 
engages, or conspires or attempts to engage, in sexual contact 
with one or more persons, or causes, or conspires or attempts 
to cause, one or more persons to engage in sexual contact.

`(I)  TAKING HOSTAGES-  The  act  of  a  person  who, 
having knowingly seized or detained one or more persons, 
threatens to kill, injure, or continue to detain such person or 
persons  with  the  intent  of  compelling  any  nation,  person 
other than the hostage, or group of persons to act or refrain 
from acting as an explicit or implicit condition for the safety 
or release of such person or persons.
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`(2) DEFINITIONS- In the case of an offense under subsection 
(a) by reason of subsection (c)(3)--

`(A) the term `severe mental pain or suffering' shall  be 
applied  for  purposes  of  paragraphs  (1)(A)  and  (1)(B)  in 
accordance  with  the  meaning  given  that  term  in  section 
2340(2) of this title;

`(B) the term `serious bodily injury' shall be applied for 
purposes of paragraph (1)(F) in accordance with the meaning 
given that term in section 113(b)(2) of this title;

`(C)  the  term  `sexual  contact'  shall  be  applied  for 
purposes  of  paragraph  (1)(G)  in  accordance  with  the 
meaning given that term in section 2246(3) of this title;

`(D) the term `serious physical pain or suffering' shall be 
applied for purposes of paragraph (1)(B) as meaning bodily 
injury that involves--

`(i) a substantial risk of death;

`(ii) extreme physical pain;

`(iii) a burn or physical disfigurement of a serious 
nature (other than cuts, abrasions, or bruises); or

`(iv) significant loss or impairment of the function 
of a bodily member, organ, or mental faculty; and

`(E) the term `serious mental pain or suffering' shall be 
applied for purposes of paragraph (1)(B) in accordance with 
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the  meaning  given  the  term  `severe  mental  pain  or 
suffering' (as defined in section 2340(2) of this title), except 
that--

`(i)  the  term  `serious'  shall  replace  the  term 
`severe' where it appears; and

`(ii) as to conduct occurring after the date of the 
enactment of the Military Commissions Act of 2006, 
the  term `serious  and  non-transitory  mental  harm 
(which need not be prolonged)' shall replace the term 
`prolonged mental harm' where it appears.

`(3) INAPPLICABILITY OF CERTAIN PROVISIONS WITH 
RESPECT  TO  COLLATERAL  DAMAGE  OR  INCIDENT  OF 
LAWFUL ATTACK- The intent specified for the conduct stated in 
subparagraphs  (D),  (E),  and (F)  or  paragraph (1)  precludes  the 
applicability of those subparagraphs to an offense under subsection 
(a) by reasons of subsection (c)(3) with respect to--

`(A) collateral damage; or

`(B) death, damage, or injury incident to a lawful attack.

`(4)  INAPPLICABILITY  OF  TAKING  HOSTAGES  TO 
PRISONER EXCHANGE- Paragraph (1)(I) does not apply to an 
offense under subsection (a) by reason of subsection (c)(3) in the 
case of a prisoner exchange during wartime.

`(5) DEFINITION OF GRAVE BREACHES- The definitions in 
this  subsection are intended only to define the grave breaches of 
common Article 3 and not the full scope of United States obligations 
under that Article.'.
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(2)  RETROACTIVE  APPLICABILITY-  The  amendments 
made by this subsection, except as specified in subsection (d)(2)(E) 
of section 2441 of title 18, United States Code, shall take effect as of 
November  26,  1997,  as  if  enacted  immediately  after  the 
amendments  made  by  section  583  of  Public  Law  105-118  (as 
amended by section 4002(e)(7) of Public Law 107-273).

(c)  Additional  Prohibition  on  Cruel,  Inhuman,  or 
Degrading Treatment or Punishment-

(1) IN GENERAL- No individual in the custody or under the 
physical  control  of  the  United  States  Government,  regardless  of 
nationality or physical location, shall be subject to cruel, inhuman, 
or degrading treatment or punishment.

(2) CRUEL, INHUMAN, OR DEGRADING TREATMENT OR 
PUNISHMENT  DEFINED-  In  this  subsection,  the  term  `cruel, 
inhuman,  or  degrading  treatment  or  punishment'  means  cruel, 
unusual, and inhumane treatment or punishment prohibited by the 
Fifth, Eighth, and Fourteenth Amendments to the Constitution of 
the  United  States,  as  defined  in  the  United  States  Reservations, 
Declarations and Understandings to the United Nations Convention 
Against Torture and Other Forms of Cruel, Inhuman or Degrading 
Treatment or Punishment done at New York, December 10, 1984.

(3) COMPLIANCE- The President shall take action to ensure 
compliance  with  this  subsection,  including  through  the 
establishment of administrative rules and procedures.

SEC. 7. HABEAS CORPUS MATTERS.

(a) In General- Section 2241 of title 28, United States Code, is 
amended  by  striking  both  the  subsection  (e)  added  by  section 
1005(e)(1) of Public Law 109-148 (119 Stat. 2742) and the subsection 
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(e) added by added by section 1405(e)(1) of Public Law 109-163 (119 
Stat. 3477) and inserting the following new subsection (e):

`(e)(1) No court, justice, or judge shall have jurisdiction to hear 
or consider an application for a writ of habeas corpus filed by or on 
behalf  of  an  alien  detained  by  the  United  States  who  has  been 
determined by the United States to have been properly detained as 
an enemy combatant or is awaiting such determination.

`(2)  Except  as  provided  in  paragraphs  (2)  and  (3)  of  section 
1005(e) of the Detainee Treatment Act of 2005 (10 U.S.C. 801 note), 
no court, justice, or judge shall have jurisdiction to hear or consider 
any other action against the United States or its agents relating to 
any aspect of the detention, transfer, treatment, trial, or conditions 
of confinement of an alien who is or was detained by the United 
States and has been determined by the United States to have been 
properly  detained  as  an  enemy  combatant  or  is  awaiting  such 
determination.'.

(b) Effective Date- The amendment made by subsection (a) shall 
take effect on the date of the enactment of this Act, and shall apply 
to all cases, without exception, pending on or after the date of the 
enactment of this Act which relate to any aspect of the detention, 
transfer,  treatment,  trial,  or  conditions  of  detention  of  an  alien 
detained by the United States since September 11, 2001.

SEC. 8.  REVISIONS TO DETAINEE TREATMENT ACT OF 2005 
RELATING  TO  PROTECTION  OF  CERTAIN  UNITED  STATES 
GOVERNMENT PERSONNEL.

(a) Counsel and Investigations- Section 1004(b) of the Detainee 
Treatment Act of 2005 (42 U.S.C. 2000dd-1(b)) is amended--
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(1)  by  striking  `may  provide'  and  inserting  `shall 
provide';

(2)  by  inserting  `or  investigation'  after  `criminal 
prosecution'; and

(3) by inserting `whether before United States courts or 
agencies, foreign courts or agencies, or international courts 
or agencies,' after `described in that subsection'.

(b)  Protection  of  Personnel-  Section  1004  of  the  Detainee 
Treatment Act of 2005 (42 U.S.C. 2000dd-1) shall apply with respect 
to any criminal prosecution that--

(1)  relates  to  the  detention  and interrogation  of  aliens 
described in such section;

(2) is  grounded in section 2441(c)(3)  of title  18,  United 
States Code; and

(3)  relates  to  actions  occurring between September 11, 
2001, and December 30, 2005.

SEC. 9. REVIEW OF JUDGMENTS OF MILITARY COMMISSIONS.

Section 1005(e)(3) of the Detainee Treatment Act of 2005 (title X 
of  Public  Law  109-148;  119  Stat.  2740;  10  U.S.C.  801  note)  is 
amended--

(1)  in  subparagraph  (A),  by  striking  `pursuant  to 
Military Commission Order No. 1. dated August 31, 2005 (or 
any successor military order)' and inserting `by a military 
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commission  under  chapter  47A  of  title  10,  United  States 
Code';

SEC. 10. DETENTION COVERED BY REVIEW OF DECISIONS OF 
COMBATANT  STATUS  REVIEW TRIBUNALS  OF PROPRIETY  OF 
DETENTION.

Section 1005(e)(2)(B)(i) of the Detainee Treatment Act of 2005 
(title X of Public Law 109-148; 119 Stat. 2742; 10 U.S.C. 801 note) is 
amended by striking `the Department of Defense at Guantanamo 
Bay, Cuba' and inserting `the United States'.
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Foreign Investment and National Security Act of 2007

http://www.govtrack.us/congress/billtext.xpd?bill=h110-556

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) Short Title- This Act may be cited as the `Foreign Investment 
and National Security Act of 2007'.

(b) Table of Contents- The table of contents for this Act is as 
follows:

Sec. 1. Short title; table of contents.

Sec. 2. United States security improvement amendments; 
clarification of review and investigation process.

Sec.  3.  Statutory  establishment  of  the  Committee  on 
Foreign Investment in the United States.

Sec. 4. Additional factors for consideration.

Sec.  5.  Mitigation,  tracking,  and  postconsummation 
monitoring and enforcement.

Sec. 6. Action by the President.

Sec. 7. Increased oversight by Congress.
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SEC.  2.  UNITED  STATES  SECURITY  IMPROVEMENT 
AMENDMENTS;  CLARIFICATION  OF  REVIEW  AND 
INVESTIGATION PROCESS.

`(b) National Security Reviews and Investigations-

`(1) NATIONAL SECURITY REVIEWS-

`(A)  IN  GENERAL-  Upon  receiving  written 
notification under subparagraph (C) of any covered 
transaction,  or  pursuant  to a unilateral  notification 
initiated under subparagraph (D) with respect to any 
covered transaction, the President, acting through the 
Committee--

`(i) shall review the covered transaction to 
determine the effects of the transaction on the 
national security of the United States; and

`(ii) shall consider the factors specified in 
subsection  (f)  for  such  purpose,  as 
appropriate.

`(B) CONTROL BY FOREIGN GOVERNMENT- 
If  the  Committee  determines  that  the  covered 
transaction  is  a  foreign  government-controlled 
transaction,  the  Committee  shall  conduct  an 
investigation of the transaction under paragraph (2).

SEC.  3.  STATUTORY ESTABLISHMENT OF THE COMMITTEE 
ON FOREIGN INVESTMENT IN THE UNITED STATES.
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Section 721 of the Defense Production Act of 1950 (50 U.S.C. 
App. 2170) is amended by striking subsection (k) and inserting the 
following:

`(k) Committee on Foreign Investment in the United States-

`(1)  ESTABLISHMENT-  The  Committee  on  Foreign 
Investment  in  the  United  States,  established  pursuant  to 
Executive  Order  No.  11858,  shall  be  a  multiagency 
committee  to  carry  out  this  section  and  such  other 
assignments as the President may designate.

`(2) MEMBERSHIP- The Committee shall be comprised 
of  the  following  members  or  the  designee  of  any  such 
member:

`(A) The Secretary of the Treasury.

`(B) The Secretary of Homeland Security.

`(C) The Secretary of Commerce.

`(D) The Secretary of Defense.

`(E) The Secretary of State.

`(F) The Attorney General of the United States.

`(G) The Secretary of Energy.
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`(H)  The  Secretary  of  Labor  (nonvoting,  ex 
officio).

`(I)  The  Director  of  National  Intelligence 
(nonvoting, ex officio).

`(J) The heads of any other executive department, 
agency,  or  office,  as  the  President  determines 
appropriate, generally or on a case-by-case basis.

`(3)  CHAIRPERSON-  The  Secretary  of  the  Treasury 
shall serve as the chairperson of the Committee.

`(4)  ASSISTANT  SECRETARY  FOR  THE 
DEPARTMENT  OF  THE  TREASURY-  There  shall  be 
established an additional  position of Assistant Secretary of 
the Treasury, who shall  be appointed by the President, by 
and with the advice and consent of the Senate. The Assistant 
Secretary  appointed  under  this  paragraph  shall  report 
directly  to  the  Undersecretary  of  the  Treasury  for 
International Affairs. The duties of the Assistant Secretary 
shall  include  duties  related  to  the  Committee  on  Foreign 
Investment  in  the  United  States,  as  delegated  by the 
Secretary of the Treasury under this section.

SEC. 4. ADDITIONAL FACTORS FOR CONSIDERATION.

Section 721(f) of the Defense Production Act of 1950 (50 U.S.C. 
App. 2170(f)) is amended--

(1)  in  the  matter  preceding paragraph (1),  by  striking 
`among other factors';
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(2) in paragraph (4)--

(A)  in subparagraph (A)  by striking `or'  at  the 
end;

(B)  by  redesignating  subparagraph  (B)  as 
subparagraph (C);

(C)  by  inserting  after  subparagraph  (A)  the 
following:

`(B)  identified  by  the  Secretary  of  Defense  as 
posing  a  potential  regional  military  threat  to  the 
interests of the United States; or'; and

(D) by striking `and' at the end;

(3) in paragraph (5), by striking the period at the end and 
inserting a semicolon; and

(4) by adding at the end the following:

`(6)  the  potential  national  security-related  effects  on 
United States critical infrastructure, including major energy 
assets;

`(7)  the  potential  national  security-related  effects  on 
United States critical technologies;

`(8)  whether  the  covered  transaction  is  a  foreign 
government-controlled  transaction,  as  determined  under 
subsection (b)(1)(B);

Page | 171



U.S. National Security Law

`(9)  as  appropriate,  and  particularly  with  respect  to 
transactions requiring an investigation under subsection (b)
(1)(B), a review of the current assessment of--

`(A)  the  adherence  of  the  subject  country  to 
nonproliferation  control  regimes,  including  treaties 
and multilateral supply guidelines, which shall draw 
on,  but  not  be  limited  to,  the  annual  report  on 
`Adherence  to and Compliance  with Arms Control, 
Nonproliferation and Disarmament Agreements and 
Commitments'  required by section 403 of the Arms 
Control and Disarmament Act;

`(B)  the  relationship  of  such  country  with  the 
United  States,  specifically  on  its  record  on 
cooperating in counter-terrorism efforts, which shall 
draw  on,  but  not  be  limited  to,  the  report  of  the 
President  to  Congress  under  section  7120  of  the 
Intelligence Reform and Terrorism Prevention Act of 
2004; and

`(C) the potential for transshipment or diversion 
of  technologies  with military applications,  including 
an  analysis  of  national  export  control  laws  and 
regulations;

`(10)  the  long-term  projection  of  United  States 
requirements  for  sources  of  energy  and  other  critical 
resources and material; and

`(11)  such  other  factors  as  the  President  or  the 
Committee may determine to be appropriate, generally or in 
connection with a specific review or investigation.'.
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SEC. 5. MITIGATION, TRACKING, AND POSTCONSUMMATION 
MONITORING AND ENFORCEMENT.

Section 721 of the Defense Production Act of 1950 (50 U.S.C. 
App. 2170) is amended by adding at the end the following:

`(l)  Mitigation,  Tracking,  and  Postconsummation  Monitoring 
and Enforcement-

`(1) MITIGATION-

`(A)  IN  GENERAL-  The  Committee  or  a  lead 
agency may,  on behalf  of the Committee,  negotiate, 
enter into or impose, and enforce any agreement or 
condition with any party to the covered transaction in 
order to mitigate any threat to the national security of 
the United States that arises as a result of the covered 
transaction.

`(B) RISK-BASED ANALYSIS REQUIRED- Any 
agreement entered into or condition imposed under 
subparagraph  (A)  shall  be  based  on  a  risk-based 
analysis, conducted by the Committee, of the threat to 
national security of the covered transaction.

SEC. 6. ACTION BY THE PRESIDENT.

Section 721 of the Defense Production Act of 1950 (50 U.S.C. 
App.  2170)  is  amended  by  striking  subsections  (d)  and  (e)  and 
inserting the following:

`(d) Action by the President-
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`(1)  IN  GENERAL-  Subject  to  paragraph  (4),  the 
President may take such action for such time as the President 
considers  appropriate  to  suspend  or  prohibit  any  covered 
transaction that threatens to impair the national security of 
the United States.

`(2)  ANNOUNCEMENT  BY  THE  PRESIDENT-  The 
President shall announce the decision on whether or not to 
take action pursuant to paragraph (1) not later than 15 days 
after  the  date  on  which  an  investigation  described  in 
subsection (b) is completed.

`(3)  ENFORCEMENT-  The  President  may  direct  the 
Attorney General of the United States to seek appropriate 
relief, including divestment relief, in the district courts of the 
United  States,  in  order  to  implement  and  enforce  this 
subsection.

`(4)  FINDINGS OF THE PRESIDENT-  The  President 
may exercise the authority conferred by paragraph (1), only 
if the President finds that--

`(A)  there  is  credible  evidence  that  leads  the 
President  to  believe  that  the  foreign  interest 
exercising control might take action that threatens to 
impair the national security; and

`(B) provisions of law, other than this section and 
the International  Emergency Economic Powers Act, 
do  not,  in  the  judgment  of  the  President,  provide 
adequate and appropriate authority for the President 
to protect the national security in the matter before 
the President.
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`(5) FACTORS TO BE CONSIDERED- For purposes of 
determining whether to take action under paragraph (1), the 
President  shall  consider,  among  other  factors  each of  the 
factors described in subsection (f), as appropriate.

`(e)  Actions  and Findings  Non reviewable-  The actions  of  the 
President under paragraph (1) of subsection (d) and the findings of 
the  President under paragraph (4)  of  subsection  (d) shall  not  be 
subject to judicial review.'.

SEC. 7. INCREASED OVERSIGHT BY CONGRESS.

(a) Report on Actions- Section 721(g) of the Defense Production 
Act of 1950 (50 U.S.C. App. 2170(g)) is amended to read as follows:

`(g) Additional Information to Congress; Confidentiality-

`(1)  BRIEFING REQUIREMENT ON REQUEST- The 
Committee  shall,  upon  request  from any  Member  of 
Congress  specified  in  subsection  (b)(3)(C)(iii),  promptly 
provide  briefings  on  a  covered  transaction  for  which  all 
action has  concluded under this  section,  or on compliance 
with  a  mitigation  agreement  or  condition  imposed  with 
respect  to such transaction, on a classified basis, if deemed 
necessary  by  the  sensitivity of  the  information.  Briefings 
under this paragraph may be provided to the congressional 
staff  of  such  a  Member  of  Congress  having appropriate 
security clearance.

`(2)  APPLICATION  OF  CONFIDENTIALITY 
PROVISIONS-
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`(A) IN GENERAL- The disclosure of information 
under  this  subsection  shall  be  consistent  with  the 
requirements of subsection (c). Members of Congress 
and  staff  of  either  House  of  Congress  or  any 
committee of Congress, shall be subject to the same 
limitations  on  disclosure  of  information  as  are 
applicable under subsection (c).

`(B)  PROPRIETARY  INFORMATION- 
Proprietary information which can be associated with 
a particular party to a covered transaction shall  be 
furnished in accordance with subparagraph (A) only 
to  a  committee  of  Congress,  and  only  when  the 
committee  provides  assurances  of  confidentiality, 
unless  such  party  otherwise  consents  in  writing  to 
such disclosure.'.

(b) Annual Report- Section 721 of the Defense Production Act of 
1950 (50 U.S.C. App. 2170) is amended by adding at the end the 
following:

`(m) Annual Report to Congress-

`(1)  IN  GENERAL-  The  chairperson  shall  transmit  a 
report  to  the  chairman  and  ranking  member  of  the 
committee  of  jurisdiction  in  the  Senate  and  the  House  of 
Representatives,  before July 31 of  each year on all  of  the 
reviews and investigations of covered transactions completed 
under subsection (b) during the 12-month period covered by 
the report.

`(2)  CONTENTS  OF  REPORT  RELATING  TO 
COVERED  TRANSACTIONS-  The  annual  report  under 
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paragraph (1) shall contain the following information, with 
respect to each covered transaction, for the reporting period:

`(A) A list  of all  notices filed and all  reviews or 
investigations completed during the period, with basic 
information  on  each  party  to  the  transaction,  the 
nature  of  the  business  activities  or  products  of  all 
pertinent persons, along with information about any 
withdrawal  from  the  process,  and  any  decision  or 
action by the President under this section.

`(B)  Specific,  cumulative,  and,  as  appropriate, 
trend  information  on  the  numbers  of  filings, 
investigations, withdrawals,  and decisions or actions 
by the President under this section.

`(C)  Cumulative  and,  as  appropriate,  trend 
information  on the  business  sectors  involved in  the 
filings which have been made, and the countries from 
which the investments have originated.

`(D)  Information  on  whether  companies  that 
withdrew  notices  to  the  Committee  in  accordance 
with  subsection  (b)(1)(C)(ii)  have  later  refiled  such 
notices, or, alternatively, abandoned the transaction.

`(E)  The  types  of  security  arrangements  and 
conditions  the  Committee  has  used  to  mitigate 
national  security  concerns  about  a  transaction, 
including  a  discussion  of  the  methods  that  the 
Committee  and  any  lead  agency  are  using  to 
determine  compliance  with  such  arrangements  or 
conditions.
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`(F) A detailed discussion of all perceived adverse 
effects of covered transactions on the national security 
or critical infrastructure of the United States that the 
Committee will take into account in its deliberations 
during the period before delivery of the next report, 
to the extent possible.

SEC. 9. REGULATIONS.

Section 721(h) of the Defense Production Act of 1950 (50 U.S.C. 
App. 2170(h)) is amended to read as follows:

`(h) Regulations-

`(1) IN GENERAL- The President shall direct, subject to 
notice and comment, the issuance of regulations to carry out 
this section.

`(2) EFFECTIVE DATE- Regulations issued under this 
section shall become effective not later than 180 days after 
the  effective  date  of  the  Foreign  Investment  and National 
Security Act of 2007.

`(3) CONTENT- Regulations issued under this subsection 
shall--

`(A) provide for the imposition of civil  penalties 
for  any  violation  of  this  section,  including  any 
mitigation  agreement  entered  into  or  conditions 
imposed pursuant to subsection (l);

`(B) to the extent possible--
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`(i) minimize paperwork burdens; and

`(ii)  coordinate  reporting  requirements 
under this section with reporting requirements 
under any other provision of Federal law; and

`(C)  provide  for  an  appropriate  role  for  the 
Secretary  of  Labor  with  respect  to  mitigation 
agreements.'.

SEC. 10. EFFECT ON OTHER LAW.

Section 721(i) of the Defense Production Act of 1950 (50 U.S.C. 
App. 2170(i)) is amended to read as follows:

`(i) Effect on Other Law- No provision of this section shall be 
construed  as  altering  or  affecting  any  other  authority,  process, 
regulation, investigation, enforcement measure, or review provided 
by  or  established  under  any  other  provision  of  Federal  law, 
including the  International  Emergency  Economic  Powers  Act,  or 
any  other  authority  of  the  President  or  the  Congress  under  the 
Constitution of the United States.'.

SEC. 12. EFFECTIVE DATE.

The amendments made by this Act shall apply after the end of 
the 90-day period beginning on the date of enactment of this Act.
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ECONOMIC ESPIONAGE ACT (1996)

                     http://www.tscm.com/USC18_90.html

§ 1831. Economic espionage 

(a) In General -- Whoever, intending or knowing that the offense will 
benefit any foreign government, foreign instrumentality, or foreign agent, 
knowingly-- 

(1) steals, or without authorization appropriates, takes, carries 
away, or conceals, or by fraud, artifice, or deception obtains a trade 
secret: 

(2)  without  authorization  copies,  duplicates,  sketches,  draws, 
photographs,  downloads,  uploads,  alters,  destroys,  photocopies, 
replicates,  transmits,  delivers,  sends,  mails,  communicates,  or 
conveys a trade secret: 

(3) receives, buys, or possesses a trade secret, knowing the same 
to have been stolen or appropriated, obtained, or converted without 
authorization: 

(4)  attempts  to  commit  any  offense  described  in  any  of 
paragraphs (1) through (3); or 

(5)  conspires  with one  or  more  other  persons  to commit  any 
offense described in any of paragraphs (1) through (4), and one or 
more of such persons do any act to effect the object of conspiracy. 
shall, except as provided in subsection (b), be fined not more than 
$500,000 or imprisoned not more than 15 years, or both. 
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(b)  ORGANIZATIONS.-  Any organization that  commits  any offense 
described in subsection (a) shall be fined not more than $10,000,000. 

§ 1832. Theft of trade secrets 

(a) Whoever, with intent to convert a trade secret, that is related to or 
included in a product that is produced for or placed in interstate or foreign 
commerce, to the economic benefit of anyone other than the owner thereof, 
and intending or knowing that the offense will , injure any owner of that 
trade secret, knowingly-- 

(1) steals, or without authorization appropriates, takes, carries 
away, or conceals, or by fraud, artifice, or deception obtains such 
information; 

(2)  without  authorization  copies,  duplicates,  sketches,  draws, 
photographs,  downloads,  uploads,  alters,  destroys,  photocopies, 
replicates,  transmits,  delivers,  sends,  mails,  communicates,  or 
conveys such information; 

(3) receives,  buys,  or possesses such information,  knowing the 
same to have been stolen or appropriated, obtained, or converted 
without authorization; 

(4) attempts to commit any offense described in paragraphs (1) 
through (3); or 

(5)  conspires  with one  or  more  other  persons  to commit  any 
offense described in paragraphs (1) through (3), and one or more of 
such persons do any act to effect the object of the conspiracy, shall, 
except  as  provided in subsection (b),  be fined under this  title  or 
imprisoned not more than 10 years, or both. 
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(b) Any organization that commits any offense described in subsection 
(a) shall be fined not more than $5,000,000. 

§ 1833. Exceptions to prohibitions 

This chapter does not prohibit-- 

(1) any otherwise lawful activity conducted by a governmental 
entity of the United States, a State, or a political  subdivision of a 
State; or 

(2)  the  reporting  of  a  suspected  violation  of  law  to  any 
governmental  entity  of  the  United  States,  a  State,  or  a  political 
subdivision  of  a  State,  if  such  entity  has  lawful  authority  with 
respect to that violation. 

§ 1834. Criminal forfeiture 

(a) The court, in imposing sentence on a person for a violation of this 
chapter, shall  order, in addition to any other sentence imposed, that the 
person forfeit to the United States-- 

(1) any property constituting, or derived from, any proceeds the 
person  obtained,  directly  or  indirectly,  as  the  result  of  such 
violation; and 

(2) any of the person's property used, or intended to be used, in 
any manner or part, to commit or facilitate the commission of such 
violation,  if  the  court  in  its  discretion so determines,  taking into 
consideration the nature, scope, and proportionality of the use of the 
property in the offense. 
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(b) Property subject to forfeiture under this section, any seizure and 
disposition  thereof,  and  any  administrative  or  judicial  proceeding  in 
relation thereto,  shall  be governed by section 413 of the Comprehensive 
Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853), except for 
subsections (d) and (j) of such section, which shall not apply to forfeitures 
under this section. 

§ 1835. Orders to preserve confidentiality 

In any prosecution or other proceeding under this chapter, the court 
shall enter such orders and take such other action as may be necessary and 
appropriate to preserve the confidentiality of trade secrets, consistent with 
the requirements of the Federal Rules of Criminal and Civil Procedure, the 
Federal Rules of Evidence, and all other applicable laws. An interlocutory 
appeal by the United States shall lie from a decision or order of a district 
court authorizing or directing the disclosure of any trade secret. 

§ 1836. Civil proceedings to enjoin violations 

(a)  The Attorney General may,  in  a civil  action,  obtain  appropriate 
injunctive relief against any violation of this section. 

(b) The district courts of the United States shall have exclusive original 
jurisdiction of civil actions under this subsection. 

§ 1837. Applicability to conduct outside the United States 

This chapter also applies to conduct occurring outside the United States 
if-- 

(1)  the  offender  is  a  natural  person  who  is  a  citizen  or  permanent 
resident alien of the United States, or an organization organized under the 
laws of the United States or a State or political subdivision thereof; or 
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(2) an act in furtherance of the offense was committed in the United 
States. 

§ 1838. Construction with other laws 

This chapter shall not be construed to preempt or displace any other 
remedies,  whether civil  or  criminal,  provided by United States  Federal, 
State, commonwealth, possession, or territory law for the misappropriation 
of a trade secret, or to affect the otherwise lawful disclosure of information 
by  any  Government  employee  under  section  552  of  title  5  (commonly 
known as the Freedom of Information Act). 

§ 1839. Definitions 

As used in this chapter 

(1)  the  term  'foreign  instrumentality'  means  any  agency,  bureau, 
ministry, component, institution, association, or any legal, commercial, or 
business  organization,  corporation,  firm,  or  entity  that  is  substantially 
owned; controlled, sponsored, commanded, managed, or dominated by a 
foreign government; 

(2) the term 'foreign agent' means any officer, employee, proxy, servant, 
delegate, or representative of a foreign government; 

(3)  the  term 'trade  secret'  means  all  forms  and  types  of  financial, 
business,  scientific,  technical,  economic,  or  engineering  information, 
including patterns, plans, compilations, program devices, formulas, designs, 
prototypes,  methods,  techniques,  processes,  procedures,  programs,  or 
codes,  whether  tangible  or  intangible,  and  whether  or  how  stored, 
compiled,  or  memorialized  physically,  electronically,  graphically, 
photographically, or in writing if -- 
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(A) the owner thereof has  taken reasonable measures to keep 
such information secret; and 

(B) the information derives independent economic value, actual 
or  potential,  from not  being  generally  known  to,  and  not  being 
readily ascertainable through proper means by, the public; and 

(4) the term 'owner', with respect to a trade secret, means the person or 
entity in whom or in which rightful legal or equitable title to , or license in, 
the trade secret is reposed. 

(b)  CLERICAL  AMENDMENT  --  The  table  of  chapters  at  the 
beginning part I of title 18, United States Code, is amended by inserting 
after the item relating to chapter 89 the following; 

(c) REPORTS -- Not later than 2 years and 4 years after the date of the 
enactment of this Act, the Attorney General shall report to Congress on the 
amounts received and distributed from fines for offenses under this chapter 
deposited in the Crime Victims Fund established by section 1402 of  the 
Victims of Crime Act of 1984 (42 U.S.C. 10601).
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International Emergency Economic Powers Act (1977)

                            [50 USC Chapter 35]

http://www.treas.gov/offices/enforcement/ofac/legal/statutes/ieepa.pdf

Sec. 1701. Unusual and extraordinary threat; declaration of national 
emergency; exercise of Presidential authorities

(a) Any authority granted to the President by section1702 of this title 
may be exercised to deal with any unusual and extraordinary threat, which 
has its source in whole or substantial part outside the United States, to the 
national security,  foreign policy,  or economy of the United States,  if  the 
President declares a national emergency with respect to such threat. 

(b) The authorities granted to the President by section 1702 of this title 
may only be exercised to deal with an unusual and extraordinary threat 
with respect to which a national emergency has been declared for purposes 
of  this  chapter  and  may  not  be  exercised  for  any  other  purpose.  Any 
exercise of such authorities to deal with any new threat shall be based on a 
new declaration of national emergency which must be with respect to such 
threat.

Sec. 1702. Presidential authorities

(a)(1) At the times and to the extent specified in section 1701 of this title, 
the President may, under such regulations as he may prescribe, by means 
of instructions, licenses, or otherwise 

(A) investigate, regulate, or prohibit –

(i) any transactions in foreign exchange,
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(ii) transfers of credit or payments between, by, through, 
or  to  any  banking  institution,  to  the  extent  that  such 
transfers  or  payments  involve  any  interest  of  any  foreign 
country or a national thereof,

(iii) the importing or exporting of currency or securities; 
and

(B) investigate, regulate, direct and compel, nullify, void, prevent 
or  prohibit,  any  acquisition,  holding,  withholding,  use,  transfer, 
withdrawal,  transportation,  importation  or  exportation  of,  or 
dealing in, or exercising any right, power, or privilege with respect 
to,  or  transactions  involving,  any  property  in  which  any  foreign 
country or a national thereof has any interest; by any person, or 
with  respect  to  any  property,  subject  to  the  jurisdiction  of  the 
United States. 

(2) In exercising the authorities granted by paragraph (1), the President 
may require any person to keep a full record of, and to furnish under oath, 
in the form of reports or otherwise, complete information relative to any 
act or transaction referred to in paragraph (1) either before,  during,  or 
after the completion thereof, or relative to any interest in foreign property, 
or relative to any property in which any foreign country or any national 
thereof has or has had any interest, or as may be otherwise necessary to 
enforce the provisions of such paragraph. In any case in which a report by 
a  person  could  be  required  under  this  paragraph,  the  President  may 
require the production of any books of account, records, contracts, letters, 
memoranda, or other papers, in the custody or control of such person.

(3)  Compliance  with  any  regulation,  instruction,  or  direction  issued 
under this  chapter shall  to  the extent  thereof  be a full  acquittance  and 
discharge for all purposes of the obligation of the person making the same. 
No person shall be held liable in any court for or with respect to anything 
done or omitted in good faith in connection with the administration of, or 
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pursuant to and in reliance on, this chapter, or any regulation, instruction, 
or direction issued under this chapter.

 (b)  The authority granted to the President by this  section does not 
include the authority to regulate or prohibit, directly or indirectly – 

(1)  any  postal,  telegraphic,  telephonic,  or  other  personal 
communication, which does not involve a transfer of anything of value; 

(2) donations, by persons subject to the jurisdiction of the United States, 
of  articles,  such as food,  clothing,  and medicine,  intended to be used to 
relieve human suffering, except to the extent that the President determines 
that such donations (A) would seriously impair his ability to deal with any 
national  emergency declared under section  1701 of  this  title,  (B)  are  in 
response to coercion against the proposed recipient or donor, or (C) would 
endanger  Armed  Forces  of  the  United  States  which  are  engaged  in 
hostilities or are in a situation where imminent involvement in hostilities is 
clearly indicated by the circumstances; or 

 (3)  the  importation  from  any  country,  or  the  exportation  to  any 
country, whether commercial or otherwise, regardless of format or medium 
of transmission, of any information or informational materials, including 
but  not  limited  to,  publications,  films,  posters,  phonograph  records, 
photographs,  microfilms,  microfiche,  tapes,  compact  disks,  CD  ROMs, 
artworks, and news wire feeds. The exports exempted from regulation or 
prohibition by this paragraph do not  include those which are otherwise 
controlled for export under section2404 of the Appendix to this  title,  or 
under section2405  of  the  Appendix  to  this  title  to  the  extent  that  such 
controls  promote  the  nonproliferation  or  antiterrorism  policies  of  the 
United States, or with respect to which acts are prohibited by chapter 37 of 
title 18; or

(4)  any  transactions  ordinarily  incident  to  travel  to  or  from  any 
country, including importation of accompanied baggage for personal use, 
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maintenance within any country including payment of living expenses and 
acquisition  of  goods  or  services  for  personal  use,  and  arrangement  or 
facilitation of such travel including nonscheduled air, sea, or land voyages.

Sec. 1703. Consultation and reports

(a) Consultation with Congress

The  President,  in  every  possible  instance,  shall  consult  with  the 
Congress before exercising any of the authorities granted by this chapter 
and shall consult regularly with the Congress so long as such authorities 
are exercised.

(b) Report to Congress upon exercise of Presidential authorities.

Whenever the President exercises any of the authorities granted by this 
chapter, he shall immediately transmit to the Congress a report specifying 
–

(1)  the  circumstances  which  necessitate  such  exercise  of 
authority;

(2) why the President believes those circumstances constitute an 
unusual and extraordinary threat, which has its source in whole or 
substantial part outside the United States, to the national security, 
foreign policy, or economy of the United States;

(3) the authorities to be exercised and the actions to be taken in 
the exercise of those authorities to deal with those circumstances;

(4) why the President believes such actions are necessary to deal 
with those circumstances; and
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(5) any foreign countries with respect to which such actions are 
to be taken and why such actions are to be taken with respect to 
those countries.

 (c) Periodic follow-up reports

At  least  once  during  each  succeeding  six-month  period  after 
transmitting a report pursuant to subsection (b) of this section with respect 
to an exercise of authorities under this chapter, the President shall report to 
the Congress with respect to the actions taken, since the last such report, in 
the exercise of such authorities, and with respect to any changes which have 
occurred  concerning  any  information  previously  furnished  pursuant  to 
paragraphs (1) through (5) of subsection (b) of this section.

(d) Supplemental requirements

The requirements of this section are supplemental to those contained in 
title IV of the National Emergencies Act (50 U.S.C. 1641).

Sec. 1704. Authority to issue regulations

The  President  may  issue  such  regulations,  including  regulations 
prescribing  definitions,  as  may  be  necessary  for  the  exercise  of  the 
authorities granted by this chapter.

Sec. 1705. Penalties

(a)  A civil  penalty of  not to exceed $10,000 may be imposed on any 
person  who  violates  any  license,  order,  or  regulation  issued  under  this 
chapter.

190 | Page



Sourcebook of Cases, Laws, Treaties & Documents

(b) Whoever willfully violates any license, order, or regulation issued 
under this chapter shall, upon conviction, be fined not more than $50,000, 
or, if a natural person, may be imprisoned for not more than ten years, or 
both; and any officer, director, or agent of any corporation who knowingly 
participates in such violation may be punished by a like fine, imprisonment, 
or both.

Sec. 1706. Savings provisions

(a)  Termination  of  national  emergencies  pursuant  to  National 
Emergencies Act

(1)  Except  as  provided  in  subsection  (b)  of  this  section, 
notwithstanding  the  termination  pursuant  to  the  National 
Emergencies Act (50 U.S.C. 1601 et seq.) of a national emergency 
declared for purposes of this  chapter,  any authorities granted by 
this chapter, which are exercised on the date of such termination on 
the  basis  of  such  national  emergency  to  prohibit  transactions 
involving property in which a foreign country or national thereof 
has  any  interest,  may  continue  to  be  so  exercised  to  prohibit 
transactions involving that property if the President determines that 
the continuation of such prohibition with respect to that property is 
necessary  on  account  of  claims  involving  such  country  or  its 
nationals.

(2) Notwithstanding the termination of the authorities described 
in  section  101(b)  of  this  Act,  any  such  authorities,  which  are 
exercised with respect to a country on the date of such termination 
to  prohibit  transactions  involving  any  property  in  which  such 
country or any national thereof has any interest, may continue to be 
exercised  to  prohibit  transactions  involving  that  property  if  the 
President determines that the continuation of such prohibition with 
respect to that property is necessary on account of claims involving 
such country or its nationals.
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(b)  Congressional  termination of  national  emergencies by concurrent 
resolution The authorities described in subsection (a)(1) of this section may 
not continue to be exercised under this section if the national emergency is 
terminated by the Congress by concurrent resolution pursuant to section 
202 of the National Emergencies Act (50 U.S.C. 1622) and if the Congress 
specifies  in  such  concurrent  resolution  that  such  authorities  may  not 
continue to be exercised under this section.

(c)  Supplemental  savings  provisions;  supersedure  of  inconsistent 
provisions

(1)  The  provisions  of  this  section  are  supplemental  to  the  savings 
provisions of paragraphs

(1), (2), and (3) of section 101(a) (50 U.S.C. 1601(a)(1), (2), (3)) and of 
paragraphs (A), (B),

and (C) of section 202(a)  (50 U.S.C. 1622(a)(A),  (B),  and (C)) of  the 
National Emergencies

Act.

(2) The provisions of this section supersede the termination provisions 
of section 101(a) (50

U.S.C. 1601(a)) and of title II (50 U.S.C. 1621 et seq.) of the National 
Emergencies Act  to  the  extent  that  the  provisions  of  this  section  are 
inconsistent with these provisions.

TRADING WITH THE ENEMY ACT (1917)
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           [50 USC Appendix]

http://www.ustreas.gov/offices/enforcement/ofac/legal/statutes/twea.pdf

Sec. 5.  Suspension of provisions relating to ally of enemy; regulation of  
transactions in foreign exchange of gold or silver, property transfers, vested  
interests, enforcement and penalties 

(b) (1) During the time of war, the President may, through any agency 
that he may designate, and under such rules and regulations as he may 
prescribe, by means of instructions, licenses, or otherwise—

(A) investigate, regulate, or prohibit, any transactions in foreign 
exchange, transfers of credit or payments between, by, through, or 
to any banking institution, and the importing, exporting, hoarding, 
melting, or earmarking of gold or silver coin or bullion, currency or 
securities, and 

(B) investigate, regulate, direct and compel, nullify, void, prevent 
or  prohibit,  any  acquisition  holding,  withholding,  use,  transfer, 
withdrawal,  transportation,  importation  or  exportation  of,  or 
dealing in, or exercising any right, power, or privilege with respect 
to,  or  transactions  involving,  any  property  in  which  any  foreign 
country or a national  thereof has any interest, by any person, or 
with  respect  to  any  property,  subject  to  the  jurisdiction  of  the 
United States; and any property or interest of any foreign country 
or national thereof shall vest, when, as, and upon the terms, directed 
by the President,  in such agency or person as may be designated 
from  time  to  time  by  the  President,  and  upon  such  terms  and 
conditions as the President may prescribe such interest or property 
shall be held, used, administered, liquidated, sold, or otherwise dealt 
with in the interest of and for the benefit of the United States, and 
such designated agency  or  person may perform any and all  acts 
incident to the accomplishment or furtherance of these purposes; 
and  the  President  shall,  in  the  manner  hereinabove  provided, 
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require any person to keep a full record of, and to furnish under 
oath,  in  the  form of  reports  or  otherwise,  complete  information 
relative  to  any  act  or  transaction  referred  to  in  this  subdivision 
either before, during, or after the completion thereof, or relative to 
any interest in foreign property, or relative to any property in which 
any foreign country  or  any national  thereof  has  or  has  had any 
interest, or as may be otherwise necessary to enforce the provisions 
of  this  subdivision,  and  in  any  case  in  which  a  report  could  be 
required, the President may, in the manner hereinabove provided, 
require the production, or if necessary to the national security or 
defense,  the  seizure,  of  any books  of  account,  records,  contracts, 
letters, memoranda,  or other papers,  in the custody or control of 
such person. 

(2)  Any  payment,  conveyance,  transfer,  assignment,  or  delivery  of 
property  or  interest  therein,  made  to  or  for  the  account  of  the  United 
States, or as otherwise directed, pursuant to this subdivision or any rule, 
regulation,  instruction,  or direction issued hereunder shall  to the extent 
thereof be a full acquittance and discharge for all purposes of the obligation 
of the person making the same; and no person shall be held liable in any 
court  for  or  in  respect  to  anything  done  or  omitted  in  good  faith  in 
connection with the administration of, or in pursuance of and in reliance 
on, this subdivision, or any rule, regulation, instruction, or direction issued 
hereunder. 

(3)  As used in this  subdivision  the  term "United States" means  the 
United States and any place subject to the jurisdiction thereof, [including 
the  Philippine  Islands,  and  the  several  courts  of  first  instance  of  the 
Commonwealth of the Philippine Islands shall have jurisdiction in all cases, 
civil or criminal,  arising under this subdivision in the Philippine Islands 
and concurrent jurisdiction with the district courts of the United States of 
all cases, civil or criminal, arising upon the high seas]: Provided, however, 
That the foregoing shall not be construed as a limitation upon the power of 
the President, which is hereby conferred, to prescribe from time to time, 
definitions, not inconsistent with the purposes of this subdivision, for any or 
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all of the terms used in this subdivision. As used in this section the term 
"person" means an individual, partnership, association, or corporation. 

(4)  The  authority  granted  to  the  President  by  this  section  does  not 
include  the  authority  to  regulate  or  prohibit,  directly  or  indirectly,  the 
importation from any country, or the exportation to any country, whether 
commercial or otherwise, regardless of format or medium of transmission, 
of any information or informational materials, including but not limited to, 
publications, films, posters, phonograph records, photographs, microfilms, 
microfiche,  tapes,  compact  disks,  CD ROMs,  artworks,  and  news  wire 
feeds.  The  exports  exempted  from  regulation  or  prohibition  by  this 
paragraph do not include those which are otherwise controlled for export 
under section 5 of the Export Administration Act of 1979 [50 USCS Appx. 
@ 2404], or under section 6 of that Act [50 USCS Appx. @ 2405] to the 
extent  that  such controls  promote  the  nonproliferation  or  antiterrorism 
policies of the United States, or with respect to which acts are prohibited by 
chapter 37 of title 18, United States Code. 
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           EXPORT CONTROLS

                                        [50 US Code Appendix]

       http://www4.law.cornell.edu/uscode/html/uscode50a/usc_sec_50a_00002401----000-.html

§ 2401. Congressional findings

The Congress makes the following findings: 

(1) The  ability  of  United  States  citizens  to  engage  in  international 
commerce is a fundamental concern of United States policy. 

(2) Exports contribute significantly to the economic well-being of the 
United  States  and  the  stability  of  the  world  economy  by  increasing 
employment and production in the United States, and by earning foreign 
exchange,  thereby  contributing  favorably  to  the  trade  balance.  The 
restriction  of  exports  from the  United  States  can  have  serious  adverse 
effects  on  the  balance  of  payments  and  on  domestic  employment, 
particularly  when  restrictions  applied  by  the  United  States  are  more 
extensive than those imposed by other countries. 

(3) It is important for the national interest of the United States that both 
the private sector and the Federal Government place a high priority on 
exports,  consistent  with  the  economic,  security,  and  foreign  policy 
objectives of the United States. 

(4) The availability of certain materials at home and abroad varies so 
that  the  quantity  and  composition  of  United  States  exports  and  their 
distribution  among  importing  countries  may  affect  the  welfare  of  the 
domestic economy and may have an important bearing upon fulfillment of 
the foreign policy of the United States. 
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(5) Exports  of  goods  or  technology  without  regard  to  whether  they 
make  a  significant  contribution  to  the  military  potential  of  individual 
countries or combinations of countries may adversely affect the national 
security of the United States. 

(6) Uncertainty of export control policy can inhibit the efforts of United 
States business and work to the detriment of the overall attempt to improve 
the trade balance of the United States. 

(7) Unreasonable  restrictions  on  access  to  world  supplies  can  cause 
worldwide  political  and  economic  instability,  interfere  with  free 
international trade, and retard the growth and development of nations. 

(8) It is important that the administration of export controls imposed 
for national security purposes give special emphasis to the need to control 
exports  of  technology  (and  goods  which  contribute  significantly  to  the 
transfer of such technology) which could make a significant contribution to 
the military potential  of any country or combination of countries which 
would be detrimental to the national security of the United States. 

(9) Minimization of restrictions on exports of agricultural commodities 
and  products  is  of  critical  importance  to  the  maintenance  of  a  sound 
agricultural sector, to a positive contribution to the balance of payments, to 
reducing  the  level  of  Federal  expenditures  for  agricultural  support 
programs,  and  to  United  States  cooperation  in  efforts  to  eliminate 
malnutrition and world hunger. 

(10) It is important that the administration of export controls imposed 
for foreign policy  purposes give special  emphasis  to the need to control 
exports of goods and substances hazardous to the public  health and the 
environment which are banned or severely restricted for use in the United 
States, and which, if exported, could affect the international reputation of 
the United States as a responsible trading partner. 
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(11) Availability to controlled countries of goods and technology from 
foreign sources is a fundamental concern of the United States and should be 
eliminated through negotiations  and other  appropriate  means  whenever 
possible. 

(12) Excessive dependence of the United States, its allies, or countries 
sharing common strategic objectives with the United States, on energy and 
other critical resources from potential adversaries can be harmful to the 
mutual and individual security of all those countries. 

§ 2402. Congressional declaration of policy

The Congress makes the following declarations: 

(1) It  is  the policy  of  the  United States  to minimize  uncertainties  in 
export control policy and to encourage trade with all countries with which 
the United States has diplomatic or trading relations, except those countries 
with which such trade has been determined by the President to be against 
the national interest. 

(2) It is the policy of the United States to use export controls only after 
full consideration of the impact on the economy of the United States and 
only to the extent necessary— 

(A) to restrict the export of goods and technology which would 
make a significant contribution to the military potential of any other 
country or combination of countries which would prove detrimental 
to the national security of the United States; 

(B) to  restrict  the  export  of  goods  and  technology  where 
necessary to further significantly the foreign policy of the United 
States or to fulfill its declared international obligations; and 
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(C) to restrict the export of goods where necessary to protect the 
domestic economy from the excessive drain of scarce materials and 
to reduce the serious inflationary impact of foreign demand. 

(3) It is the policy of the United States 

(A) to  apply  any  necessary  controls  to  the  maximum  extent 
possible in cooperation with all nations, and 

(B) to encourage observance of a uniform export control policy 
by  all  nations  with  which  the  United  States  has  defense  treaty 
commitments or common strategic objectives. 

(4) It is the policy of the United States to use its economic resources and 
trade potential to further the sound growth and stability of its economy as 
well as to further its national security and foreign policy objectives. 

(5) It is the policy of the United States— 

(A) to oppose restrictive trade practices or boycotts fostered or 
imposed by foreign countries against other countries friendly to the 
United States or against any United States person; 

(B) to encourage and, in specified cases, require United States 
persons  engaged  in  the  export  of  goods  or  technology  or  other 
information  to  refuse  to  take  actions,  including  furnishing 
information  or  entering  into  or  implementing  agreements,  which 
have  the  effect  of  furthering  or  supporting  the  restrictive  trade 
practices or boycotts fostered or imposed by any foreign country 
against a country friendly to the United States or against any United 
States person; and 
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(C) to foster international cooperation and the development of 
international  rules and institutions to assure reasonable  access  to 
world supplies. 

(6) It is the policy of the United States that the desirability of subjecting, 
or  continuing  to  subject,  particular  goods  or  technology  or  other 
information to United States export controls should be subjected to review 
by  and  consultation  with  representatives  of  appropriate  United  States 
Government agencies and private industry. 

(7) It is the policy of the United States to use export controls, including 
license fees, to secure the removal by foreign countries of restrictions on 
access  to  supplies  where  such  restrictions  have  or  may  have  a  serious 
domestic inflationary impact, have caused or may cause a serious domestic 
shortage,  or  have been imposed for  purposes  of  influencing the  foreign 
policy of the United States. In effecting this policy, the President shall make 
reasonable and prompt efforts to secure the removal or reduction of such 
restrictions,  policies,  or  actions  through  international  cooperation  and 
agreement before imposing export controls. No action taken in fulfillment 
of  the  policy  set  forth  in  this  paragraph  shall  apply  to  the  export  of 
medicine or medical supplies. 

(8) It  is  the  policy  of  the  United  States  to  use  export  controls  to 
encourage other countries to take immediate steps to prevent the use of 
their territories or resources to aid, encourage, or give sanctuary to those 
persons  involved  in  directing,  supporting,  or  participating  in  acts  of 
international terrorism. To achieve this objective, the President shall make 
reasonable and prompt efforts to secure the removal or reduction of such 
assistance to international terrorists through international cooperation and 
agreement before imposing export controls. 

(9) It is the policy of the United States to cooperate with other countries 
with which the United States has defense treaty commitments or common 
strategic objectives in restricting the export of goods and technology which 
would  make  a  significant  contribution  to  the  military  potential  of  any 
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country or combination of countries which would prove detrimental to the 
security of the United States and of those countries with which the United 
States has defense treaty commitments or common strategic objectives, and 
to encourage other friendly countries to cooperate in restricting the sale of 
goods and technology that can harm the security of the United States. 

(10) It is the policy of the United States that export trade by United 
States citizens be given a high priority and not be controlled except when 
such controls 

(A) are  necessary  to  further  fundamental  national  security, 
foreign policy, or short supply objectives, 

(B) will clearly further such objectives, and 

(C) are  administered  consistent  with  basic  standards  of  due 
process. 

(11) It is the policy of the United States to minimize restrictions on the 
export of agricultural commodities and products. 

(12) It is the policy of the United States to sustain vigorous scientific 
enterprise. To do so involves sustaining the ability of scientists and other 
scholars  freely  to  communicate  research  findings,  in  accordance  with 
applicable  provisions  of  law,  by  means  of  publication,  teaching, 
conferences, and other forms of scholarly exchange. 

(13) It is the policy of the United States to control the export of goods 
and substances banned or severely restricted for use in the United States in 
order to foster public health and safety and to prevent injury to the foreign 
policy of the United States as well as to the credibility of the United States 
as a responsible trading partner. 
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(14) It  is  the policy of the United States to cooperate with countries 
which are allies of the United States and countries which share common 
strategic  objectives with the United States in minimizing dependence on 
imports of energy and other critical resources from potential adversaries 
and  in  developing  alternative  supplies  of  such  resources  in  order  to 
minimize  strategic  threats  posed  by  excessive  hard  currency  earnings 
derived from such resource exports by countries with policies adverse to 
the security interests of the United States. 

202 | Page



Sourcebook of Cases, Laws, Treaties & Documents

ARMS EXPORT CONTROL

        [ 22 USC  Chapter 39]

http://www4.law.cornell.edu/uscode/html/uscode22/usc_sup_01_22_10_39.html

CHAPTER 39—ARMS EXPORT CONTROL

 § 2751. Need for international defense cooperation and military export  
controls; Presidential waiver; report to Congress; arms sales policy

As declared by the Congress in the Arms Control and Disarmament Act 
[22 U.S.C. 2551 et seq.], an ultimate goal of the United States continues to 
be a world which is  free from the scourge of  war and the dangers and 
burdens of armaments; in which the use of force has been subordinated to 
the rule of law; and in which international adjustments to a changing world 
are achieved peacefully. In furtherance of that goal, it remains the policy of 
the  United  States  to  encourage  regional  arms  control  and disarmament 
agreements and to discourage arms races. 

The Congress recognizes, however, that the United States and other free 
and independent countries continue to have valid requirements for effective 
and  mutually  beneficial  defense  relationships  in  order  to  maintain  and 
foster  the  environment  of  international  peace  and  security  essential  to 
social,  economic,  and political progress. Because of the growing cost and 
complexity of defense equipment, it is increasingly difficult and uneconomic 
for  any  country,  particularly  a  developing  country,  to  fill  all  of  its 
legitimate defense requirements from its own design and production base. 
The need for international  defense cooperation among the United States 
and those friendly countries to which it is allied by mutual defense treaties 
is especially important, since the effectiveness of their armed forces to act in 
concert to deter or defeat aggression is directly related to the operational 
compatibility of their defense equipment. 
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Accordingly, it remains the policy of the United States to facilitate the 
common defense by entering into international arrangements with friendly 
countries which further the objective of applying agreed resources of each 
country  to  programs  and  projects  of  cooperative  exchange  of  data, 
research, development, production, procurement, and logistics support to 
achieve  specific  national  defense  requirements  and objectives  of  mutual 
concern.  To this  end, this  chapter authorizes sales by the United States 
Government to friendly countries having sufficient wealth to maintain and 
equip  their  own  military  forces  at  adequate  strength,  or  to  assume 
progressively larger shares of the costs thereof, without undue burden to 
their economies,  in accordance with the restraints and control  measures 
specified herein and in furtherance of the security objectives of the United 
States and of the purposes and principles of the United Nations Charter. 

It is the sense of the Congress that all such sales be approved only when 
they are consistent with the foreign policy interests of the United States, the 
purposes  of  the  foreign  assistance  program  of  the  United  States  as 
embodied in the Foreign Assistance Act of 1961, as amended [22 U.S.C. 
2151 et seq.], the extent and character of the military requirement, and the 
economic and financial capability of the recipient country, with particular 
regard  being  given,  where  appropriate,  to  proper  balance  among  such 
sales, grant military assistance, and economic assistance as well as to the 
impact of the sales on programs of social and economic development and on 
existing or incipient arms races. 

It  shall  be the policy  of  the United States to exert leadership in the 
world  community  to  bring  about  arrangements  for  reducing  the 
international  trade  in  implements  of  war  and  to  lessen  the  danger  of 
outbreak of regional conflict and the burdens of armaments. United States 
programs  for  or  procedures  governing  the  export,  sale,  and  grant  of 
defense articles and defense services to foreign countries and international 
organizations shall be administered in a manner which will carry out this 
policy. 
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It is the sense of the Congress that the President should seek to initiate 
multilateral discussions for the purpose of reaching agreements among the 
principal  arms suppliers and arms purchasers  and other countries with 
respect to the control of the international trade in armaments. It is further 
the  sense  of  Congress  that  the  President  should  work  actively  with  all 
nations  to  check  and  control  the  international  sale  and  distribution  of 
conventional weapons of death and destruction and to encourage regional 
arms control  arrangements.  In  furtherance  of  this  policy,  the  President 
should undertake a concerted effort to convene an international conference 
of major arms-supplying and arms-purchasing nations which shall consider 
measures  to  limit  conventional  arms  transfers  in  the  interest  of 
international peace and stability. 

It  is  the  sense  of  the  Congress  that  the  aggregate  value  of  defense 
articles and defense services— 

(1) which are sold under section 2761 or section 2762 of this title; 
or 

(2) which are licensed or approved for export under section 2778 
of this title to, for the use, or for benefit of the armed forces, police, 
intelligence, or other internal security forces of a foreign country or 
international  organization  under  a  commercial  sales  contract;  in 
any fiscal year should not exceed current levels. 

It is the sense of the Congress that the President maintain adherence to 
a  policy  of  restraint  in  conventional  arms  transfers  and  that,  in 
implementing this policy worldwide, a balanced approach should be taken 
and full regard given to the security interests of the United States in all 
regions  of  the  world  and  that  particular  attention  should  be  paid  to 
controlling the flow of conventional arms to the nations of the developing 
world. To this end, the President is encouraged to continue discussions with 
other arms suppliers in order to restrain the flow of conventional arms to 
less developed countries. 
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    FOREIGN INTELLIGENCE SURVEILLANCE ACT (1978)

               [50 USC Chapter 36]

                                  http://www4.law.cornell.edu/uscode/50/ch36.html

§ 1809. Criminal sanctions

 (a) Prohibited activities 

A person is guilty of an offense if he intentionally— 

(1) engages in electronic surveillance under color of law except 
as authorized by statute; or 

(2) discloses or uses information obtained under color of law by 
electronic surveillance, knowing or having reason to know that the 
information  was  obtained  through  electronic  surveillance  not 
authorized by statute. 

(b) Defense 

It is a defense to a prosecution under subsection (a) of this section that 
the defendant was a law enforcement or investigative officer engaged in the 
course of his official duties and the electronic surveillance was authorized 
by and conducted pursuant to a search warrant or court order of a court of 
competent jurisdiction. 

(c) Penalties 
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An offense described in this section is punishable by a fine of not more 
than $10,000 or imprisonment for not more than five years, or both. 

(d) Federal jurisdiction 

There is Federal jurisdiction over an offense under this section if the 
person committing the offense was an officer or employee of the United 
States at the time the offense was committed. 

§ 1810. Civil liability

An aggrieved  person,  other  than  a  foreign  power  or  an  agent  of  a 
foreign  power,  as  defined  in  section  1801  (a)  or  (b)(1)(A)  of  this  title, 
respectively, who has been subjected to an electronic surveillance or about 
whom information obtained by electronic surveillance of such person has 
been disclosed or used in violation of section 1809 of this title shall have a 
cause of action against any person who committed such violation and shall 
be entitled to recover— 

(a) actual damages, but not less than liquidated damages of $1,000 or 
$100 per day for each day of violation, whichever is greater; 

(b) punitive damages; and 

(c) reasonable attorney’s fees and other investigation and litigation costs 
reasonably incurred. 

§ 1822.  Authorization  of  physical  searches  for  foreign  intelligence 
purposes

(a) Presidential authorization 
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(1) Notwithstanding any other provision of law, the President, acting 
through the Attorney General, may authorize physical searches without a 
court  order  under  this  subchapter  to  acquire  foreign  intelligence 
information for periods of up to one year if— 

(A) the Attorney General certifies in writing under oath that— 

(i) the physical search is solely directed at premises, information, 
material,  or property used exclusively by, or under the open and 
exclusive control of, a foreign power or powers (as defined in section 
1801 (a)(1), (2), or (3) of this title); 

(ii) there is no substantial likelihood that the physical search will 
involve the premises, information, material, or property of a United 
States person; and 

(iii) the proposed minimization procedures with respect to such 
physical  search  meet  the  definition  of  minimization  procedures 
under paragraphs (1) through (4)  of section  1821 (4) of this title; 
and 

(B) the  Attorney General reports  such minimization  procedures  and 
any changes thereto to the Permanent Select Committee on Intelligence of 
the House of Representatives and the Select Committee on Intelligence of 
the Senate at least 30 days before their effective date, unless the Attorney 
General  determines  that  immediate  action  is  required  and  notifies  the 
committees immediately of such minimization procedures and the reason 
for their becoming effective immediately. 

(2) A physical search authorized by this subsection may be conducted 
only  in  accordance  with  the  certification  and  minimization  procedures 
adopted  by  the  Attorney  General.  The  Attorney  General  shall  assess 
compliance with such procedures and shall report such assessments to the 
Permanent  Select  Committee  on  Intelligence  of  the  House  of 
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Representatives  and  the  Select  Committee  on  Intelligence  of  the  Senate 
under the provisions of section 1826 of this title. 

(3) The Attorney General shall immediately transmit under seal to the 
Foreign Intelligence  Surveillance Court a copy of the certification.  Such 
certification shall be maintained under security measures established by the 
Chief Justice  of the United States with the concurrence  of  the Attorney 
General,  in  consultation  with  the  Director  of  National  Intelligence,  and 
shall remain sealed unless— 

(A) an application for a court order with respect to the physical search 
is made under section 1821 (4) of this title and section 1823 of this title; or 

(B) the certification is necessary to determine the legality of the 

(d) Court of review; record; transmittal to Supreme Court 

The court of review established under section 1803 (b) of this title shall 
have jurisdiction to review the denial of any application made under this 
subchapter.  If  such court  determines  that  the  application  was  properly 
denied,  the  court  shall  immediately  provide  for  the  record  a  written 
statement of  each reason for  its  decision and,  on petition of  the United 
States for a writ of certiorari, the record shall be transmitted under seal to 
the Supreme Court, which shall have jurisdiction to review such decision. 

(e) Expeditious  conduct  of  proceedings;  security  measures  for 
maintenance of records 

Judicial  proceedings  under  this  subchapter  shall  be  concluded  as 
expeditiously as possible. The record of proceedings under this subchapter, 
including applications made and orders granted, shall be maintained under 
security measures established by the Chief Justice of the United States in 
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consultation  with  the  Attorney  General and  the  Director  of  National 
Intelligence. 

§ 1829. Authorization during time of war

Notwithstanding any other provision of law, the President, through the 
Attorney General, may authorize physical searches without a court order 
under  this  subchapter  to  acquire  foreign  intelligence  information  for  a 
period not to exceed 15 calendar days following a declaration of war by the 
Congress. 

§ 1842. Pen registers and trap and trace devices for foreign intelligence 
and international terrorism investigations

(a) Application for authorization or approval 

(1) Notwithstanding any  other  provision  of  law,  the  Attorney 
General or a designated attorney for the Government may make an 
application for an order or an extension of an order authorizing or 
approving the installation and use of a pen register or trap and trace 
device  for  any  investigation  to  obtain  foreign  intelligence 
information  not  concerning a United States  person or  to  protect 
against international terrorism or clandestine intelligence activities, 
provided that  such investigation of  a United States person is  not 
conducted solely upon the basis of activities protected by the first 
amendment  to  the  Constitution  which is  being conducted by the 
Federal  Bureau  of  Investigation  under  such  guidelines  as  the 
Attorney General approves pursuant to Executive Order No. 12333, 
or a successor order. 

(2) The  authority  under  paragraph  (1)  is  in  addition  to  the 
authority  under  subchapter  I  of  this  chapter  to  conduct  the 
electronic surveillance referred to in that paragraph. 
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 (d) Ex parte judicial order of approval 

(1) Upon an application made pursuant to this section, the judge 
shall enter an ex parte order as requested, or as modified, approving 
the installation and use of a pen register or trap and trace device if 
the judge finds that the application satisfies the requirements of this 
section. 

(2) An order issued under this section— 

(A) shall specify— 

(i) the identity, if known, of the person who is the subject of the 
investigation; 

(ii) the identity, if known, of the person to whom is leased or in 
whose name is listed the telephone line or other facility to which the 
pen register or trap and trace device is to be attached or applied; 

(iii) the  attributes  of  the  communications  to  which the  order 
applies, such as the number or other identifier, and, if known, the 
location  of  the  telephone  line  or  other  facility  to  which  the  pen 
register or trap and trace device is to be attached or applied and, in 
the case of a trap and trace device, the geographic limits of the trap 
and trace order.

(B) shall direct that— 

(i) upon  request  of  the  applicant,  the  provider  of  a  wire  or 
electronic  communication  service,  landlord,  custodian,  or  other 
person  shall  furnish  any  information,  facilities,  or  technical 
assistance necessary to accomplish the installation and operation of 
the pen register or trap and trace device in such a manner as will 
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protect its secrecy and produce a minimum amount of interference 
with the services that such provider, landlord, custodian, or other 
person is providing the person concerned; 

(ii) such provider, landlord, custodian, or other person— 

(I) shall  not  disclose  the existence  of  the investigation or of  the  pen 
register or trap and trace device to any person unless or until ordered by 
the court; and 

(II) shall maintain, under security procedures approved by the Attorney 
General and the Director of National Intelligence pursuant to section 1805 
(b)(2)(C)  of this title, any records concerning the pen register or trap and 
trace device or the aid furnished; and 

(iii) the applicant shall compensate such provider, landlord, custodian, 
or  other  person  for  reasonable  expenses  incurred  by  such  provider, 
landlord,  custodian,  or  other  person  in  providing  such  information, 
facilities, or technical assistance. 

 (f) Cause of action barred 

No cause of action shall lie in any court against any provider of a wire 
or electronic communication service, landlord, custodian, or other person 
(including any officer, employee, agent, or other specified person thereof) 
that  furnishes  any  information,  facilities,  or  technical  assistance  under 
subsection  (d)  of  this  section  in accordance  with  the  terms of  an order 
issued under this section. 

(g) Furnishing of results 

Unless otherwise ordered by the judge, the results of a pen register or 
trap  and  trace  device  shall  be  furnished at  reasonable  intervals  during 
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regular  business  hours  for  the  duration  of  the  order  to  the  authorized 
Government official or officials. 

§ 1844. Authorization during time of war

Notwithstanding any other provision of law, the President, through the 
Attorney General, may authorize the use of a pen register or trap and trace 
device  without  a  court  order  under  this  subchapter  to  acquire  foreign 
intelligence  information  for  a  period  not  to  exceed  15  calendar  days 
following a declaration of war by Congress. 

§ 1861. Access to certain business records for foreign intelligence and 
international terrorism investigations

 (a) Application for order; conduct of investigation generally 

(1) The Director  of  the  Federal  Bureau of  Investigation  or  a 
designee  of  the  Director  (whose  rank  shall  be  no  lower  than 
Assistant Special Agent in Charge) may make an application for an 
order  requiring  the  production  of  any  tangible  things  (including 
books,  records,  papers,  documents,  and  other  items)  for  an 
investigation  to  obtain  foreign  intelligence  information  not 
concerning a United States person or to protect against international 
terrorism or clandestine intelligence activities,  provided that such 
investigation of a United States person is not conducted solely upon 
the  basis  of  activities  protected  by  the  first  amendment  to  the 
Constitution. 

(2) An investigation conducted under this section shall— 

(A) be conducted under guidelines approved by the Attorney General 
under Executive Order 12333 (or a successor order); and 
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(B) not be conducted of a United States person solely upon the basis of 
activities  protected  by  the  first  amendment  to  the  Constitution  of  the 
United States. 

(b) Recipient and contents of application 

Each application under this section— 

(1) shall be made to— 

(A) a judge of the court established by section 1803 (a) of this title; or 

(B) a United States Magistrate Judge under chapter 43 of title 28, who is 
publicly designated by the Chief Justice of the United States to have the 
power to hear applications and grant orders for the production of tangible 
things under this section on behalf of a judge of that court; and 

(2) shall  specify that  the records concerned are sought for an 
authorized investigation conducted in accordance  with subsection 
(a)(2) of this section to obtain foreign intelligence information not 
concerning a United States person or to protect against international 
terrorism or clandestine intelligence activities. 

(c) Ex parte judicial order of approval 

(1) Upon an application made pursuant to this section, the judge 
shall enter an ex parte order as requested, or as modified, approving 
the release of records if the judge finds that the application meets 
the requirements of this section. 
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(2) An order under this subsection shall not disclose that it is 
issued for purposes of an investigation described in subsection (a) of 
this section. 

(d) Nondisclosure 

No person shall disclose to any other person (other than those persons 
necessary to produce the tangible things under this section) that the Federal 
Bureau of Investigation has sought or obtained tangible things under this 
section. 

(e) Liability for good faith disclosure; waiver 

A person who, in good faith, produces tangible things under an order 
pursuant to this section shall  not be liable  to any other person for such 
production. Such production shall not be deemed to constitute a waiver of 
any privilege in any other proceeding or context. 
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WAR POWERS RESOLUTION (1973)

          Title 50 USC Chapter 33

http://www4.law.cornell.edu/uscode/html/uscode50/usc_sup_01_50_10_33.html

 (a) Congressional declaration 

It is the purpose of this chapter to fulfill the intent of the framers of the 
Constitution of the United States and insure that the collective judgment of 
both  the  Congress  and  the  President  will  apply  to  the  introduction  of 
United  States  Armed  Forces  into  hostilities,  or  into  situations  where 
imminent  involvement  in  hostilities  is  clearly  indicated  by  the 
circumstances, and to the continued use of such forces in hostilities or in 
such situations. 

(b) Congressional legislative power under necessary and proper clause 

Under article I, section 8, of the Constitution, it is specifically provided 
that  the Congress shall  have the power to make all  laws necessary and 
proper for carrying into execution,  not only its own powers but also all 
other powers vested by the Constitution in the Government of the United 
States, or in any department or officer hereof. 

(c) Presidential executive power as Commander-in-Chief; limitation 

The constitutional powers of the President as Commander-in-Chief to 
introduce  United States  Armed Forces  into hostilities,  or  into situations 
where  imminent  involvement  in  hostilities  is  clearly  indicated  by  the 
circumstances, are exercised only pursuant to 

(1) a declaration of war, 
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(2) specific statutory authorization, or 

(3) a  national  emergency  created  by  attack  upon  the  United 
States, its territories or possessions, or its armed forces. 

§ 1542. Consultation; initial and regular consultations

The President in every possible  instance  shall  consult  with Congress 
before  introducing  United  States  Armed  Forces  into  hostilities  or  into 
situations where imminent involvement in hostilities is clearly indicated by 
the circumstances, and after every such introduction shall consult regularly 
with the Congress until United States Armed Forces are no longer engaged 
in hostilities or have been removed from such situations. 

§ 1543. Reporting requirement

 (a) Written  report;  time  of  submission;  circumstances  necessitating 
submission; information reported 

In the absence of  a declaration of  war,  in any case in which United 
States Armed Forces are introduced— 

(1) into hostilities or into situations where imminent involvement 
in hostilities is clearly indicated by the circumstances; 

(2) into  the  territory,  airspace  or  waters  of  a  foreign nation, 
while  equipped for  combat,  except  for  deployments  which  relate 
solely to supply, replacement, repair, or training of such forces; or 

(3) in numbers which substantially enlarge United States Armed 
Forces equipped for combat already located in a foreign nation; the 
President shall submit within 48 hours to the Speaker of the House 
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of Representatives and to the President pro tempore of the Senate a 
report, in writing, setting forth— 

(A) the  circumstances  necessitating  the  introduction  of 
United States Armed Forces; 

(B) the  constitutional  and  legislative  authority  under 
which such introduction took place; and 

(C) the estimated scope and duration of the hostilities or 
involvement. 

(b) Other information reported 

The President shall  provide  such other  information  as  the  Congress 
may  request  in  the  fulfillment  of  its  constitutional  responsibilities  with 
respect to committing the Nation to war and to the use of United States 
Armed Forces abroad. 

(c) Periodic reports; semiannual requirement 

Whenever United States Armed Forces are introduced into hostilities or 
into any situation described in subsection (a) of this section, the President 
shall, so long as such armed forces continue to be engaged in such hostilities 
or  situation,  report  to  the  Congress  periodically  on  the  status  of  such 
hostilities  or  situation  as  well  as  on  the  scope  and  duration  of  such 
hostilities or situation, but in no event shall he report to the Congress less 
often than once every six months. 

218 | Page



Sourcebook of Cases, Laws, Treaties & Documents

§ 1544. Congressional action

 (a) Transmittal  of report  and referral to Congressional  committees; 
joint request for convening Congress 

Each report submitted pursuant to section 1543 (a)(1) of this title shall 
be transmitted to the Speaker of the House of Representatives and to the 
President pro tempore of the Senate on the same calendar day. Each report 
so transmitted shall be referred to the Committee on Foreign Affairs of the 
House of Representatives and to the Committee on Foreign Relations of the 
Senate  for  appropriate  action.  If,  when  the  report  is  transmitted,  the 
Congress has adjourned sine die or has adjourned for any period in excess 
of three calendar days, the Speaker of the House of Representatives and the 
President  pro  tempore  of  the  Senate,  if  they  deem it  advisable  (or  if 
petitioned by at  least  30 percent  of  the  membership  of  their  respective 
Houses) shall  jointly request the President to convene Congress in order 
that it may consider the report and take appropriate action pursuant to this 
section. 

(b) Termination  of  use  of  United  States  Armed  Forces;  exceptions; 
extension period 

Within sixty calendar days after a report is submitted or is required to 
be  submitted  pursuant  to  section  1543 (a)(1) of  this  title,  whichever  is 
earlier,  the  President  shall  terminate  any  use  of  United  States  Armed 
Forces with respect to which such report was submitted (or required to be 
submitted), unless the Congress 

(1) has declared war or has enacted a specific authorization for 
such use of United States Armed Forces, 

(2) has extended by law such sixty-day period, or 
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(3) is physically unable to meet as a result of an armed attack 
upon the United States. Such sixty-day period shall be extended for 
not more than an additional thirty days if the President determines 
and certifies to the Congress in writing that unavoidable military 
necessity  respecting  the  safety  of  United  States  Armed  Forces 
requires the continued use of such armed forces in the course of 
bringing about a prompt removal of such forces. 

(c) Concurrent  resolution for  removal  by President of  United States 
Armed Forces 

Notwithstanding subsection (b) of this section, at any time that United 
States Armed Forces are engaged in hostilities outside the territory of the 
United States, its possessions and territories without a declaration of war or 
specific  statutory  authorization,  such  forces  shall  be  removed  by  the 
President if the Congress so directs by concurrent resolution. 

§ 1545. Congressional priority procedures for joint resolution or bill

(a) Time requirement; referral to Congressional committee; single 
report 

Any joint resolution or bill introduced pursuant to section  1544 (b) of 
this title at least thirty calendar days before the expiration of the sixty-day 
period  specified  in  such  section  shall  be  referred to  the  Committee  on 
Foreign  Affairs  of  the  House  of  Representatives  or  the  Committee  on 
Foreign Relations of the Senate, as the case may be, and such committee 
shall  report  one  such  joint  resolution  or  bill,  together  with  its 
recommendations,  not  later  than  twenty-four  calendar  days  before  the 
expiration  of  the  sixty-day period specified in such section,  unless  such 
House shall otherwise determine by the yeas and nays. 
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(b) Pending business; vote

Any  joint  resolution  or  bill  so  reported  shall  become  the  pending 
business of the House in question (in the case of the Senate the time for 
debate shall be equally divided between the proponents and the opponents), 
and shall be voted on within three calendar days thereafter, unless such 
House shall otherwise determine by yeas and nays. 

(c) Referral to other House committee 

Such a joint resolution or bill passed by one House shall be referred to 
the committee of the other House named in subsection (a) of this section 
and shall be reported out not later than fourteen calendar days before the 
expiration of the sixty-day period specified in section 1544 (b) of this title. 
The joint resolution or bill so reported shall become the pending business of 
the House in question and shall  be voted on within three calendar days 
after it has been reported, unless such House shall otherwise determine by 
yeas and nays. 

(d) Disagreement between Houses

In the case of any disagreement between the two Houses of Congress 
with respect to a joint resolution or bill passed by both Houses, conferees 
shall be promptly appointed and the committee of conference shall make 
and file a report with respect to such resolution or bill not later than four 
calendar  days before  the  expiration  of  the  sixty-day period specified in 
section 1544 (b) of this title. In the event the conferees are unable to agree 
within  48  hours,  they  shall  report  back  to  their  respective  Houses  in 
disagreement.  Notwithstanding  any  rule  in  either  House  concerning  the 
printing of conference reports in the Record or concerning any delay in the 
consideration of such reports, such report shall be acted on by both Houses 
not later than the expiration of such sixty-day period. 
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§ 1546. Congressional priority procedures for concurrent resolution

(a) Referral to Congressional committee; single report 

Any concurrent resolution introduced pursuant to section  1544 (c) of 
this title shall be referred to the Committee on Foreign Affairs of the House 
of Representatives or the Committee on Foreign Relations of the Senate, as 
the case may be, and one such concurrent resolution shall be reported out 
by  such  committee  together  with  its  recommendations  within  fifteen 
calendar days, unless such House shall otherwise determine by the yeas and 
nays. 

(b) Pending business; vote 

Any  concurrent  resolution  so  reported  shall  become  the  pending 
business of the House in question (in the case of the Senate the time for 
debate shall be equally divided between the proponents and the opponents) 
and shall be voted on within three calendar days thereafter, unless such 
House shall otherwise determine by yeas and nays. 

(c) Referral to other House committee 

Such a concurrent resolution passed by one House shall be referred to 
the committee of the other House named in subsection (a) of this section 
and  shall  be  reported  out  by  such  committee  together  with  its 
recommendations within fifteen calendar days and shall thereupon become 
the pending business of such House and shall be voted upon within three 
calendar days, unless such House shall  otherwise determine by yeas and 
nays. 
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(d) Disagreement between Houses 

In the case of any disagreement between the two Houses of Congress 
with respect to a concurrent resolution passed by both Houses, conferees 
shall be promptly appointed and the committee of conference shall make 
and  file  a  report  with  respect  to  such  concurrent  resolution  within  six 
calendar  days  after  the  legislation  is  referred  to  the  committee  of 
conference.  Notwithstanding  any  rule  in  either  House  concerning  the 
printing of conference reports in the Record or concerning any delay in the 
consideration of such reports, such report shall be acted on by both Houses 
not later than six calendar days after the conference report is filed. In the 
event the conferees are unable to agree within 48 hours, they shall report 
back to their respective Houses in disagreement. 

§ 1546a. Expedited procedures for certain joint resolutions and bills

Any joint resolution or bill introduced in either House which requires 
the removal of United States Armed Forces engaged in hostilities outside 
the territory of the United States, its possessions and territories, without a 
declaration of war or specific statutory authorization shall be considered in 
accordance  with  the  procedures  of  section  601(b)  of  the  International 
Security Assistance and Arms Export Control Act of 1976, except that any 
such resolution or bill shall be amendable. If such a joint resolution or bill 
should be vetoed by the President, the time for debate in consideration of 
the veto message on such measure shall be limited to twenty hours in the 
Senate and in the House shall be determined in accordance with the Rules 
of the House. 

§ 1547. Interpretation of joint resolution

(a) Inferences from any law or treaty 
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Authority to introduce United States Armed Forces into hostilities or 
into situations wherein involvement in hostilities is clearly indicated by the 
circumstances shall not be inferred— 

(1) from any provision of law (whether or not in effect before 
November 7, 1973), including any provision contained in any 
appropriation  Act,  unless  such  provision  specifically 
authorizes the introduction of United States Armed Forces 
into hostilities or into such situations and states that  it  is 
intended to constitute specific statutory authorization within 
the meaning of this chapter; or 

(2) from any treaty heretofore or hereafter ratified unless such 
treaty  is  implemented  by  legislation  specifically  authorizing  the 
introduction of United States Armed Forces into hostilities or into 
such situations and stating that it is intended to constitute specific 
statutory authorization within the meaning of this chapter. 

(a) Joint headquarters operations of high-level military commands 

Nothing  in  this  chapter  shall  be  construed  to  require  any  further 
specific statutory authorization to permit members of United States Armed 
Forces to participate jointly with members of the armed forces of one or 
more foreign countries in the headquarters operations of high-level military 
commands  which  were  established  prior  to  November  7,  1973,  and 
pursuant to the United Nations Charter or any treaty ratified by the United 
States prior to such date. 

(b) Introduction of United States Armed Forces 

For purposes of this chapter, the term “introduction of United States 
Armed Forces” includes the assignment of members of such armed forces 
to command, coordinate, participate in the movement of, or accompany the 
regular or irregular military forces of any foreign country or government 
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when such military forces are engaged, or there exists an imminent threat 
that such forces will become engaged, in hostilities. 

(d) Constitutional  authorities  or  existing  treaties  unaffected; 
construction  against  grant  of  Presidential  authority  respecting  use  of 
United States Armed Forces 

Nothing in this chapter— 

(1) is  intended  to  alter  the  constitutional  authority  of  the 
Congress or of the President, or the provisions of existing treaties; 
or 

(2) shall be construed as granting any authority to the President 
with respect to the introduction of United States Armed Forces into 
hostilities  or  into  situations  wherein  involvement  in  hostilities  is 
clearly indicated by the circumstances which authority he would not 
have had in the absence of this chapter. 

§ 1548. Separability

If any provision of this chapter or the application thereof to any person 
or  circumstance  is  held  invalid,  the  remainder  of  the  chapter  and  the 
application of such provision to any other person or circumstance shall not 
be affected thereby. 
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                     Tonkin Gulf Resolution

                        

                                     http://www.vietnampix.com/poptonk.htm

             Joint Resolution of Congress H.J. RES 1145 August 7, 1964 

Resolved by the Senate and House of Representatives of the United States 
of America in Congress assembled, 

That  the  Congress  approves  and  supports  the  determination  of  the 
President, as Commander in Chief, to take all necessary measures to repel 
any armed attack against the forces of the United States and to prevent 
further aggression.

Section 2. The United States regards as vital to its national interest and to 
world  peace  the  maintenance  of  international  peace  and  security  in 
southeast Asia. Consonant with the Constitution of the United States and 
the Charter of the United Nations and in accordance with its obligations 
under the Southeast Asia Collective Defense Treaty, the United States is, 
therefore,  prepared,  as  the  President  determines,  to  take  all  necessary 
steps, including the use of armed force, to assist any member or protocol 
state of the Southeast Asia Collective Defense Treaty requesting assistance 
in defense of its freedom. 

Section 3. This resolution shall expire when the President shall determine 
that  the  peace  and  security  of  the  area  is  reasonably  assured  by 
international  conditions  created  by  action  of  the  United  Nations  or 
otherwise,  except  that  it  may  be  terminated  earlier  by  concurrent 
resolution of the Congress. 
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CLASSIFIED INFORMATION PROCEDURES ACT (1980)

PL 96-456 96th Congress, Act of 15 October 1980 - 94 Stat. 2025, 18 USC APPENDIX, AS AMENDED BY 
PUB. L. 100-690, TITLE VII, SEC. 7020(G), NOV. 18, 1988, 102 STAT. 4396 

                          http://intelligence.senate.gov/classifiedinformationprocedures.htm

 Sec. 1. Definitions

     (a)  ''Classified  information'',  as  used  in  this  Act,  means  any 
information or material that has been determined by the United    States 
Government pursuant to an Executive order, statute, or    regulation, to 
require protection against unauthorized disclosure    for reasons of national 
security and any restricted data, as defined in paragraph r. of section 11 of 
the Atomic Energy Act of    1954 (42 U.S.C. 2014(y)).

     (b) ''National  security'',  as used in this  Act,  means the national 
defense and foreign relations of the United States.

   Sec. 2. Pretrial conference

     At any time after the filing of the indictment or information, any 
party may move for a pretrial conference to consider matters   relating to 
classified information that may arise in connection  with the prosecution. 
Following such motion, or on its own motion,  the court shall promptly hold 
a pretrial conference to establish  the timing of requests for discovery, the 
provision of notice  required by section 5 of this Act, and the initiation of 
the    procedure established by section 6 of this Act.  In addition, at the 
pretrial  conference  the  court  may consider any matters  which relate  to 
classified information or which may promote a fair and  expeditious trial. 
No admission made by the defendant or by any attorney for the defendant 
at  such  a  conference  may  be  used  against   the  defendant  unless  the 
admission is in writing and is signed by  the defendant and by the attorney 
for the defendant.
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Sec. 3. Protective orders

Upon motion of the United States,  the court shall  issue an order  to 
protect against the disclosure of any classified information   disclosed by 
the United States to any defendant in any criminal case in a district court of 
the United States.

Sec. 4. Discovery of classified information by defendants

The court, upon a sufficient showing, may authorize the United  States 
to delete  specified items of  classified information from documents  to be 
made  available  to  the  defendant  through  discovery   under  the  Federal 
Rules of Criminal Procedure, to substitute a  summary of the information 
for  such  classified  documents,  or  to   substitute  a  statement  admitting 
relevant facts that the classified  information would tend to prove.  The 
court  may  permit  the  United  States  to  make  a  request  for  such 
authorization in the form of a    written statement to be inspected by the 
court alone.  If the court  enters an order granting relief following such an 
ex parte showing,  the entire text of the statement of the United States shall 
be sealed and preserved in the records of the court to be made    available 
to the appellate court in the event of an appeal.

Sec. 5. Notice of defendant's intention to disclose classified information

(a) Notice by Defendant. - If a defendant reasonably expects to  disclose 
or  to  cause  the  disclosure  of  classified  information  in   any  manner  in 
connection  with  any  trial  or  pretrial  proceeding  involving  the  criminal 
prosecution  of  such  defendant,  the  defendant  shall,  within  the  time 
specified by the court  or,  where no time is  specified,  within thirty days 
prior to trial,  notify the attorney for the United States and the court in 
writing.   Such  notice  shall  include  a  brief  description  of  the  classified 
information.  Whenever  a  defendant  learns  of  additional  classified 
information he reasonably expects to disclose at any such proceeding, he 
shall  notify the attorney for the United States and the court in writing as 

228 | Page



Sourcebook of Cases, Laws, Treaties & Documents

soon  as  possible  thereafter  and  shall  include  a  brief  description  of  the 
classified information.  No defendant shall disclose any information known 
or believed to be classified in connection with a trial or pretrial proceeding 
until notice has been given under this subsection and until the United States 
has   been  afforded  a  reasonable  opportunity  to  seek  a  determination 
pursuant to the procedure set forth in section 6 of this Act, and  until the 
time for the United States to appeal such determination  under section 7 has 
expired or any appeal under section 7 by the United States is decided.

(b)  Failure  to  Comply.  -  If  the  defendant  fails  to  comply  with  the 
requirements of subsection (a) the court may preclude disclosure of any 
classified information not made the subject of notification and may prohibit 
the examination by the defendant of  any witness with respect to any such 
information.

Sec. 6. Procedure for cases involving classified information

(a) Motion for Hearing. - Within the time specified by the court  for the 
filing of a motion under this section, the United States  may request the 
court to conduct a hearing to make all  determinations concerning the use, 
relevance, or admissibility of classified information that would otherwise be 
made during the  trial or pretrial proceeding.  Upon such a request, the 
court  shall  conduct  such a hearing.   Any hearing held pursuant  to this 
subsection (or any portion of such hearing specified in the request of the 
Attorney General) shall be held in camera if the Attorney General certifies 
to the court  in such petition that a public  proceeding may result  in the 
disclosure  of  classified  information.    As  to  each  item  of  classified 
information,  the  court  shall  set    forth  in  writing  the  basis  for  its 
determination.  Where the United States' motion under this subsection is 
filed prior to the trial or pretrial proceeding, the court shall rule prior to 
the commencement of the relevant proceeding.

(b) Notice. - (1) Before any hearing is conducted pursuant to a request 
by the United States under subsection (a), the United  States shall provide 
the defendant with notice of the classified information that is at issue.  Such 
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notice  shall  identify the specific classified information at issue whenever 
that information previously has been made available to the defendant by 
the United States.  When the United States has  not  previously  made the 
information  available  to  the  defendant  in  connection  with  the  case,  the 
information may be described by generic category, in such forms as the 
court may approve, rather than by identification of the specific information 
of concern to the United States.

(2) Whenever the United States requests a hearing under subsection (a), 
the court, upon request of the defendant, may order  the United States to 
provide the defendant, prior to trial, such details as to the portion of the 
indictment or information at issue  in the hearing as are needed to give the 
defendant fair notice to prepare for the hearing.

(c) Alternative Procedure for Disclosure of Classified Information. - (1) 
Upon any determination by the court authorizing the disclosure of specific 
classified information under the  procedures established by this section, the 
United States may move  that,  in lieu of  the disclosure  of  such specific 
classified information, the court order -

(A)  the  substitution  for  such  classified  information  of  a  statement 
admitting relevant facts that the specific classified information would tend 
to prove; or

(B) the substitution for such classified information of a summary of the 
specific classified information.

The court shall grant such a motion of the United States if it  finds that 
the statement or summary will provide the defendant with substantially the 
same  ability  to  make  his  defense  as  would   disclosure  of  the  specific 
classified information.  The court shall hold a hearing on any motion under 
this section.  Any such hearing shall be held in camera at the request of the 
Attorney General.
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(2)  The  United  States  may,  in  connection  with  a  motion  under 
paragraph (1),  submit  to the court  an affidavit  of the Attorney General 
certifying that disclosure of classified information would cause identifiable 
damage to the national security of the United    States and explaining the 
basis for the classification of such   information.  If so requested by the 
United States,  the  court  shall  examine  such affidavit  in  camera and ex 
parte.

(d) Sealing of Records of In Camera Hearings. - If at the close  of an in 
camera hearing under this Act (or any portion of a hearing  under this Act 
that is held in camera) the court determines that  the classified information 
at issue may not be disclosed or elicited at the trial or pretrial proceeding, 
the record of such in camera hearing shall be sealed and preserved by the 
court  for  use  in  the  event  of  an  appeal.   The  defendant  may  seek 
reconsideration of the court's determination prior to or during trial.

(e) Prohibition on Disclosure of Classified Information by Defendant, 
Relief  for  Defendant  When  United  States  Opposes  Disclosure.  -  (1) 
Whenever the court denies a motion by the United States that it issue an 
order under subsection (c) and the United   States files with the court an 
affidavit of the Attorney General    objecting to disclosure of the classified 
information at issue, the  court shall order that the defendant not disclose 
or cause the disclosure of such information.

(2) Whenever a defendant is prevented by an order under paragraph 
(1) from disclosing or causing the disclosure of classified information, the 
court shall  dismiss the indictment or information; except that,  when the 
court  determines  that  the  interests  of   justice  would  not  be  served  by 
dismissal of the indictment or  information, the court shall order such other 
action,  in lieu of  dismissing the indictment or information,  as the court 
determines   is  appropriate.   Such action  may  include,  but  need not  be 
limited to -

(A) dismissing specified counts of the indictment or information;
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(B)  finding  against  the  United  States  on  any  issue  as  to  which  the 
excluded classified information relates; or

(C) striking or precluding all or part of the testimony of a witness.

An order under this paragraph shall not take effect until the court has 
afforded  the  United  States  an  opportunity  to  appeal  such  order  under 
section 7, and thereafter to withdraw its objection to the disclosure of the 
classified information at issue.

(f) Reciprocity. - Whenever the court determines pursuant to subsection 
(a) that classified information may be disclosed in connection with a trial or 
pretrial proceeding, the court shall,  unless the interests of fairness do not 
so  require,  order  the   United  States  to  provide  the  defendant  with  the 
information it expects to use to rebut the classified information.  The court 
may   place  the United States under a continuing duty to disclose such 
rebuttal  information.   If  the  United  States  fails  to  comply  with   its 
obligation under this subsection, the court may exclude any  evidence not 
made  the  subject  of  a  required  disclosure  and  may   prohibit  the 
examination by the United States of any witness with    respect to such 
information.

Sec. 8. Introduction of classified information

(a)  Classification  Status.  -  Writings,  recordings,  and    photographs 
containing classified information may be admitted into    evidence without 
change in their classification status.

(b) Precautions by Court. - The court, in order to prevent  unnecessary 
disclosure of  classified information involved in any criminal  proceeding, 
may order admission into evidence of only part  of a writing, recording, or 
photograph, or may order admission into    evidence of the whole writing, 
recording,  or photograph with   excision of some or all  of the classified 
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information  contained   therein,  unless  the  whole  ought  in  fairness  be 
considered.

(c) Taking of Testimony. - During the examination of a witness in any 
criminal proceeding, the United States may object to any    question or line 
of inquiry that may require the witness to disclose classified information 
not previously found to be    admissible.  Following such an objection, the 
court shall take such    suitable action to determine whether the response is 
admissible as    will  safeguard against the compromise of any classified 
information.   Such action may include requiring the United States    to 
provide the court with a proffer of the witness' response to the    question 
or line of inquiry and requiring the defendant to provide    the court with a 
proffer of the nature of the information he seeks to elicit.

Sec. 9. Security procedures

(a) Within one hundred and twenty days of the date of the  enactment of 
this Act, the Chief Justice of the United States, in  consultation with the 
Attorney General, the Director of Central Intelligence, and the Secretary of 
Defense, shall  prescribe rules  establishing procedures for the protection 
against unauthorized disclosure of any classified information in the custody 
of the  United States district courts, courts of appeal, or Supreme Court. 
Such  rules,  and  any  changes  in  such  rules,  shall  be  submitted  to  the 
appropriate committees of Congress and shall become effective forty-five 
days after such submission.

(b) Until such time as rules under subsection (a) first become effective, 
the Federal courts shall in each case involving classified information adapt 
procedures  to  protect  against  the   unauthorized  disclosure  of  such 
information.
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http://www.whitehouse.gov/index.html

EXECUTIVE ORDER 12333

UNITED STATES INTELLIGENCE ACTIVITIES DECEMBER 4, 1981

(AS AMENDED BY EXECUTIVE ORDERS 13284 (2003), 13355 (2004) 
AND 13470 (2008))

http://www.whitehouse.gov/infocus/nationalsecurity/amended12333.pdf

   PREAMBLE

Timely,  accurate,  and  insightful  information  about  the  activities, 
capabilities,  plans,  and  intentions  of  foreign  powers,  organizations,  and 
persons, and their agents, is essential to the national security of the United 
States. All reasonable and lawful means must be used to ensure that the 
United States will receive the best intelligence possible. For that purpose, by 
virtue of the authority vested in me by the Constitution and the laws of the 
United States of America, including the National Security Act of 1947, as 
amended, (Act) and as President of the United States of America, in order 
to provide for the effective conduct of United States intelligence activities 
and the protection of constitutional rights, it is hereby ordered as follows: 

PART 1 Goals, Directions, Duties, and Responsibilities with Respect to  
United States Intelligence Efforts 
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1.1  Goals.  The  United  States  intelligence  effort  shall  provide  the 
President,  the  National  Security  Council,  and  the  Homeland  Security
Council  with  the  necessary  information  on  which  to  base  decisions 
concerning the development and conduct of foreign, defense, and economic 
policies, and the protection of United States national interests from foreign 
security threats. All departments and agencies shall cooperate fully to fulfill 
this goal. 

(a) All  means,  consistent with applicable Federal law and this order, 
and with full consideration of the rights of United States persons, shall be 
used to obtain reliable intelligence information to protect the United States 
and its interests. 

(b) The United States Government has a solemn obligation, and shall 
continue in the conduct of intelligence activities under this order, to protect 
fully the legal rights of all United States persons, including freedoms, civil 
liberties, and privacy rights guaranteed by Federal law. 

(c) Intelligence collection under this order should be guided by the need 
for information to respond to intelligence priorities set by the President. 

(d) Special emphasis should be given to detecting and countering: 

(1)  Espionage and  other  threats  and  activities  directed  by 
foreign  powers  or  their  intelligence  services  against  the  United 
States and its interests; 

(2) Threats to the United States and its interests from terrorism; 
and 

(3)  Threats  to  the  United  States  and  its  interests  from  the 
development, possession, proliferation, or use of weapons of mass 
destruction. 
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(e) Special emphasis shall be given to the production of timely, accurate, 
and  insightful  reports,  responsive  to  decisionmakers  in  the  executive 
branch,  that  draw on  all  appropriate  sources  of  information,  including 
open  source  information,  meet  rigorous  analytic  standards,  consider 
diverse  analytic  viewpoints,  and  accurately  represent  appropriate 
alternative views. 

(f) State, local, and tribal governments are critical partners in securing 
and defending the United States from terrorism and other threats to the 
United States and its interests. Our national intelligence effort should take 
into account the responsibilities and requirements of State, local, and tribal 
governments and, as appropriate, private sector entities, when undertaking 
the collection and dissemination of information and intelligence to protect 
the United States. 

(g) All departments and agencies have a responsibility to prepare and to 
provide intelligence in a manner that allows the full and free exchange of 
information, consistent with applicable law and presidential guidance. 

1.4 The Intelligence Community. 

Consistent with applicable Federal law and with the other provisions of 
this order, and under the leadership of the Director, as specified in such law 
and this order, the Intelligence Community shall: 

(a) Collect and provide information needed by the President and, 
in the performance of executive functions, the Vice President, the 
NSC, the Homeland Security Council,  the Chairman of the Joint 
Chiefs  of  Staff,  senior  military  commanders,  and other  executive 
branch  officials  and,  as  appropriate,  the  Congress  of  the  United 
States; 

(b)  In  accordance  with priorities  set  by the  President,  collect 
information concerning,  and conduct  activities to protect  against, 
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international  terrorism,  proliferation  of  weapons  of  mass 
destruction, intelligence activities directed against the United States, 
international  criminal  drug  activities,  and  other  hostile  activities 
directed against the United States by foreign powers, organizations, 
persons, and their agents; 

(c) Analyze, produce, and disseminate intelligence; 

(d)  Conduct  administrative,  technical,  and  other  support 
activities  within  the  United  States  and  abroad  necessary  for  the 
performance of authorized activities, to include providing services of 
common concern for the Intelligence Community as designated by 
the Director in accordance with this order; 

(e)  Conduct  research,  development,  and  procurement  of 
technical systems and devices relating to authorized functions and 
missions  or  the  provision of  services  of  common concern for  the 
Intelligence Community; 

(f)  Protect  the  security  of  intelligence  related  activities, 
information, installations, property, and employees by appropriate 
means,  including  such  investigations  of  applicants,  employees, 
contractors,  and other persons  with similar  associations  with the 
Intelligence Community elements as are necessary; 

(g) Take into account State, local, and tribal governments' and, 
as appropriate, private sector entities' information needs relating to 
national and homeland security; 

(h) Deconflict, coordinate, and integrate all intelligence activities 
and other information gathering in accordance with section 1.3(b)
(20) of this order; and 
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(i)  Perform  such  other  functions  and  duties  related  to 
intelligence activities as the President may direct. 

1.7 Intelligence Community Elements. 

Each element of the Intelligence Community shall have the duties and 
responsibilities  specified  below,  in addition  to those  specified  by law or 
elsewhere in this order. Intelligence Community elements within executive 
departments  shall  serve  the  information  and  intelligence  needs  of  their 
respective  heads  of  departments  and  also  shall  operate  as  part  of  an 
integrated Intelligence Community, as provided in law or this order. 

(a) THE CENTRAL INTELLIGENCE AGENCY. The Director  of the 
Central Intelligence Agency shall: 

(1)  Collect  (including  through  clandestine  means),  analyze, 
produce,  and  disseminate  foreign  intelligence  and 
counterintelligence; 

(2)  Conduct  counterintelligence  activities  without  assuming or 
performing any internal security functions within the United States; 

(3)  Conduct  administrative  and  technical  support  activities 
within  and outside  the  United  States  as  necessary for  cover  and 
proprietary arrangements; 

(4) Conduct covert action activities approved by the President. 
No agency except the Central  Intelligence  Agency (or the Armed 
Forces of the United States in time of war declared by the Congress 
or during any period covered by a report from the President to the 
Congress consistent with the War Powers Resolution, Public Law 
93-148) may conduct any covert action activity unless the President 
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determines  that  another  agency  is  more  likely  to  achieve  a 
particular objective; 

(5)  Conduct  foreign  intelligence  liaison  relationships  with 
intelligence  or  security  services  of  foreign  governments  or 
international organizations consistent with section 1.3(b)(4) of this 
order; 

(6)  Under the  direction  and guidance  of  the  Director,  and in 
accordance  with  section  1.3(b)(4)  of  this  order,  coordinate  the 
implementation of intelligence and counterintelligence relationships 
between elements of the Intelligence Community and the intelligence 
or  security  services  of  foreign  governments  or  international 
organizations; and 

(7)  Perform  such  other  functions  and  duties  related  to 
intelligence as the Director may direct. 

(b) THE DEFENSE INTELLIGENCE AGENCY. The Director of the 
Defense Intelligence Agency shall: 

(1)  Collect  (including  through  clandestine  means),  analyze, 
produce,  and  disseminate  foreign  intelligence  and 
counterintelligence to support national and departmental missions; 

(2)  Collect,  analyze,  produce,  or,  through  tasking  and 
coordination,  provide  defense  and defense-related  intelligence  for 
the Secretary of Defense, the Chairman of the Joint Chiefs of Staff, 
combatant  commanders,  other  Defense  components,  and  non-
Defense agencies; 

(3) Conduct counterintelligence activities; 
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(4)  Conduct  administrative  and  technical  support  activities 
within  and outside  the  United  States  as  necessary for  cover  and 
proprietary arrangements; 

(5) Conduct foreign defense intelligence liaison relationships and 
defense  intelligence  exchange  programs  with  foreign  defense 
establishments,  intelligence  or  security  services  of  foreign 
governments,  and  international  organizations  in  accordance  with 
sections 1.3(b)(4), 1.7(a)(6), and 1.10(i) of this order; 

(6) Manage and coordinate  all  matters  related to the Defense 
Attaché system; and 

(7)  Provide  foreign  intelligence  and  counterintelligence  staff 
support as directed by the Secretary of Defense. 

(c)  THE  NATIONAL  SECURITY  AGENCY.  The  Director  of  the 
National Security Agency shall: 

(1)  Collect  (including  through  clandestine  means),  process, 
analyze,  produce,  and disseminate signals intelligence information 
and data for foreign intelligence and counterintelligence purposes to 
support national and departmental missions; 

(2) Establish and operate an effective unified organization for 
signals intelligence activities, except for the delegation of operational 
control  over certain operations that  are conducted through other 
elements of the Intelligence  Community.  No other department or 
agency may engage in signals intelligence activities except pursuant 
to a delegation by the Secretary of Defense, after coordination with 
the Director; 
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(3)  Control  signals  intelligence  collection  and  processing 
activities, including assignment of resources to an appropriate agent 
for  such periods and tasks  as  required for  the  direct  support  of 
military commanders; 

(4)  Conduct  administrative  and  technical  support  activities 
within  and  outside  the  United  States  as  necessary  for  cover 
arrangements; 

(5)  Provide  signals  intelligence  support  for  national  and 
departmental  requirements  and  for  the  conduct  of  military 
operations; 

(6) Act as the National Manager for National Security Systems 
as established in law and policy, and in this capacity be responsible 
to the Secretary of Defense and to the Director; 

(7) Prescribe, consistent with section 102A(g) of the Act, within 
its  field  of  authorized  operations,  security  regulations  covering 
operating  practices,  including  the  transmission,  handling,  and 
distribution  of  signals  intelligence  and  communications  security 
material  within  and  among  the  elements  under  control  of  the 
Director of the National Security Agency, and exercise the necessary 
supervisory control to ensure compliance with the regulations; and 

(8)  Conduct  foreign  cryptologic  liaison  relationships  in 
accordance  with  sections  1.3(b)(4),  1.7(a)(6),  and  1.10(i)  of  this 
order. 

(d) THE NATIONAL RECONNAISSANCE OFFICE. The Director of 
the National Reconnaissance Office shall: 
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(1)  Be responsible  for research and development,  acquisition, 
launch, deployment, and operation of overhead systems and related 
data processing facilities to collect intelligence and information to 
support  national  and  departmental  missions  and  other  United 
States Government needs; and 

(2) Conduct foreign liaison relationships relating to the above 
missions, in accordance with sections 1.3(b)(4), 1.7(a)(6), and 1.10(i) 
of this order. 

(c) THE  NATIONAL  GEOSPATIAL-INTELLIGENCE  AGENCY. 
The Director of the National Geospatial-Intelligence Agency shall: 

(1) Collect, process, analyze, produce, and disseminate geospatial 
intelligence  information  and  data  for  foreign  intelligence  and 
counterintelligence purposes to support national and departmental 
missions; 

(2)  Provide  geospatial  intelligence  support  for  national  and 
departmental  requirements  and  for  the  conduct  of  military 
operations; 

(3)  Conduct  administrative  and  technical  support  activities 
within  and  outside  the  United  States  as  necessary  for  cover 
arrangements; and 

(4) Conduct foreign geospatial intelligence liaison relationships, 
in accordance with sections 1.3(b)(4),  1.7(a)(6),  and 1.10(i)  of this 
order. 

(f)  THE  INTELLIGENCE  AND  COUNTERINTELLIGENCE 
ELEMENTS  OF  THE  ARMY,  NAVY,  AIR  FORCE,  AND  MARINE 
CORPS.  The  Commanders  and  heads  of  the  intelligence  and 
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counterintelligence  elements  of  the Army,  Navy,  Air Force,  and Marine 
Corps shall: 

(1)  Collect  (including  through  clandestine  means),  produce, 
analyze,  and  disseminate  defense  and  defense-related  intelligence 
and counterintelligence to support departmental requirements, and, 
as appropriate, national requirements; 

(2) Conduct counterintelligence activities; 

(3) Monitor the development, procurement, and management of 
tactical  intelligence  systems  and  equipment  and  conduct  related 
research, development, and test and evaluation activities; and 

(4)  Conduct  military  intelligence  liaison  relationships  and 
military intelligence  exchange programs with selected cooperative 
foreign  defense  establishments  and  international  organizations  in 
accordance  with  sections  1.3(b)(4),  1.7(a)(6),  and  1.10(i)  of  this 
order. 

(g) INTELLIGENCE ELEMENTS OF THE FEDERAL BUREAU OF 
INVESTIGATION.  Under the  supervision  of  the  Attorney  General and 
pursuant to such regulations as the Attorney General may establish,  the 
intelligence elements of the Federal Bureau of Investigation shall: 

(1)  Collect  (including  through  clandestine  means),  analyze, 
produce,  and  disseminate  foreign  intelligence  and 
counterintelligence to support national and departmental missions, 
in accordance with procedural guidelines approved by the Attorney 
General, after consultation with the Director; 

(2) Conduct counterintelligence activities; and 
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(3) Conduct foreign intelligence and counterintelligence liaison 
relationships  with  intelligence,  security,  and  law  enforcement 
services  of  foreign  governments  or  international  organizations  in 
accordance with sections 1.3(b)(4) and 1.7(a)(6) of this order. 

(h)  THE  INTELLIGENCE  AND  COUNTERINTELLIGENCE 
ELEMENTS OF THE COAST GUARD.

The Commandant of the Coast Guard shall: 

(1)  Collect  (including  through  clandestine  means),  analyze, 
produce,  and  disseminate  foreign  intelligence  and 
counterintelligence  including  defense  and  defense-related 
information and intelligence to support national and departmental 
missions; 

(2) Conduct counterintelligence activities; 

(3) Monitor the development, procurement, and management of 
tactical  intelligence  systems  and  equipment  and  conduct  related 
research, development, and test and evaluation activities; and 

(4)  Conduct  foreign  intelligence  liaison  relationships  and 
intelligence  exchange  programs  with  foreign intelligence  services, 
security services or international organizations in accordance with 
sections  1.3(b)(4),  1.7(a)(6),  and,  when  operating  as  part  of  the 
Department of Defense, 1.10(i) of this order. 

1.11 The Department of Homeland Security. 

In addition to the authorities exercised by the Office of Intelligence and 
Analysis of the Department of Homeland Security under sections 1.4 and 
1.7(i)  of  this  order,  the  Secretary  of  Homeland  Security  shall  conduct, 
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through  the  United  States  Secret  Service,  activities  to  determine  the 
existence and capability of surveillance equipment being used against the 
President or the Vice President of the United States, the Executive Office of 
the President, and, as authorized by the Secretary of Homeland Security or 
the President, other Secret Service protectees and United States officials. 
No  information  shall  be  acquired  intentionally  through  such  activities 
except  to  protect  against  use  of  such surveillance  equipment,  and those 
activities shall  be conducted pursuant to procedures agreed upon by the 
Secretary of Homeland Security and the Attorney General. 

1.13 The Federal Bureau of Investigation.

 In addition to the authorities exercised by the intelligence elements of 
the Federal  Bureau of  Investigation of  the Department of Justice under 
sections  1.4  and  1.7(g)  of  this  order  and  under  the  supervision  of  the 
Attorney  General and  pursuant  to  such  regulations  as  the  Attorney 
General may establish, the Director of the Federal Bureau of Investigation 
shall provide technical assistance,  within or outside the United States, to 
foreign intelligence and law enforcement services, consistent with section 
1.3(b)(20) and (21) of this order, as may be necessary to support national or 
departmental missions. 

PART 2 Conduct of Intelligence Activities

2.1  Need.  Timely,  accurate,  and  insightful  information  about  the 
activities,  capabilities,  plans,  and  intentions  of  foreign  powers, 
organizations,  and  persons,  and  their  agents,  is  essential  to  informed 
decisionmaking  in  the  areas  of  national  security,  national  defense,  and 
foreign relations. Collection of such information is a priority objective and 
will be pursued in a vigorous, innovative, and responsible manner that is 
consistent with the Constitution and applicable law and respectful of the 
principles upon which the United States was founded. 
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2.2  Purpose. This Order is intended to enhance human and technical 
collection  techniques,  especially  those  undertaken  abroad,  and  the 
acquisition of significant foreign intelligence, as well as the detection and 
countering of  international  terrorist  activities,  the spread of  weapons of 
mass  destruction,  and espionage conducted by foreign powers.  Set forth 
below are certain general principles that, in addition to and consistent with 
applicable laws,  are intended to achieve the proper balance between the 
acquisition of essential information and protection of individual interests. 
Nothing in this Order shall be construed to apply to or interfere with any 
authorized  civil  or  criminal  law  enforcement  responsibility  of  any 
department or agency. 

2.3  Collection of information. Elements of the Intelligence Community 
are  authorized to  collect,  retain,  or  disseminate  information  concerning 
United States persons only in accordance with procedures established by 
the head of the Intelligence Community element concerned or by the head 
of a department containing such element and approved by the Attorney 
General, consistent with the authorities provided by Part 1 of this Order, 
after  consultation  with  the  Director.  Those  procedures  shall  permit 
collection,  retention,  and  dissemination  of  the  following  types  of 
information: 

(a) Information that is publicly available or collected with the 
consent of the person concerned; 

(b)  Information  constituting  foreign  intelligence  or 
counterintelligence,  including  such  information  concerning 
corporations or other commercial organizations. Collection within 
the  United States  of  foreign intelligence  not  otherwise  obtainable 
shall be undertaken by the Federal Bureau of Investigation (FBI) or, 
when significant foreign intelligence is sought, by other authorized 
elements of the Intelligence Community, provided that no foreign 
intelligence collection by such elements may be undertaken for the 
purpose of acquiring information concerning the domestic activities 
of United States persons; 
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(c)  Information  obtained  in  the  course  of  a  lawful  foreign 
intelligence, counterintelligence, international drug or international 
terrorism investigation; 

(d) Information needed to protect the safety of any persons or 
organizations, including those who are targets, victims, or hostages 
of international terrorist organizations; 

(e)  Information  needed  to  protect  foreign  intelligence  or 
counterintelligence  sources,  methods,  and  activities  from 
unauthorized disclosure. Collection within the United States shall be 
undertaken by the FBI except that other elements of the Intelligence 
Community may also collect such information concerning present or 
former  employees,  present  or  former  intelligence  element 
contractors or their present or former employees, or applicants for 
such employment or contracting; 

(f) Information concerning persons who are reasonably believed 
to be potential sources or contacts for the purpose of determining 
their suitability or credibility; 

(g) Information arising out of a lawful personnel,  physical,  or 
communications security investigation; 

(h)  Information  acquired  by  overhead  reconnaissance  not 
directed at specific United States persons; 

(i)  Incidentally  obtained  information  that  may  indicate 
involvement in activities that  may violate Federal,  state,  local,  or 
foreign laws; and 

(j) Information necessary for administrative purposes. 
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In addition, elements of the Intelligence Community may disseminate 
information  to  each  appropriate  element  within  the  Intelligence 
Community for purposes of allowing the recipient  element to determine 
whether  the  information  is  relevant  to  its  responsibilities  and  can  be 
retained by it,  except  that  information derived from signals  intelligence 
may only be disseminated or made available  to Intelligence  Community 
elements  in  accordance  with  procedures  established  by  the  Director  in 
coordination with the Secretary of Defense and approved by the Attorney 
General. 

2.4  Collection  Techniques.  Elements  of  the  Intelligence  Community 
shall use the least intrusive collection techniques feasible within the United 
States or directed against United States persons abroad. Elements of the 
Intelligence  Community are  not  authorized  to  use  such  techniques  as 
electronic  surveillance,  unconsented physical  searches,  mail  surveillance, 
physical surveillance, or monitoring devices unless they are in accordance 
with procedures  established by the  head of  the  Intelligence  Community 
element concerned or the head of a department containing such element 
and  approved  by  the  Attorney  General,  after  consultation  with  the 
Director. Such procedures shall protect constitutional and other legal rights 
and limit use of such information to lawful governmental purposes. These 
procedures shall not authorize: 

(a)  The  Central  Intelligence  Agency (CIA)  to  engage  in 
electronic  surveillance  within  the  United  States  except  for  the 
purpose  of  training,  testing,  or  conducting  countermeasures  to 
hostile electronic surveillance; 

(b)  Unconsented  physical  searches  in  the  United  States  by 
elements of the Intelligence Community other than the FBI, except 
for: 

(1)  Searches  by  counterintelligence  elements  of  the 
military services directed against military personnel within 
the United States or abroad for intelligence purposes, when 
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authorized by a military commander empowered to approve 
physical searches for law enforcement purposes, based upon 
a finding of probable cause to believe that such persons are 
acting as agents of foreign powers; and 

(2) Searches by CIA of personal property of non-United 
States persons lawfully in its possession; 

(c) Physical surveillance of a United States person in the United 
States by elements of  the Intelligence  Community other than the 
FBI, except for: 

(1) Physical surveillance of present or former employees, 
present or former intelligence  element contractors  or their 
present  or  former  employees,  or  applicants  for  any  such 
employment or contracting; and 

(2) Physical surveillance of a military person employed by 
a non-intelligence element of a military service; and 

(d)  Physical  surveillance  of  a United States  person abroad to 
collect foreign intelligence, except to obtain significant information 
that cannot reasonably be acquired by other means. 

2.5  Attorney  General Approval.  The  Attorney  General  hereby  is 
delegated the power to approve the use for intelligence purposes, within the 
United States or against a United States person abroad, of any technique 
for which a warrant would be required if undertaken for law enforcement 
purposes, provided that such techniques shall not be undertaken unless the 
Attorney General has determined in each case that there is probable cause 
to believe that the technique is directed against a foreign power or an agent 
of a foreign power. The authority delegated pursuant to this paragraph, 
including  the  authority  to  approve  the  use  of  electronic  surveillance  as 

Page | 249



U.S. National Security Law

defined in the Foreign Intelligence Surveillance Act of 1978, as amended, 
shall be exercised in accordance with that Act. 

2.6 Assistance to Law Enforcement and other Civil Authorities. Elements 
of the Intelligence Community are authorized to: 

(a) Cooperate with appropriate law enforcement agencies for the 
purpose  of  protecting  the  employees,  information,  property,  and 
facilities of any element of the Intelligence Community; 

(b) Unless otherwise precluded by law or this Order, participate 
in law enforcement activities to investigate or prevent clandestine 
intelligence activities by foreign powers, or international terrorist or 
narcotics activities; 

(c)  Provide  specialized  equipment,  technical  knowledge,  or 
assistance of expert personnel for use by any department or agency, 
or  when lives  are  endangered,  to  support  local  law enforcement 
agencies.  Provision  of  assistance  by  expert  personnel  shall  be 
approved  in  each  case  by  the  general  counsel  of  the  providing 
element or department; and 

(d)  Render  any  other  assistance  and  cooperation  to  law 
enforcement or other civil authorities not precluded by applicable 
law. 

2.7 Contracting. Elements of the Intelligence Community are authorized 
to  enter  into  contracts  or  arrangements  for  the  provision  of  goods  or 
services with private  companies  or institutions  in the United States and 
need not  reveal  the  sponsorship  of  such  contracts  or  arrangements  for 
authorized intelligence purposes. Contracts or arrangements with academic 
institutions  may  be  undertaken  only  with  the  consent  of  appropriate 
officials of the institution. 
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2.8  Consistency  With  Other  Laws.  Nothing  in  this  Order  shall  be 
construed  to  authorize  any  activity  in  violation  of  the  Constitution  or 
statutes of the United States. 

PART 3 General Provisions

3.1  Congressional  Oversight.  The  duties  and  responsibilities  of  the 
Director  and  the  heads  of  other  departments,  agencies,  elements,  and 
entities engaged in intelligence activities to cooperate with the Congress in 
the conduct of its responsibilities for oversight of intelligence activities shall 
be implemented in accordance with applicable law, including title V of the 
Act. The requirements of applicable law, including title V of the Act, shall 
apply to all covert action activities as defined in this Order. 

3.2  Implementation.  The  President,  supported  by  the  NSC,  and  the 
Director shall issue such appropriate directives, procedures, and guidance 
as  are necessary to implement this  order.  Heads of elements  within the 
Intelligence  Community shall  issue  appropriate  procedures  and 
supplementary  directives  consistent  with  this  order.  No  procedures  to 
implement  Part  2  of  this  order  shall  be  issued  without  the  Attorney 
General's  approval,  after  consultation  with  the  Director.  The  Attorney 
General  shall  provide  a  statement  of  reasons  for  not  approving  any 
procedures  established  by  the  head  of  an  element  in  the  Intelligence 
Community (or the head of the department containing such element) other 
than the FBI. In instances where the element head or department head and 
the  Attorney  General  are  unable  to  reach  agreements  on  other  than 
constitutional  or other legal  grounds,  the Attorney General,  the head of 
department concerned, or the Director shall refer the matter to the NSC. 

3.3 Procedures. The activities herein authorized that require procedures 
shall be conducted in accordance with existing procedures or requirements 
established under Executive Order 12333. New procedures, as required by 
Executive  Order  12333,  as  further  amended,  shall  be  established  as 
expeditiously  as  possible.  All  new procedures  promulgated  pursuant  to 
Executive Order 12333, as amended, shall be made available to the Select 
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Committee  on  Intelligence  of  the  Senate  and  the  Permanent  Select 
Committee on Intelligence of the House of Representatives. 

3.4  References  and Transition.  References to "Senior Officials  of  the 
Intelligence  Community"  or  "SOICs"  in  executive  orders  or  other 
Presidential guidance, shall be deemed references to the heads of elements 
in  the  Intelligence  Community,  unless  the  President  otherwise  directs; 
references in Intelligence Community or Intelligence Community element 
policies  or  guidance,  shall  be  deemed  to  be  references  to  the  heads  of 
elements  of  the  Intelligence  Community,  unless  the  President  or  the 
Director otherwise directs. 

3.5 Definitions. For the purposes of this Order, the following terms shall 
have these meanings: 

(a)  Counterintelligence means  information  gathered  and 
activities conducted to identify, deceive, exploit, disrupt, or protect 
against  espionage,  other  intelligence  activities,  sabotage,  or 
assassinations  conducted  for  or  on  behalf  of  foreign  powers, 
organizations, or persons, or their agents, or international terrorist 
organizations or activities. 

(b)  Covert  action  means an activity or activities of the United 
States  Government  to  influence  political,  economic,  or  military 
conditions abroad, where it is intended that the role of the United 
States Government will not be apparent or acknowledged publicly, 
but does not include: 

(1) Activities the primary purpose of which is to acquire 
intelligence,  traditional  counterintelligence  activities, 
traditional activities to improve or maintain the operational 
security  of  United  States  Government  programs,  or 
administrative activities; 
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(2) Traditional diplomatic or military activities or routine 
support to such activities; 

(3) Traditional law enforcement activities conducted by 
United  States  Government  law  enforcement  agencies  or 
routine support to such activities; or 

(4)  Activities  to  provide  routine  support  to  the  overt 
activities (other than activities described in paragraph (1), 
(2),  or  (3))  of  other  United  States  Government  agencies 
abroad. 

(c)  Electronic  surveillance means  acquisition  of  a  nonpublic 
communication by electronic means without the consent of a person 
who is a party to an electronic communication or, in the case of a 
nonelectronic communication, without the consent of a person who 
is visibly present at the place of communication, but not including 
the use of radio direction-finding equipment solely to determine the 
location of a transmitter. 

(d) Employee means a person employed by, assigned or detailed 
to, or acting for an element within the Intelligence Community. 

(e)  Foreign  intelligence  means  information  relating  to  the 
capabilities,  intentions,  or  activities  of  foreign  governments  or 
elements  thereof,  foreign  organizations,  foreign  persons,  or 
international terrorists. 

(f)  Intelligence  includes  foreign  intelligence  and 
counterintelligence. 
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(g) Intelligence activities means all activities that elements of the 
Intelligence Community are authorized to conduct pursuant to this 
order. 

(h)  Intelligence  Community and  elements  of  the  Intelligence 
Community refers to: 

(1) The Office of the Director of National Intelligence; 

(2) The Central Intelligence Agency; 

(3) The National Security Agency; 

(4) The Defense Intelligence Agency; 

(5) The National Geospatial-Intelligence Agency; 

(6) The National Reconnaissance Office; 

(7) The other offices within the Department of Defense 
for the collection of specialized national foreign intelligence 
through reconnaissance programs; 

(8) The intelligence  and counterintelligence  elements of 
the Army, the Navy, the Air Force, and the Marine Corps; 

(9)  The intelligence  elements  of  the  Federal  Bureau of 
Investigation; 

(10)  The Office of  National  Security Intelligence  of the 
Drug Enforcement Administration; 

254 | Page



Sourcebook of Cases, Laws, Treaties & Documents

(11) The Office of Intelligence and Counterintelligence of 
the Department of Energy; 

(12)  The  Bureau  of  Intelligence  and  Research  of  the 
Department of State; 

(13)  The  Office  of  Intelligence  and  Analysis  of  the 
Department of the Treasury; 

(14)  The  Office  of  Intelligence  and  Analysis  of  the 
Department of Homeland Security; 

(15) The intelligence and counterintelligence elements of 
the Coast Guard; and 

(16) Such other elements of any department or agency as 
may be designated by the President, or designated jointly by 
the  Director  and  the  head  of  the  department  or  agency 
concerned, as an element of the Intelligence Community. 

(i)  National  Intelligence  and  Intelligence  Related  to  National  
Security  means all intelligence, regardless of the source from which 
derived and including information gathered within or outside the 
United  States,  that  pertains,  as  determined  consistent  with  any 
guidance  issued  by  the  President,  or  that  is  determined  for  the 
purpose of access to information by the Director in accordance with 
section 1.3(a)(1) of this order, to pertain to more than one United 
States Government agency; and that involves threats to the United 
States,  its  people,  property,  or  interests;  the  development, 
proliferation, or use of weapons of mass destruction; or any other 
matter bearing on United States national or homeland security. 
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(j)  The  National  Intelligence  Program  means  all  programs, 
projects, and activities of the Intelligence Community, as well as any 
other programs of the Intelligence Community designated jointly by 
the Director and the head of a United States department or agency 
or by the President. Such term does not include programs, projects, 
or activities of the military departments to acquire intelligence solely 
for  the  planning  and  conduct  of  tactical  military  operations  by 
United States Armed Forces. 

(k)  United States  person  means a United States citizen, an alien 
known  by  the  intelligence  element  concerned  to  be  a  permanent 
resident alien, an unincorporated association substantially composed of 
United States citizens or permanent resident aliens, or a corporation 
incorporated in the United States, except for a corporation directed 
and controlled by a foreign government or governments. 

NATIONAL SECURITY
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      [50 USC Chapter 15]

  http://www4.law.cornell.edu/uscode/html/uscode50/usc_sup_01_50_10_15_20_I.html

§ 402. National Security Council

(a) Establishment; presiding officer; functions; composition 

There is  established a council  to be known as  the  National  Security 
Council (hereinafter in this section referred to as the “Council”). 

The President of the United States shall preside over meetings of the 
Council: Provided, That in his absence he may designate a member of the 
Council to preside in his place. 

The function of the Council shall be to advise the President with respect 
to the integration of domestic, foreign, and military policies relating to the 
national  security  so  as  to  enable  the  military  services  and  the  other 
departments and agencies of the Government to cooperate more effectively 
in matters involving the national security. 

The Council shall be composed of— 

(1) the President; 

(2) the Vice President; 

(3) the Secretary of State; 

(4) the Secretary of Defense; 
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(5) the Director for Mutual Security; 

(6) the Chairman of the National Security Resources Board; and 

(7) the  Secretaries  and  Under  Secretaries  of  other  executive 
departments and of the military departments, the Chairman of the 
Munitions  Board,  and  the  Chairman  of  the  Research  and 
Development Board, when appointed by the President by and with 
the advice and consent of the Senate, to serve at his pleasure. 

(b) Additional functions 

In addition to performing such other functions as the President may 
direct,  for the purpose  of  more effectively coordinating the policies  and 
functions of the departments and agencies of the Government relating to 
the national security, it shall, subject to the direction of the President, be 
the duty of the Council— 

(1) to assess and appraise the objectives, commitments, and risks 
of the United States in relation to our actual and potential military 
power, in the interest of national security, for the purpose of making 
recommendations to the President in connection therewith; and 

(2) to  consider  policies  on matters  of  common interest  to  the 
departments and agencies of the Government concerned with the 
national security, and to make recommendations to the President in 
connection therewith. 

(c) Executive secretary; appointment; staff employees 

The Council  shall  have  a  staff  to  be  headed by a civilian  executive 
secretary who shall be appointed by the President. The executive secretary, 
subject to the direction of the Council,  is authorized, subject to the civil-
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service laws and chapter 51 and subchapter III of chapter 53 of title  5, to 
appoint and fix the compensation of such personnel as may be necessary to 
perform such duties as may be prescribed by the Council  in connection 
with the performance of its functions. 

(d) Recommendations and reports 

The Council shall, from time to time, make such recommendations, and 
such  other  reports  to  the  President  as  it  deems  appropriate  or  as  the 
President may require. 

(e) Participation of Chairman or Vice Chairman of Joint Chiefs of Staff 

The Chairman (or in his absence the Vice Chairman) of the Joint Chiefs 
of  Staff  may,  in  his  role  as  principal  military  adviser  to  the  National 
Security Council and subject to the direction of the President, attend and 
participate in meetings of the National Security Council. 

(f) Participation by Director of National Drug Control Policy 

The Director of National Drug Control Policy may, in the role of the 
Director as principal adviser to the National Security Council on national 
drug control policy,  and subject to the direction of the President, attend 
and participate in meetings of the National Security Council. 

(g) Board for Low Intensity Conflict 

The President shall  establish within the National  Security  Council a 
board  to  be  known  as  the  “Board  for  Low  Intensity  Conflict”.  The 
principal  function of the board shall  be to coordinate the policies of the 
United States for low intensity conflict. 

Page | 259

http://www4.law.cornell.edu/uscode/html/uscode05/usc_sup_01_5.html
http://www4.law.cornell.edu/uscode/html/uscode05/usc_sup_01_5_10_III_20_D_30_53.html
http://www4.law.cornell.edu/uscode/html/uscode05/usc_sup_01_5_10_III_20_D_30_53_40_III.html
http://www4.law.cornell.edu/uscode/html/uscode05/usc_sup_01_5_10_III_20_D_30_51.html


U.S. National Security Law

(h) Committee on Foreign Intelligence 

(1) There is established within the National Security Council a 
committee to be known as the Committee on Foreign Intelligence (in 
this subsection referred to as the “Committee”). 

(2) The Committee shall be composed of the following: 

(A) The Director of National Intelligence. 

(B) The Secretary of State. 

(C) The Secretary of Defense. 

(D) The Assistant to the President for National Security 
Affairs, who shall serve as the chairperson of the Committee. 

(E) Such other members as the President may designate. 

(3) The function of the Committee shall be to assist the Council 
in its activities by— 

(A) identifying the  intelligence  required to address  the 
national security interests of the United States as specified by 
the President; 

(B) establishing priorities  (including funding priorities) 
among  the  programs,  projects,  and  activities  that  address 
such interests and requirements; and 
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(C) establishing  policies  relating  to  the  conduct  of 
intelligence  activities  of  the  United  States,  including 
appropriate  roles  and  missions  for  the  elements  of  the 
intelligence  community  and  appropriate  targets  of 
intelligence collection activities. 

(4) In carrying out its function, the Committee shall— 

(A) conduct  an  annual  review of  the  national  security 
interests of the United States; 

(B) identify on an annual basis, and at such other times as 
the Council  may require,  the intelligence required to meet 
such  interests  and  establish  an  order  of  priority  for  the 
collection and analysis of such intelligence; and 

(C) conduct  an  annual  review  of  the  elements  of  the 
intelligence community in order to determine the success of 
such elements in collecting, analyzing, and disseminating the 
intelligence identified under subparagraph (B). 

(5) The Committee shall  submit each year to the Council  and to the 
Director of National  Intelligence a comprehensive report on its activities 
during the preceding year, including its activities under paragraphs (3) and 
(4). 

(i) 1 Committee on Transnational Threats 

(1) There is established within the National Security Council a 
committee to be known as the Committee on Transnational Threats 
(in this subsection referred to as the “Committee”). 

(2) The Committee shall include the following members: 
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(A) The Director of National Intelligence. 

(B) The Secretary of State. 

(C) The Secretary of Defense. 

(D) The Attorney General. 

(E) The Assistant to the President for National Security 
Affairs, who shall serve as the chairperson of the Committee. 

(F) Such other members as the President may designate. 

(3) The function of the Committee shall  be to coordinate and 
direct  the  activities  of  the  United  States  Government  relating  to 
combatting transnational threats. 

(4) In carrying out its function, the Committee shall— 

(A) identify transnational threats; 

(B) develop  strategies  to  enable  the  United  States 
Government  to  respond to  transnational  threats  identified 
under subparagraph (A); 

(C) monitor implementation of such strategies; 

(D) make recommendations as to appropriate responses 
to specific transnational threats; 
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(E) assist  in  the  resolution  of  operational  and  policy 
differences among Federal departments and agencies in their 
responses to transnational threats; 

(F) develop policies and procedures to ensure the effective 
sharing  of  information  about  transnational  threats  among 
Federal  departments  and  agencies,  including  law 
enforcement  agencies  and  the  elements  of  the  intelligence 
community; and 

(G) develop  guidelines  to  enhance  and  improve  the 
coordination  of  activities  of  Federal  law  enforcement 
agencies and elements of the intelligence community outside 
the United States with respect to transnational threats. 

(5) For  purposes  of  this  subsection,  the  term  “transnational 
threat” means the following: 

(A) Any  transnational  activity  (including  international 
terrorism, narcotics trafficking, the proliferation of weapons 
of  mass  destruction  and  the  delivery  systems  for  such 
weapons,  and organized crime) that  threatens the national 
security of the United States. 

(B) Any individual or group that engages in an activity 
referred to in subparagraph (A). 
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FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978 
AMENDMENTS ACT OF 2008

http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=110_cong_public_laws&docid=f:publ261.110.pdf

Representatives of the United States of America in Congress assembled, 

SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a)  SHORT TITLE.—This  Act  may  be  cited  as  the  ‘‘Foreign  Intel-
ligence Surveillance Act of 1978 Amendments Act of 2008’’ or the ‘‘FISA 
Amendments Act of 2008’’. 

(b) TABLE OF CONTENTS.—The table of contents for this Act is as 
follows: 

Sec. 1. Short title; table of contents. 

TITLE I—FOREIGN INTELLIGENCE SURVEILLANCE

Sec.  102.  Statement  of  exclusive  means  by  which  electronic 
surveillance and interception of certain communications may be 
conducted. 

Sec. 103. Submittal to Congress of certain court orders under 
the Foreign Intelligence Surveillance Act of 1978. 

Sec. 104. Applications for court orders. 
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Sec. 105. Issuance of an order. 

Sec. 106. Use of information. 

Sec. 107. Amendments for physical searches. 

Sec. 108. Amendments for emergency pen registers and trap and trace 
devices. 

Sec. 109. Foreign Intelligence Surveillance Court.

Sec. 110. Weapons of mass destruction. 

TITLE  II—PROTECTIONS  FOR  ELECTRONIC 
COMMUNICATION SERVICE  PROVIDERS 

Sec.  201.  Procedures  for  implementing  statutory  defenses  under the 
Foreign Intelligence Surveillance Act of 1978. 

Sec. 202. Technical amendments. 

TITLE III—REVIEW OF PREVIOUS ACTIONS

Sec. 301. Review of previous actions. 

TITLE IV—OTHER PROVISIONS

Sec. 401. Severability. 

Sec. 402. Effective date.
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Sec. 403. Repeals.

Sec. 404. Transition procedures. 

TITLE II—PROTECTIONS FOR ELECTRONIC COMMUNICATION 
SERVICE PROVIDERS

SEC.  201.  PROCEDURES  FOR  IMPLEMENTING  STATUTORY 
DEFENSES  UNDER  THE  FOREIGN  INTELLIGENCE 
SURVEILLANCE ACT OF 1978. 

The Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et 
seq.), as amended by section 101, is further amended by adding at the end 
the following new title: 

‘‘TITLE VIII—PROTECTION OF PERSONS ASSISTING THE 
GOVERNMENT

‘‘SEC. 801. DEFINITIONS. 

‘‘In this title: 

     ‘‘(1) ASSISTANCE.—The term ‘assistance’ means the provision 
of, or the provision of access to, information (including communication 
contents, communications records, or other information relating to a 
customer or communication), facilities, or another form of assistance. 

‘‘(2)  CIVIL  ACTION.—The  term  ‘civil  action’ 
includes a covered civil action.
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 ‘‘(3)  CONGRESSIONAL  INTELLIGENCE 
COMMITTEES.—The term ‘congressional intelligence 
committees’ means— 

‘‘(A) the Select Committee on Intelligence of the 
Senate; and 

‘‘(B) the  Permanent  Select  Committee on Intelligence  of 
the House of   

Representatives. 

‘‘(4) CONTENTS.—The term ‘contents’ has the meaning given 
that term in section 101(n).

‘‘(5)  COVERED  CIVIL  ACTION.—The  term ‘covered  civil 
action’ means a civil action filed in a Federal or State court that— 

‘‘(A)  alleges  that  an  electronic  communication  service 
provider furnished assistance to an element of the intelligence 
community; and 

‘‘(B) seeks monetary or other relief from the electronic 
communication service provider related to the provision of 
such assistance.  

 ‘‘(6)  ELECTRONIC  COMMUNICATION  SERVICE 
PROVIDER.—The  term  ‘electronic  communication  service 
provider’ means— 

‘‘(A) a telecommunications carrier, as that term is defined 
in section 3 of the Communications Act of 1934 (47 U.S.C. 153); 
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‘‘(B) a provider of electronic communication service, as that 
term is defined in section 2510 of title 18, United States Code; 
50 USC 1885. 50 USC 1885a. 

‘‘(C) a provider of a remote computing service, as that 
term is  defined in section 2711 of  title  18,  United States 
Code; 

‘‘(D)  any  other  communication  service  provider  who 
has access to wire or electronic communications either as 
such communications are transmitted or as such commu-
nications are stored; 

‘‘(E)  a  parent,  subsidiary,  affiliate,  successor,  or 
assignee of an entity described in subparagraph (A), (B), 
(C), or (D); or 

‘‘(F)  an  officer,  employee,  or  agent  of  an  entity 
described in subparagraph (A), (B), (C), (D), or (E).

‘‘(7) INTELLIGENCE COMMUNITY.—The term ‘intelligence 
community’ has the meaning given the term in section 3(4) of the 
National Security Act of 1947 (50 U.S.C. 401a(4)). 

‘‘(8) PERSON.—The term ‘person’ means— ‘‘(A) an electronic 
communication service provider; or ‘‘(B) a landlord, custodian, or 
other  person  who  may  be  authorized  or  required  to  furnish 
assistance pursuant to— ‘‘(i) an order of the court established under 
section 103(a) directing such assistance; 

‘‘(ii) a certification in writing under section 2511(2)(a)(ii)(B) or 
2709(b) of title 18, United States Code; or 
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‘‘(iii) a directive under section 102(a)(4), 105B(e), as added by 
section 2 of the Protect America Act of 2007 (Public Law 110–55), 
or 702(h). 

‘‘(9)  STATE.—The  term  ‘State’  means  any  State,  political 
subdivision  of  a  State,  the  Commonwealth  of  Puerto  Rico,  the 
District of Columbia, and any territory or possession of the United 
States, and includes any officer, public utility commission, or other 
body  authorized to  regulate  an  electronic  communication  service 
provider. 

‘‘SEC.  802.  PROCEDURES  FOR  IMPLEMENTING  STATUTORY 
DEFENSES. 

‘‘(a) REQUIREMENT FOR CERTIFICATION.—Notwithstanding any 
other provision of  law,  a civil  action may not  lie  or be maintained in a 
Federal or State court against any person for providing assistance to an 
element of the intelligence community, and shall be promptly dismissed, if 
the Attorney General certifies to the district court of the United States in 
which such action is pending that— 

‘‘(1)  any assistance  by that  person was provided pursuant to an 
order  of  the  court  established  under  section  103(a)  directing  such 
assistance; 

‘‘(2)  any  assistance  by  that  person  was  provided  pursuant  to  a 
certification in writing under section 2511(2)(a)(ii)(B) or 2709(b) of title 
18, United States Code; 

‘‘(3)  any  assistance  by  that  person  was  provided  pursuant  to  a 
directive under section 102(a)(4), 105B(e), as added by section 2 of the 
Protect America Act of 2007 (Public Law 110– 55), or 702(h) directing 
such assistance; 
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‘‘(4) in the case of a covered civil action, the assistance alleged to 
have been provided by the electronic communication service provider 
was— 

‘‘(A)  in  connection  with  an  intelligence  activity  involving 
communications  that  was— ‘‘(i)  authorized by the President during the 
period beginning on September 11, 2001, and ending on January 17, 2007; 
and 

‘‘(ii)  designed  to  detect  or  prevent  a  terrorist  attack,  or 
activities  in  preparation  for  a  terrorist  attack,  against  the 
United States; and 

    ‘‘(B)  the subject  of a written request or directive,  or a series of 
written requests or directives, from the Attorney General or the head of an 
element of the intelligence community (or the deputy of such person) to the 
electronic communication service provider indicating that the activity was
— 

‘‘(i) authorized by the President; and ‘‘(ii) determined to be 
lawful; or ‘‘(5) the person did not provide the alleged assistance. 
‘‘(b) JUDICIAL REVIEW.— 

‘‘(1)  REVIEW OF CERTIFICATIONS.—A certification  under  sub-
section (a) shall be given effect unless the court finds that such certification 
is not supported by substantial evidence provided to the court pursuant to 
this section. 

‘‘(2) SUPPLEMENTAL MATERIALS.—In its review of a certification 
under subsection (a), the court may examine the court order, certification, 
written request, or directive described in subsection (a) and any relevant 
court order, certification, written request, or directive submitted pursuant 
to  subsection  (d).  ‘‘(c)  LIMITATIONS  ON  DISCLOSURE.—If  the 
Attorney General files a declaration under section 1746 of title 28, United 
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States Code, that disclosure of a certification made pursuant to subsection 
(a) or the supplemental materials provided pursuant to subsection 

(b) or (d) would harm the national security of the United States, the 
court shall— ‘‘(1) review such certification and the supplemental mate-
Review. Trials in camera and ex parte; and 

‘‘(2) limit any public disclosure concerning such certification and 
the supplemental materials, including any public order following such 
in camera and ex parte review, to a statement as to whether the case is 
dismissed  and  a  description  of  the  legal  standards  that  govern  the 
order,  without disclosing the paragraph of subsection (a) that  is  the 
basis  for  the  certification.  ‘‘(d)  ROLE  OF  THE  PARTIES.—Any 
plaintiff or defendant in a civil action may submit any relevant court 
order, certification,  written request, or directive to the district  court 
referred to in subsection 

(a) for review and shall be permitted to participate in the briefing or 
argument of any legal issue in a judicial proceeding conducted pursuant to 
this section, but only to the extent that such participation does not require 
the disclosure of classified information to such party.  To the extent that 
classified information is relevant Review. to the proceeding or would be 
revealed  in  the  determination  of  an  issue,  the  court  shall  review  such 
information in camera and ex parte, and shall issue any part of the court’s 
written order that would reveal classified information in camera and ex 
parte and maintain such part under seal. 

‘‘(e)  NONDELEGATION.—The  authority  and  duties  of  the 
Attorney  General under  this  section  shall  be  performed  by  the 
Attorney  General  (or  Acting  Attorney  General)  or  the  Deputy 
Attorney General. 

‘‘(f) APPEAL.—The courts of appeals shall have jurisdiction of appeals 
from  interlocutory  orders  of  the  district  courts  of  the  United  States 
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granting or denying a motion to dismiss or for summary judgment under 
this section. 

‘‘(g)  REMOVAL.—A  civil  action  against  a  person  for  providing 
assistance to an element of the intelligence community that is brought in a 
State court shall be deemed to arise under the Constitution and laws of the 
United States and shall be removable under section 1441 of title 28, United 
States Code. 

‘‘(h)  RELATIONSHIP TO OTHER LAWS.—Nothing in this  section 
shall be construed to limit any otherwise available immunity, privilege, or 
defense under any other provision of law. 

‘‘(i)  APPLICABILITY.—This  section  shall  apply  to  a  civil  action 
pending  on  or  filed  after  the  date  of  the  enactment  of  the  FISA 
Amendments Act of 2008.  

‘‘SEC. 803. PREEMPTION. 

‘‘(a) IN GENERAL.—No State shall have authority to— 

‘‘(1)  conduct  an  investigation  into  an  electronic  communication 
service provider’s alleged assistance to an element of the intelligence 
community; 

‘‘(2) require through regulation or any other means the disclosure 
of information about an electronic communication service provider’s 
alleged assistance to an element of the intelligence community; 

‘‘(3)  impose  any  administrative  sanction  on  an  electronic 
communication  service  provider  for  assistance  to  an  element  of  the 
intelligence community; or 
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‘‘(4) commence or maintain a civil  action or other proceeding to 
enforce  a  requirement  that  an  electronic  communication  service 
provider  disclose  information  concerning  alleged  assistance  to  an 
element of the intelligence community. 

‘‘(b) SUITS BY THE UNITED STATES.—The United States may bring 
suit to enforce the provisions of this section. 

‘‘(c)  JURISDICTION.—The district  courts of the United States shall 
have  jurisdiction  over  any civil  action  brought  by  the  United  States  to 
enforce the provisions of this section.

 ‘‘(d) APPLICATION.—This section shall apply to any investigation, 
action, or proceeding that is pending on or commenced after the date of the 
enactment of the FISA Amendments Act of 2008. 

‘‘SEC. 804. REPORTING. 

‘‘(a) SEMIANNUAL REPORT.—Not less frequently than once every 6 
months, the Attorney General shall, in a manner consistent with national 
security, the Rules of the House of Representatives, the Standing Rules of 
the  Senate,  and  Senate  Resolution  400  of  the  94th  Congress  or  any 
successor  Senate  resolution,  fully  inform  the  congressional  intelligence 
committees,  the  Committee  on  the  Judiciary  of  the  Senate,  and  the 
Committee on the Judiciary of the House of Representatives concerning the 
implementation of this title. 

‘‘TITLE VIII—PROTECTION OF PERSONS ASSISTING THE 
GOVERNMENT

‘‘Sec.  801.  Definitions.  ‘‘Sec.  802.  Procedures  for  implementing 
statutory defenses. ‘‘Sec. 803. Preemption. ‘‘Sec. 804. Reporting.’’. 
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TITLE III—REVIEW OF PREVIOUS ACTIONS

SEC. 301. REVIEW OF PREVIOUS ACTIONS. 

(a) DEFINITIONS.—In this section: 

(1)  APPROPRIATE  COMMITTEES  OF  CONGRESS.—The  term 
‘‘appropriate committees of Congress’’ means— 

(A) the Select Committee on Intelligence and the Committee on 
the Judiciary of the Senate; and 

(B)  the  Permanent  Select  Committee  on  Intelligence  and  the 
Committee on the Judiciary of the House of Representatives. 

(2)  FOREIGN  INTELLIGENCE  SURVEILLANCE  COURT.—The 
term  ‘‘Foreign  Intelligence  Surveillance Court’’  means  the  court 
established under section  103(a)  of  the  Foreign Intelligence  Surveillance 
Act of 1978 (50 U.S.C. 1803(a)). 

(3) PRESIDENT’S SURVEILLANCE PROGRAM AND PROGRAM.
— The terms ‘‘President’s Surveillance Program’’ and ‘‘Program’’ mean 
the intelligence activity involving communications that was authorized by 
the  President  during the  period  beginning  on September  11,  2001,  and 
ending  on January  17,  2007,  including  the  program referred to  by the 
President in a radio address on December 17, 2005 (commonly known as 
the Terrorist Surveillance Program). 

(b) REVIEWS.— 

(1) REQUIREMENT TO CONDUCT.—The Inspectors General of the 

Department  of  Justice,  the  Office  of  the  Director  of  National 
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Intelligence,  the  National  Security  Agency,  the  Department  of 
Defense, and any other element of the intelligence community that 
participated  in  the  President’s  Surveillance  Program,  shall 
complete a comprehensive review of, with respect to the oversight 
authority and responsibility of each such Inspector General— 

(A)  all  of  the  facts  necessary  to  describe  the  establishment, 
implementation, product, and use of the product of the Program; 

(B)  access  to  legal  reviews  of  the  Program  and  access  to 
information about the Program; 

(C) communications with, and participation of, individuals and 
entities in the private sector related to the Program …. 

                           

                                  Homeland Security Act of 2002

                                                  http://www.whitehouse.gov/deptofhomeland/bill/
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SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TITLE.—This Act may be cited as the ‘‘Homeland
Security Act of 2002.’’

(b) TABLE OF CONTENTS.—The table of contents for this Act
is as follows:

Sec. 1. Short title; table of contents.
Sec. 2. Definitions.
Sec. 3. Construction; severability.
Sec. 4. Effective date.

TITLE I—DEPARTMENT OF HOMELAND SECURITY

TITLE II—INFORMATION ANALYSIS AND INFRASTRUCTURE 
PROTECTION

TITLE III—SCIENCE AND TECHNOLOGY IN SUPPORT OF 
HOMELAND SECURITY

TITLE IV—DIRECTORATE OF BORDER AND TRANSPORTATION 
SECURITY

TITLE V—EMERGENCY PREPAREDNESS AND RESPONSE

TITLE VI—TREATMENT OF CHARITABLE TRUSTS FOR 
MEMBERS OF THE ARMED FORCES OF THE UNITED STATES AND 
OTHER GOVERNMENTAL ORGANIZATIONS

TITLE VII—MANAGEMENT

TITLE VIII—COORDINATION WITH NON-FEDERAL ENTITIES; 
INSPECTOR GENERAL; UNITED STATES SECRET SERVICE; 
COAST GUARD; GENERAL PROVISIONS
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TITLE IX—NATIONAL HOMELAND SECURITY COUNCIL

Sec. 901. National Homeland Security Council.
Sec. 902. Function.
Sec. 903. Membership.
Sec. 904. Other functions and activities.
Sec. 905. Staff composition.
Sec. 906. Relation to the National Security Council.

TITLE X—INFORMATION SECURITY

TITLE XI—DEPARTMENT OF JUSTICE DIVISIONS

TITLE XII—AIRLINE WAR RISK INSURANCE LEGISLATION

TITLE XIII—FEDERAL WORKFORCE IMPROVEMENT

TITLE XIV—ARMING PILOTS AGAINST TERRORISM

TITLE XV—TRANSITION

TITLE XVI—CORRECTIONS TO EXISTING LAW RELATING TO 
AIRLINE TRANSPORTATION SECURITY

TITLE XVII—CONFORMING AND TECHNICAL AMENDMENTS

SEC. 2. DEFINITIONS.

      Unless the context clearly indicates otherwise, the following shall
apply for purposes of this Act:

            (1) 'American homeland' or 'homeland' means the United States,
      in a geographic sense;

            (2) 'Assets' includes contracts, facilities, property, records,
      unobligated or unexpended balances of appropriations, and other funds
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      or resources (other than personnel);

            (3) 'Department' means the Department of Homeland Security;

            (4) 'Emergency response providers' includes Federal, State, and
      local government emergency public safety, law enforcement, emergency
      response, emergency medical, and related personnel, agencies, and
      authorities;

            (5) 'Executive agency' means an executive agency and a military
      department, as defined, respectively, in sections 105 and 102 of title
      5, United States Code;

            (6) 'Functions' includes authorities, powers, rights,
      privileges, immunities, programs, projects, activities, duties,
      responsibilities, and obligations;

            (7) 'Local government' has the meaning given in section 102(6)
      of the Robert T. Stafford Disaster Relief and Emergency Assistance
      Act, Pub. L. No. 93-288;

            (8) 'Major disaster' has the meaning given in section 102(2) of
      the Robert T. Stafford Disaster Relief and Emergency Assistance Act,
      Pub. L. No. 93-288;

            (9) 'Personnel' means officers and employees;

            (10) 'Secretary' means the Secretary of Homeland Security; and

            (11) 'United States', when used in a geographic sense, means any
      State (within the meaning of section 102(4) of the Robert T. Stafford
      Disaster Relief and Emergency Assistance Act, Pub. L. No. 93-288), any 
possession of the United States, and any waters within the 
      jurisdiction of the United States.

SEC. 3. CONSTRUCTION; SEVERABILITY.

      Any provision of this Act held to be invalid or unenforceable by its
terms, or as applied to any person or circumstance, shall be construed so
as to give it the maximum effect permitted by law, unless such holding
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shall be one of utter invalidity or unenforceability, in which event such
provision shall be deemed severable from this Act and shall not affect the
remainder thereof, or the application of such provision to other persons
not similarly situated or to other, dissimilar circumstances.

SEC. 4. EFFECTIVE DATE.

      This Act shall take effect thirty days after the date of enactment
or, if enacted within thirty days before January 1, 2003, on January 1,
2003.
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 (Treaties & Prisoners of War)   

   Geneva Convention As  to the Treatment of Prisoners of War

              [Third Geneva Convention]

Entry into force 21 October 1950

PART I  GENERAL PROVISIONS

Article 1 

The  High  Contracting  Parties  undertake  to  respect  and  to  ensure 
respect for the present Convention in all circumstances. 

Article 2 

In addition to the provisions which shall be implemented in peace time, 
the present Convention shall apply to all cases of declared war or of any 
other armed conflict  which may arise between two or more of the High 
Contracting Parties, even if the state of war is not recognized by one of 
them. 

The  Convention  shall  also  apply  to  all  cases  of  partial  or  total 
occupation of the territory of a High Contracting Party, even if the said 
occupation meets with no armed resistance. 

Although one of the Powers in conflict may not be a party to the present 
Convention, the Powers who are parties thereto shall remain bound by it in 
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their mutual relations. They shall furthermore be bound by the Convention 
in relation to the said Power, if the latter accepts and applies the provisions 
thereof. 

Article 3 

In the case of armed conflict not of an international character occurring 
in the territory of one of the High Contracting Parties, each party to the 
conflict shall be bound to apply, as a minimum, the following provisions: 

1. Persons taking no active part in the hostilities, including members of 
armed forces  who have laid down their  arms and those placed hors  de 
combat  by sickness,  wounds,  detention,  or  any  other  cause,  shall  in  all 
circumstances  be  treated  humanely,  without  any  adverse  distinction 
founded on race, colour, religion or faith, sex, birth or wealth, or any other 
similar criteria. 

To this end the following acts are and shall remain prohibited at any 
time  and  in  any  place  whatsoever  with  respect  to  the  above-mentioned 
persons: 

(a) Violence to life and person, in particular murder of all kinds, 
mutilation, cruel treatment and torture; 

(b) Taking of hostages; 

(c)  Outrages upon personal  dignity,  in particular,  humiliating 
and degrading treatment; 

(d) The passing of sentences and the carrying out of executions 
without previous judgment pronounced by a regularly constituted 
court affording all the judicial guarantees which are recognized as 
indispensable by civilized peoples. 
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2. The wounded and sick shall be collected and cared for. 

An impartial humanitarian body, such as the International Committee 
of the Red Cross, may offer its services to the Parties to the conflict. 

The Parties to the conflict should further endeavour to bring into force, 
by means of special agreements, all or part of the other provisions of the 
present Convention. 

The application of  the preceding provisions shall  not affect  the legal 
status of the Parties to the conflict. 

Article 4 

A. Prisoners of war, in the sense of the present Convention, are persons 
belonging to one of the following categories, who have fallen into the power 
of the enemy: 

1. Members of the armed forces of a Party to the conflict  as well as 
members of militias or volunteer corps forming part of such armed forces. 

2. Members of other militias  and members of other volunteer corps, 
including those of organized resistance movements, belonging to a Party to 
the conflict  and operating in or outside their own territory,  even if  this 
territory  is  occupied,  provided  that  such  militias  or  volunteer  corps, 
including  such  organized  resistance  movements,  fulfil  the  following 
conditions: 

(a) That of being commanded by a person responsible for his 
subordinates; 
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(b)  That  of  having  a  fixed  distinctive  sign  recognizable  at  a 
distance; 

(c) That of carrying arms openly; 

(d) That of conducting their operations in accordance with the laws and 
customs of war. 

3.  Members  of  regular  armed  forces  who  profess  allegiance  to  a 
government or an authority not recognized by the Detaining Power. 

4.  Persons  who accompany  the  armed forces  without  actually  being 
members thereof, such as civilian members of military aircraft crews, war 
correspondents, supply contractors, members of labour units or of services 
responsible for the welfare of the armed forces, provided that they have 
received authorization from the armed forces which they accompany, who 
shall  provide them for that purpose with an identity card similar to the 
annexed model. 

5. Members of crews, including masters, pilots and apprentices, of the 
merchant  marine  and  the  crews  of  civil  aircraft  of  the  Parties  to  the 
conflict, who do not benefit by more favourable treatment under any other 
provisions of international law. 

6. Inhabitants of a non-occupied territory, who on the approach of the 
enemy spontaneously take up arms to resist the invading forces, without 
having had time to form themselves into regular armed units,  provided 
they carry arms openly and respect the laws and customs of war. 

B. The following shall likewise be treated as prisoners of war under the 
present Convention: 
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1. Persons belonging,  or having belonged, to the armed forces of the 
occupied country, if the occupying Power considers it necessary by reason 
of such allegiance to intern them, even though it has originally liberated 
them while  hostilities were going on outside the territory it  occupies,  in 
particular where such persons have made an unsuccessful attempt to rejoin 
the armed forces to which they belong and which are engaged in combat, or 
where they fail to comply with a summons made to them with a view to 
internment. 

2. The persons belonging to one of the categories enumerated in the 
present  Article,  who  have  been  received  by  neutral  or  non-belligerent 
Powers on their territory and whom these Powers are required to intern 
under  international  law,  without  prejudice  to  any  more  favourable 
treatment which these Powers may choose to give and with the exception of 
Articles 8, 10, 15, 30, fifth paragraph, 58-67, 92, 126 and, where diplomatic 
relations exist between the Parties to the conflict and the neutral or non-
belligerent  Power  concerned,  those  Articles  concerning  the  Protecting 
Power. Where such diplomatic relations exist, the Parties to a conflict on 
whom these persons depend shall be allowed to perform towards them the 
functions  of  a Protecting Power as  provided in the  present  Convention, 
without prejudice to the functions which these Parties normally exercise in 
conformity with diplomatic and consular usage and treaties. 

C. This Article shall in no way affect the status of medical personnel 
and chaplains as provided for in Article 33 of the present Convention. 

Article 5 
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The present Convention shall apply to the persons referred to in Article 
4 from the time they fall into the power of the enemy and until their final 
release and repatriation. 

Should  any  doubt  arise  as  to  whether  persons,  having  committed  a 
belligerent act and having fallen into the hands of the enemy, belong to any 
of  the  categories  enumerated in Article  4,  such persons  shall  enjoy the 
protection of the present Convention until  such time as their  status has 
been determined by a competent tribunal. 

Article 6 

In addition to the agreements expressly provided for in Articles 10, 23, 
28, 33, 60, 65, 66, 67, 72, 73, 75, 109, 110, 118, 119, 122 and 132, the High 
Contracting Parties may conclude other special agreements for all matters 
concerning which they may deem it suitable to make separate provision. No 
special agreement shall adversely affect the situation of prisoners of war, as 
defined by the present Convention, nor restrict the rights which it confers 
upon them. 

Prisoners of war shall continue to have the benefit of such agreements 
as  long  as  the  Convention  is  applicable  to  them,  except  where  express 
provisions to the contrary are contained in the aforesaid or in subsequent 
agreements,  or  where  more  favourable  measures  have  been taken with 
regard to them by one or other of the Parties to the conflict. 

Article 7 

Prisoners  of  war  may  in  no  circumstances  renounce  in  part  or  in 
entirety the rights secured to them by the present Convention, and by the 
special agreements referred to in the foregoing Article, if such there be. 

Article 8 
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The  present  Convention  shall  be  applied  with  the  cooperation  and 
under the scrutiny of the Protecting Powers whose duty it is to safeguard 
the interests of the Parties to the conflict. For this purpose, the Protecting 
Powers  may  appoint,  apart  from  their  diplomatic  or  consular  staff, 
delegates  from  amongst  their  own  nationals  or  the  nationals  of  other 
neutral Powers. The said delegates shall be subject to the approval of the 
Power with which they are to carry out their duties. 

The Parties to the conflict shall facilitate to the greatest extent possible 
the task of the representatives or delegates of the Protecting Powers. 

The representatives or delegates of the Protecting Powers shall not in 
any case exceed their mission under the present Convention. They shall, in 
particular, take account of the imperative necessities of security of the State 
wherein they carry out their duties. 

Article 9 

The provisions of the present Convention constitute no obstacle to the 
humanitarian  activities  which  the  International  Committee  of  the  Red 
Cross or any other impartial humanitarian organization may, subject to the 
consent  of  the  Parties  to  the  conflict  concerned,  undertake  for  the 
protection of prisoners of war and for their relief. 

Article 10 

The High Contracting Parties may at any time agree to entrust to an 
organization which offers all  guarantees of impartiality  and efficacy the 
duties  incumbent  on  the  Protecting  Powers  by  virtue  of  the  present 
Convention. 

When prisoners of war do not benefit or cease to benefit, no matter for 
what reason, by the activities of a Protecting Power or of an organization 
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provided  for  in  the  first  paragraph  above,  the  Detaining  Power  shall 
request a neutral State, or such an organization, to undertake the functions 
performed under the present Convention by a Protecting Power designated 
by the Parties to a conflict. 

If protection cannot be arranged accordingly, the Detaining Power shall 
request or shall accept, subject to the provisions of this Article, the offer of 
the  services  of  a  humanitarian  organization,  such  as  the  International 
Committee  of  the  Red  Cross,  to  assume  the  humanitarian  functions 
performed by Protecting Powers under the present Convention. 

Any neutral Power or any organization invited by the Power concerned 
or offering itself for these purposes, shall be required to act with a sense of 
responsibility towards the Party to the conflict on which persons protected 
by  the  present  Convention  depend,  and  shall  be  required  to  furnish 
sufficient assurances that it is in a position to undertake the appropriate 
functions and to discharge them impartially. 

No derogation from the preceding provisions shall be made by special 
agreements between Powers one of which is restricted, even temporarily, in 
its  freedom to negotiate with the other Power or its  allies  by reason of 
military events, more particularly where the whole, or a substantial part, of 
the territory of the said Power is occupied. 

Whenever in the present Convention mention is made of a Protecting 
Power, such mention applies to substitute organizations in the sense of the 
present Article. 

PART II  GENERAL PROTECTION OF PRISONERS OF WAR

Article 12 
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Prisoners of war are in the hands of the enemy Power, but not of the 
individuals or military units who have captured them. Irrespective of the 
individual  responsibilities  that  may  exist,  the  Detaining  Power  is 
responsible for the treatment given them. 

Prisoners of war may only be transferred by the Detaining Power to a 
Power which is a party to the Convention and after the Detaining Power 
has satisfied itself of the willingness and ability of such transferee Power to 
apply the Convention. When prisoners of war are transferred under such 
circumstances, responsibility for the application of the Convention rests on 
the Power accepting them while they are in its custody. 

Nevertheless  if  that  Power  fails  to  carry  out  the  provisions  of  the 
Convention in any important respect, the Power by whom the prisoners of 
war were transferred shall, upon being notified by the Protecting Power, 
take effective measures to correct the situation or shall request the return 
of the prisoners of war. Such requests must be complied with. 

Article 13 

Prisoners of war must at all times be humanely treated. Any unlawful 
act  or  omission  by  the  Detaining  Power  causing  death  or  seriously 
endangering the health of a prisoner of war in its custody is prohibited, and 
will  be  regarded  as  a  serious  breach  of  the  present  Convention.  In 
particular, no prisoner of war may be subjected to physical mutilation or to 
medical or scientific experiments of any kind which are not justified by the 
medical, dental or hospital treatment of the prisoner concerned and carried 
out in his interest. 

Likewise, prisoners of war must at all times be protected, particularly 
against  acts  of  violence  or  intimidation  and  against  insults  and  public 
curiosity. 

Measures of reprisal against prisoners of war are prohibited. 
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Article 14 

Prisoners of war are entitled in all circumstances to respect for their 
persons and their honour. Women shall be treated with all the regard due 
to their sex and shall in all cases benefit by treatment as favourable as that 
granted to men. Prisoners of war shall retain the full civil capacity which 
they enjoyed at the time of their capture. The Detaining Power may not 
restrict the exercise, either within or without its own territory, of the rights 
such capacity confers except in so far as the captivity requires. 

SECTION VI RELATIONS BETWEEN PRISONERS OF WAR AND 
THE AUTHORITIES 

Chapter I

COMPLAINTS OF PRISONERS OF WAR

RESPECTING THE CONDITIONS OF CAPTIVITY

Article 78 

Prisoners of war shall  have the right to make known to the military 
authorities in whose power they are, their requests regarding the conditions 
of captivity to which they are subjected. 

They  shall  also  have  the  unrestricted  right  to  apply  to  the 
representatives  of  the  Protecting Powers  either  through  their  prisoners' 
representative or,  if  they consider it  necessary,  direct,  in order to draw 
their attention to any points on which they may have complaints to make 
regarding their conditions of captivity. 
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These requests and complaints shall not be limited nor considered to be 
a part of the correspondence quota referred to in Article 71. They must be 
transmitted immediately. Even if they are recognized to be unfounded, they 
may not give rise to any punishment. 

Prisoners' representatives may send periodic reports on the situation in 
the camps and the needs of the prisoners of war to the representatives of 
the Protecting Powers. 

Chapter III PENAL AND DISCIPLINARY SANCTIONS

I. General provisions 

Article 82 

A prisoner of war shall be subject to the laws, regulations and orders in 
force in the armed forces of the Detaining Power; the Detaining Power shall 
be justified in taking judicial  or disciplinary measures in respect of any 
offence committed by a prisoner of war against such laws, regulations or 
orders. However, no proceedings or punishments contrary to the provisions 
of this Chapter shall be allowed. 

If any law, regulation or order of the Detaining Power shall declare acts 
committed by a prisoner of war to be punishable, whereas the same acts 
would not be punishable if committed by a member of the forces of the 
Detaining Power, such acts shall entail disciplinary punishments only. 

Article 83 

In deciding whether proceedings in respect of an offence alleged to have 
been committed by a prisoner of war shall be judicial or disciplinary, the 
Detaining Power shall  ensure that the competent authorities exercise the 
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greatest  leniency and adopt,  wherever possible,  disciplinary rather  than 
judicial measures. 

Article 84 

A prisoner of war shall  be tried only by a military court,  unless the 
existing laws of the Detaining Power expressly permit the civil courts to try 
a member of the armed forces of the Detaining Power in respect of the 
particular offence alleged to have been committed by the prisoner of war. 

In no circumstances whatever shall a prisoner of war be tried by a court 
of any kind which does not offer the essential guarantees of independence 
and impartiality as generally recognized, and, in particular, the procedure 
of  which  does  not  afford  the  accused  the  rights  and  means  of  defence 
provided for in Article 105. 

Article 85 

Prisoners of war prosecuted under the laws of the Detaining Power for 
acts committed prior to capture shall retain, even if convicted, the benefits 
of the present Convention. 

Article 86 

No prisoner of war may be punished more than once for the same act, 
or on the same charge. 

Article 87 

Prisoners of war may not be sentenced by the military authorities and 
courts of the Detaining Power to any penalties except those provided for in 
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respect  of  members  of  the  armed  forces  of  the  said  Power  who  have 
committed the same acts. 

When  fixing  the  penalty,  the  courts  or  authorities  of  the  Detaining 
Power shall take into consideration, to the widest extent possible, the fact 
that the accused, not being a national of the Detaining Power, is not bound 
to it by any duty of allegiance, and that he is in its power as the result of 
circumstances independent of his own will. The said courts or authorities 
shall be at liberty to reduce the penalty provided for the violation of which 
the prisoner of war is accused, and shall therefore not be bound to apply 
the minimum penalty prescribed. 

Collective  punishment  for  individual  acts,  corporal  punishments, 
imprisonment in premises without daylight and, in general,  any form of 
torture or cruelty, are forbidden. 

No  prisoner  of  war  may  be  deprived  of  his  rank  by  the  Detaining 
Power, or prevented from wearing his badges. 

III. Judicial proceedings 

Article 99 

No prisoner of war may be tried or sentenced for an act which is not 
forbidden by the law of the Detaining Power or by international law, in 
force at the time they said act was committed. 

No moral or physical coercion may be exerted on a prisoner of war in 
order  to  induce  him to  admit  himself  guilty  of  the  act  of  which  he  is 
accused. 
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No  prisoner  of  war  may  be  convicted  without  having  had  an 
opportunity  to  present  his  defence  and  the  assistance  of  a  qualified 
advocate or counsel. 

Article 100 

Prisoners of war and the Protecting Powers shall be informed as soon as 
possible of the offences which are punishable by the death sentence under 
the laws of the Detaining Power. 

Other offences shall  not thereafter be made punishable by the death 
penalty without the concurrence of the Power upon which the prisoners of 
war depend. 

The death sentence cannot be pronounced on a prisoner of war unless 
the  attention  of  the  court  has,  in  accordance  with  Article  87,  second 
paragraph, been particularly called to the fact that since the accused is not 
a national of the Detaining Power, he is not bound to it by any duty of 
allegiance,  and  that  he  is  in  its  power  as  the  result  of  circumstances 
independent of his own will. 

Article 101 

If the death penalty is pronounced on a prisoner of war, the sentence 
shall not be executed before the expiration of a period of at least six months 
from the date when the Protecting Power receives, at an indicated address, 
the detailed communication provided for in Article 107. 

Article 102 

A prisoner of war can be validly sentenced only if the sentence has been 
pronounced by the same courts according to the same procedure as in the 

294 | Page



Sourcebook of Cases, Laws, Treaties & Documents

case  of  members  of  the  armed  forces  of  the  Detaining  Power,  and  if, 
furthermore, the provisions of the present Chapter have been observed. 

Article 103 

Judicial investigations relating to a prisoner of war shall be conducted 
as rapidly as circumstances permit and so that his trial shall take place as 
soon as possible. A prisoner of war shall not be confined while awaiting 
trial unless a member of the armed forces of the Detaining Power would be 
so confined if he were accused of a similar offence, or if it is essential to do 
so  in  the  interests  of  national  security.  In  no  circumstances  shall  this 
confinement exceed three months. 

Any period spent by a prisoner of war in confinement awaiting trial 
shall be deducted from any sentence of imprisonment passed upon him and 
taken into account in fixing any penalty. 

The provisions of Articles 97 and 98 of this Chapter shall apply to a 
prisoner of war whilst in confinement awaiting trial. 

Article 106 

Every prisoner of war shall have, in the same manner as the members 
of the armed forces of the Detaining Power, the right of appeal or petition 
from any sentence pronounced upon him, with a view to the quashing or 
revising of  the  sentence  or  the  reopening of  the  trial.  He shall  be  fully 
informed of  his  right  to appeal  or petition and of  the time limit  within 
which he may do so. 

Article 107 

Any judgment and sentence pronounced upon a prisoner of war shall be 
immediately reported to the Protecting Power in the form of a summary 
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communication, which shall also indicate whether he has the right of appeal 
with a view to the quashing of the sentence or the reopening of the trial. 
This communication shall likewise be sent to the prisoners' representative 
concerned. It shall also be sent to the accused prisoner of war in a language 
he understands, if the sentence was not pronounced in his presence. The 
Detaining  Power  shall  also  immediately  communicate  to  the  Protecting 
Power the decision of the prisoner of war to use or to waive his right of 
appeal. 

Furthermore, if a prisoner of war is finally convicted or if a sentence 
pronounced on a prisoner of war in the first instance is a death sentence, 
the  Detaining Power shall  as  soon as  possible  address  to the Protecting 
Power a detailed communication containing: 

1. The precise wording of the finding and sentence; 

2.  A summarized report  of  any preliminary investigation and of  the 
trial,  emphasizing in particular  the elements  of  the prosecution and the 
defence; 

3.  Notification,  where  applicable,  of  the  establishment  where  the 
sentence will be served. 

The communications provided for in the foregoing subparagraphs shall 
be sent to the Protecting Power at the address previously made known to 
the Detaining Power. 

Article 108 

Sentences  pronounced  on  prisoners  of  war  after  a  conviction  has 
become duly enforceable, shall be served in the same establishments and 
under the same conditions as in the case of members of the armed forces of 
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the  Detaining Power.  These conditions  shall  in  all  cases conform to the 
requirements of health and humanity. 

A  woman  prisoner  of  war  on  whom  such  a  sentence  has  been 
pronounced shall be confined in separate quarters and shall be under the 
supervision of women. 

In any case, prisoners of war sentenced to a penalty depriving them of 
their liberty shall retain the benefit of the provisions of Articles 78 and 126 
of the present Convention. Furthermore, they shall be entitled to receive 
and despatch correspondence, to receive at least one relief parcel monthly, 
to take regular exercise in the open air, to have the medical care required 
by  their  state  of  health,  and  the  spiritual  assistance  they  may  desire. 
Penalties to which they may be subjected shall be in accordance with the 
provisions of Article 87, third paragraph. 

PART VI  EXECUTION OF THE CONVENTION

SECTION I  GENERAL PROVISIONS 

Article 126 

Representatives  or  delegates  of  the  Protecting  Powers  shall  have 
permission to go to all places where prisoners of war may be, particularly 
to places of internment, imprisonment and labour, and shall have access to 
all premises occupied by prisoners of war; they shall also be allowed to go 
to the places of departure, passage and arrival of prisoners who are being 
transferred. They shall be able to interview the prisoners, and in particular 
the  prisoners'  representatives,  without  witnesses,  either  personally  or 
through an interpreter. 

Representatives and delegates of the Protecting Powers shall have full 
liberty to select the places they wish to visit. The duration and frequency of 
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these visits shall not be restricted. Visits may not be prohibited except for 
reasons of imperative military necessity, and then only as an exceptional 
and temporary measure. 

The Detaining Power and the Power on which the said prisoners of war 
depend may agree, if necessary, that compatriots of these prisoners of war 
be permitted to participate in the visits. 

The delegates of the International Committee of the Red Cross shall 
enjoy the same prerogatives. The appointment of such delegates shall  be 
submitted to the approval of the Power detaining the prisoners of war to be 
visited. 

Article 127 

The High Contracting Parties undertake, in time of peace as in time of 
war, to disseminate the text of the present Convention as widely as possible 
in their respective countries, and, in particular, to include the study thereof 
in their programmes of military and, if possible, civil instruction, so that 
the principles thereof may become known to all their armed forces and to 
the entire population. 

Any  military  or  other  authorities,  who  in  time  of  war  assume 
responsibilities in respect of prisoners of war, must possess the text of the 
Convention and be specially instructed as to its provisions. 

Article 128 

The  High  Contracting  Parties  shall  communicate  to  one  another 
through  the  Swiss  Federal  Council  and,  during  hostilities,  through  the 
Protecting Powers, the official  translations of the present Convention, as 
well  as  the  laws  and  regulations  which  they  may  adopt  to  ensure  the 
application thereof. 
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Article 129 

The  High  Contracting  Parties  undertake  to  enact  any  legislation 
necessary to provide effective penal sanctions for persons committing, or 
ordering  to  be  committed,  any  of  the  grave  breaches  of  the  present 
Convention defined in the following Article. 

Each High Contracting Party shall be under the obligation to search for 
persons alleged to have committed, or to have ordered to be committed, 
such  grave  breaches,  and  shall  bring  such  persons,  regardless  of  their 
nationality,  before  its  own  courts.  It  may  also,  if  it  prefers,  and  in 
accordance with the provisions of its own legislation, hand such persons 
over for trial to another High Contracting Party concerned, provided such 
High Contracting Party has made out a prima facie case. 

Each  High  Contracting  Party  shall  take  measures  necessary for  the 
suppression of all acts contrary to the provisions of the present Convention 
other than the grave breaches defined in the following Article. 

In all circumstances, the accused persons shall benefit by safeguards of 
proper trial  and defence,  which shall  not  be  less  favourable  than those 
provided by Article 105 and those following of the present Convention. 

Article 130 

Grave breaches to which the preceding Article  relates shall  be those 
involving  any  of  the  following  acts,  if  committed  against  persons  or 
property protected by the Convention: wilful killing, torture or inhuman 
treatment, including biological experiments, wilfully causing great suffering 
or serious injury to body or health, compelling a prisoner of war to serve in 
the forces of the hostile Power, or wilfully depriving a prisoner of war of 
the rights of fair and regular trial prescribed in this Convention. 
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Article 131 

No High Contracting Party shall  be allowed to absolve itself  or any 
other  High  Contracting  Party  of  any  liability  incurred  by  itself  or  by 
another High Contracting Party in respect of breaches referred to in the 
preceding Article. 

Article 132 

At the request of a Party to the conflict, an enquiry shall be instituted, 
in a manner to be decided between the interested Parties, concerning any 
alleged violation of the Convention. 

If  agreement has not been reached concerning the procedure for the 
enquiry,  the  Parties  should  agree  on  the  choice  of  an  umpire  who will 
decide upon the procedure to be followed. 

Once the violation has been established, the Parties to the conflict shall 
put an end to it and shall repress it with the least possible delay. 
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 (Treaties and Armed Forces)

        Geneva Convention (I)

The Amelioration of the Condition of the Wounded  and Sick in 
Armed Forces in the Field. Geneva.

         (12 August 1949)

     http://www.icrc.org/ihl.nsf/7c4d08d9b287a42141256739003e636b/fe20c3d903ce27e3c125641e004a92f3

The  undersigned  Plenipotentiaries  of  the  Governments  represented  at  
the  Diplomatic  Conference  held  at  Geneva  from April  21  to  August  12,  
1949, for the purpose of revising the Geneva Convention for the Relief of  
the Wounded and Sick in Armies in the Field of July 27, 1929, have agreed  
as follows:

Chapter I. General Provisions

Art 1. The High Contracting Parties undertake to respect and to ensure 
respect for the present Convention in all circumstances.

Art.  2.  In  addition  to  the  provisions  which shall  be  implemented in 
peacetime, the present Convention shall apply to all cases of declared war 
or of any other armed conflict which may arise between two or more of the 
High Contracting Parties, even if the state of war is not recognized by one 
of them.

The  Convention  shall  also  apply  to  all  cases  of  partial  or  total 
occupation of the territory of a High Contracting Party, even if the said 
occupation meets with no armed resistance.
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Although one of the Powers in conflict may not be a party to the present 
Convention, the Powers who are parties thereto shall remain bound by it in 
their mutual relations. They shall furthermore be bound by the Convention 
in relation to the said Power, if the latter accepts and applies the provisions 
thereof.

Art. 3. In the case of armed conflict not of an international character 
occurring  in the  territory  of  one  of  the  High Contracting  Parties,  each 
Party to the conflict shall be bound to apply, as a minimum, the following 
provisions:

(1) Persons taking no active part in the hostilities, including members of 
armed forces  who have laid down their  arms and those placed hors  de 
combat  by sickness,  wounds,  detention,  or  any  other  cause,  shall  in  all 
circumstances  be  treated  humanely,  without  any  adverse  distinction 
founded on race, colour, religion or faith, sex, birth or wealth, or any other 
similar criteria.

To this end, the following acts are and shall remain prohibited at any 
time  and  in  any  place  whatsoever  with  respect  to  the  above-mentioned 
persons:

(a) violence to life and person, in particular murder of all kinds, 
mutilation, cruel treatment and torture;

(b) taking of hostages;

(c) outrages upon personal dignity, in particular humiliating and 
degrading treatment;

(d) the passing of sentences and the carrying out of executions 
without previous judgement pronounced by a regularly constituted 
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court, affording all the judicial guarantees which are recognized as 
indispensable by civilized peoples.

(2) The wounded and sick shall be collected and cared for.

An impartial humanitarian body, such as the International Committee 
of the Red Cross, may offer its services to the Parties to the conflict.

The Parties to the conflict should further endeavour to bring into force, 
by means of special agreements, all or part of the other provisions of the 
present Convention.

The application of  the preceding provisions shall  not affect  the legal 
status of the Parties to the conflict.

Art.  4.  Neutral  Powers  shall  apply  by analogy  the  provisions  of  the 
present  Convention  to  the  wounded  and  sick,  and  to  members  of  the 
medical personnel and to chaplains of the armed forces of the Parties to the 
conflict, received or interned in their territory, as well as to dead persons 
found.

Art. 5. For the protected persons who have fallen into the hands of the 
enemy, the present Convention shall apply until their final repatriation.

Art. 6. In addition to the agreements expressly provided for in Articles 
10, 15, 23, 28, 31, 36, 37 and 52, the High Contracting Parties may conclude 
other special agreements for all matters concerning which they may deem it 
suitable to make separate provision. No special agreement shall adversely 
affect the situation of the wounded and sick, of members of the medical 
personnel  or  of  chaplains,  as  defined  by  the  present  Convention,  nor 
restrict the rights which it confers upon them.
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Wounded and sick, as well as medical personnel and chaplains, shall 
continue to have the benefit of such agreements as long as the Convention is 
applicable  to them, except where express provisions to the contrary are 
contained in the aforesaid or in subsequent agreements,  or where more 
favourable measures have been taken j with regard to them by one or other 
of the Parties to the conflict.

Art. 7. Wounded and sick, as well as members of the medical personnel 
and chaplains, may in no circumstances renounce in part or in entirety the 
rights  secured  to  them by  the  present  Convention,  and  by  the  special 
agreements referred to in the foregoing Article, if such there be.

Art. 8. The present Convention shall be applied with the cooperation 
and  under  the  scrutiny  of  the  Protecting  Powers  whose  duty  it  is  to 
safeguard the interests of the Parties to the conflict. For this purpose, the 
Protecting Powers may appoint, apart from their diplomatic or consular 
staff, delegates from amongst their own nationals or the nationals of other 
neutral Powers. The said delegates shall be subject to the approval of the 
Power with which they are to carry out their duties.

The Parties to the conflict shall facilitate to the greatest extent possible, 
the task of the representatives or delegates of the Protecting Powers.

The representatives or delegates of the Protecting Powers shall not in 
any case exceed their mission under the present Convention. They shall, in 
particular, take account of the imperative necessities of security of the State 
wherein they carry out their duties. Their activities shall only be restricted 
as an exceptional and temporary measure when this is rendered necessary 
by imperative military necessities.

Art. 9. The provisions of the present Convention constitute no obstacle 
to the humanitarian activities which the International  Committee of  the 
Red Cross or any other impartial humanitarian organization may, subject 
to the consent of the Parties to the conflict concerned, undertake for the 
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protection of wounded and sick, medical personnel and chaplains, and for 
their relief.

Art. 10. The High Contracting Parties may at any time agree to entrust 
to an organization which offers all guarantees of impartiality and efficacy 
the duties incumbent on the Protecting Powers by virtue of the present 
Convention.

When wounded and sick, or medical personnel and chaplains do not 
benefit or cease to benefit, no matter for what reason, by the activities of a 
Protecting Power or of an organization provided for in the first paragraph 
above,  the  Detaining  Power  shall  request  a  neutral  State,  or  such  an 
organization,  to  undertake  the  functions  performed  under  the  present 
Convention by a Protecting Power designated by the Parties to a conflict.

If protection cannot be arranged accordingly, the Detaining Power shall 
request or shall accept, subject to the provisions of this Article, the offer of 
the  services  of  a  humanitarian  organization,  such  as  the  International 
Committee  of  the  Red  Cross,  to  assume  the  humanitarian  functions 
performed by Protecting Powers under the present Convention.

Any neutral Power, or any organization invited by the Power concerned 
or offering itself for these purposes, shall be required to act with a sense of 
responsibility towards the Party to the conflict on which persons protected 
by  the  present  Convention  depend,  and  shall  be  required  to  furnish 
sufficient assurances that it is in a position to undertake the appropriate 
functions and to discharge them impartially.

No derogation from the preceding provisions shall be made by special 
agreements between Powers one of which is restricted, even temporarily, in 
its  freedom to negotiate with the other Power or its  allies  by reason of 
military events, more particularly where the whole, or a substantial part, of 
the territory of the said Power is occupied.
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Whenever, in the present Convention, mention is made of a Protecting 
Power, such mention also applies to substitute organizations in the sense of 
the present Article.

Art.  11.  In  cases  where  they  deem  it  advisable  in  the  interest  of 
protected  persons,  particularly  in  cases  of  disagreement  between  the 
Parties  to  the  conflict  as  to  the  application  or  interpretation  of  the 
provisions of the present Convention, the Protecting Powers shall lend their 
good offices with a view to settling the disagreement.

For  this  purpose,  each  of  the  Protecting  Powers  may,  either  at  the 
invitation of one Party or on its own initiative, propose to the Parties to the 
conflict a meeting of their representatives, in particular of the authorities 
responsible for the wounded and sick, members of medical personnel and 
chaplains, possibly on neutral territory suitably chosen. The Parties to the 
conflict shall be bound to give effect to the proposals made to them for this 
purpose. The Protecting Powers may, if necessary, propose for approval by 
the  Parties  to  the  conflict,  a  person  belonging  to  a  neutral  Power  or 
delegated by the International Committee of the Red Cross, who shall be 
invited to take part in such a meeting

Chapter VIII. Execution of the Convention

Art. 45. Each Party to the conflict, acting through its Commanders-in-
Chief,  shall  ensure the detailed execution of  the preceding Articles,  and 
provide for unforeseen cases, in conformity with the general principles of 
the present Convention.

Art.  46.  Reprisals  against  the wounded,  sick,  personnel,  buildings  or 
equipment protected by the Convention are prohibited.

Art. 47. The High Contracting Parties undertake, in time of peace as in 
time of war, to disseminate the text of the present Convention as widely as 
possible  in  their  respective  countries,  and,  in  particular,  to  include  the 
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study  thereof  in  their  programmes  of  military  and,  if  possible,  civil 
instruction, so that the principles thereof may become known to the entire 
population,  in  particular  to  the  armed  fighting  forces,  the  medical 
personnel and the chaplains.

Art.  48.  The  High  Contracting  Parties  shall  communicate  to  one 
another through the Swiss Federal Council and, during hostilities, through 
the Protecting Powers, the official translations of the present Convention, 
as well as the laws and regulations which they may adopt to ensure the 
application thereof.

Final Provisions

Art. 55. The present Convention is established in English and in French. 
Both texts are equally authentic.

The Swiss Federal Council shall arrange for official translations of the 
Convention to be made in the Russian and Spanish languages.

Art. 56. The present Convention, which bears the date of this day, is 
open  to  signature  until  12  February  1950,  in  the  name  of  the  Powers 
represented at the Conference which opened at Geneva on 21 April 1949; 
furthermore, by Powers not represented at that Conference but which are 
Parties to the Geneva Conventions of 1864, 1906 or 1929 for the Relief of 
the Wounded and Sick in Armies in the Field.

Art. 57. The present Convention shall be ratified as soon as possible and 
the ratifications shall be deposited at Berne. A record shall be drawn up of 
the deposit  of each instrument of ratification and certified copies of this 
record shall be transmitted by the Swiss Federal Council to all the Powers 
in whose name the Convention has been signed,  or whose accession has 
been notified.
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Art. 58. The present Convention shall come into force six months after 
not less than two instruments of ratification have been deposited.

Thereafter, it shall come into force for each High Contracting Party six 
months after the deposit of the instrument of ratification.

Art. 59. The present Convention replaces the Conventions of 22 August 
1864,  6  July  1906,  and  27  July  1929,  in  relations  between  the  High 
Contracting Parties.

Art. 60. From the date of its coming into force, it shall be open to any 
Power  in  whose  name  the  present  Convention  has  not  been  signed,  to 
accede to this Convention.

Art.  61.  Accessions  shall  be  notified in writing  to the  Swiss  Federal 
Council, and shall take effect six months after the date on which they are 
received.

The Swiss Federal Council shall communicate the accessions to all the 
Powers in whose name the Convention has been signed, or whose accession 
has been notified.

Art.  62.  The  situations  provided  for  in  Articles  2  and  3  shall  give 
immediate effect to ratifications deposited and accessions notified by the 
Parties  to  the  conflict  before  or  after  the  beginning  of  hostilities  or 
occupation. The Swiss Federal Council shall communicate by the quickest 
method any ratifications or accessions received from Parties to the conflict.

Art.  63.  Each of  the  High Contracting  Parties  shall  be  at  liberty  to 
denounce the present Convention.
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The  denunciation  shall  be  notified  in  writing  to  the  Swiss  Federal 
Council,  which  shall  transmit  it  to  the  Governments  of  all  the  High 
Contracting Parties.

The denunciation shall take effect one year after the notification thereof 
has been made to the Swiss Federal Council. However, a denunciation of 
which notification has been made at a time when the denouncing Power is 
involved in a conflict shall not take effect until peace has been concluded, 
and until after operations connected with release and repatriation of the 
persons protected by the present Convention have been terminated.

The denunciation shall  have effect only in respect  of the denouncing 
Power. It shall in no way impair the obligations which the Parties to the 
conflict shall remain bound to fulfil by virtue of the principles of the law of 
nations, as they result from the usages established among civilized peoples, 
from the laws of humanity and the dictates of the public conscience.

Art.  64.  The  Swiss  Federal  Council  shall  register  the  present 
Convention with the Secretariat of the United Nations. The Swiss Federal 
Council  shall  also  inform  the  Secretariat  of  the  United  Nations  of  all 
ratifications, accessions and denunciations received by it with respect to the 
present Convention.

In witness whereof the undersigned, having deposited their respective 
full powers, have signed the present Convention.

Page | 309



U.S. National Security Law

 (War crimes & no Statute of Limitations)

Convention on the Non-Applicability of Statutory Limitations 
to War Crimes and Crimes Against Humanity

Entry into force: 11 November 1970, in accordance with article VIII

http://www2.ohchr.org/english/law/warcrimes.htm

Preamble 

The States Parties to the present Convention , 

Recalling resolutions of the General Assembly of the United Nations 3 
(I) of 13 February 1946 and 170 (II) of 31 October 1947 on the extradition 
and punishment of war criminals, resolution 95 (I) of 11 December 1946 
affirming the principles of international law recognized by the Charter of 
the International Military Tribunal, Nürnberg, and the judgement of the 
Tribunal, and resolutions 2184 (XXI) of 12 December 1966 and 2202 (XXI) 
of  16  December  1966  which  expressly  condemned  as  crimes  against 
humanity  the  violation  of  the  economic  and  political  rights  of  the 
indigenous population on the one hand and the policies of apartheid on the 
other, 

Recalling resolutions of the Economic and Social Council of the United 
Nations 1074 D (XXXIX) of 28 July 1965 and 1158 (XLI) of 5 August 1966 
on the punishment of war criminals and of persons who have committed 
crimes against humanity, 

Noting that none of the solemn declarations, instruments or conventions 
relating  to  the  prosecution  and  punishment  of  war  crimes  and  crimes 
against humanity made provision for a period of limitation, 
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Considering that war crimes and crimes against humanity are among 
the gravest crimes in international law, 

Convinced  that  the  effective  punishment  of  war  crimes  and  crimes 
against humanity is an important element in the prevention of such crimes, 
the  protection  of  human  rights  and  fundamental  freedoms,  the 
encouragement  of  confidence,  the  furtherance  of  co-operation  among 
peoples and the promotion of international peace and security, 

Noting that the application to war crimes and crimes against humanity 
of  the  rules  of  municipal  law  relating  to  the  period  of  limitation  for 
ordinary crimes is  a matter of  serious concern to world public  opinion, 
since it prevents the prosecution and punishment of persons responsible for 
those crimes, 

Recognizing that it is necessary and timely to affirm in international 
law,  through  this  Convention,  the  principle  that  there  is  no  period  of 
limitation for war crimes and crimes against humanity, and to secure its 
universal application, 

Have agreed as follows: 

Article I 

No statutory limitation shall apply to the following crimes, irrespective 
of the date of their commission: 

(  a  ) War  crimes  as  they  are  defined  in  the  Charter  of  the 
International  Military Tribunal,  Nürnberg,  of 8 August 1945 and 
confirmed by resolutions 3 (I) of 13 February 1946 and 95 (I) of 11 
December  1946  of  the  General  Assembly  of  the  United  Nations, 
particularly  the  "grave  breaches"  enumerated  in  the  Geneva 
Conventions of 12 August 1949 for the protection of war victims; 
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( b ) Crimes against humanity whether committed in time of war 
or  in  time  of  peace  as  they  are  defined  in  the  Charter  of  the 
International  Military Tribunal,  Nürnberg,  of 8 August 1945 and 
confirmed by resolutions 3 (I) of 13 February 1946 and 95 (I) of 11 
December  1946  of  the  General  Assembly  of  the  United  Nations, 
eviction by armed attack or occupation and inhuman acts resulting 
from the policy of apartheid , and the crime of genocide as defined 
in the 1948 Convention on the Prevention and Punishment of the 
Crime of Genocide, even if such acts do not constitute a violation of 
the domestic law of the country in which they were committed. 

Article II 

If any of the crimes mentioned in article I is committed, the provisions 
of this Convention shall apply to representatives of the State authority and 
private individuals who, as principals or accomplices, participate in or who 
directly  incite  others  to the commission of  any of  those  crimes,  or who 
conspire to commit them, irrespective of the degree of completion, and to 
representatives of the State authority who tolerate their commission. 

Article III 

The States Parties to the present Convention undertake to adopt  all 
necessary  domestic  measures,  legislative  or  otherwise,  with  a  view  to 
making possible the extradition, in accordance with international law, of 
the persons referred to in article II of this Convention. 

Article IV 

The States Parties to the present Convention undertake to adopt,  in 
accordance with their respective constitutional processes, any legislative or 
other measures necessary to ensure that statutory or other limitations shall 
not apply to the prosecution and punishment of the crimes referred to in 
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articles  I  and  II  of  this  Convention  and  that,  where  they  exist,  such 
limitations shall be abolished. 

Article V 

This Convention shall, until 31 December 1969, be open for signature 
by  any  State  Member  of  the  United  Nations  or  member  of  any  of  its 
specialized agencies or of the International Atomic Energy Agency, by any 
State Party to the Statute of the International Court of Justice, and by any 
other State which has been invited by the General Assembly of the United 
Nations to become a Party to this Convention. 

Article VI 

This Convention is subject to ratification.  Instruments of ratification 
shall be deposited with the Secretary-General of the United Nations. 

Article VII 

This Convention shall be open to accession by any State referred to in 
article V. Instruments of accession shall be deposited with the Secretary-
General of the United Nations. 

Article VIII 

1. This Convention shall  enter into force  on the ninetieth day 
after  the  date  of  the  deposit  with  the  Secretary-General  of  the 
United Nations of the tenth instrument of ratification or accession. 

2. For each State ratifying this Convention or acceding to it after 
the deposit of the tenth instrument of ratification or accession, the 
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Convention shall enter into force on the ninetieth day after the date 
of the deposit of its own instrument of ratification or accession. 

Article IX 

1. After the expiry of a period of ten years from the date on 
which this Convention enters into force, a request for the revision of 
the Convention may be made at any time by any Contracting Party 
by means of a notification in writing addressed to the Secretary-
General of the United Nations. 

2. The General Assembly of the United Nations shall decide upon 
the steps, if any, to be taken in respect of such a request. 

Article X 

1. This  Convention  shall  be  deposited  with  the  Secretary-
General of the United Nations. 

2. The Secretary-General  of the United Nations  shall  transmit 
certified copies of this Convention to all States referred to in article 
V. 

3. The Secretary-General of the United Nations shall inform all 
States referred to in article V of the following particulars: 

( a ) Signatures of this  Convention,  and instruments of 
ratification and accession deposited under articles V, VI and 
VII; 

( b ) The date of entry into force of this Convention in 
accordance with article VIII; 
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( c ) Communications received under article IX. 

Article XI 

This Convention, of which the Chinese, English, French, Russian and 
Spanish texts are equally authentic,  shall  bear the date of 26 November 
1968. 

In  witness  whereof  the  undersigned,  being  duly  authorized  for  that 
purpose, have signed this Convention.
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(Treaties & Torture)

U.N. CONVENTION AGAINST TORTURE

and Other Cruel, Inhuman or Degrading

Treatment or Punishment

http://www.hrweb.org/legal/cat.html

The States Parties to this Convention,

Considering that, in accordance with the principles proclaimed in the 
Charter  of  the United Nations,  recognition of  the  equal  and inalienable 
rights of all members of the human family is the foundation of freedom, 
justice and peace in the world,

Recognizing that those rights derive from the inherent dignity of the 
human person,

Considering the obligation of States under the Charter, in particular 
Article  55,  to  promote  universal  respect  for,  and observance  of,  human 
rights and fundamental freedoms,
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Having  regard  to  article  5  of  the  Universal  Declaration  of  Human 
Rights and article 7 of the International Covenant on Civil and Political 
Rights, both of which provide that no one may be subjected to torture or to 
cruel, inhuman or degrading treatment or punishment, 

Having regard also to the Declaration on the Protection of All Persons 
from Being Subjected to Torture and Other Cruel, Inhuman or Degrading 
Treatment  or  Punishment,  adopted  by  the  General  Assembly  on  9 
December 1975 (resolution 3452 (XXX)), 

Desiring to make more effective the struggle against torture and other 
cruel,  inhuman  or  degrading  treatment  or  punishment  throughout  the 
world, 

Have agreed as follows:

Part I

Article 1

1. For the purposes of this Convention, torture means any act 
by  which  severe  pain  or  suffering,  whether  physical  or 
mental,  is  intentionally  inflicted  on  a  person  for  such 
purposes  as  obtaining  from  him  or  a  third  person 
information or a confession, punishing him for an act he or a 
third  person  has  committed  or  is  suspected  of  having 
committed,  or  intimidating  or  coercing  him  or  a  third 
person,  or  for  any reason based on discrimination  of  any 
kind, when such pain or suffering is inflicted by or at the 
instigation of or with the consent or acquiescence of a public 
official or other person acting in an official capacity. It does 
not include pain or suffering arising only from, inherent in or 
incidental to lawful sanctions. 

Page | 317



U.S. National Security Law

2. This  article  is  without  prejudice  to  any  international 
instrument or national legislation which does or may contain 
provisions of wider application. 

Article 2

1. Each  State  Party  shall  take  effective  legislative, 
administrative, judicial or other measures to prevent acts of 
torture in any territory under its jurisdiction. 

2. No exceptional circumstances whatsoever, whether a state of 
war or a threat or war, internal political instability or any 
other public emergency, may be invoked as a justification of 
torture. 

3. An order from a superior officer or a public authority may 
not be invoked as a justification of torture. 

Article 3

1. No State Party shall expel, return ("refouler") or extradite a 
person to another State where there are substantial grounds 
for believing that he would be in danger of being subjected to 
torture. 

2. For  the  purpose  of  determining  whether  there  are  such 
grounds, the competent authorities shall take into account all 
relevant  considerations  including,  where  applicable,  the 
existence  in the State concerned of  a consistent  pattern of 
gross, flagrant or mass violations of human rights. 
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Article 4

1. Each  State  Party  shall  ensure  that  all  acts  of  torture  are 
offences under its criminal law. The same shall apply to an 
attempt to commit torture and to an act by any person which 
constitutes complicity or participation in torture. 

2. Each State  Party shall  make these offences  punishable  by 
appropriate  penalties  which  take  into  account  their  grave 
nature. 

Article 5

1. Each  State  Party  shall  take  such  measures  as  may  be 
necessary  to  establish  its  jurisdiction  over  the  offences 
referred to in article 4 in the following cases: 

1. When  the  offences  are  committed  in  any  territory 
under its jurisdiction or on board a ship or aircraft 
registered in that State; 

2. When the alleged offender is a national of that State; 

3. When the victim was a national of that State if that 
State considers it appropriate. 

2. Each State Party shall likewise take such measures as may be 
necessary to establish its jurisdiction over such offences in 
cases where the alleged offender is present in any territory 
under its jurisdiction and it does not extradite him pursuant 
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to article 8 to any of the States mentioned in Paragraph 1 of 
this article. 

3. This Convention does not exclude any criminal jurisdiction 
exercised in accordance with internal law. 

Article 6

1. Upon  being satisfied,  after  an  examination  of  information 
available to it, that the circumstances so warrant, any State 
Party in whose territory a person alleged to have committed 
any offence referred to in article 4 is present, shall take him 
into  custody  or  take  other  legal  measures  to  ensure  his 
presence. The custody and other legal measures shall be as 
provided in the law of that State but may be continued only 
for  such  time  as  is  necessary  to  enable  any  criminal  or 
extradition proceedings to be instituted. 

2. Such  State  shall  immediately  make  a  preliminary  inquiry 
into the facts. 

3. Any person in custody pursuant to paragraph 1 of this article 
shall  be  assisted  in  communicating  immediately  with  the 
nearest appropriate representative of the State of which he is 
a national, or, if he is a stateless person, to the representative 
of the State where he usually resides. 

4. When a State, pursuant to this article,  has taken a person 
into custody, it shall immediately notify the States referred to 
in article 5, paragraph 1, of the fact that such person is in 
custody  and  of  the  circumstances  which  warrant  his 
detention.  The State  which makes the preliminary inquiry 
contemplated in paragraph 2 of this article shall promptly 
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report  its  findings  to  the  said  State  and  shall  indicate 
whether it intends to exercise jurisdiction. 

Article 7

1. The  State  Party  in  territory  under  whose  jurisdiction  a 
person alleged to have committed any offence referred to in 
article 4 is found, shall in the cases contemplated in article 5, 
if it does not extradite him, submit the case to its competent 
authorities for the purpose of prosecution. 

2. These  authorities  shall  take  their  decision  in  the  same 
manner as in the case of any ordinary offence of a serious 
nature under the law of that State. In the cases referred to in 
article 5, paragraph 2, the standards of evidence required for 
prosecution and conviction shall in no way be less stringent 
than those which apply in the cases referred to in article 5, 
paragraph 1. 

3. Any  person  regarding  whom  proceedings  are  brought  in 
connection with any of the offences referred to in article 4 
shall  be  guaranteed  fair  treatment  at  all  stages  of  the 
proceedings. 

Article 8

1. The offences referred to in article 4 shall be deemed to be 
included as  extraditable  offences  in any  extradition  treaty 
existing between States Parties. States Parties undertake to 
include  such  offences  as  extraditable  offences  in  every 
extradition treaty to be concluded between them. 
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2. If a State Party which makes extradition conditional on the 
existence of a treaty receives a request for extradition from 
another State Party with which it has no extradition treaty, it 
may  consider  this  Convention  as  the  legal  basis  for 
extradition in respect of such offenses. Extradition shall be 
subject to the other conditions provided by the law of the 
requested State. 

3. States Parties which do not make extradition conditional on 
the  existence  of  a  treaty  shall  recognize  such  offences  as 
extraditable  offences  between  themselves  subject  to  the 
conditions provided by the law of the requested state. 

4. Such offences shall be treated, for the purpose of extradition 
between States Parties,  as if  they had been committed not 
only  in  the  place  in  which  they  occurred  but  also  in  the 
territories  of  the  States  required  to  establish  their 
jurisdiction in accordance with article 5, paragraph 1. 

Article 9

1. States Parties shall afford one another the greatest measure 
of assistance in connection with civil proceedings brought in 
respect  of  any  of  the  offences  referred  to  in  article  4, 
including  the  supply  of  all  evidence  at  their  disposal 
necessary for the proceedings. 

2. States  Parties  shall  carry  out  their  obligations  under 
paragraph 1 of this article in conformity with any treaties on 
mutual judicial assistance that may exist between them. 

Article 10
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1. Each State Party shall ensure that education and information 
regarding the prohibition against torture are fully included 
in  the  training  of  law  enforcement  personnel,  civil  or 
military,  medical  personnel,  public  officials  and  other 
persons who may be involved in the custody, interrogation or 
treatment of any individual subjected to any form of arrest, 
detention or imprisonment. 

2. Each State Party shall include this prohibition in the rules or 
instructions issued in regard to the duties and functions of 
any such persons. 

Article 11

Each  State  Party  shall  keep  under  systematic  review  interrogation 
rules, instructions, methods and practices as well as arrangements for the 
custody and treatment of persons subjected to any form of arrest, detention 
or  imprisonment  in  any  territory  under its  jurisdiction,  with  a  view to 
preventing any cases of torture. 

Article 12

Each State Party shall ensure that its competent authorities proceed to 
a prompt and impartial investigation, wherever there is reasonable ground 
to believe that an act of torture has been committee in any territory under 
its jurisdiction. 

Article 13

Each State Party shall  ensure that any individual who alleges he has 
been subjected to torture  in any territory under its  jurisdiction has  the 
right  to  complain  to  and  to  have  his  case  promptly  and  impartially 
examined its competent authorities. Steps shall be taken to ensure that the 
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complainant  and  witnesses  are  protected  against  all  ill-treatment  or 
intimidation as a consequence of his complaint or any evidence given. 

Article 14

1. Each  State  Party  shall  ensure  in  its  legal  system that  the 
victim  of  an  act  of  torture  obtains  redress  and  has  an 
enforceable  right  to  fair  and  adequate  compensation 
including the means for as full rehabilitation as possible. In 
the event of the death of the victim as a result of an act of 
torture, his dependents shall be entitled to compensation. 

2. Nothing in this article shall affect any right of the victim or 
other  person  to  compensation  which  may  exist  under 
national law. 

Article 15

Each State Party shall ensure that any statement which is established to 
have been made as a result of torture shall not be invoked as evidence in 
any proceedings,  except against  a person accused of torture as evidence 
that the statement was made. 

Article 16

1. Each State Party shall undertake to prevent in any territory 
under  its  jurisdiction  other  acts  of  cruel,  inhuman  or 
degrading treatment or punishment which do not amount to 
torture as defined in article 1, when such acts are committed 
by or at the instigation of or with the consent or acquiescence 
of  a  public  official  or  other  person  acting  in  an  official 
capacity. In particular, the obligations contained in articles 
10,  11,  12  and  13  shall  apply  with  the  substitution  for 
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references to torture or references to other forms of cruel, 
inhuman or degrading treatment or punishment. 

2. The provisions of this Convention are without prejudice to 
the  provisions  of  any  other  international  instrument  or 
national  law  which  prohibit  cruel,  inhuman  or  degrading 
treatment or punishment or which relate to extradition or 
expulsion. 

Article 17

1. There  shall  be  established  a  Committee  against  Torture 
(hereinafter referred to as the Committee) which shall carry 
out the functions hereinafter provided. The Committee shall 
consist of 10 experts of high moral standing and recognized 
competence in the field of human rights, who shall serve in 
their personal capacity. The experts shall be elected by the 
States  Parties,  consideration  being  given  to  equitable 
geographical  distribution  and  to  the  usefulness  of  the 
participation of some persons having legal experience. 

2. The members of  the  Committee  shall  be elected by secret 
ballot  from a list  of  persons  nominated by States  Parties. 
Each State Party may nominate one person from among its 
own  nationals.  States  Parties  shall  bear  in  mind  the 
usefulness of nominating persons who are also members of 
the  Human  Rights  Committee  established  under  the 
International Covenant on Civil and Political Rights and are 
willing to serve on the Committee against Torture. 

3. Elections of the members of the Committee shall be held at 
biennial  meetings  of  States  Parties  convened  by  the 
Secretary-General of the United Nations. At those meetings, 
for which two thirds of the States Parties shall constitute a 
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quorum, the persons elected to the Committee shall be those 
who  obtain  the  largest  number  of  votes  and  an  absolute 
majority of the votes of the representatives of States Parties 
present and voting. 

4. The initial  election shall  be held no later than six months 
after the date of the entry into force of this Convention. At 
least  four  months  before  the  date  of  each  election,  the 
Secretary-General  of  the  United  Nations  shall  address  a 
letter  to  the  States  Parties  inviting  them to  submit  their 
nominations  within  three  months.  The  Secretary-General 
shall prepare a list in alphabetical order of all persons thus 
nominated,  indicating  the  States  Parties  which  have 
nominated them, and shall submit it to the States Parties. 

5. The members of the Committee shall be elected for a term of 
four  years.  They  shall  be  eligible  for  re-election  if 
renominated.  However,  the  term  of  five  of  the  members 
elected at  the  first  election  shall  expire  at  the  end of  two 
years; immediately after the first election the names of these 
five members shall be chosen by lot by the chairman of the 
meeting referred to in paragraph 3. 

6. If  a member of  the Committee dies or resigns  or  for  any 
other cause can no longer perform his Committee duties, the 
State  Party  which  nominated  him  shall  appoint  another 
expert from among its nationals to serve for the remainder of 
his term, subject to the approval of the majority of the States 
Parties. The approval shall be considered given unless half or 
more  of  the  States  Parties  respond  negatively  within  six 
weeks after having been informed by the Secretary-General 
of the United Nations of the proposed appointment. 
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7. States  Parties  shall  be  responsible  for  the  expenses  of  the 
members of the Committee while they are in performance of 
Committee duties. 

Article 18

1. The Committee shall elect its officers for a term of two years. 
They may be re-elected. 

2. The Committee shall establish its own rules of procedure, but 
these rules shall provide, inter alia, that 

1. Six members shall constitute a quorum; 

2. Decisions  of  the  Committee  shall  be  made  by  a 
majority vote of the members present. 

3. The Secretary-General of the United Nations shall  provide 
the necessary staff and facilities for the effective performance 
of the functions of the Committee under this Convention. 

4. The Secretary-General of the United Nations shall convene 
the initial meeting of the Committee. After its initial meeting, 
the Committee shall meet at such times as shall be provided 
in its rules of procedure. 

5. The State Parties shall be responsible for expenses incurred 
in  connection  with  the  holding  of  meetings  of  the  States 
Parties and of the Committee,  including reimbursement of 
the United Nations for any expenses, such as the cost of staff 
and facilities,  incurred by the  United Nations  pursuant  to 
paragraph 3 above. 
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Article 19

1. The States Parties shall  submit to the Committee, through 
the Secretary-General of the United Nations, reports on the 
measures they have taken to give effect to their undertakings 
under this Convention, within one year after the entry into 
force  of  this  Convention  for  the  State  Party  concerned. 
Thereafter  the  States  Parties  shall  submit  supplementary 
reports every four years on any new measures taken,  and 
such other reports as the Committee may request. 

2. The Secretary-General shall transmit the reports to all States 
Parties. 

3. [Each report  shall  be  considered by the Committee which 
may make such comments or suggestions on the report as it 
considers appropriate, and shall forward these to the State 
Party  concerned.  That  State  Party  may  respond with  any 
observations it chooses to the Committee. 

4. The Committee may, at its discretion, decide to include any 
comments  or  suggestions  made  by  it  in  accordance  with 
paragraph 3, together with the observations thereon received 
from the State Party concerned, in its annual report made in 
accordance with article 24. If so requested by the State Party 
concerned,  the  Committee  may also include a copy of  the 
report submitted under paragraph 1.] 

Article 20

1. If the Committee receives reliable information which appears 
to it to contain well-founded indications that torture is being 
systematically practised in the territory of a State Party, the 
Committee shall invite that State Party to co-operate in the 
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examination of  the  information and to this  end to submit 
observations with regard to the information concerned. 

2. Taking into account any observations which may have been 
submitted by the State Party concerned as well as any other 
relevant information available to it, the Committee may, if it 
decides that this is warranted, designate one or more of its 
members to make a confidential inquiry and to report to the 
Committee urgently. 

3. If an inquiry is made in accordance with paragraph 2, the 
Committee  shall  seek  the  co-operation  of  the  State  Party 
concerned.  In  agreement  with  that  State  Party,  such  an 
inquiry may include a visit to its territory. 

4. After  examining  the  findings  of  its  member  or  members 
submitted in accordance with paragraph 2, the Committee 
shall  transmit  these  findings  to the  State  Party  concerned 
together  with  any  comments  or  suggestions  which  seem 
appropriate in view of the situation. 

5. All  the  proceedings  of  the  Committee  referred  to  in 
paragraphs 1 to 4 of this article shall be confidential, and at 
all  stages  of  the  proceedings  the  co-operation  of  the  State 
Party  shall  be  sought.  After  such  proceedings  have  been 
completed  with  regard  to  an  inquiry  made  in  accordance 
with paragraph 2,  the Committee may,  after consultations 
with the State Party concerned, decide to include a summary 
account of the results of the proceedings in its annual report 
made in accordance with article 24. 

Article 21
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1. A State Party to this  Convention may at any time declare 
under this article 3 that it recognizes the competence of the 
Committee  to receive  and consider communications  to the 
effect that a State Party claims that another State Party is 
not  fulfilling  its  obligations  under  this  Convention.  Such 
communications may be received and considered according 
to the procedures laid down in this article only if submitted 
by a State Party which has made a declaration recognizing in 
regard  to  itself  the  competence  of  the  Committee.  No 
communication shall be dealt with by the Committee under 
this article if it concerns a State Party which has not made 
such  a  declaration.  Communications  received  under  this 
article shall be dealt with in accordance with the following 
procedure: 

1. If a State Party considers that another State Party is 
not giving effect to the provisions of this Convention, 
it may, by written communication, bring the matter to 
the attention of that State Party. Within three months 
after the receipt of the communication the receiving 
State  shall  afford  the  State  which  sent  the 
communication an explanation or any other statement 
in writing clarifying the matter which should include, 
to  the  extent  possible  and  pertinent,  references  to 
domestic procedures and remedies taken, pending, or 
available in the matter. 

2. If the matter is not adjusted to the satisfaction of both 
States Parties concerned within six months after the 
receipt  by  the  receiving  State  of  the  initial 
communication,  either State  shall  have  the  right  to 
refer the matter to the Committee by notice given to 
the Committee and to the other State. 
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3. The Committee shall deal with a matter referred to it 
under this article only after it has ascertained that all 
domestic remedies have been invoked and exhausted 
in  the  matter,  in  conformity  with  the  generally 
recognized principles of international law. This shall 
not be the rule where the application of the remedies 
is  unreasonably  prolonged  or  is  unlikely  to  bring 
effective relief to the person who is the victim of the 
violation of this Convention. 

4. The  Committee  shall  hold  closed  meetings  when 
examining communications under this article. 

5. Subject  to  the  provisions  of  subparagraph  (c),  the 
Committee shall make available its good offices to the 
States  Parties  concerned  with  a  view to  a  friendly 
solution of the matter on the basis of respect for the 
obligations  provided for  in the  present  Convention. 
For  this  purpose,  the  Committee  may,  when 
appropriate,  set  up  an  ad  hoc  conciliation 
commission. 

6. In  any matter  referred to it  under this  article,  the 
Committee  may  call  upon  the  States  Parties 
concerned, referred to in subparagraph (b), to supply 
any relevant information. 

7. The  States  Parties  concerned,  referred  to  in 
subparagraph  (b),  shall  have  the  right  to  be 
represented when the matter is being considered by 
the Committee and to make submissions orally and/or 
in writing. 
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8. The Committee shall, within 12 months after the date 
of receipt of notice under subparagraph (b), submit a 
report. 

1. If a solution within the terms of subparagraph 
(e) is reached, the Committee shall confine its 
report to a brief statement of the facts and of 
the solution reached. 

2. If a solution within the terms of subparagraph 
(e) is not reached, the Committee shall confine 
its report to a brief statement of the facts; the 
written  submissions  and  record  of  the  oral 
submissions  made  by  the  States  Parties 
concerned shall be attached to the report. 

In every matter, the report shall be communicated to the States 
Parties concerned. 

2. The provisions of this article shall come into force when five 
States  Parties  to  this  Convention  have  made  declarations 
under paragraph 1 of this article. Such declarations shall be 
deposited by the States Parties with the Secretary-General of 
the United Nations, who shall transmit copies thereof to the 
other States Parties. A declaration may be withdrawn at any 
time  by  notification  to  the  Secretary-General.  Such  a 
withdrawal  shall  not  prejudice  the  consideration  of  any 
matter  which  is  the  subject  of  a  communication  already 
transmitted under this article; no further communication by 
any State Party shall be received under this article after the 
notification  of  withdrawal  of  the  declaration  has  been 
received  by  the  Secretary-General,  unless  the  State  Party 
concerned has made a new declaration. 
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Article 22

1. A State Party to this  Convention may at any time declare 
under this  article  that  it  recognizes the competence  of  the 
Committee to receive and consider communications from or 
on behalf of individuals subject to its jurisdiction who claim 
to be victims of a violation by a State Party of the provisions 
of the Convention. No communication shall  be received by 
the Committee if it concerns a State Party to the Convention 
which has not made such a declaration. 

2. The  Committee  shall  consider  inadmissible  any 
communication  under this  article  which is  anonymous,  or 
which it considers to be an abuse of the right of submission of 
such  communications  or  to  be  incompatible  with  the 
provisions of this Convention. 

3. Subject  to  the  provisions  of  paragraph  2,  the  Committee 
shall  bring any communication  submitted to  it  under  this 
article to the attention of the State Party to this Convention 
which  has  made  a  declaration  under  paragraph  1  and  is 
alleged  to  be  violating  any  provisions  of  the  Convention. 
Within six months,  the receiving State  shall  submit  to the 
Committee written explanations or statements clarifying the 
matter and the remedy, if any, that may have been taken by 
that State. 

4. The  Committee  shall  consider  communications  received 
under  this  article  in  the  light  of  all  information  made 
available to it by or on behalf of the individual and by the 
State Party concerned. 

5. The Committee shall not consider any communication from 
an individual under this article unless it has ascertained that: 
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1. The  same  matter  has  not  been,  and  is  not  being 
examined under another  procedure of  international 
investigation or settlement; 

2. The individual  has  exhausted all  available  domestic 
remedies;  this  shall  not  be  the  rule  where  the 
application of the remedies is unreasonably prolonged 
or is  unlikely to bring effective  relief  to the person 
who is the victim of the violation of this Convention. 

6. The Committee shall hold closed meetings when examining 
communications under this article. 

7. The Committee  shall  forward its  views to the  State  Party 
concerned and to the individual. 

8. The provisions of this article shall come into force when five 
States  Parties  to  this  Convention  have  made  declarations 
under paragraph 1 of this article. Such declarations shall be 
deposited by the States Parties with the Secretary-General of 
the United Nations, who shall transmit parties thereof to the 
other States Parties. A declaration may be withdrawn at any 
time  by  notification  to  the  Secretary-General.  Such  a 
withdrawal  shall  not  prejudice  the  consideration  of  any 
matter  which  is  the  subject  of  a  communication  already 
transmitted under this article; no further communication by 
or  on behalf  of  an individual  shall  be  received under this 
article after the notification of withdrawal of the declaration 
has been received by the Secretary-General, unless the State 
Party concerned has made a new declaration. 

Article 23
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The  members  of  the  Committee,  and  of  the  ad  hoc  conciliation 
commissions which may be appointed under article  21,  paragraph 1 (e), 
shall  be entitled to the facilities, privileges and immunities of experts on 
missions for the United Nations as laid down in the relevant sections of the 
Convention on the Privileges and Immunities of the United Nations. 

Article 24

The Committee shall submit an annual report on its activities under this 
Convention to the States Parties and to the General Assembly of the United 
Nations. 

       Part III

Article 25

1. This Convention is open for signature by all States. 

2. This  Convention  is  subject  to  ratification.  Instruments  of 
ratification shall be deposited with the Secretary-General of 
the United Nations. 

Article 26

This Convention is open to accession by all States. Accession shall be 
effected by the deposit of an instrument of accession with the Secretary-
General of the United Nations. 

Article 27
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1. This Convention shall  enter into force on the thirtieth day 
after the date of the deposit  with the Secretary-General of 
the United Nations of the twentieth instrument of ratification 
or accession. 

2. For each State  ratifying this  Convention or acceding to it 
after the deposit of the twentieth instrument of ratification or 
accession,  the  Convention  shall  enter  into  force  on  the 
thirtieth  day  after  the  date  of  the  deposit  of  its  own 
instrument of ratification or accession. 

Article 28

1. Each State may, at the time of signature or ratification of this 
Convention  or  accession  thereto,  declare  that  it  does  not 
recognize the competence of the Committee provided for in 
article 20. 

2. Any State Party having made a reservation in accordance 
with paragraph 1 of this article may, at any time, withdraw 
this reservation by notification to the Secretary-General of 
the United Nations. 

Article 29

1. Any  State  Party  to  this  Convention  may  propose  an 
amendment  and  file  it  with  the  Secretary-General  of  the 
United  Nations.  The  Secretary-General  shall  thereupon 
communicate the proposed amendment to the States Parties 
to  this  Convention  with  a  request  that  they  notify  him 
whether they favour a conference of States Parties for the 
purpose of considering and voting upon the proposal. In the 
event  that  within  four  months  from  the  date  of  such 
communication at least one third of the State Parties favours 
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such a conference, the Secretary-General shall convene the 
conference  under the  auspices  of  the  United Nations.  Any 
amendment  adopted  by  a  majority  of  the  States  Parties 
present and voting at the conference shall be submitted by 
the Secretary-General to all the States Parties for acceptance. 

2. An  amendment  adopted  in  accordance  with  paragraph  1 
shall enter into force when two thirds of the States Parties to 
this  Convention have notified the Secretary-General of the 
United Nations that they have accepted it in accordance with 
their respective constitutional processes. 

3. When amendments enter into force, they shall be binding on 
those States Parties which have accepted them, other States 
Parties still being bound by the provisions of this Convention 
and any earlier amendments which they have accepted. 

Article 30

1. Any dispute between two or more States Parties concerning 
the  interpretation or  application  of  this  Convention which 
cannot be settled through negotiation, shall, at the request of 
one of them, be submitted to arbitration. If within six months 
from the date of the request for arbitration the Parties are 
unable to agree on the organization of the arbitration, any 
one  of  those  Parties  may  refer  the  dispute  to  the 
International Court of Justice by request in conformity with 
the Statute of the Court. 

2. Each State may at the time of signature or ratification of this 
Convention  or  accession  thereto,  declare  that  it  does  not 
consider itself bound by the preceding paragraph. The other 
States Parties shall not be bound by the preceding paragraph 

Page | 337



U.S. National Security Law

with  respect  to  any  State  Party  having  made  such  a 
reservation. 

3. Any State Party having made a reservation in accordance 
with the preceding paragraph may at any time withdraw this 
reservation by notification  to the Secretary-General  of  the 
United Nations. 

Article 31

1. A  State  Party  may  denounce  this  Convention  by  written 
notification to the Secretary-General of the United Nations. 
Denunciation  becomes  effective  one  year  after  the  date  of 
receipt of the notification by the Secretary-General. 

2. Such a denunciation shall not have the effect of releasing the 
State  Party  from its  obligations  under this  Convention  in 
regard to any act or omission which occurs prior to the date 
at  which  the  denunciation  becomes  effective.  Nor  shall 
denunciation  prejudice  in  any  way  the  continued 
consideration  of  any  matter  which  is  already  under 
consideration by the Committee prior to the date at which 
the denunciation becomes effective. 

3. Following the date at which the denunciation of a State Party 
becomes  effective,  the  Committee  shall  not  commence 
consideration of any new matter regarding that State. 

Article 32

The Secretary-General of the United Nations shall inform all members 
of the United Nations and all States which have signed this Convention or 
acceded to it, or the following particulars: 
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1. Signatures, ratifications and accessions under articles 25 and 
26; 

2. The date of entry into force of this Convention under article 
27, and the date of the entry into force of any amendments 
under article 29; 

3. Denunciations under article 31. 

Article 33

1. This  Convention,  of  which  the  Arabic,  Chinese,  English, 
French,  Russian  and  Spanish  texts  are  equally  authentic, 
shall be deposited in the archives of the United Nations. 

2. The Secretary-General of the United Nations shall transmit 
certified copies of this Convention to all States. 

On  February  4,  1985,  the  Convention  was  opened  for  signature  at 
United Nations Headquarters in New York. At that time, representatives of 
the following countries signed it: Afghanistan, Argentina, Belgium, Bolivia, 
Costa  Rica,  Denmark,  Dominican  Republic,  Finland,  France,  Greece, 
Iceland,  Italy,  Netherlands,  Norway,  Portugal,  Senegal,  Spain,  Sweden, 
Switzerland  and  Uruguay.  Subsequently,  signatures  were  received from 
Venezuela on February 15, from Luxembourg and Panama on February 
22, from Austria on March 14, and from the United Kingdom on March 15, 
1985.
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(Torture & international / domestic procedures)

Optional Protocol to the Convention against Torture and other

Cruel, Inhuman or Degrading Treatment or Punishment

 (Entered into force on 22 June 2006)

http://www2.ohchr.org/english/law/cat-one.htm

PREAMBLE

The States Parties to the present Protocol, 

Reaffirming  that  torture  and  other  cruel,  inhuman  or  degrading 
treatment or punishment are prohibited and constitute serious violations of 
human rights, 

Convinced that further measures are necessary to achieve the purposes 
of the Convention against Torture and Other Cruel, Inhuman or Degrading 
Treatment or Punishment (hereinafter referred to as the Convention) and 
to strengthen the protection of  persons deprived of  their  liberty against 
torture and other cruel, inhuman or degrading treatment or punishment, 

Recalling that  articles  2 and 16 of  the Convention oblige  each State 
Party to take effective measures to prevent acts of torture and other cruel, 
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inhuman or degrading treatment or punishment in any territory under its 
jurisdiction, 

Recognizing  that  States  have  the  primary  responsibility  for 
implementing those  articles,  that  strengthening  the  protection  of  people 
deprived of their liberty and the full respect for their human rights is a 
common responsibility shared by all and that international implementing 
bodies complement and strengthen national measures, 

Recalling  that  the  effective  prevention  of  torture  and  other  cruel, 
inhuman or degrading treatment or punishment requires education and a 
combination  of  various  legislative,  administrative,  judicial  and  other 
measures, 

Recalling  also  that  the  World  Conference  on  Human  Rights  firmly 
declared  that  efforts  to  eradicate  torture  should  first  and  foremost  be 
concentrated  on  prevention  and  called  for  the  adoption  of  an  optional 
protocol  to the Convention,  intended to establish a preventive system of 
regular visits to places of detention, 

Convinced  that  the  protection  of  persons  deprived  of  their  liberty 
against  torture  and  other  cruel,  inhuman  or  degrading  treatment  or 
punishment  can be  strengthened by  non-judicial  means  of  a  preventive 
nature,  based  on  regular  visits  to  places  of  detention,  Have  agreed  as 
follows:

PART I  General principles
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Article 1

The objective of the present Protocol is to establish a system of regular 
visits  undertaken  by  independent  international  and  national  bodies  to 
places  where  people  are  deprived  of  their  liberty,  in  order  to  prevent 
torture and other cruel, inhuman or degrading treatment or punishment.

Article 2

1.  A  Subcommittee  on  Prevention  of  Torture and  Other  Cruel, 
Inhuman or Degrading Treatment or Punishment of the Committee against 
Torture (hereinafter referred to as the Subcommittee on Prevention) shall 
be established and shall carry out the functions laid down in the present 
Protocol.

2. The Subcommittee on Prevention shall carry out its work within the 
framework of the Charter of the United Nations and shall be guided by the 
purposes and principles thereof, as well as the norms of the United Nations 
concerning the treatment of people deprived of their liberty. 

3.  Equally,  the  Subcommittee  on  Prevention  shall  be  guided by  the 
principles of confidentiality, impartiality, non-selectivity, universality and 
objectivity. 

4.  The  Subcommittee  on  Prevention  and  the  States  Parties  shall 
cooperate in the implementation of the present Protocol. 

Article 3
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Each State Party shall  set up, designate or maintain at the domestic 
level one or several visiting bodies for the prevention of torture and other 
cruel,  inhuman  or  degrading  treatment  or  punishment  (hereinafter 
referred to as the national preventive mechanism). 

Article 4

1. Each State Party shall allow visits, in accordance with the present 
Protocol, by the mechanisms referred to in articles 2 and 3 to any place 
under its jurisdiction and control where persons are or may be deprived of 
their liberty, either by virtue of an order given by a public authority or at 
its instigation or with its consent or acquiescence (hereinafter referred to as 
places  of  detention).  These  visits  shall  be  undertaken  with  a  view  to 
strengthening, if necessary, the protection of these persons against torture 
and other cruel, inhuman or degrading treatment or punishment. 

2. For the purposes of the present Protocol, deprivation of liberty means 
any form of detention or imprisonment or the placement of a person in a 
public or private custodial setting which that person is not permitted to 
leave at will by order of any judicial, administrative or other authority.

PART II  Subcommittee on Prevention

Article 5

1. The Subcommittee on Prevention shall consist of ten members. After 
the fiftieth ratification of or accession to the present Protocol, the number 
of  the  members  of  the  Subcommittee  on  Prevention  shall  increase  to 
twenty-five.

2.  The members of  the Subcommittee on Prevention shall  be chosen 
from among persons of high moral character, having proven professional 
experience  in  the  field  of  the  administration  of  justice,  in  particular 
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criminal  law,  prison  or  police  administration,  or  in  the  various  fields 
relevant to the treatment of persons deprived of their liberty.

3.  In  the  composition  of  the  Subcommittee  on  Prevention  due 
consideration shall be given to equitable geographic distribution and to the 
representation of  different forms of  civilization and legal  systems of the 
States Parties.

4.  In  this  composition  consideration  shall  also  be  given to  balanced 
gender representation on the basis of the principles of equality and non-
discrimination.

5.  No  two  members  of  the  Subcommittee  on  Prevention  may  be 
nationals of the same State.

6. The members of the Subcommittee on Prevention shall serve in their 
individual  capacity,  shall  be  independent  and  impartial  and  shall  be 
available to serve the Subcommittee on Prevention efficiently.

Article 6

1. Each State Party may nominate, in accordance with paragraph 2 of 
the present article, up to two candidates possessing the qualifications and 
meeting the requirements set out in article 5, and in doing so shall provide 
detailed information on the qualifications of the nominees.

2.

(a) The nominees shall have the nationality of a State Party to 
the present Protocol; 
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(b) At least one of the two candidates shall have the nationality 
of the nominating State Party; 

(c)  No  more  than  two  nationals  of  a  State  Party  shall  be 
nominated; 

(d) Before a State Party nominates a national of another State 
Party, it shall seek and obtain the consent of that State Party.

3.  At least  five  months  before  the  date  of  the  meeting of  the  States 
Parties during which the elections will be held, the Secretary-General of the 
United Nations shall address a letter to the States Parties inviting them to 
submit their nominations within three months. The Secretary-General shall 
submit  a  list,  in  alphabetical  order,  of  all  persons  thus  nominated, 
indicating the States Parties that have nominated them. 

Article 7

1. The members of the Subcommittee on Prevention shall be elected in 
the following manner:

(a) Primary consideration shall be given to the fulfillment of the 
requirements and criteria of article 5 of the present Protocol;

(b) The initial  election shall  be held no later than six months 
after the entry into force of the present Protocol;

(c)  The  States  Parties  shall  elect  the  members  of  the 
Subcommittee on Prevention by secret ballot;

(d) Elections of the members of the Subcommittee on Prevention 
shall be held at biennial meetings of the States Parties convened by 
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the Secretary-General of the United Nations. At those meetings, for 
which two thirds of the States Parties shall constitute a quorum, the 
persons elected to the Subcommittee on Prevention shall be those 
who obtain the largest number of votes and an absolute majority of 
the votes of the representatives of  the States Parties present and 
voting.

2. If  during the election process two nationals  of a State Party have 
become eligible to serve as members of the Subcommittee on Prevention, 
the  candidate  receiving  the  higher  number  of  votes  shall  serve  as  the 
member  of  the  Subcommittee  on  Prevention.  Where  nationals  have 
received the same number of votes, the following procedure applies:

(a) Where only one has been nominated by the State Party of 
which  he  or  she  is  a  national,  that  national  shall  serve  as  the 
member of the Subcommittee on Prevention;

(b)  Where both candidates have been nominated by the State 
Party of which they are nationals, a separate vote by secret ballot 
shall be held to determine which national shall become the member;

(c)  Where neither candidate has been nominated by the State 
Party of  which he or she is  a national,  a separate vote by secret 
ballot  shall  be  held  to  determine  which  candidate  shall  be  the 
member.

Article 8

If a member of the Subcommittee on Prevention dies or resigns, or for 
any cause can no longer perform his or her duties,  the State Party that 
nominated the member shall nominate another eligible person possessing 
the qualifications and meeting the requirements set out in article 5, taking 
into account  the need for a proper balance  among the various fields of 
competence, to serve until the next meeting of the States Parties, subject to 
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the approval of the majority of the States Parties. The approval shall be 
considered  given  unless  half  or  more  of  the  States  Parties  respond 
negatively within six weeks after having been informed by the Secretary-
General of the United Nations of the proposed appointment.

Article 9

The members of the Subcommittee on Prevention shall be elected for a 
term  of  four  years.  They  shall  be  eligible  for  re-election  once  if 
renominated. The term of half  the members elected at the first  election 
shall expire at the end of two years; immediately after the first election the 
names of those members shall  be chosen by lot by the Chairman of the 
meeting referred to in article 7, paragraph 1 ( d).

Article 10

1. The Subcommittee on Prevention shall elect its officers for a term of 
two years. They may be re-elected.

2.  The  Subcommittee  on  Prevention  shall  establish  its  own rules  of 
procedure. These rules shall provide, inter alia, that:

(a) Half the members plus one shall constitute a quorum;

(b) Decisions of the Subcommittee on Prevention shall be made 
by a majority vote of the members present;

(c) The Subcommittee on Prevention shall meet in camera.

3. The Secretary-General of the United Nations shall convene the initial 
meeting of the Subcommittee on Prevention. After its initial meeting, the 
Subcommittee on Prevention shall meet at such times as shall be provided 
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by  its  rules  of  procedure.  The  Subcommittee  on  Prevention  and  the 
Committee against Torture shall hold their sessions simultaneously at least 
once a year.

PART III  Mandate of the Subcommittee on Prevention

Article 11

1. The Subcommittee on Prevention shall:

(a)  Visit  the  places  referred  to  in  article  4  and  make 
recommendations  to  States  Parties  concerning  the  protection  of 
persons deprived of their  liberty against  torture and other cruel, 
inhuman or degrading treatment or punishment;

(b) In regard to the national preventive mechanisms:

(i)  Advise and assist  States Parties,  when necessary,  in 
their establishment;

(ii) Maintain direct, and if necessary confidential, contact 
with  the  national  preventive  mechanisms  and  offer  them 
training and technical assistance with a view to strengthening 
their capacities; 

(iii) Advise and assist them in the evaluation of the needs 
and  the  means  necessary  to  strengthen  the  protection  of 
persons deprived of their liberty against torture and other 
cruel, inhuman or degrading treatment or punishment;

(iv)  Make  recommendations  and  observations  to  the 
States Parties with a view to strengthening the capacity and 
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the mandate of the national preventive mechanisms for the 
prevention of torture and other cruel, inhuman or degrading 
treatment or punishment;

(c) Cooperate, for the prevention of torture in general, with the 
relevant United Nations organs and mechanisms as well as with the 
international,  regional  and  national  institutions  or  organizations 
working towards the strengthening of the protection of all persons 
against torture and other cruel, inhuman or degrading treatment or 
punishment.

Article 12

In order to enable the Subcommittee on Prevention to comply with its 
mandate as laid down in article 11, the States Parties undertake:

(a) To receive the Subcommittee on Prevention in their territory 
and grant it access to the places of detention as defined in article 4 of 
the present Protocol;

(b)  To provide  all  relevant  information  the  Subcommittee  on 
Prevention may request to evaluate  the needs and measures that 
should be adopted to strengthen the protection of persons deprived 
of  their  liberty  against  torture  and  other  cruel,  inhuman  or 
degrading treatment or punishment;

(c)  To  encourage  and  facilitate  contacts  between  the 
Subcommittee  on  Prevention  and  the  national  preventive 
mechanisms;

(d) To examine the recommendations of the Subcommittee on 
Prevention  and  enter  into  dialogue  with  it  on  possible 
implementation measures.
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Article 13

1. The Subcommittee  on Prevention shall  establish,  at  first  by lot,  a 
programme  of  regular  visits  to  the  States  Parties  in  order  to  fulfil  its 
mandate as established in article 11.

2. After consultations, the Subcommittee on Prevention shall notify the 
States  Parties  of  its  programme in order that  they may,  without  delay, 
make the necessary practical arrangements for the visits to be conducted.

3.  The  visits  shall  be  conducted  by  at  least  two  members  of  the 
Subcommittee  on  Prevention.  These  members  may  be  accompanied,  if 
needed, by experts of demonstrated professional experience and knowledge 
in the fields covered by the present Protocol who shall be selected from a 
roster of experts prepared on the basis  of proposals made by the States 
Parties, the Office of the United Nations High Commissioner for Human 
Rights and the United Nations Centre for International Crime Prevention. 
In preparing the roster, the States Parties concerned shall propose no more 
than  five  national  experts.  The  State  Party  concerned  may  oppose  the 
inclusion of a specific expert in the visit, whereupon the Subcommittee on 
Prevention shall propose another expert.

4. If the Subcommittee on Prevention considers it appropriate, it may 
propose a short follow-up visit after a regular visit.

Article 14

1.  In  order  to  enable  the  Subcommittee  on  Prevention  to  fulfil  its 
mandate, the States Parties to the present Protocol undertake to grant it:

(a)  Unrestricted access  to  all  information  concerning  the  number  of 
persons deprived of their liberty in places of detention as defined in article 
4, as well as the number of places and their location;
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(b) Unrestricted access to all information referring to the treatment of 
those persons as well as their conditions of detention;

(c) Subject to paragraph 2 below, unrestricted access to all places of 
detention and their installations and facilities;

(d)  The  opportunity  to  have  private  interviews  with  the  persons 
deprived of  their  liberty  without  witnesses,  either  personally  or  with  a 
translator if deemed necessary, as well as with any other person who the 
Subcommittee on Prevention believes may supply relevant information;

(e) The liberty to choose the places it wants to visit and the persons it 
wants to interview.

2. Objection to a visit to a particular place of detention may be made 
only on urgent and compelling grounds of national defence, public safety, 
natural  disaster  or  serious  disorder  in  the  place  to  be  visited  that 
temporarily  prevent the carrying out of such a visit.  The existence of a 
declared state of emergency as such shall not be invoked by a State Party as 
a reason to object to a visit.

Article 15

No  authority  or  official  shall  order,  apply,  permit  or  tolerate  any 
sanction against any person or organization for having communicated to 
the  Subcommittee  on  Prevention  or  to  its  delegates  any  information, 
whether  true  or  false,  and  no  such  person  or  organization  shall  be 
otherwise prejudiced in any way.

Article 16
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1.  The  Subcommittee  on  Prevention  shall  communicate  its 
recommendations and observations confidentially to the State Party and, if 
relevant, to the national preventive mechanism. 

2. The Subcommittee on Prevention shall publish its report,  together 
with any comments of the State Party concerned, whenever requested to do 
so by that State Party. If the State Party makes part of the report public, 
the Subcommittee on Prevention may publish the report  in whole or in 
part.  However,  no personal  data shall  be published without  the express 
consent of the person concerned.

3. The Subcommittee on Prevention shall present a public annual report 
on its activities to the Committee against Torture.

4.  If  the State Party refuses to cooperate  with the Subcommittee on 
Prevention according to articles 12 and 14, or to take steps to improve the 
situation  in  the  light  of  the  recommendations  of  the  Subcommittee  on 
Prevention,  the  Committee  against  Torture may,  at  the  request  of  the 
Subcommittee on Prevention, decide, by a majority of its members, after 
the State Party has had an opportunity to make its views known, to make a 
public  statement  on  the  matter  or  to  publish  the  report  of  the 
Subcommittee on Prevention.

PART IV  National preventive mechanisms

Article 17

Each State Party shall maintain, designate or establish, at the latest one 
year after the entry into force of the present Protocol or of its ratification or 
accession, one or several independent national preventive mechanisms for 
the prevention of torture at the domestic level. Mechanisms established by 
decentralized units may be designated as national preventive mechanisms 
for the purposes of the present Protocol if they are in conformity with its 
provisions.
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Article 18

1. The States Parties shall guarantee the functional independence of the 
national  preventive  mechanisms  as  well  as  the  independence  of  their 
personnel.

2. The States Parties shall take the necessary measures to ensure that 
the  experts  of  the  national  preventive  mechanism  have  the  required 
capabilities  and  professional  knowledge.  They  shall  strive  for  a  gender 
balance and the adequate representation of ethnic and minority groups in 
the country.

3.  The  States  Parties  undertake  to  make  available  the  necessary 
resources for the functioning of the national preventive mechanisms.

4.  When establishing national  preventive  mechanisms,  States  Parties 
shall  give  due  consideration  to  the  Principles  relating  to  the  status  of 
national institutions for the promotion and protection of human rights.

Article 19

The national preventive mechanisms shall be granted at a minimum the 
power:

(a) To regularly examine the treatment of the persons deprived 
of their liberty in places of detention as defined in article 4, with a 
view to strengthening, if necessary, their protection against torture 
and other cruel, inhuman or degrading treatment or punishment;

(b) To make recommendations to the relevant authorities with 
the  aim  of  improving  the  treatment  and  the  conditions  of  the 
persons deprived of their liberty and to prevent torture and other 
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cruel, inhuman or degrading treatment or punishment, taking into 
consideration the relevant norms of the United Nations;

(c) To submit proposals and observations concerning existing or 
draft legislation.

Article 20

In order to enable the national  preventive mechanisms to fulfil  their 
mandate,  the  States  Parties  to  the  present  Protocol  undertake  to  grant 
them:

(a) Access to all information concerning the number of persons 
deprived of their liberty in places of detention as defined in article 4, 
as well as the number of places and their location;

(b) Access to all information referring to the treatment of those 
persons as well as their conditions of detention;

(c) Access to all places of detention and their installations and 
facilities;

(d) The opportunity to have private interviews with the persons 
deprived of their liberty without witnesses, either personally or with 
a translator if deemed necessary, as well as with any other person 
who  the  national  preventive  mechanism  believes  may  supply 
relevant information;

(e) The liberty to choose the places they want to visit and the 
persons they want to interview;
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(f)  The  right  to  have  contacts  with  the  Subcommittee  on 
Prevention, to send it information and to meet with it.

Article 21

1. No authority or official  shall  order,  apply,  permit  or tolerate any 
sanction against any person or organization for having communicated to 
the national preventive mechanism any information, whether true or false, 
and no such person or organization shall be otherwise prejudiced in any 
way. 

2.  Confidential  information  collected  by  the  national  preventive 
mechanism shall be privileged. No personal data shall be published without 
the express consent of the person concerned.

Article 22

The competent authorities of the State Party concerned shall examine 
the recommendations of the national preventive mechanism and enter into 
a dialogue with it on possible implementation measures.

Article 23

The States  Parties  to the present  Protocol  undertake to publish and 
disseminate the annual reports of the national preventive mechanisms.
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PART V  Declaration

Article 24

1. Upon ratification, States Parties may make a declaration postponing 
the implementation of their obligations under either part III or part IV of 
the present Protocol. 

2. This postponement shall be valid for a maximum of three years. After 
due representations made by the State Party and after consultation with the 
Subcommittee on Prevention, the Committee against Torture may extend 
that period for an additional two years.

PART VI  Financial provisions

Article 25

1. The expenditure incurred by the Subcommittee on Prevention in the 
implementation  of  the  present  Protocol  shall  be  borne  by  the  United 
Nations.

2.  The  Secretary-General  of  the  United  Nations  shall  provide  the 
necessary staff and facilities for the effective performance of the functions 
of the Subcommittee on Prevention under the present Protocol.

Article 26

1.  A  Special  Fund  shall  be  set  up  in  accordance  with  the  relevant 
procedures of the General Assembly, to be administered in accordance with 
the financial regulations and rules of the United Nations, to help finance the 
implementation  of  the  recommendations  made  by the  Subcommittee  on 
Prevention after a visit to a State Party, as well as education programmes 
of the national preventive mechanisms. 
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2. The Special Fund may be financed through voluntary contributions 
made  by  Governments,  intergovernmental  and  non-governmental 
organizations and other private or public entities.

PART VII  Final provisions

Article 27

1.  The present  Protocol  is  open for  signature  by any State  that  has 
signed the Convention.

2. The present Protocol is subject to ratification by any State that has 
ratified or acceded to the Convention. Instruments of ratification shall be 
deposited with the Secretary-General of the United Nations.

3. The present Protocol shall be open to accession by any State that has 
ratified or acceded to the Convention.

4.  Accession  shall  be  effected  by  the  deposit  of  an  instrument  of 
accession with the Secretary-General of the United Nations.

5. The Secretary-General of the United Nations shall inform all States 
that have signed the present Protocol or acceded to it of the deposit of each 
instrument of ratification or accession.

Article 28

1. The present Protocol shall enter into force on the thirtieth day after 
the date of deposit with the Secretary-General of the United Nations of the 
twentieth instrument of ratification or accession.
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2. For each State ratifying the present Protocol or acceding to it after 
the  deposit  with  the  Secretary-General  of  the  United  Nations  of  the 
twentieth instrument of ratification or accession, the present Protocol shall 
enter into force on the thirtieth day after the date of deposit  of its own 
instrument of ratification or accession.

Article 29

The provisions of the present Protocol shall extend to all parts of federal 
States without any limitations or exceptions.

Article 30

No reservations shall be made to the present Protocol.

Article 31

The provisions of the present Protocol shall not affect the obligations of 
States Parties under any regional convention instituting a system of visits to 
places  of  detention.  The  Subcommittee  on  Prevention  and  the  bodies 
established under such regional conventions are encouraged to consult and 
cooperate with a view to avoiding duplication and promoting effectively the 
objectives of the present Protocol.

Article 32

The provisions of the present Protocol shall not affect the obligations of 
States Parties to the four Geneva Conventions of 12 August 1949 and the 
Additional Protocols thereto of 8 June 1977, nor the opportunity available 
to any State Party to authorize the International  Committee of the Red 
Cross to visit places of detention in situations not covered by international 
humanitarian law.
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Article 33

1. Any State Party may denounce the present Protocol at any time by 
written  notification  addressed  to  the  Secretary-General  of  the  United 
Nations, who shall thereafter inform the other States Parties to the present 
Protocol and the Convention. Denunciation shall take effect one year after 
the date of receipt of the notification by the Secretary-General.

2. Such a denunciation shall not have the effect of releasing the St ate 
Party from its obligations under the present Protocol in regard to any act 
or situation that may occur prior to the date on which the denunciation 
becomes effective, or to the actions that the Subcommittee on Prevention 
has  decided  or  may  decide  to  take  with  respect  to  the  State  Party 
concerned,  nor  shall  denunciation  prejudice  in  any  way  the  continued 
consideration  of  any  matter  already  under  consideration  by  the 
Subcommittee on Prevention prior to the date on which the denunciation 
becomes effective.

3.  Following  the  date  on  which  the  denunciation  of  the  State  Party 
becomes  effective,  the  Subcommittee  on Prevention shall  not  commence 
consideration of any new matter regarding that State.

Article 34

1. Any State Party to the present Protocol may propose an amendment 
and file it with the Secretary-General of the United Nations. The Secretary-
General  shall  thereupon  communicate  the  proposed  amendment  to  the 
States Parties to the present Protocol with a request that they notify him 
whether  they  favour  a  conference  of  States  Parties  for  the  purpose  of 
considering and voting upon the proposal.  In the event that within four 
months from the date of such communication at least one third of the States 
Parties favour such a conference, the Secretary-General shall convene the 
conference  under  the  auspices  of  the  United  Nations.  Any  amendment 
adopted by a majority of two thirds of the States Parties present and voting 
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at the conference shall be submitted by the Secretary-General of the United 
Nations to all States Parties for acceptance. 

2.  An  amendment  adopted  in  accordance  with  paragraph  1  of  the 
present article shall come into force when it has been accepted by a two 
-thirds majority of the States Parties to the present Protocol in accordance 
with their respective constitutional processes.

3. When amendments come into force, they shall be binding on those 
States  Parties  that  have  accepted  them,  other  States  Parties  still  being 
bound by the provisions of the present Protocol and any earlier amendment 
that they have accepted.

Article 35

Members  of  the  Subcommittee  on  Prevention  and  of  the  national 
preventive mechanisms shall be accorded such privileges and immunities as 
are necessary for the independent exercise of their functions. Members of 
the  Subcommittee  on  Prevention  shall  be  accorded  the  privileges  and 
immunities specified in section 22 of the Convention on the Privileges and 
Immunities  of  the  United  Nations  of  13  February  1946,  subject  to  the 
provisions of section 23 of that Convention.

Article 36

When visiting  a  State  Party,  the  members  of  the  Subcommittee  on 
Prevention shall, without prejudice to the provisions and purposes of the 
present Protocol and such privileges and immunities as they may enjoy:

(a) Respect the laws and regulations of the visited State;

(b) Refrain from any action or activity incompatible with the impartial 
and international nature of their duties.
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Article 37

1. The present Protocol, of which the Arabic, Chinese, English, French, 
Russian and Spanish texts are equally authentic, shall be deposited with the 
Secretary-General of the United Nations. 

2. The Secretary-General of the United Nations shall transmit certified 
copies of the present Protocol to all States. 
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(International organization and collective security)

The United Nations Charter

http://www.un.org/aboutun/charter/

CHAPTER I -- PURPOSES AND PRINCIPLES

Article 1

The Purposes of the United Nations are: 

1. To maintain international peace and security, and to that end: to take 
effective collective measures for the prevention and removal of threats to 
the peace, and for the suppression of acts of aggression or other breaches of 
the peace, and to bring about by peaceful means, and in conformity with 
the principles of justice and international law, adjustment or settlement of 
international  disputes or situations which might lead to a breach of  the 
peace; 

2. To develop friendly relations among nations based on respect for the 
principle  of  equal  rights  and self-determination  of  peoples,  and to take 
other appropriate measures to strengthen universal peace; 

3.  To  achieve  international  cooperation  in  solving  international 
problems of an economic, social, cultural, or humanitarian character, and 
in  promoting  and  encouraging  respect  for  human  rights  and  for 
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fundamental freedoms for all without distinction as to race, sex, language, 
or religion; and 

4.  To  be  a  center  for  harmonizing  the  actions  of  nations  in  the 
attainment of these common ends. 

Article 2

The Organization and its Members, in pursuit of the Purposes stated in 
Article 1, shall act in accordance with the following Principles. 

1. The Organization is based on the principle of the sovereign equality 
of all its Members. 

2. All Members, in order to ensure to all of them the rights and benefits 
resulting  from  membership,  shall  fulfill  in  good  faith  the  obligations 
assumed by them in accordance with the present Charter. 

3.  All  Members  shall  settle  their  international  disputes  by  peaceful 
means in such a manner that international peace and security, and justice, 
are not endangered. 

4. All Members shall refrain in their international relations from the 
threat  or  use  of  force  against  the  territorial  integrity  or  political 
independence of any state, or in any other manner inconsistent with the 
Purposes of the United Nations. 

5. All Members shall give the United Nations every assistance in any 
action it takes in accordance with the present Charter, and shall refrain 
from giving assistance  to any state  against  which the  United Nations  is 
taking preventive or enforcement action. 
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6. The Organization shall ensure that states which are not Members of 
the United Nations act in accordance with these Principles so far as may be 
necessary for the maintenance of international peace and security. 

7. Nothing contained in the present Charter shall authorize the United 
Nations to intervene in matters which are essentially within the domestic 
jurisdiction  of  any  state  or  shall  require  the  Members  to  submit  such 
matters to settlement under the present Charter; but this principle shall not 
prejudice the application of enforcement measures under Chapter VII. 

CHAPTER VI -- PACIFIC SETTLEMENT OF DISPUTES

Article 33

1.  The parties  to  any  dispute,  the  continuance  of  which  is  likely  to 
endanger the maintenance of international peace and security, shall, first of 
all,  seek  a  solution  by  negotiation,  enquiry,  mediation,  conciliation, 
arbitration,  judicial  settlement,  resort  to  regional  agencies  or 
arrangements, or other peaceful means of their own choice. 

2. The Security Council shall, when it deems necessary, call upon the 
parties to settle their dispute by such means. 

Article 34

The  Security  Council  may  investigate  any  dispute,  or  any  situation 
which might lead to international friction or give rise to a dispute, in order 
to determine whether the continuance of the dispute or situation is likely to 
endanger the maintenance of international peace and security. 
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Article 35

1. Any Member of the United Nations may bring any dispute, or any 
situation  of  the nature  referred to in Article  34,  to the  attention  of  the 
Security Council or of the General Assembly. 

2. A state which is not a Member of the United Nations may bring to the 
attention of the Security Council or of the General Assembly any dispute to 
which it is a party if it accepts in advance, for the purposes of the dispute, 
the obligations of pacific settlement provided in the present Charter. 

3.  The  proceedings  of  the  General  Assembly  in  respect  of  matters 
brought to its attention under this Article will be subject to the provisions 
of Articles 11 and 12. 

Article 36

1. The Security Council  may, at any stage of a dispute of the nature 
referred  to  in  Article  33  or  of  a  situation  of  like  nature,  recommend 
appropriate procedures or methods of adjustment. 

2. The Security Council should take into consideration any procedures 
for the settlement of the dispute which have already been adopted by the 
parties. 

3. In making recommendations under this Article the Security Council 
should also take into consideration that legal disputes should as a general 
rule  be  referred by the  parties  to  the  International  Court  of  Justice in 
accordance with the provisions of the Statute of the Court. 
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Article 37

1. Should the parties to a dispute of the nature referred to in Article 33 
fail to settle it by the means indicated in that Article, they shall refer it to 
the Security Council. 

2. If the Security Council deems that the continuance of the dispute is in 
fact likely to endanger the maintenance of international peace and security, 
it shall decide whether to take action under Article 36 or to recommend 
such terms of settlement as it may consider appropriate. 

Article 38

Without prejudice to the provisions of Articles 33 to  37, the Security 
Council  may,  if  all  the  parties  to  any  dispute  so  request,  make 
recommendations to the parties with a view to a pacific settlement of the 
dispute. 

CHAPTER VII ACTION WITH RESPECT TO THREATS TO THE 
PEACE, BREACHES OF THE PEACE, AND ACTS OF AGGRESSION

Article 39

The Security Council shall determine the existence of any threat to the 
peace,  breach  of  the  peace,  or  act  of  aggression  and  shall  make 
recommendations, or decide what measures shall be taken in accordance 
with Articles  41 and 42,  to maintain or restore international  peace  and 
security. 
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Article 40

In order to prevent an aggravation of the situation, the Security Council 
may, before making the recommendations or deciding upon the measures 
provided for in Article 39, call upon the parties concerned to comply with 
such  provisional  measures  as  it  deems  necessary  or  desirable.  Such 
provisional  measures shall  be without prejudice to the rights,  claims,  or 
position  of  the  parties  concerned.  The Security  Council  shall  duly  take 
account of failure to comply with such provisional measures. 

Article 41

The Security Council may decide what measures not involving the use 
of armed force are to be employed to give effect to its decisions, and it may 
call upon the Members of the United Nations to apply such measures. These 
may include complete or partial interruption of economic relations and of 
rail, sea, air, postal, telegraphic, radio, and other means of communication, 
and the severance of diplomatic relations. 

Article 42

Should the  Security  Council  consider  that  measures  provided for  in 
Article 41 would be inadequate or have proved to be inadequate, it may 
take such action by air, sea, or land forces as may be necessary to maintain 
or  restore  international  peace  and  security.  Such  action  may  include 
demonstrations, blockade, and other operations by air, sea, or land forces 
of Members of the United Nations. 

Article 43

1. All  Members of  the United Nations,  in order to contribute  to the 
maintenance  of  international  peace  and  security,  undertake  to  make 
available  to  the  Security  Council,  on  its  call  and  in  accordance  with  a 
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special agreement or agreements, armed forces, assistance,  and facilities, 
including  rights  of  passage,  necessary  for  the  purpose  of  maintaining 
international peace and security. 

2. Such agreement or agreements shall govern the numbers and types of 
forces. their degree of readiness and general location, and the nature of the 
facilities and assistance to be provided. 

3. The agreement or agreements shall be negotiated as soon as possible 
on the initiative of the Security Council. They shall be concluded between 
the Security Council  and Members or between the Security Council  and 
groups of Members and shall  be subject to ratification by the signatory 
states in accordance with their respective constitutional processes. 

Article 44

When the  Security  Council  has  decided to use  force  it  shall,  before 
calling upon a Member not represented on it to provide armed forces in 
fulfillment of the obligations assumed under Article 43, invite that Member, 
if  the Member so desires,  to participate  in the decisions of the Security 
Council concerning the employment of contingents of that Member's armed 
forces. 

Article 45

In order to enable the United Nations to take urgent military measures 
Members shall  hold immediately available national  air-force  contingents 
for combined international enforcement action. The strength and degree of 
readiness of these contingents and plans for their combined action shall be 
determined,  within  the  limits  laid  down  in  the  special  agreement  or 
agreements  referred  to  in  Article  43,  by  the  Security  Council  with  the 
assistance of the Military Staff Committee. 
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Article 46

Plans for the application of armed force shall be made by the Security 
Council with the assistance of the Military Staff Committee. 

Article 48

1. The action required to carry out the decisions of the Security Council 
for the maintenance of international peace and security shall be taken by 
all the Members of the United Nations or by some of them, as the Security 
Council may determine. 

2. Such decisions shall  be carried out by the Members of the United 
Nations directly and through their action in the appropriate international 
agencies of which they are members. 

Article 49

The  Members  of  the  United  Nations  shall  join  in  affording  mutual 
assistance  in  carrying  out  the  measures  decided  upon  by  the  Security 
Council. 

Article 50

If preventive or enforcement measures against any state are taken by 
the Security Council,  any other state,  whether a Member of  the United 
Nations  or  not,  which  finds  itself  confronted  with  special  economic 
problems arising from the carrying out of those measures shall have the 
right  to consult  the Security Council  with regard to a solution of  those 
problems. 
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Article 51

Nothing  in  the  present  Charter  shall  impair  the  inherent  right  of 
individual  or  collective  self-defense  if  an armed attack occurs  against  a 
Member  of  the  United  Nations,  until  the  Security  Council  has  taken 
measures necessary to maintain international peace and security. Measures 
taken by Members  in  the  exercise  of  this  right  of  self-defense  shall  be 
immediately  reported to the Security  Council  and shall  not  in  any way 
affect the authority and responsibility of the Security Council  under the 
present Charter to take at any time such action as it deems necessary in 
order to maintain or restore international peace and security.

CHAPTER XIV -- THE INTERNATIONAL COURT OF JUSTICE

Article 92

The International Court of Justice shall be the principal judicial organ 
of  the United Nations.  It  shall  function in accordance with the annexed 
Statute  which  is  based  upon  the  Statute  of  the  Permanent  Court  of 
International Justice and forms an integral part of the present Charter. 

Article 93

1.  All  Members  of  the  United  Nations  are  ipso  facto  parties  to  the 
Statute of the International Court of Justice. 

2. A state which is not a Member of the United Nations may become a 
party to the Statute of the International Court of Justice on conditions to be 
determined  in  each  case  by  the  General  Assembly  upon  the 
recommendation of the Security Council. 
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Article 94

1. Each Member of the United Nations undertakes to comply with the 
decision of the International Court of Justice in any case to which it is a 
party. 

2. If any party to a case fails to perform the obligations incumbent upon 
it  under a judgment  rendered by the  Court,  the  other  party  may  have 
recourse to the Security Council, which may, if it deems necessary, make 
recommendations or decide upon measures to be taken to give effect to the 
judgment. 

Article 95

Nothing in the present Charter shall prevent Members of the United 
Nations from entrusting the solution of their differences to other tribunals 
by virtue of agreements already in existence or which may be concluded in 
the future. 
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(Regional organization and collective security)

The North Atlantic Treaty

Washington D.C. - 4 April 1949

http://www.nato.int/docu/basictxt/treaty.htm

The  Parties  to  this  Treaty  reaffirm  their  faith  in  the  purposes  and 
principles of the Charter of the United Nations and their desire to live in  
peace with all peoples and all governments. 

They  are determined to safeguard the freedom,  common heritage and  
civilisation  of  their  peoples,  founded  on  the  principles  of  democracy,  
individual  liberty  and the rule of law. They seek to promote stability  and  
well-being in the North Atlantic area. 

They are resolved to unite their efforts for collective defence and for the  
preservation  of  peace  and  security.  They  therefore  agree  to  this  North  
Atlantic Treaty : 

Article 1

The Parties undertake, as set forth in the Charter of the United Nations, 
to  settle  any  international  dispute  in  which  they  may  be  involved  by 
peaceful means in such a manner that international peace and security and 
justice are not endangered, and to refrain in their international relations 
from  the  threat  or  use  of  force  in  any  manner  inconsistent  with  the 
purposes of the United Nations. 
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Article 2

The Parties will contribute toward the further development of peaceful 
and friendly international relations by strengthening their free institutions, 
by  bringing about  a better understanding of  the  principles  upon which 
these institutions are founded, and by promoting conditions of stability and 
well-being.  They  will  seek  to  eliminate  conflict  in  their  international 
economic policies and will encourage economic collaboration between any 
or all of them. 

Article 3

In order more effectively to achieve the objectives of this Treaty, the 
Parties, separately and jointly, by means of continuous and effective self-
help  and  mutual  aid,  will  maintain  and  develop  their  individual  and 
collective capacity to resist armed attack. 

Article 4

The Parties will  consult  together whenever,  in the opinion of any of 
them, the territorial integrity, political independence or security of any of 
the Parties is threatened. 

Article 5

The Parties agree that an armed attack against one or more of them in 
Europe or North America shall be considered an attack against them all 
and consequently they agree that, if such an armed attack occurs, each of 
them,  in  exercise  of  the  right  of  individual  or  collective  self-defence 
recognised by Article 51 of the Charter of the United Nations, will assist the 
Party  or  Parties  so  attacked  by  taking  forthwith,  individually  and  in 
concert with the other Parties, such action as it deems necessary, including 
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the use of armed force, to restore and maintain the security of the North 
Atlantic area. 

Any such armed attack and all measures taken as a result thereof shall 
immediately be reported to the Security Council.  Such measures shall be 
terminated when the Security Council has taken the measures necessary to 
restore and maintain international peace and security . 

Article 6 

For the purpose of Article 5, an armed attack on one or more of the 
Parties is deemed to include an armed attack: 

• on the territory of  any of  the Parties in Europe or North 
America, on the Algerian Departments of France (2), on the 
territory of or on the Islands under the jurisdiction of any of 
the Parties in the North Atlantic area north of the Tropic of 
Cancer; 

• on the forces, vessels, or aircraft of any of the Parties, when 
in or over these territories or any other area in Europe in 
which occupation forces of any of the Parties were stationed 
on  the  date  when  the  Treaty  entered  into  force  or  the 
Mediterranean Sea or the North Atlantic area north of the 
Tropic of Cancer. 

Article 7

This Treaty does not affect, and shall not be interpreted as affecting in 
any way the rights and obligations under the Charter of the Parties which 
are members of the United Nations,  or the primary responsibility of the 
Security Council for the maintenance of international peace and security. 
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Article 8

Each Party declares that none of the international engagements now in 
force between it and any other of the Parties or any third State is in conflict 
with the provisions of this Treaty, and undertakes not to enter into any 
international engagement in conflict with this Treaty. 

Article 9

The Parties hereby establish a Council, on which each of them shall be 
represented,  to  consider  matters  concerning  the  implementation  of  this 
Treaty. The Council shall be so organised as to be able to meet promptly at 
any  time.  The  Council  shall  set  up  such  subsidiary  bodies  as  may  be 
necessary; in particular it shall establish immediately a defence committee 
which shall recommend measures for the implementation of Articles 3 and 
5. 

Article 10

The Parties may, by unanimous agreement, invite any other European 
State in a position to further the principles of this Treaty and to contribute 
to the security of the North Atlantic area to accede to this Treaty. Any State 
so invited may become a Party to the Treaty by depositing its instrument of 
accession  with  the  Government  of  the  United  States  of  America.  The 
Government of the United States of America will inform each of the Parties 
of the deposit of each such instrument of accession. 

Article 11

This  Treaty  shall  be  ratified  and  its  provisions  carried  out  by  the 
Parties  in accordance  with their respective  constitutional  processes.  The 
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instruments of ratification shall be deposited as soon as possible with the 
Government of the United States of America, which will notify all the other 
signatories of each deposit. The Treaty shall enter into force between the 
States which have ratified it as soon as the ratifications of the majority of 
the  signatories,  including  the  ratifications  of  Belgium,  Canada,  France, 
Luxembourg, the Netherlands, the United Kingdom and the United States, 
have been deposited and shall come into effect with respect to other States 
on the date of the deposit of their ratifications. (3) 

Article 12

After  the  Treaty  has  been  in  force  for  ten  years,  or  at  any  time 
thereafter, the Parties shall, if any of them so requests, consult together for 
the purpose of reviewing the Treaty,  having regard for the factors  then 
affecting  peace  and  security  in  the  North  Atlantic  area,  including  the 
development  of  universal  as  well  as  regional  arrangements  under  the 
Charter of the United Nations for the maintenance of international peace 
and security. 

Article 13

After the Treaty has  been in force  for twenty years,  any Party may 
cease to be a Party one year after its notice of denunciation has been given 
to the Government of the United States of America, which will inform the 
Governments  of  the  other  Parties  of  the  deposit  of  each  notice  of 
denunciation. 

Article 14

This  Treaty,  of  which  the  English  and  French  texts  are  equally 
authentic,  shall  be  deposited  in  the  archives  of  the  Government  of  the 
United States of America. Duly certified copies will be transmitted by that 
Government to the Governments of other signatories. 
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1. The definition of the territories to which Article  5 applies 
was revised by Article 2 of the Protocol to the North Atlantic 
Treaty on the accession of Greece and Turkey signed on 22 
October 1951. 

2. On January 16, 1963, the North Atlantic Council noted that 
insofar as the former Algerian Departments of France were 
concerned, the relevant clauses of this  Treaty had become 
inapplicable as from July 3, 1962. 

3. The Treaty  came into  force  on  24 August  1949,  after  the 
deposition of the ratifications of all signatory states. 
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(Regional organizations and collective security)

CHARTER OF THE ORGANIZATION OF AMERICAN STATES

(1948 and amended as of 1997)

http://www.oas.org/juridico/English/charter.html#ch7

Chapter  I -- NATURE AND PURPOSES

Article 1

     The  American  States  establish  by  this  Charter  the  international 
organization that  they have developed to achieve an order of peace and 
justice, to promote their solidarity, to strengthen their collaboration, and to 
defend their sovereignty, their territorial integrity, and their independence. 
Within  the  United  Nations,  the  Organization  of  American  States  is  a 
regional agency.

     The Organization of American States has no powers other than those 
expressly  conferred  upon  it  by  this  Charter,  none  of  whose  provisions 
authorizes it to intervene in matters that are within the internal jurisdiction 
of the Member States.
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Article 2

The Organization of American States, in order to put into practice the 
principles on which it is founded and to fulfill its regional obligations under 
the  Charter  of  the  United  Nations,  proclaims  the  following  essential 
purposes:

a)     To strengthen the peace and security of the continent;

b)     To promote and consolidate representative democracy, with due 
respect for the principle of nonintervention;

c)     To prevent possible causes of difficulties and to ensure the pacific 
settlement of disputes that may arise among the Member States;

d)     To provide for common action on the part of those States in the 
event of aggression;

e)     To seek the solution of political, juridical, and economic problems 
that may arise among them;

f)     To  promote,  by  cooperative  action,  their  economic,  social,  and 
cultural development;

g)     To eradicate extreme poverty, which constitutes an obstacle to the 
full democratic development of the peoples of the hemisphere; and

h)     To achieve an effective limitation of conventional weapons that will 
make it possible to devote the largest amount of resources to the economic 
and social development of the Member States.
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Chapter II -- PRINCIPLES

Article 3

     The American States reaffirm the following principles:

a)     International  law  is  the  standard  of  conduct  of  States  in  their 
reciprocal relations;

b)     International  order  consists  essentially  of  respect  for  the 
personality,  sovereignty,  and  independence  of  States,  and  the  faithful 
fulfillment  of  obligations  derived  from  treaties  and  other  sources  of 
international law;

c)     Good faith shall govern the relations between States;

d)     The solidarity of the American States and the high aims which are 
sought through it require the political organization of those States on the 
basis of the effective exercise of representative democracy;

e)     Every State has the right to choose, without external interference, 
its political, economic, and social system and to organize itself in the way 
best suited to it, and has the duty to abstain from intervening in the affairs 
of  another  State.  Subject  to  the  foregoing,  the  American  States  shall 
cooperate  fully  among  themselves,  independently  of  the  nature  of  their 
political, economic, and social systems;

f)     The  elimination  of  extreme  poverty  is  an  essential  part  of  the 
promotion  and  consolidation  of  representative  democracy  and  is  the 
common and shared responsibility of the American States;
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g)     The American States condemn war of aggression: victory does not 
give rights;

h)     An  act  of  aggression  against  one  American  State  is  an  act  of 
aggression against all the other American States;

i)     Controversies of an international character arising between two or 
more American States shall be settled by peaceful procedures;

j)     Social justice and social security are bases of lasting peace;

k)     Economic  cooperation  is  essential  to  the  common  welfare  and 
prosperity of the peoples of the continent;

l)     The  American  States  proclaim  the  fundamental  rights  of  the 
individual without distinction as to race, nationality, creed, or sex;

m)     The spiritual unity of the continent is  based on respect for the 
cultural  values  of  the  American  countries  and  requires  their  close 
cooperation for the high purposes of civilization;

n)     The  education  of  peoples  should  be  directed  toward  justice, 
freedom, and peace.

Chapter IV -- FUNDAMENTAL RIGHTS AND DUTIES OF STATES

Article 10

     States are juridically equal, enjoy equal rights and equal capacity to 
exercise these rights, and have equal duties. The rights of each State depend 
not upon its power to ensure the exercise thereof, but upon the mere fact of 
its existence as a person under international law.
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Article 11

     Every American State has the duty to respect the rights enjoyed by 
every other State in accordance with international law.

Article 12

     The  fundamental  rights  of  States  may  not  be  impaired  in  any 
manner whatsoever.

Article 13

     The political existence of the State is independent of recognition by 
other States. Even before being recognized, the State has the right to defend 
its  integrity  and  independence,  to  provide  for  its  preservation  and 
prosperity,  and consequently  to organize  itself  as  it  sees fit,  to  legislate 
concerning its  interests,  to administer its  services,  and to determine the 
jurisdiction and competence of its courts.  The exercise of these rights is 
limited only by the exercise of the rights of other States in accordance with 
international law.

Article 14

     Recognition implies that the State granting it accepts the personality 
of  the  new State,  with  all  the  rights  and  duties  that  international  law 
prescribes for the two States.

382 | Page



Sourcebook of Cases, Laws, Treaties & Documents

Article 15

The right of each State to protect itself and to live its own life does not 
authorize it to commit unjust acts against another State.

Article 16

The jurisdiction of States within the limits of their national territory is 
exercised equally over all the inhabitants, whether nationals or aliens.

Article 17

Each State has the right to develop its cultural, political, and economic 
life freely and naturally. In this free development, the State shall respect 
the rights of the individual and the principles of universal morality.

Article 18

Respect for and the faithful observance of treaties constitute standards 
for  the  development  of  peaceful  relations  among  States.  International 
treaties and agreements should be public.

Article 19

No  State  or  group  of  States  has  the  right  to  intervene,  directly  or 
indirectly, for any reason whatever, in the internal or external affairs of 
any other State. The foregoing principle prohibits not only armed force but 
also  any  other  form  of  interference  or  attempted  threat  against  the 
personality  of  the  State  or  against  its  political,  economic,  and  cultural 
elements.
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Article 20

No State  may  use  or  encourage  the  use  of  coercive  measures  of  an 
economic  or  political  character  in  order  to  force  the  sovereign  will  of 
another State and obtain from it advantages of any kind.

Article 21

The territory of a State is inviolable; it  may not be the object,  even 
temporarily, of military occupation or of other measures of force taken by 
another  State,  directly  or  indirectly,  on  any  grounds  whatever.  No 
territorial acquisitions or special advantages obtained either by force or by 
other means of coercion shall be recognized.

Article 22

The American States bind themselves in their international  relations 
not to have recourse to the use of force, except in the case of self-defense in 
accordance with existing treaties or in fulfillment thereof.

Article 23

Measures  adopted  for  the  maintenance  of  peace  and  security  in 
accordance  with  existing  treaties  do  not  constitute  a  violation  of  the 
principles set forth in Articles 19 and 21.

Chapter V -- PACIFIC SETTLEMENT OF DISPUTES

Article 24

International disputes between Member States shall be submitted to the 
peaceful procedures set forth in this Charter.
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This provision shall not be interpreted as an impairment of the rights 
and  obligations  of  the  Member  States  under  Articles  34  and  35  of  the 
Charter of the United Nations.

Article 25

The following are peaceful procedures: direct negotiation, good offices, 
mediation,  investigation and conciliation,  judicial  settlement,  arbitration, 
and those which the parties to the dispute may especially agree upon at any 
time.

Article 26

In the event that a dispute arises between two or more American States 
which, in the opinion of one of them, cannot be settled through the usual 
diplomatic  channels,  the  parties  shall  agree  on  some  other  peaceful 
procedure that will enable them to reach a solution.

Article 27

A special  treaty  will  establish  adequate  means  for  the  settlement  of 
disputes and will determine pertinent procedures for each peaceful means 
such  that  no  dispute  between  American  States  may  remain  without 
definitive settlement within a reasonable period of time.

Chapter VI -- COLLECTIVE SECURITY

Article 28

Every act of aggression by a State against the territorial integrity or the 
inviolability  of  the  territory  or  against  the  sovereignty  or  political 
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independence of an American State shall be considered an act of aggression 
against the other American States.

Article 29

If the inviolability or the integrity of the territory or the sovereignty or 
political  independence  of  any  American  State  should  be  affected  by an 
armed attack or by an act of aggression that is not an armed attack, or by 
an  extracontinental  conflict,  or  by  a  conflict  between  two  or  more 
American States, or by any other fact or situation that might endanger the 
peace of America, the American States, in furtherance of the principles of 
continental  solidarity  or collective self-defense,  shall  apply  the measures 
and procedures established in the special treaties on the subject.

Chapter VII -- INTEGRAL DEVELOPMENT

Article 30

The  Member  States,  inspired  by  the  principles  of  Inter-American 
solidarity and cooperation, pledge themselves to a united effort to ensure 
international social justice in their relations and integral development for 
their  peoples,  as  conditions  essential  to  peace  and  security.  Integral 
development  encompasses  the  economic,  social,  educational,  cultural, 
scientific,  and  technological  fields  through  which  the  goals  that  each 
country sets for accomplishing it should be achieved.
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 (International litigation & international relations)

STATUTE OF THE INTERNATIONAL COURT OF JUSTICE

http://www.icj-cij.org/documents/index.php?p1=4&p2=2&p3=0

Article 1

The International  Court  of Justice established by the Charter of the 
United Nations as the principal judicial organ of the United Nations shall 
be constituted and shall function in accordance with the provisions of the 
present Statute. 

CHAPTER I - ORGANIZATION OF THE COURT

Article 2

The Court shall be composed of a body of independent judges, elected 
regardless of their nationality from among persons of high moral character, 
who possess  the  qualifications  required in their  respective  countries  for 
appointment  to  the  highest  judicial  offices,  or  are  jurisconsults  of 
recognized competence in international law. 

Article 3

1. The Court shall consist of fifteen members, no two of whom may be 
nationals of the same state. 
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2. A person who for the purposes of membership in the Court could be 
regarded as  a national  of  more than one state shall  be deemed to be a 
national of the one in which he ordinarily exercises civil and political rights. 

Article 4

1. The members of the Court shall be elected by the General Assembly 
and  by  the  Security  Council  from a  list  of  persons  nominated  by  the 
national groups in the Permanent Court of Arbitration, in accordance with 
the following provisions. 

2. In the case of Members of the United Nations not represented in the 
Permanent Court of Arbitration, candidates shall be nominated by national 
groups appointed for this purpose by their governments under the same 
conditions  as  those  prescribed for  members of  the  Permanent  Court  of 
Arbitration by Article 44 of the Convention of The Hague of 1907 for the 
pacific settlement of international disputes. 

3. The conditions under which a state which is a party to the present 
Statute  but  is  not  a  Member of  the  United  Nations  may  participate  in 
electing  the  members  of  the  Court  shall,  in  the  absence  of  a  special 
agreement, be laid down by the General Assembly upon recommendation 
of the Security Council. 

CHAPTER II - COMPETENCE OF THE COURT

Article 34 

1. Only states may be parties in cases before the Court. 

2. The Court, subject to and in conformity with its Rules, may 
request of public international organizations information relevant to 
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cases before it, and shall receive such information presented by such 
organizations on their own initiative. 

3. Whenever the construction of the constituent instrument of a 
public international organization or of an international convention 
adopted thereunder is in question in a case before the Court,  the 
Registrar  shall  so  notify  the  public  international  organization 
concerned  and  shall  communicate  to  it  copies  of  all  the  written 
proceedings. 

Article 35

1. The Court shall be open to the states parties to the present 
Statute. 

2. The conditions under which the Court shall be open to other 
states shall, subject to the special provisions contained in treaties in 
force, be laid down by the Security Council, but in no case shall such 
conditions  place  the parties in a position of inequality before the 
Court. 

3. When a state which is not a Member of the United Nations is a 
party to a case, the Court shall fix the amount which that party is to 
contribute towards the expenses of the Court. This provision shall 
not  apply  if  such state is  bearing a share  of  the expenses  of  the 
Court.

Article 36

1. The jurisdiction of the Court comprises all  cases which the 
parties  refer  to  it  and  all  matters  specially  provided  for  in  the 
Charter  of  the  United  Nations or  in  treaties  and  conventions  in 
force. 
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2.  The  states  parties  to  the  present  Statute  may  at  any  time 
declare that they recognize as compulsory ipso facto and without 
special agreement, in relation to any other state accepting the same 
obligation,  the  jurisdiction  of  the  Court  in  all  legal  disputes 
concerning: 

a. the interpretation of a treaty; 

b. any question of international law; 

c.  the existence of any fact which, if established, would 
constitute a breach of an international obligation; 

d. the nature or extent of the reparation to be made for 
the breach of an international obligation. 

3.  The  declarations  referred  to  above  may  be  made 
unconditionally or on condition of reciprocity on the part of several 
or certain states, or for a certain time. 

4.  Such  declarations  shall  be  deposited  with  the  Secretary-
General of the United Nations, who shall transmit copies thereof to 
the parties to the Statute and to the Registrar of the Court. 

5.  Declarations  made  under  Article  36  of  the  Statute  of  the 
Permanent  Court  of  International  Justice  and  which  are  still  in 
force shall be deemed, as between the parties to the present Statute, 
to be acceptances of the compulsory jurisdiction of the International 
Court of Justice for the period which they still have to run and in 
accordance with their terms. 

6.  In  the  event  of  a  dispute  as  to  whether  the  Court  has 
jurisdiction, the matter shall be settled by the decision of the Court. 
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Article 37

Whenever a treaty or convention in force provides for reference of a 
matter to a tribunal to have been instituted by the League of Nations, or to 
the Permanent Court of International Justice, the matter shall, as between 
the parties to the present Statute, be referred to the International Court of 
Justice. 

Article 38

1. The Court,  whose function is  to decide in accordance with 
international law such disputes as are submitted to it, shall apply: 

a.  international  conventions,  whether  general  or 
particular,  establishing  rules  expressly  recognized  by  the 
contesting states; 

b. international custom, as evidence of a general practice 
accepted as law; 

c.  the general  principles  of  law recognized by civilized 
nations; 

d.  subject  to  the  provisions  of  Article  59,  judicial 
decisions  and  the  teachings  of  the  most  highly  qualified 
publicists of the various nations, as subsidiary means for the 
determination of rules of law. 
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(International litigation, International Criminal Court and war crimes)

ROME STATUTE OF THE INTERNATIONAL CRIMINAL COURT

http://untreaty.un.org/cod/icc/statute/romefra.htm (1998)

PREAMBLE

         The States Parties to this Statute, 

         Conscious  that  all  peoples  are  united by common bonds,  their 
cultures  pieced  together  in  a  shared  heritage,  and  concerned  that  this 
delicate mosaic may be shattered at any time, 

         Mindful that during this century millions of children, women and 
men have been victims of  unimaginable  atrocities  that  deeply shock the 
conscience of humanity, 

         Recognizing that such grave crimes threaten the peace, security 
and well-being of the world, 

         Affirming  that  the  most  serious  crimes  of  concern  to  the 
international community as a whole must not go unpunished and that their 
effective prosecution must be ensured by taking measures at the national 
level and by enhancing international cooperation, 
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         Determined to put an end to impunity for the perpetrators of these 
crimes and thus to contribute to the prevention of such crimes, 

         Recalling that it is the duty of every State to exercise its criminal 
jurisdiction over those responsible for international crimes, 

         Reaffirming the  Purposes  and Principles  of  the  Charter  of  the 
United Nations,  and in  particular  that  all  States  shall  refrain  from the 
threat  or  use  of  force  against  the  territorial  integrity  or  political 
independence of any State, or in any other manner inconsistent with the 
Purposes of the United Nations, 

         Emphasizing in this connection that nothing in this Statute shall be 
taken as authorizing any State Party to intervene in an armed conflict or in 
the internal affairs of any State, 

         Determined to these ends and for the sake of present and future 
generations, to establish an independent permanent International Criminal 
Court in relationship with the United Nations system, with jurisdiction over 
the most  serious crimes of concern to the international  community as a 
whole, 

         Emphasizing that  the  International  Criminal  Court established 
under  this  Statute  shall  be  complementary  to  national  criminal 
jurisdictions, 

         Resolved to guarantee lasting respect for and the enforcement of 
international justice, 

         Have agreed as follows 

 PART 1. ESTABLISHMENT OF THE COURT
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Article 1 

The Court

            An  International  Criminal  Court ("the  Court")  is  hereby 
established. It shall be a permanent institution and shall have the power to 
exercise  its  jurisdiction  over  persons  for  the  most  serious  crimes  of 
international  concern,  as  referred  to  in  this  Statute,  and  shall  be 
complementary  to  national  criminal  jurisdictions.  The  jurisdiction  and 
functioning of the Court shall be governed by the provisions of this Statute. 

Article 2

Relationship of the Court with the United Nations

            The Court  shall  be brought into relationship with the United 
Nations through an agreement to be approved by the Assembly of States 
Parties  to this  Statute  and thereafter concluded by the President of the 
Court on its behalf. 

 Article 3 

Seat of the Court

1.         The seat of the Court shall be established at The Hague in the 
Netherlands ("the host State"). 

2.         The Court shall enter into a headquarters agreement with the 
host State, to be approved by the Assembly of States Parties and thereafter 
concluded by the President of the Court on its behalf. 
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3.         The Court may sit elsewhere, whenever it considers it desirable, 
as provided in this Statute. 

Article 4

Legal status and powers of the Court

1.    The Court shall have international legal personality. It shall also 
have  such  legal  capacity  as  may  be  necessary  for  the  exercise  of  its 
functions and the fulfillment of its purposes. 

2.   The Court may exercise its functions and powers, as provided in this 
Statute, on the territory of any State Party and, by special agreement, on 
the territory of any other State. 

PART 2. JURISDICTION, ADMISSIBILITY AND APPLICABLE LAW

Article 5

Crimes within the jurisdiction of the Court

1.         The jurisdiction of the Court shall be limited to the most serious 
crimes of concern to the international community as a whole. The Court 
has  jurisdiction  in  accordance  with  this  Statute  with  respect  to  the 
following crimes: 

(a)     The crime of genocide; 

(b)     Crimes against humanity; 

(c)     War crimes; 
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(d)     The crime of aggression.

2.   The Court shall exercise jurisdiction over the crime of aggression 
once  a  provision  is  adopted  in  accordance  with  articles  121  and  123 
defining the crime and setting out the conditions under which the Court 
shall exercise jurisdiction with respect to this crime. Such a provision shall 
be  consistent  with  the  relevant  provisions  of  the  Charter  of  the  United 
Nations. 

Article 6

Genocide

            For the purpose of this Statute, "genocide" means any of the 
following  acts  committed  with  intent  to  destroy,  in  whole  or  in  part,  a 
national, ethnical, racial or religious group, as such: 

(a)     Killing members of the group; 

(b)     Causing serious bodily or mental harm to members of the 
group; 

(c)     Deliberately  inflicting  on  the  group  conditions  of  life 
calculated  to bring about  its  physical  destruction  in whole  or  in 
part; 

(d)     Imposing measures intended to prevent births within the 
group; 

(e)     Forcibly  transferring  children  of  the  group  to  another 
group. 
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Article 7

Crimes against humanity

1.         For the purpose of this Statute, "crime against humanity" means 
any  of  the  following  acts  when  committed  as  part  of  a  widespread  or 
systematic attack directed against any civilian population, with knowledge 
of the attack: 

(a)     Murder; 

(b)     Extermination; 

(c)     Enslavement; 

(d)     Deportation or forcible transfer of population; 

(e)     Imprisonment  or  other  severe  deprivation  of  physical 
liberty in violation of fundamental rules of international law; 

(f)     Torture; 

(g)     Rape,  sexual  slavery,  enforced  prostitution,  forced 
pregnancy,  enforced  sterilization,  or  any  other  form  of  sexual 
violence of comparable gravity; 

(h)     Persecution against any identifiable group or collectivity 
on political,  racial,  national,  ethnic,  cultural,  religious,  gender as 
defined  in  paragraph  3,  or  other  grounds  that  are  universally 
recognized as impermissible under international law, in connection 
with any act referred to in this paragraph or any crime within the 
jurisdiction of the Court; 
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(i)     Enforced disappearance of persons; 

(j)     The crime of apartheid; 

(k)     Other inhumane acts of a similar character intentionally 
causing great suffering, or serious injury to body or to mental or 
physical health.

2.         For the purpose of paragraph 1: 

(a)     "Attack directed against any civilian population" means a 
course of conduct involving the multiple commission of acts referred 
to in paragraph 1 against any civilian population, pursuant to or in 
furtherance  of  a  State  or  organizational  policy  to  commit  such 
attack; 

(b)     "Extermination"  includes  the  intentional  infliction  of 
conditions of life,  inter alia the deprivation of access to food and 
medicine,  calculated  to  bring  about  the  destruction  of  part  of  a 
population; 

(c)     "Enslavement"  means  the  exercise  of  any  or  all  of  the 
powers  attaching  to  the  right  of  ownership  over  a  person  and 
includes the exercise of such power in the course of trafficking in 
persons, in particular women and children; 

(d)     "Deportation  or  forcible  transfer  of  population"  means 
forced displacement of the persons concerned by expulsion or other 
coercive  acts  from the  area  in  which  they  are  lawfully  present, 
without grounds permitted under international law; 

(e)     "Torture" means the intentional infliction of severe pain or 
suffering, whether physical or mental, upon a person in the custody 
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or under the control of the accused; except that torture shall  not 
include pain or suffering arising only from, inherent in or incidental 
to, lawful sanctions; 

(f)     "Forced pregnancy" means the unlawful confinement of a 
woman  forcibly  made  pregnant,  with  the  intent  of  affecting  the 
ethnic composition of any population or carrying out other grave 
violations of international law. This definition shall not in any way 
be interpreted as affecting national laws relating to pregnancy; 

(g)     "Persecution"  means  the  intentional  and  severe 
deprivation of fundamental rights contrary to international law by 
reason of the identity of the group or collectivity; 

(h)     "The  crime  of  apartheid"  means  inhumane  acts  of  a 
character similar to those referred to in paragraph 1, committed in 
the context of an institutionalized regime of systematic oppression 
and domination by one racial group over any other racial group or 
groups  and  committed  with  the  intention  of  maintaining  that 
regime; 

(i)     "Enforced  disappearance  of  persons"  means  the  arrest, 
detention  or  abduction  of  persons  by,  or  with  the  authorization, 
support  or  acquiescence  of,  a  State  or  a  political  organization, 
followed by a refusal to acknowledge that deprivation of freedom or 
to give  information on the fate  or whereabouts  of  those  persons, 
with the intention of removing them from the protection of the law 
for a prolonged period of time.

3.         For the purpose of this Statute, it is understood that the 
term "gender" refers to the two sexes, male and female, within the 
context of society. The term "gender" does not indicate any meaning 
different from the above. 
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Article 8

War crimes

1.         The Court shall have jurisdiction in respect of war crimes in 
particular when committed as part of a plan or policy or as part of a 
large-scale commission of such crimes. 

2.         For the purpose of this Statute, "war crimes" means: 

(a)     Grave breaches of the Geneva Conventions of 12 August 
1949, namely, any of the following acts against persons or property 
protected under the provisions of the relevant Geneva Convention: 

(i)     Wilful killing; 

(ii)     Torture or inhuman treatment, including biological 
experiments; 

(iii)     Wilfully causing great suffering, or serious injury 
to body or health; 

(iv)     Extensive  destruction  and  appropriation  of 
property, not justified by military necessity and carried out 
unlawfully and wantonly; 

(v)     Compelling a prisoner of war or other protected 
person to serve in the forces of a hostile Power; 

(vi)     Wilfully  depriving  a  prisoner  of  war  or  other 
protected person of the rights of fair and regular trial; 
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(vii)     Unlawful  deportation  or  transfer  or  unlawful 
confinement; 

(viii)     Taking of hostages. 

(b)     Other serious violations of the laws and customs applicable 
in international armed conflict, within the established framework of 
international law, namely, any of the following acts: 

(i)     Intentionally  directing attacks  against  the  civilian 
population as such or against individual civilians not taking 
direct part in hostilities; 

(ii)     Intentionally  directing  attacks  against  civilian 
objects, that is, objects which are not military objectives; 

(iii)     Intentionally  directing attacks against  personnel, 
installations,  material,  units  or  vehicles  involved  in  a 
humanitarian  assistance  or  peacekeeping  mission  in 
accordance with the Charter of the United Nations, as long as 
they are entitled to the protection given to civilians or civilian 
objects under the international law of armed conflict; 

(iv)     Intentionally launching an attack in the knowledge 
that such attack will cause incidental loss of life or injury to 
civilians or damage to civilian objects or widespread, long-
term and severe damage to the natural environment which 
would  be  clearly  excessive  in relation  to  the  concrete  and 
direct overall military advantage anticipated; 

(v)     Attacking  or  bombarding,  by  whatever  means, 
towns, villages, dwellings or buildings which are undefended 
and which are not military objectives; 
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(vi)     Killing or wounding a combatant who, having laid 
down his arms or having no longer means of defence,  has 
surrendered at discretion; 

(vii)     Making improper use of a flag of truce, of the flag 
or of the military insignia and uniform of the enemy or of the 
United Nations, as well as of the distinctive emblems of the 
Geneva Conventions, resulting in death or serious personal 
injury; 

(viii)     The  transfer,  directly  or  indirectly,  by  the 
Occupying Power of parts of its own civilian population into 
the territory it occupies, or the deportation or transfer of all 
or parts of the population of the occupied territory within or 
outside this territory; 

(ix)     Intentionally  directing  attacks  against  buildings 
dedicated  to  religion,  education,  art,  science  or  charitable 
purposes,  historic  monuments,  hospitals  and  places  where 
the sick and wounded are collected, provided they are not 
military objectives; 

(x)     Subjecting  persons  who  are  in  the  power  of  an 
adverse  party  to  physical  mutilation  or  to  medical  or 
scientific experiments of any kind which are neither justified 
by the medical,  dental or hospital  treatment of the person 
concerned nor carried out in his or her interest, and which 
cause  death  to  or  seriously  endanger  the  health  of  such 
person or persons; 

(xi)     Killing  or  wounding  treacherously  individuals 
belonging to the hostile nation or army; 

(xii)     Declaring that no quarter will be given; 
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(xiii)     Destroying or seizing the enemy's property unless 
such destruction or seizure be imperatively demanded by the 
necessities of war; 

(xiv)     Declaring abolished, suspended or inadmissible in 
a court of law the rights and actions of the nationals of the 
hostile party; 

(xv)     Compelling  the  nationals  of  the  hostile  party  to 
take part in the operations of war directed against their own 
country, even if they were in the belligerent's service before 
the commencement of the war; 

(xvi)     Pillaging a town or  place,  even when taken by 
assault; 

(xvii)     Employing poison or poisoned weapons; 

(xviii)    Employing  asphyxiating,  poisonous  or  other 
gases, and all analogous liquids, materials or devices; 

(xix)     Employing bullets which expand or flatten easily 
in  the  human body,  such as  bullets  with  a hard envelope 
which  does  not  entirely  cover  the  core  or  is  pierced with 
incisions; 

(xx)     Employing weapons, projectiles and material and 
methods  of  warfare  which  are  of  a  nature  to  cause 
superfluous  injury  or  unnecessary  suffering  or  which  are 
inherently indiscriminate in violation of the international law 
of  armed conflict,  provided that  such weapons,  projectiles 
and material  and methods of warfare are the subject of a 
comprehensive prohibition and are included in an annex to 
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this  Statute,  by  an  amendment  in  accordance  with  the 
relevant provisions set forth in articles 121 and 123; 

(xxi)     Committing  outrages  upon  personal  dignity,  in 
particular humiliating and degrading treatment; 

(xxii)     Committing  rape,  sexual  slavery,  enforced 
prostitution,  forced  pregnancy,  as  defined  in  article  7, 
paragraph 2 (f), enforced sterilization, or any other form of 
sexual  violence  also  constituting  a  grave  breach  of  the 
Geneva Conventions; 

(xxiii)     Utilizing  the  presence  of  a  civilian  or  other 
protected person to render certain points, areas or military 
forces immune from military operations; 

(xxiv)     Intentionally directing attacks against buildings, 
material,  medical units and transport, and personnel using 
the  distinctive  emblems  of  the  Geneva  Conventions  in 
conformity with international law; 

(xxv)     Intentionally  using  starvation  of  civilians  as  a 
method  of  warfare  by  depriving  them  of  objects 
indispensable to their survival,  including wilfully impeding 
relief  supplies  as  provided  for  under  the  Geneva 
Conventions; 

(xxvi)     Conscripting or enlisting children under the age 
of fifteen years into the national armed forces or using them 
to participate actively in hostilities. 

(c)     In the case of  an armed conflict  not of  an international 
character, serious violations of article 3 common to the four Geneva 
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Conventions of 12 August 1949, namely, any of the following acts 
committed against persons taking no active part in the hostilities, 
including members of armed forces who have laid down their arms 
and those placed hors de combat by sickness, wounds, detention or 
any other cause: 

(i)     Violence to life and person, in particular murder of 
all kinds, mutilation, cruel treatment and torture; 

(ii)     Committing  outrages  upon  personal  dignity,  in 
particular humiliating and degrading treatment; 

(iii)     Taking of hostages; 

(iv)     The passing of sentences and the carrying out of 
executions  without  previous  judgement  pronounced  by  a 
regularly constituted court, affording all judicial guarantees 
which are generally recognized as indispensable. 

(d)     Paragraph  2  (c)  applies  to  armed  conflicts  not  of  an 
international  character  and  thus  does  not  apply  to  situations  of 
internal  disturbances  and  tensions,  such  as  riots,  isolated  and 
sporadic acts of violence or other acts of a similar nature. 

(e)     Other serious violations of the laws and customs applicable 
in  armed  conflicts  not  of  an  international  character,  within  the 
established  framework  of  international  law,  namely,  any  of  the 
following acts: 

(i)     Intentionally  directing attacks  against  the  civilian 
population as such or against individual civilians not taking 
direct part in hostilities; 
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(ii)     Intentionally  directing  attacks  against  buildings, 
material,  medical units and transport, and personnel using 
the  distinctive  emblems  of  the  Geneva  Conventions  in 
conformity with international law; 

(iii)     Intentionally  directing attacks against  personnel, 
installations,  material,  units  or  vehicles  involved  in  a 
humanitarian  assistance  or  peacekeeping  mission  in 
accordance with the Charter of the United Nations, as long as 
they are entitled to the protection given to civilians or civilian 
objects under the international law of armed conflict; 

(iv)     Intentionally  directing  attacks  against  buildings 
dedicated  to  religion,  education,  art,  science  or  charitable 
purposes,  historic  monuments,  hospitals  and  places  where 
the sick and wounded are collected, provided they are not 
military objectives; 

(v)     Pillaging  a  town  or  place,  even  when  taken  by 
assault; 

(vi)     Committing  rape,  sexual  slavery,  enforced 
prostitution,  forced  pregnancy,  as  defined  in  article  7, 
paragraph 2 (f), enforced sterilization, and any other form of 
sexual violence also constituting a serious violation of article 
3 common to the four Geneva Conventions; 

(vii)     Conscripting or enlisting children under the age of 
fifteen years into armed forces or groups or using them to 
participate actively in hostilities; 

(viii)     Ordering  the  displacement  of  the  civilian 
population  for  reasons  related  to  the  conflict,  unless  the 
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security  of  the  civilians  involved  or  imperative  military 
reasons so demand; 

(ix)     Killing  or  wounding  treacherously  a  combatant 
adversary; 

(x)     Declaring that no quarter will be given; 

(xi)     Subjecting  persons  who  are  in  the  power  of 
another  party  to  the  conflict  to  physical  mutilation  or  to 
medical  or  scientific  experiments  of  any  kind  which  are 
neither justified by the medical, dental or hospital treatment 
of the person concerned nor carried out in his or her interest, 
and which cause death to or seriously endanger the health of 
such person or persons; 

(xii)     Destroying or seizing the property of an adversary 
unless such destruction or seizure be imperatively demanded 
by the necessities of the conflict; 

(f)       Paragraph  2  (e)  applies  to  armed  conflicts  not  of  an 
international  character  and  thus  does  not  apply  to  situations  of 
internal  disturbances  and  tensions,  such  as  riots,  isolated  and 
sporadic acts of violence or other acts of a similar nature. It applies 
to armed conflicts that take place in the territory of a State when 
there is protracted armed conflict between governmental authorities 
and organized armed groups or between such groups.

3.         Nothing in paragraph 2 (c) and (e) shall affect the responsibility 
of a Government to maintain or re-establish law and order in the State or 
to defend the unity and territorial integrity of the State, by all legitimate 
means. 
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Article 12

Preconditions to the exercise of jurisdiction

1.         A State which becomes a Party to this Statute thereby accepts 
the jurisdiction of the Court with respect to the crimes referred to in article 
5. 

2.         In the case of article 13, paragraph (a) or (c), the Court may 
exercise its jurisdiction if one or more of the following States are Parties to 
this Statute or have accepted the jurisdiction of the Court in accordance 
with paragraph 3: 

(a)     The State on the territory of which the conduct in question 
occurred  or,  if  the  crime  was  committed  on  board  a  vessel  or 
aircraft, the State of registration of that vessel or aircraft; 

(b)     The State of which the person accused of the crime is a 
national.

3.         If the acceptance of a State which is not a Party to this Statute is 
required under paragraph 2, that State may, by declaration lodged with the 
Registrar, accept the exercise of jurisdiction by the Court with respect to 
the crime in question. The accepting State shall cooperate with the Court 
without any delay or exception in accordance with Part 9. 

Article 13

Exercise of jurisdiction
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            The Court may exercise its jurisdiction with respect to a crime 
referred to in article 5 in accordance with the provisions of this Statute if: 

(a)     A situation in which one or more of such crimes appears to 
have been committed is referred to the Prosecutor by a State Party 
in accordance with article 14; 

(b)     A situation in which one or more of such crimes appears to 
have been committed is referred to the Prosecutor by the Security 
Council  acting  under Chapter  VII  of  the  Charter  of  the  United 
Nations; or 

(c)     The Prosecutor has initiated an investigation in respect of 
such a crime in accordance with article 15.

Article 14

Referral of a situation by a State Party

1.         A State Party may refer to the Prosecutor a situation in which 
one or more crimes within the jurisdiction of the Court appear to have been 
committed requesting the  Prosecutor  to investigate  the situation for  the 
purpose of determining whether one or more specific persons should be 
charged with the commission of such crimes. 

2.         As  far  as  possible,  a  referral  shall  specify  the  relevant 
circumstances and be accompanied by such supporting documentation as is 
available to the State referring the situation. 

Article 15

Prosecutor
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1.         The Prosecutor may initiate investigations proprio motu on the 
basis of information on crimes within the jurisdiction of the Court. 

2.         The Prosecutor shall analyse the seriousness of the information 
received. For this purpose, he or she may seek additional information from 
States,  organs  of  the  United  Nations,  intergovernmental  or  non-
governmental organizations, or other reliable sources that he or she deems 
appropriate, and may receive written or oral testimony at the seat of the 
Court. 

3.         If the Prosecutor concludes that there is a reasonable basis to 
proceed  with  an  investigation,  he  or  she  shall  submit  to  the  Pre-Trial 
Chamber a request for authorization of an investigation, together with any 
supporting  material  collected.  Victims  may make representations  to  the 
Pre-Trial  Chamber,  in  accordance  with  the  Rules  of  Procedure  and 
Evidence. 

Article 19

Challenges to the jurisdiction of the Court or the admissibility of a case

1.         The Court shall satisfy itself that it has jurisdiction in any case 
brought  before  it.  The  Court  may,  on  its  own  motion,  determine  the 
admissibility of a case in accordance with article 17. 

2.         Challenges to the admissibility of a case on the grounds referred 
to in article 17 or challenges to the jurisdiction of the Court may be made 
by: 

(a)    An accused or a person for whom a warrant of arrest or a 
summons to appear has been issued under article 58; 
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(b)     A State which has jurisdiction over a case, on the ground 
that it is investigating or prosecuting the case or has investigated or 
prosecuted; or 

(c)     A State from which acceptance of jurisdiction is required 
under article 12.

 Article 21

Applicable law

1.         The Court shall apply: 

(a)     In the first place, this Statute, Elements of Crimes and its 
Rules of Procedure and Evidence; 

(b)     In the second place, where appropriate, applicable treaties 
and  the  principles  and  rules  of  international  law,  including  the 
established principles of the international law of armed conflict; 

(c)     Failing that, general principles of law derived by the Court 
from  national  laws  of  legal  systems  of  the  world  including,  as 
appropriate,  the  national  laws  of  States  that  would  normally 
exercise jurisdiction over the crime, provided that those principles 
are not inconsistent with this Statute and with international law and 
internationally recognized norms and standards.

2.         The Court may apply principles and rules of law as interpreted 
in its previous decisions. 

3.         The application and interpretation of law pursuant to this article 
must be consistent with internationally recognized human rights, and be 
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without  any  adverse  distinction  founded on  grounds  such  as  gender as 
defined in article 7, paragraph 3, age, race, colour, language, religion or 
belief, political or other opinion, national, ethnic or social origin, wealth, 
birth or other status. 

Article 29

Non-applicability of statute of limitations

            The  crimes  within  the  jurisdiction  of  the  Court  shall  not  be 
subject to any statute of limitations. 

Article 32

Mistake of fact or mistake of law

1. A  mistake  of  fact  shall  be  a  ground  for  excluding  criminal 
responsibility only if it negates the mental element required by 
the crime. 

2.   A mistake of law as to whether a particular type of conduct is a 
crime  within  the  jurisdiction  of  the  Court  shall  not  be  a  ground  for 
excluding criminal  responsibility.  A mistake of  law may,  however,  be  a 
ground  for  excluding  criminal  responsibility  if  it  negates  the  mental 
element required by such a crime, or as provided for in article 33. 

Article 33

Superior orders and prescription of law

412 | Page



Sourcebook of Cases, Laws, Treaties & Documents

1.         The fact that a crime within the jurisdiction of the Court has 
been committed by a person pursuant to an order of a Government or of a 
superior,  whether  military  or  civilian,  shall  not  relieve  that  person  of 
criminal responsibility unless: 

(a)     The person was under a legal obligation to obey orders of 
the Government or the superior in question; 

(b)     The person did not know that the order was unlawful; and 

(c)     The order was not manifestly unlawful.

2.         For the purposes of this article, orders to commit genocide or 
crimes against humanity are manifestly unlawful.

PART 13. FINAL CLAUSES

Article 119

Settlement of disputes

1.         Any dispute concerning the judicial functions of the Court shall 
be settled by the decision of the Court. 

2.         Any other dispute between two or more States Parties relating to 
the interpretation or application of this Statute which is not settled through 
negotiations within three months of their commencement shall be referred 
to the Assembly of States Parties. The Assembly may itself seek to settle the 
dispute or may make recommendations on further means of settlement of 
the  dispute,  including  referral  to  the  International  Court  of  Justice in 
conformity with the Statute of that Court. 
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Article 120

Reservations

            No reservations may be made to this Statute. 

 IN  WITNESS  WHEREOF,  the  undersigned,  being  duly  authorized 
thereto by their respective Governments, have signed this Statute.

DONE at Rome, this 17th day of July 1998.

      

SECURITY COUNCIL EXTENDS MANDATE OF MULTINATIONAL FORCE IN IRAQ 
UNTIL

31 DECEMBER 2007, UNANIMOUSLY ADOPTING RESOLUTION 1723 (2006)

Also Calls for Review of Force by 15 June 2007,
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Earlier Termination of Mandate if Requested by Iraqi Government

http://www.un.org/News/Press/docs//2006/sc8879.doc.htm

Resolution

The complete text of resolution 1723 (2006) reads as follows:

“The Security Council,

“Welcoming the formation of a national unity government in Iraq 
with a detailed political, economic and security programme and a strong 
national reconciliation agenda and looking forward to the day Iraqi forces 
assume full responsibility for the maintenance of security and stability in 
their  country,  thus  allowing  the  completion  of  the  multinational  force 
mandate and the end of its presence in Iraq,

“Welcoming the  progress  made  to  date  in  the  training  and 
equipping of  Iraqi  security  forces  as  well  as  in  the  transfer  of  security 
responsibilities to those forces in Muthanna and Dhi Qar provinces and 
looking forward to the continuation of that process during 2007,

“Recalling all of its previous relevant resolutions on Iraq,

“Reaffirming  the independence,  sovereignty,  unity,  and territorial 
integrity of Iraq,

“Reaffirming also the right of the Iraqi people freely to determine 
their own political future and control their own national resources,

“Welcoming the  continuing  work  of  the  Government  of  Iraq 
towards a federal, democratic, pluralistic, and unified Iraq, in which there 
is full respect for human rights,

“Welcoming the  vital  role  played by the  Government  of  Iraq  in 
continuing to promote national dialogue and reconciliation in pursuit of an 
atmosphere in which sectarianism is totally rejected, including the National 
Reconciliation Plan announced by Iraqi Prime Minister al-Maliki, stressing 
the importance of the rapid implementation of the plan, and  reaffirming 
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the  willingness  of  the international  community  to work closely  with the 
Government of Iraq to assist these reconciliation efforts,

“Recognizing  the International Compact with Iraq, an initiative of 
the Government of Iraq to create a new partnership with the international 
community and to build a strong framework for Iraq’s continued political, 
security and economic transformation and integration into the regional and 
global economy, and welcoming the important role that the United Nations 
is playing by jointly chairing the Compact with the Government of Iraq,

“Calling upon the international community, particularly countries 
in the region and Iraq’s neighbours, to support the Iraqi people in their 
pursuit of peace, stability, security, democracy, and prosperity, and noting 
that  the  successful  implementation  of  this  resolution  will  contribute  to 
regional stability,

“Demanding  those who use violence in an attempt to subvert the 
political process should lay down their arms and participate in the political 
process, and  encouraging the Government of Iraq to continue to engage 
with all those who renounce violence,

“Reaffirming  that acts of terrorism must not be allowed to disrupt 
Iraq’s  political  and  economic  transition,  and  further reaffirming the 
obligations  of  Member States  under resolution  1618 (2005)  of  4  August 
2005  and  other  relevant  resolutions  and  international  conventions  with 
respect,  inter alia,  to terrorist  activities in and from Iraq or against  its 
citizens,

“Recognizing  the  request  conveyed in  the  letter  of  11 November 
2006 from the Prime Minister of Iraq to the President of the Council, which 
is annexed to this  resolution,  to retain the presence of the multinational 
force in Iraq, and affirming thecommon goals therein:  Iraqi assumption of 
recruiting,  training, equipping, and arming of the Iraqi Security Forces; 
Iraqi  assumption  of  command  and  control  over  Iraqi  forces;  and  the 
transfer of responsibility for security to the Government of Iraq,

“Recognizing the  importance  of  consent  of  the  sovereign 
Government of Iraq for the presence of the multinational force and of close 
coordination  and  partnership  between the  multinational  force  and  that 
Government,
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“Welcoming the willingness of the multinational force to continue 
efforts to contribute to the maintenance of security and stability in Iraq, 
including participating in the provision of humanitarian and reconstruction 
assistance, as described in the letter of 17 November 2006 from the United 
States Secretary of State to the President of the Council, which is annexed 
to this resolution,

“Recognizing the tasks and arrangements set out in letters annexed 
to  resolution  1546  (2004)  of  8  June  2004  and  the  cooperative 
implementation by the Government of Iraq and the multinational force of 
those arrangements,

“Affirming the importance for all forces promoting the maintenance 
of security and stability in Iraq to act in accordance with international law, 
including  obligations  under  international  humanitarian  law,  and  to 
cooperate  with  the  relevant  international  organizations,  and  welcoming 
their commitments in this regard,

“Recalling the  establishment  of  the  United  Nations  Assistance 
Mission  for  Iraq  (UNAMI)  on  14  August  2003,  and  affirming that  the 
United Nations should continue to play a leading role in assisting the Iraqi 
people and Government with further political and economic development, 
including  advising  and  supporting  the  Government  of  Iraq,  providing 
strong  support  in  developing  the  International  Compact  with  Iraq, 
contributing to coordination and delivery of reconstruction, development 
and  humanitarian  assistance,  and  promoting  the  protection  of  human 
rights, national reconciliation, as well as judicial and legal reform in order 
to strengthen the rule of law in Iraq,

“Recognizing that international support for security and stability is 
essential to the well-being of the people of Iraq as well as the ability of all 
concerned, including the United Nations, to carry out their work on behalf 
of  the  people  of  Iraq,  and  expressing appreciation  for  Member  State 
contributions in this regard under resolution 1483 (2003), resolution 1511 
(2003), resolution 1546 (2004) and resolution 1637 (2005),

“Recognizing that the Government of Iraq will continue to have the 
primary  role  in  coordinating  international  assistance  to  Iraq  and 
reaffirming the importance of international assistance and development of 
the Iraqi economy and the importance of coordinated donor assistance,
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“Recognizing the significant role of the Development Fund for Iraq 
and  the  International  Advisory  and  Monitoring  Board  in  helping  the 
Government  of  Iraq  to  ensure  that  Iraq’s  resources  are  being  used 
transparently and equitably for the benefit of the people of Iraq,

“Stressing the responsibility of the Iraqi authorities to undertake all 
appropriate steps to prevent attacks on the diplomatic personnel accredited 
in Iraq in accordance with the Vienna Convention on Diplomatic Relations 
of 1961,

“Determining that  the  situation  in Iraq continues  to constitute  a 
threat to international peace and security,

“Acting under Chapter VII of the Charter of the United Nations,

“1.   Notes that the presence of the multinational force in Iraq is at 
the request of the Government of Iraq and reaffirms the authorization for 
the multinational force as set forth in resolution 1546 (2004) and decides to 
extend the mandate of the multinational force as set forth in that resolution 
until  31 December  2007,  taking  into  consideration  the  Iraqi  Prime 
Minister’s letter dated 11 November 2006 and the United States Secretary 
of State’s letter dated 17 November 2006;

“2.   Decides further that the mandate for the multinational  force 
shall be reviewed at the request of the Government of Iraq or no later than 
15 June 2007,  and  declares that it will  terminate this  mandate earlier if 
requested by the Government of Iraq;

“3.   Decides  to extend until  31 December 2007 the arrangements 
established in paragraph 20 of resolution 1483 (2003) for the depositing into 
the Development Fund for Iraq of proceeds from export sales of petroleum, 
petroleum products, and natural gas and the arrangements referred to in 
paragraph 12 of  resolution  1483 (2003)  and paragraph 24 of  resolution 
1546 (2004) for the monitoring of the Development Fund for Iraq by the 
International Advisory and Monitoring Board;

“4.   Decides further that the provisions in the above paragraph for 
the deposit of proceeds into the Development Fund for Iraq and for the role 
of the International Advisory and Monitoring Board shall be reviewed at 
the request of the Government of Iraq or no later than 15 June 2007;

418 | Page



Sourcebook of Cases, Laws, Treaties & Documents

“5.   Requests  that the Secretary-General continue to report to the 
Council on UNAMI operations in Iraq on a quarterly basis;

“6.   Requests that the United States, on behalf of the multinational 
force, continue to report to the Council on the efforts and progress of this 
force on a quarterly basis;

“7.   Decides to remain actively seized of the matter.”

Annex I

Letter dated 11 November 2006 from the Prime Minister of Iraq 
addressed to the President of the Security Council:

[Original: Arabic and English]

“ Iraq has  taken in the specified time the steps required for the 
completion  of  the  political  process,  in  particular  the  drafting  of  a 
permanent  constitution  and  the  laying  of  foundations  for  building  its 
political  and legal  institutions.   In May 2006,  the constitutionally  elected 
Council of Representatives formed a Government of national unity.   The 
steps for building a democratic, federal and united Iraq were consolidated 
by the commitment of the Government to adopt a dialogue and national 
reconciliation scheme, secure broad political participation, monitor human 
rights,  establish the rule  of  law and economic development and provide 
services to citizens.

“Establishing security and securing permanent stability are among 
the highest priorities of the Iraqi Government’s programme to realize the 
desired peace and prosperity for the Iraqi people.  However, terrorists and 
forces  hostile  to  democracy  continue to target  innocent  citizens  and the 
various State institutions.

“Security and stability  in Iraq are  the responsibility  of the Iraqi 
Government.   The Security Council affirmed in its resolution 1546 (2004) 
that  Iraqi  security  forces  would  play  a  progressively  greater  role  in 
enabling the Iraqi Government to assume that responsibility, diminishing 
and  thereby  ending  the  role  of  the  multinational  force,  when  the 
responsibility  for  security  of  the  Iraqi  security  forces  increases  and 
expands.   From the  experience  of  the  past  two and a half  years,  it  was 
established  that  the  Iraqi  security  forces,  which  operated  under  the 
command  of  the  Iraqi  Government,  had  acquired  new experiences  and 
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responsibilities  and  had  grown  in  size,  experience  and  capacity, 
demonstrated by their increased ability to assume full responsibility in the 
fields of security and defence.

“We started to reap the fruits of success when our forces assumed 
responsibility  for  security  in the governorates of  Al  Muthanna and Dhi 
Qar.  In September 2006, the Ministry of Defence assumed the operational 
command and control of the ground, naval and air force commands.  It also 
assumed operational  command  and  control  over  two military  divisions, 
indicating  an  increase  in  the  ability  of  the  Iraqi  Army  to  assume  the 
leadership in providing security to the Iraqi people.  The Iraqi Government 
is also relentlessly working on building the necessary administrative and 
logistics system to make our Iraqi forces self-sufficient.

“It is the intention of the Iraqi Government to continue increasing 
the number of governorates that fall fully under the control of the Iraqi 
authorities during 2006,  until  all  18 are under their  control.   When the 
responsibilities  for  security  are  transferred to the  Iraqi  authorities  in  a 
certain governorate, the multinational force will be present in its bases and 
can provide support  to Iraqi  security forces  at  the request of  the  Iraqi 
authorities, in accordance with an agreement that allocates the authorities 
and responsibilities between the two sides.

“We have agreed on three common goals:  first, assumption by Iraq 
of  recruiting,  training,  equipping  and  arming  of  Iraqi  security  forces; 
second, assumption by Iraq of command and control over Iraqi forces; and 
third, transferring responsibility for security to the Government of Iraq. 
 We  have  formed  a  high-level  working  group  that  will  provide 
recommendations  on  how best  to  achieve  these  goals.   It  has  also  been 
agreed to work towards the Iraqi authorities’ assuming the apprehension, 
detention  and  imprisonment  tasks  on  the  basis  of  an  agreement  to  be 
reached between the Government of Iraq and the multinational force.

“Hence,  the  Iraqi  Government  requests  the  extension  of  the 
mandate of the multinational  force in accordance with Security Council 
resolutions 1546 (2004) and 1637 (2005) and the letters attached thereto for 
another  12  months  starting  on  31  December  2006,  provided  that  the 
extension is subject to a commitment by the Council to end the mandate at 
an earlier date if the Iraqi Government so requests and that the mandate is 
subject  to periodic review before  15 June 2007.   The Iraqi  Government 
requests the termination of the UNMOVIC mission due to the completion 
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of  its  tasks.   The Iraqi  Government  believes  that  the  time  has  come  to 
terminate the war compensations that were imposed on Iraq.

“The Iraqi  Government  realizes  that  the  provisions  of  resolution 
1546 (2004) relating to the depositing of revenues in the Development Fund 
for Iraq and the role of the International Advisory and Monitoring Board 
help to ensure the use of the natural resources of Iraq for the benefit of the 
people  of  Iraq.   We recognize  that  the  fund plays  an important  role  in 
convincing donors and creditors that Iraq is managing its resources and 
debts in a responsible way for the Iraqi people.  This role is vital, especially 
since  Iraq  is  seeking  to  form a new partnership  with  the  international 
community  to  build  a  vital  network  for  economic  transformation  and 
integration  in  the  economies  of  the  region  and  the  world  through  the 
International Compact with Iraq.   We ask the Security Council to extend 
the  mandate  of  the  Development  Fund  for  Iraq  and  the  International 
Advisory and Monitoring Board for another 12 months and to review this 
mandate  based on the  request  of  the Iraqi  Government before  15 June 
2007.

“The  people  of  Iraq  are  determined  to  establish  a  stable  and 
peaceful democracy for themselves and a proper basis for building a vital 
economy.   This  vision  for  the  future  of  Iraq  cannot  become  a  reality 
without the help of the international community.

“We realize that the Security Council intends to append the present 
letter  to  the  special  resolution  concerning  Iraq  that  is  being  prepared. 
 Meanwhile, I ask that the present letter be distributed to the members of 
the Security Council as soon as possible.”

                                    (Signed) Nuri Kamel al-Maliki
                                    Prime Minister of the Republic of Iraq

Annex II

Letter dated 17 November 2006 from the Secretary of State of the 
United States of America to the President of the Security Council:

“Having reviewed the request of the Government of Iraq to extend 
the  mandate  of  the  Multinational  Force  (MNF)  in  Iraq  and  following 
consultations  with  the  Government  of  Iraq,  I  am  writing  to  confirm, 
consistent  with  this  request,  that  MNF under  unified  command  stands 
ready  to  continue  to  fulfil  its  mandate  as  set  out  in  Security  Council 
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resolution 1546 (2004) and extended by Security Council  resolution 1637 
(2005).

“The Government of Iraq and MNF in Iraq continue to improve 
their cooperation through a security partnership to combat the challenges 
that threaten Iraq’s security and stability.   This partnership has evolved 
over time to incorporate the increasing leadership by Iraqi security forces 
in fighting and deterring terrorism and other violent acts throughout Iraq’s 
18  provinces.   In  the  context  of  this  partnership,  MNF is  prepared  to 
continue  to  undertake  a  broad  range  of  tasks  to  contribute  to  the 
maintenance of security and stability and to ensure force protection, acting 
under the authorities set forth in resolution 1546 (2004), including the tasks 
and  arrangements  set  out  in  the  letters  annexed  thereto,  and  in  close 
cooperation with the Government of Iraq.  The forces that make up MNF 
will  remain  committed  to  acting  consistently  with  their  obligations  and 
rights under international law, including the law of armed conflict.

“Iraqi security forces have already made substantial progress this 
year in developing their capabilities and, as a result, they are shouldering a 
greater portion of the responsibility for Iraq’s security.   This progress is 
most notable in their assumption of security responsibility in Dhi Qar and 
Muthana and the assumption of operational command and control over the 
Ground, Naval, and Air Force Commands and two Iraqi military divisions 
by the Ministry of Defense.

“The Government of Iraq and MNF have agreed on three common 
goals:   Iraqi assumption of recruiting, training, equipping and arming of 
the Iraqi security forces; Iraqi assumption of command and control over 
Iraqi forces; and transferring responsibility for security to the Government 
of  Iraq.   We look  forward to recommendations  from the  newly  formed 
high-level working group on how these goals can best be achieved.   The 
strong partnership between the Government of Iraq and MNF is a vital 
factor  in fulfilling  these  goals.   Together we will  build  towards  the  day 
when the  Iraqi  forces  assume full  responsibility  for  the  maintenance  of 
security and stability in Iraq.

“The co-sponsors intend to annex this letter to the resolution on Iraq 
that is under consideration.   In the meantime, I request that you provide 
copies  of  the  present  letter  to  members  of  the  Council  as  quickly  as 
possible.”

                                          (Signed) Condoleezza Rice
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Agreement Between the United States of America and the Republic of Iraq  
on the Withdrawal of United States Forces from Iraq and the Organization 

of their Activities
During Their Temporary Presence in Iraq

[November 17, 2008]

http://www.whitehouse.gov/infocus/iraq/SE_SOFA.pdf

Preamble

The  United  States  of  America  and  the  Republic  of  Iraq,  referred  to 
hereafter as “the
Parties”:
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Recognizing  the  importance  of:  strengthening  their  joint  security, 
contributing to world peace and stability, combating terrorism in Iraq, and 
cooperating  in  the  security  and  defense  spheres,  thereby  deterring 
aggression  and  threats  against  the  sovereignty,  security,  and  territorial 
integrity  of  Iraq  and  against  its  democratic,  federal,  and  constitutional 
system;

Affirming that such cooperation is based on full respect for the sovereignty 
of  each of  them in  accordance  with  the  purposes  and principles  of  the 
United Nations Charter;

Out  of  a  desire  to  reach  a  common  understanding  that  strengthens 
cooperation between them;

Without  prejudice  to  Iraqi  sovereignty  over  its  territory,  waters,  and 
airspace;  and  Pursuant  to  joint  undertakings  as  two  sovereign, 
independent, and coequal countries;

Have agreed to the following:

Article 1-- Scope and Purpose

This Agreement shall determine the principal provisions and requirements 
that  regulate  the  temporary  presence,  activities,  and  withdrawal  of  the 
United States Forces from Iraq.

Article 2 -- Definition of Terms

1. “Agreed facilities and areas” are those Iraqi facilities and areas owned 
by the Government of Iraq that  are in use by the United States Forces 
during the period in which this Agreement is in force.
2. “United States Forces” means the entity comprising the members of the 
United States Armed Forces, their associated civilian component, and all 
property,  equipment,  and  materiel  of  the  United  States  Armed  Forces 
present in the territory of Iraq.| 
3. “Member of the United States Forces” means any individual who is a 
member of the United States Army, Navy, Air Force,  Marine Corps,  or 
Coast Guard.
4. “Member of the civilian component” means any civilian employed by the 
United  States  Department  of  Defense.  This  term  does  not  include 
individuals normally resident in Iraq.
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5. “United States contractors” and “United States contractor employees” 
mean non-Iraqi persons or legal entities, and their employees, who are 
citizens of the United States or a
third country and who are in Iraq to supply goods, services, and security in 
Iraq  to  or  on  behalf  of  the  United  States  Forces  under  a  contract  or 
subcontract with or for the United States Forces. However, the terms do 
not include persons or legal entities normally resident in the territory of 
Iraq.
6. “Official vehicles” means commercial vehicles that may be modified for 
security  purposes  and  are  basically  designed  for  movement  on  various 
roads and designated for transportation of personnel.
7. “Military vehicles” means all types of vehicles used by the United States 
Forces, which were originally designated for use in combat operations and 
display special distinguishing numbers and symbols according to applicable 
United States Forces instructions and regulations.
8.  “Defense  equipment”  means  systems,  weapons,  supplies,  equipment, 
munitions, and materials exclusively used in conventional warfare that are 
required by the United States Forces in connection with agreed activities 
under this Agreement and are not related, either directly or indirectly, to 
systems  of  weapons  of  mass  destruction  (chemical  weapons,  nuclear 
weapons,  radiological  weapons,  biological  weapons,  and related waste of 
such weapons).
9.  “Storage”  means  the  keeping  of  defense  equipment  required  by  the 
United  States  Forces  in  connection  with  agreed  activities  under  this 
Agreement.
10. “Taxes and duties” means all taxes, duties (including customs duties), 
fees, of whatever kind, imposed by the Government of Iraq, or its agencies, 
or governorates under Iraqi laws and regulations. However, the term does 
not  include  charges  by  the  Government  of  Iraq,  its  agencies,  or 
governorates  for  services  requested  and  received  by  the  United  States 
Forces.

Article 3 -- Laws

1. While conducting military operations pursuant to this Agreement, it is 
the  duty  of  members  of  the  United  States  Forces  and  of  the  civilian 
component to respect Iraqi laws, customs, traditions, and conventions and 
to refrain from any activities that are inconsistent with the letter and spirit 
of this Agreement. It is the duty of the United States to take all necessary 
measures for this purpose.
2. With the exception of members of the United States Forces and of the 
civilian component, the United States Forces may not transfer any person 

Page | 425



U.S. National Security Law

into  or  out  of  Iraq  on  vehicles,  vessels,  or  aircraft  covered  by  this 
Agreement,  unless  in  accordance  with  applicable  Iraqi  laws  and 
regulations, including implementing arrangements as may be agreed to by 
the Government of Iraq.

Article 4 – Missions

1. The Government of Iraq requests the temporary assistance of the United 
States Forces for the purposes of supporting Iraq in its efforts to maintain 
security  and  stability  in  Iraq,  including  cooperation  in  the  conduct  of 
operations against al-Qaeda and other terrorist groups, outlaw groups, and 
remnants of the former regime.
2.  All  such  military  operations  that  are  carried  out  pursuant  to  this 
Agreement shall be conducted with the agreement of the Government of 
Iraq. Such operations shall be fully coordinated with Iraqi authorities. The 
coordination of all such military operations shall  be overseen by a Joint 
Military Operations Coordination Committee (JMOCC) to be established 
pursuant to this Agreement. Issues regarding proposed military operations 
that  cannot be resolved by the JMOCC shall  be forwarded to the Joint 
Ministerial Committee.
3. All  such operations shall  be conducted with full  respect for the Iraqi 
Constitution and the laws of Iraq. Execution of such operations shall not 
infringe upon the sovereignty of Iraq and its national interests, as defined 
by the Government of Iraq. It is the duty of the United States Forces to 
respect  the  laws,  customs,  and  traditions  of  Iraq  and  applicable 
international law.
4. The Parties shall continue their efforts to cooperate to strengthen Iraq’s 
security  capabilities  including,  as  may  be  mutually  agreed,  on  training, 
equipping, supporting, supplying, and establishing and upgrading logistical 
systems, including transportation, housing, and supplies for Iraqi Security 
Forces.
5.  The Parties retain the right  to legitimate  self  defense within Iraq,  as 
defined in applicable international law.

Article 5-- Property Ownership

1.  Iraq  owns  all  buildings,  non-relocatable  structures,  and  assemblies 
connected to the |soil  that  exist on agreed facilities and areas,  including 
those that are used, constructed, altered, or improved by the United States 
Forces.
2.  Upon  their  withdrawal,  the  United  States  Forces  shall  return  to  the 
Government of Iraq all the facilities and areas provided for the use of the 

426 | Page



Sourcebook of Cases, Laws, Treaties & Documents

combat  forces  of  the  United States,  based on two lists.  The first  list  of 
agreed facilities and areas shall take effect upon the entry into force of the 
Agreement. The second list shall take effect no later than June 30, 2009, the 
date  for  the  withdrawal  of  combat  forces  from the  cities,  villages,  and 
localities. The Government of Iraq may agree to allow the United States 
Forces  the  use  of  some  necessary  facilities  for  the  purposes  of  this 
Agreement on withdrawal.
3. The United States shall  bear all  costs for construction,  alterations,  or 
improvements in the agreed facilities and areas provided for its exclusive 
use. The United States Forces shall consult with the Government of Iraq 
regarding such construction, alterations, and improvements, and must seek 
approval of the Government of Iraq for major construction and alteration 
projects. In the event that the use of agreed facilities and areas is shared, 
the  two  Parties  shall  bear  the  costs  of  construction,  alterations,  or 
improvements proportionately.
4. The United States shall be responsible for paying the costs for services 
requested and received in the agreed facilities and areas exclusively used by 
it, and both Parties shall be proportionally responsible for paying the costs 
for services requested and received in joint agreed facilities and areas.
5.  Upon  the  discovery  of  any  historical  or  cultural  site  or  finding  any 
strategic resource in agreed facilities and areas, all works of construction, 
upgrading,  or  modification  shall  cease  immediately  and  the  Iraqi 
representatives  at  the  Joint  Committee  shall  be  notified  to  determine 
appropriate steps in that regard.
6. The United States shall return agreed facilities and areas and any non-
relocatable structures and assemblies on them that it had built, installed, or 
established during the term of this Agreement, according to mechanisms 
and priorities set forth by the Joint Committee. Such facilities and areas 
shall  be handed over to the  Government  of  Iraq free of  any debts and 
financial burdens.
7.  The United States Forces shall  return to the Government of Iraq the 
agreed  facilities  and  areas  that  have  heritage,  moral,  and  political 
significance  and any non-relocatable  structures  and assemblies  on them 
that  it  had  built,  installed,  or  established,  according  to  mechanisms, 
priorities, and a time period as mutually agreed by the Joint Committee, 
free of any debts or financial burdens.
8. The United States Forces shall return the agreed facilities and areas to 
the  Government  of  Iraq  upon  the  expiration  or  termination  of  this 
Agreement,  or  earlier  as  mutually  agreed by the  Parties,  or  when such 
facilities are no longer required as determined by the JMOCC, free of any 
debts or financial burdens.
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9. The United States Forces and United States contractors shall retain title 
to  all  equipment,  materials,  supplies,  relocatable  structures,  and  other 
movable  property  that  was  legitimately  imported  into  or  legitimately 
acquired within the territory of Iraq in connection with this Agreement. 

Article 6 --Use of Agreed Facilities and Areas

1. With full respect for the sovereignty of Iraq, and as part of exchanging 
views between the Parties pursuant to this Agreement, Iraq grants access 
and use of agreed facilities and areas to the United States Forces, United 
States  contractors,  United  States  contractor  employees,  and  other 
individuals or entities as agreed upon by the Parties. 
2. In accordance with this Agreement, Iraq authorizes the United States 
Forces  to  exercise  within  the  agreed  facilities  and  areas  all  rights  and 
powers that may be necessary to establish, use, maintain, and secure such 
agreed  facilities  and  areas.  The  Parties  shall  coordinate  and  cooperate 
regarding exercising these rights and powers in the agreed facilities and 
areas of joint use.
3. The United States Forces shall assume control of entry to agreed facilities 
and areas that have been provided for its exclusive use. The Parties shall 
coordinate the control of entry into agreed facilities and areas for joint use 
and in accordance with mechanisms set forth by the JMOCC. The Parties 
shall  coordinate  guard  duties  in  areas  adjacent  to  agreed facilities  and 
areas through the JMOCC.

Article 7 -- Positioning and Storage of Defense Equipment

The United States Forces may place within agreed facilities and areas and 
in  other  temporary  locations  agreed  upon  by  the  Parties  defense 
equipment, supplies, and materials that are required by the United States 
Forces in connection with agreed activities under this Agreement. The use 
and storage of  such equipment shall  be proportionate  to the temporary 
missions of the United States Forces in Iraq pursuant to Article 4 of this 
Agreement and shall not be related, either directly or indirectly, to systems 
of  weapons  of  mass  destruction  (chemical  weapons,  nuclear  weapons, 
radiological  weapons,  biological  weapons,  and  related  waste  of  such 
weapons). The United States Forces shall control the use and relocation of 
defense equipment that they own and are stored in Iraq. The United States 
Forces shall ensure that no storage depots for explosives or munitions are 
near residential areas, and they shall remove such materials stored therein. 
The  United  States  shall  provide  the  Government  of  Iraq  with  essential 
information on the numbers and types of such stocks.
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Article 8 -- Protecting the Environment

Both Parties shall implement this Agreement in a manner consistent with 
protecting  the  natural  environment  and  human  health  and  safety.  The 
United  States  reaffirms  its  commitment  to  respecting  applicable  Iraqi 
environmental laws, regulations, and standards in the course of executing 
its policies for the purposes of implementing this Agreement. 

Article 9 -- Movement of Vehicles, Vessels, and Aircraft

1. With full respect for the relevant rules of land and maritime safety and 
movement, vessels and vehicles operated by or at the time exclusively for 
the United States Forces may enter, exit, and move within the territory of 
Iraq for the purposes of implementing this Agreement. The JMOCC shall 
develop  appropriate  procedures  and  rules  to  facilitate  and regulate  the 
movement of vehicles.
2.  With  full  respect  for  relevant  rules  of  safety  in  aviation  and  air 
navigation, United States Government aircraft and civil aircraft that are at 
the  time  operating  exclusively  under  a  contract  with  the  United  States 
Department  of  Defense  are  authorized  to  over-fly,  conduct  airborne 
refueling exclusively for the purposes of implementing this Agreement over, 
and land and take off  within,  the  territory  of  Iraq for  the  purposes  of 
implementing  this  Agreement.  The  Iraqi  authorities  shall  grant  the 
aforementioned aircraft permission every year to land in and take off from 
Iraqi  territory  exclusively  for  the  purposes  of  implementing  this 
Agreement. United States Government aircraft and civil aircraft that are at 
the  time  operating  exclusively  under  a  contract  with  the  United  States 
Department  of  Defense,  vessels,  and  vehicles  shall  not  have  any  party 
boarding them without the consent of the authorities of the United States 
Forces.  The Joint  Sub-Committee concerned with this  matter shall  take 
appropriate action to facilitate the regulation of such traffic.
3.  Surveillance  and  control  over  Iraqi  airspace  shall  transfer  to  Iraqi 
authority immediately upon entry into force of this Agreement.
4. Iraq may request from the United States Forces temporary support for 
the Iraqi authorities in the mission of surveillance and control of Iraqi air 
space.
5. United States Government aircraft and civil aircraft that are at the time 
operating exclusively under contract  to the United States Department of 
Defense shall not be subject to payment of any taxes, duties, fees, or similar 
charges, including overflight or navigation fees, landing, and parking fees 
at government airfields. Vehicles and vessels owned or operated by or at 
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the time exclusively for the United States Forces shall  not  be subject  to 
payment of any taxes, duties, fees, or similar charges, including for vessels 
at government ports. Such vehicles, vessels, and aircraft shall be free from 
registration requirements within Iraq.
6.  The  United  States  Forces  shall  pay  fees  for  services  requested  and 
received. 
7.  Each  Party  shall  provide  the  other  with  maps  and  other  available 
information on the  location  of  mine  fields  and other  obstacles  that  can 
hamper or jeopardize movement within the territory and waters of Iraq.

Article 10 -- Contracting Procedures

The United States Forces may select contractors and enter into contracts in 
accordance  with  United  States  law  for  the  purchase  of  materials  and 
services in Iraq, including services of construction and building. The United 
States Forces shall contract with Iraqi suppliers of materials and services to 
the  extent  feasible  when  their  bids  are  competitive  and  constitute  best 
value. The United States Forces shall respect Iraqi law when contracting 
with Iraqi  suppliers  and contractors  and shall  provide  Iraqi  authorities 
with  the  names of  Iraqi  suppliers  and contractors,  and the  amounts  of 
relevant contracts. 

Article 11 -- Services and Communications

1. The United States Forces may produce and provide water, electricity, 
and other services to agreed facilities and areas in coordination with the 
Iraqi  authorities  through  the  Joint  Sub-Committee  concerned  with  this 
matter.
2. The Government of Iraq owns all frequencies. Pertinent Iraqi authorities 
shall allocate to the United States Forces such frequencies as coordinated 
by both Parties through the JMOCC. The United States Forces shall return 
frequencies  allocated to them at  the end of  their  use not  later than the 
termination of this Agreement.
3.  The United States Forces shall  operate  their own telecommunications 
systems in a manner that fully respects the Constitution and laws of Iraq 
and in accordance with the definition of the term “telecommunications” 
contained  in  the  Constitution  of  the  International  Union  of 
Telecommunications of 1992, including the right to use necessary means 
and services of their own systems to ensure the full capability to operate 
systems of telecommunications.
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4. For the purposes of this Agreement, the United States Forces are exempt 
from the payment of fees to use transmission airwaves and existing and 
future frequencies, including any administrative fees or any other related 
charges.
5. The United States Forces must obtain the consent of the Government of 
Iraq regarding any projects of infrastructure for communications that are 
made outside agreed facilities and areas exclusively for the purposes of this 
Agreement in accordance with Article 4, except in the case of actual combat 
operations conducted pursuant to Article 4. 
6.  The  United  States  Forces  shall  use  telecommunications  systems 
exclusively for the
purposes of this Agreement.

Article 12 – Jurisdiction

Recognizing Iraq’s sovereign right to determine and enforce the rules of 
criminal  and  civil  law  in  its  territory,  in  light  of  Iraq’s  request  for 
temporary assistance from the United States Forces set forth in Article 4, 
and consistent with the duty of the members of the United States Forces 
and the civilian component to respect Iraqi laws, customs, traditions, and 
conventions, the Parties have agreed as follows: 

Iraq shall have the primary right to exercise jurisdiction over members of 
the  United  States  Forces  and  of  the  civilian  component  for  the  grave 
premeditated  felonies  enumerated  pursuant  to  paragraph  8,  when such 
crimes are committed outside agreed facilities and areas and outside duty 
status. 

Iraq shall have the primary right to exercise jurisdiction over United States 
contractors and United States contractor employees. 

The United States shall have the primary right to exercise jurisdiction over 
members of  the United States Forces and of  the civilian component  for 
matters arising inside agreed facilities and areas; 

during duty status outside agreed facilities and areas; and in circumstances 
not covered by paragraph 1.

At the request of either Party,  the Parties shall  assist  each other in the 
investigation of incidents and the collection and exchange of evidence to 
ensure the due course of justice. 
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Members  of  the  United  States  Forces  and  of  the  civilian  component 
arrested or detained  by Iraqi authorities shall be notified immediately to 
United States Forces authorities and handed over to them within 24 hours 
from the  time  of  detention  or  arrest.  Where  Iraq  exercises  jurisdiction 
pursuant to paragraph 1 of this Article, custody of an accused member of 
the  United States  Forces  or  of  the  civilian  component  shall  reside  with 
United  States  Forces  authorities.  United  States  Forces  authorities  shall 
make such accused persons available to the Iraqi authorities for purposes 
of investigation and trial.

The authorities of  either Party may request the authorities of  the other 
Party to waive its primary right to jurisdiction in a particular case. The 
Government  of  Iraq  agrees  to  exercise  jurisdiction  under  paragraph  1 
above, only after it has determined and notifies the United States in writing 
within 21 days of the discovery of an alleged offense, that it is of particular 
importance that such jurisdiction be exercised.

7. Where the United States exercises jurisdiction pursuant to paragraph 3 
of  this  Article,  members of  the United States Forces and of the civilian 
component  shall  be  entitled  to  due  process  standards  and  protections 
pursuant  to the  Constitution  and laws  of  the  United States.  Where  the 
offense arising under paragraph 3 of this Article may involve a victim who 
is not a member of the United States Forces or of the civilian component, 
the Parties shall establish procedures through the Joint Committee to keep 
such persons informed as appropriate of: the status of the investigation of 
the  crime;  the  bringing  of  charges  against  a  suspected  offender;  the 
scheduling  of  court  proceedings  and  the  results  of  plea  negotiations; 
opportunity to be heard at public sentencing proceedings,  and to confer 
with the attorney for the prosecution in the case; and, assistance with filing 
a claim under Article  21 of this  Agreement.  As mutually agreed by the 
Parties, United States Forces authorities shall seek to hold the trials of such 
cases inside Iraq. If the trial of such cases is to be conducted in the United 
States, efforts will be undertaken to facilitate the personal attendance of the 
victim at the trial.
8.  Where  Iraq  exercises  jurisdiction  pursuant  to  paragraph  1  of  this 
Article, members of the United States Forces and of the civilian component 
shall be entitled to due process standards and protections consistent with 
those available under United States and Iraqi law. The Joint Committee 
shall establish procedures and mechanisms for implementing this Article, 
including  an  enumeration  of  the  grave  premeditated  felonies  that  are 
subject  to  paragraph  1  and  procedures  that  meet  such  due  process 
standards  and  protections.  Any  exercise  of  jurisdiction  pursuant  to 
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paragraph 1 of  this  Article  may proceed only  in accordance  with these 
procedures and mechanisms.
9.  Pursuant to paragraphs 1 and 3 of this  Article,  United States Forces 
authorities shall certify whether an alleged offense arose during duty status. 
In those cases where Iraqi authorities believe the circumstances require a 
review of this determination, the Parties shall consult immediately through 
the Joint Committee, and United States Forces authorities shall take full 
account  of  the  facts  and  circumstances  and  any  information  Iraqi 
authorities  may  present  bearing  on  the  determination  by  United  States 
Forces authorities.
10. The Parties shall review the provisions of this Article every 6 months 
including by considering any proposed amendments to this Article taking 
into account the security situation in Iraq, the extent to which the United 
States Forces in Iraq are engaged in military operations, the growth and 
development of the Iraqi judicial system, and changes in United States and 
Iraqi law.

Article 13 -- Carrying Weapons and Apparel

Members of the United States Forces and of the civilian component may 
possess and carry weapons that are owned by the United States while in 
Iraq  according  to  the  authority  granted  to  them  under  orders  and 
according to their requirements and duties. Members of the United States 
Forces may also wear uniforms during duty in Iraq.

Article 14 -- Entry and Exit

1. For purposes of this Agreement, members of the United States Forces 
and of the civilian component may enter and leave Iraq through official 
places of embarkation and debarkation requiring only identification cards 
and  travel  orders  issued  for  them  by  the  United  States.  The  Joint 
Committee shall assume the task of setting up a mechanism and a process 
of verification to be carried out by pertinent Iraqi authorities.
2. Iraqi authorities shall  have the right to inspect and verify the lists  of 
names  of  members  of  the  United  States  Forces  and  of  the  civilian 
component entering and leaving Iraq directly through the agreed facilities 
and areas. Said lists shall be submitted to Iraqi authorities by the United 
States  Forces.  For  purposes  of  this  Agreement,  members  of  the  United 
States  Forces  and  of  the  civilian  component  may  enter  and  leave  Iraq 
through  agreed  facilities  and  areas  requiring  only  identification  cards 
issued for them by the United States. The Joint Committee shall assume the 
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task of setting up a mechanism and a process for inspecting and verifying 
the validity of these documents.

Article 15 -- Import and Export

1. For the exclusive purposes of implementing this Agreement, the United 
States  Forces  and  United  States  contractors  may  import,  export  (items 
bought  in  Iraq),  re-export,  transport,  and  use  in  Iraq  any  equipment, 
supplies, materials, and technology, provided that the materials imported 
or brought in by them are not banned in Iraq as of the date this Agreement 
enters into force. The importation, re-exportation, transportation, and use 
of  such items shall  not  be  subject  to  any inspections,  licenses,  or  other 
restrictions, taxes, customs duties, or any other charges imposed in Iraq, as 
defined in Article 2, paragraph 10. United States Forces authorities shall 
provide to relevant Iraqi authorities an appropriate certification that such 
items are  being imported by the  United  States  Forces  or  United  States 
contractors for use by the United States Forces exclusively for the purposes 
of this Agreement. Based on security information that becomes available, 
Iraqi authorities have the right to request the United States Forces to open 
in their presence any container in which such items are being imported in 
order to verify its  contents.  In making such a request,  Iraqi  authorities 
shall honor the security requirements of the United States Forces and, if 
requested  to  do  so  by  the  United  States  Forces,  shall  make  such 
verifications in facilities used by the United States Forces. The exportation 
of Iraqi goods by the United States Forces and United States contractors 
shall not be subject to inspections or any restrictions other than licensing 
requirements. The Joint Committee shall work with the Iraqi Ministry of 
Trade to expedite license requirements consistent with Iraqi  law for the 
export  of  goods  purchased in Iraq by the  United  States  Forces  for  the 
purposes of this Agreement. Iraq has the right to demand review of any 
issues arising out of this paragraph. The Parties shall consult immediately 
in  such  cases  through  the  Joint  Committee  or,  if  necessary,  the  Joint 
Ministerial Committee.
2. Members of the United States Forces and of the civilian component may 
import  into  Iraq,  re-export,  and  use  personal  effect  materials  and 
equipment  for consumption or personal  use.  The import  into,  re-export 
from, transfer from, and use of such imported items in Iraq shall not be 
subjected to licenses, other restrictions, taxes, custom duties, or any other 
charges  imposed  in  Iraq,  as  defined  in  Article  2,  paragraph  10.  The 
imported quantities shall be reasonable and proportionate to personal use. 
United States Forces authorities will take measures to ensure that no items 
or material of cultural or historic significance to Iraq are being exported.

434 | Page



Sourcebook of Cases, Laws, Treaties & Documents

3.  Any  inspections  of  materials  pursuant  to  paragraph  2  by  Iraqi 
authorities must be done urgently in an agreed upon place and according to 
procedures established by the Joint Committee.
4. Any material imported free of customs and fees in accordance with this 
Agreement shall be subjected to taxes and customs and fees as defined in 
Article 2, paragraph 10, or any other fees valued at the time of sale in Iraq, 
upon  sale  to  individuals  and  entities  not  covered  by  tax  exemption  or 
special  import  privileges.  Such taxes  and fees  (including custom duties) 
shall be paid by the transferee for the items sold.
5.  Materials  referred  to  in  the  paragraphs  of  this  Article  must  not  be 
imported or used for commercial purposes.

Article 16 – Taxes

1. Any taxes, duties, or fees as defined in Article 2, paragraph 10, with their 
value determined and imposed in the territory of Iraq, shall not be imposed 
on goods and services purchased by or on behalf of the United States Forces 
in Iraq for official use or on goods and services that have been purchased in 
Iraq on behalf of the United States Forces.
2. Members of the United States Forces and of the civilian component shall 
not be responsible for payment of any tax, duty, or fee that has its value 
determined  and  imposed  in  the  territory  of  Iraq,  unless  in  return  for 
services requested and received. 
Article 17 --Licenses or Permits

1. Valid driver’s licenses issued by United States authorities to members of 
the  United  States  Forces  and  of  the  civilian  component,  and  to  United 
States  contractor  employees,  shall  be  deemed  acceptable  to  Iraqi 
authorities. Such license holders shall  not be subject to a test or fee for 
operating the vehicles, vessels, and aircraft belonging to the United States 
Forces in Iraq.
2. Valid driver’s licenses issued by United States authorities to members of 
the  United  States  Forces  and  of  the  civilian  component,  and  to  United 
States contractor employees, to operate personal cars within the territory of 
Iraq shall be deemed acceptable to Iraqi authorities. License holders shall 
not be subject to a test or fee.
3. All professional licenses issued by United States authorities to members 
of the United States Forces and of the civilian component, and to United 
States  contractor  employees  shall  be  deemed valid  by Iraqi  authorities, 
provided such licenses are related to the services they provide within the 
framework of performing their official duties for or contracts in support of 
the United States Forces, members of the civilian component, United States 
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contractors,  and United States contractor  employees,  according to terms 
agreed upon by the Parties. 

Article 18 --Official and Military Vehicles

1. Official  vehicles shall  display official  Iraqi license plates to be agreed 
upon  between the  Parties.  Iraqi  authorities  shall,  at  the  request  of  the 
authorities of the United States Forces, issue registration plates for official 
vehicles of the United States Forces without fees, according to procedures 
used  for  the  Iraqi  Armed Forces.  The  authorities  of  the  United  States 
Forces shall pay to Iraqi authorities the cost of such plates.
2. Valid registration and licenses issued by United States authorities for 
official vehicles of the United States Forces shall be deemed acceptable by 
Iraqi authorities. 
3.  Military vehicles exclusively used by the United States Forces will  be 
exempted from the requirements of registration and licenses and they shall 
be clearly marked with numbers on such vehicles.

Article 19 -- Support Activities Services

1. The United States Forces, or others acting on behalf of the United States 
Forces, may assume the duties of establishing and administering activities 
and  entities  inside  agreed  facilities  and  areas,  through  which  they  can 
provide  services  for  members  of  the  United  States  Forces,  the  civilian 
component,  United  States  contractors,  and  United  States  contractor 
employees.  These  entities  and  activities  include  military  post  offices; 
financial  services;  shops  selling  food  items,  medicine,  and  other 
commodities and services; and various areas to provide entertainment and 
telecommunications services, including radio broadcasts. The establishment 
of such services does not require permits.
2. Broadcasting, media, and entertainment services that reach beyond the 
scope of the agreed facilities and areas shall be subject to Iraqi laws.
3. Access to the Support Activities Services shall be limited to members of 
the  United  States  Forces  and  of  the  civilian  component,  United  States 
contractors,  United States  contractor  employees,  and other persons  and 
entities that are agreed upon. The authorities of the United States Forces 
shall take appropriate actions to prevent misuse of the services provided by 
the mentioned activities, and prevent the sale or resale of aforementioned 
goods and services to persons not authorized access to these entities or to 
benefit  from  their  services.  The  United  States  Forces  will  determine 
broadcasting and television programs to authorized recipients.
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4. The service support entities and activities referred to in this Article shall 
be  granted  the  same  financial  and  customs  exemptions  granted  to  the 
United States Forces, including exemptions guaranteed in Articles 15 and 
16 of this Agreement. These entities and activities that offer services shall 
be operated and managed in accordance with United States regulations; 
these entities and activities shall not be obligated to collect nor pay taxes or 
other fees related to the activities in connection with their operations.
5.  The mail  sent  through the  military  post  service  shall  be  certified  by 
United  States  Forces  authorities  and  shall  be  exempt  from  inspection, 
search, and seizure by Iraqi authorities, except for non-official  mail that 
may be subject to electronic observation. Questions arising in the course of 
implementation  of  this  paragraph  shall  be  addressed by  the  concerned 
Joint Sub-Committee and resolved by mutual agreement. The concerned 
Joint Sub-Committee shall periodically inspect the mechanisms by which 
the United States Forces authorities certify military mail.

Article 20 --Currency and foreign exchange

1. The United States Forces shall have the right to use any amount of cash 
in United States currency or financial instruments with a designated value 
in United States currency exclusively for the purposes of this Agreement. 
Use of Iraqi currency and special banks by the United States Forces shall 
be in accordance with Iraqi laws.
2. The United States Forces may not export Iraqi currency from Iraq, and 
shall take measures to ensure that members of the United States Forces, of 
the civilian component,  and United States contractors and United States 
contractor employees do not export Iraqi currency from Iraq.

Article 21 – Claims

1. With the exception of claims arising from contracts,  each Party shall 
waive the right to 
claim  compensation  against  the  other  Party  for  any  damage,  loss,  or 
destruction of property, or compensation for injuries or deaths that could 
happen  to  members  of  the  force  or  civilian  component  of  either  Party 
arising out of the performance of their official duties in Iraq.
2.  United  States  Forces  authorities  shall  pay  just  and  reasonable 
compensation in settlement of meritorious third party claims arising out of 
acts, omissions, or negligence of members of the United States Forces and 
of the civilian component done in the performance of their official duties 
and  incident  to  the  non-combat  activities  of  the  United  States  Forces. 
United  States  Forces  authorities  may  also  settle  meritorious  claims  not 
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arising from the performance of official duties. All claims in this paragraph 
shall be settled expeditiously in accordance with the laws and regulations of 
the United States. In settling claims, United States Forces authorities shall 
take into account any report of investigation or opinion regarding liability 
or amount of damages issued by Iraqi authorities.
3. Upon the request of either Party, the Parties shall consult immediately 
through  the  Joint  Committee  or,  if  necessary,  the  Joint  Ministerial 
Committee, where issues referred to in paragraphs 1 and 2 above require 
review.

Article 22 – Detention

1. No detention or arrest may be carried out by the United States Forces 
(except with respect to detention or arrest of members of the United States 
Forces  and of  the  civilian  component)  except  through an Iraqi  decision 
issued in accordance with Iraqi law and pursuant to Article 4.
2.  In  the  event  the  United  States  Forces  detain  or  arrest  persons  as 
authorized by this Agreement or Iraqi law, such persons must be handed 
over to competent Iraqi authorities within 24 hours from the time of their 
detention or arrest.
3.  The  Iraqi  authorities  may  request  assistance  from the  United  States 
Forces in detaining or arresting wanted individuals.
4. Upon entry into force of this Agreement, the United States Forces shall 
provide to the Government of Iraq available information on all detainees 
who are being held by them. Competent Iraqi authorities shall issue arrest 
warrants for persons who are wanted by them. The United States Forces 
shall act in full and effective coordination with the Government of Iraq to 
turn over custody of such wanted detainees to Iraqi authorities pursuant to 
a valid Iraqi arrest warrant and shall release all the remaining detainees in 
a safe and orderly manner, unless otherwise requested by the Government 
of Iraq and in accordance with Article 4 of this Agreement.
5.  The United States Forces may not  search houses or other real  estate 
properties  except  by  order  of  an  Iraqi  judicial  warrant  and  in  full 
coordination  with the  Government  of  Iraq,  except  in the  case  of  actual 
combat operations conducted pursuant to Article 4.

Article 23 – Implementation

Implementation of this Agreement and the settlement of disputes arising 
from  the  interpretation  and  application  thereof  shall  be  vested  in  the 
following bodies:
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1. A Joint Ministerial Committee shall be established with participation at 
the  Ministerial  level  determined  by  both  Parties.  The  Joint  Ministerial 
Committee shall deal with issues that are fundamental to the interpretation 
and implementation of this Agreement.
2. The Joint Ministerial Committee shall establish a JMOCC consisting of 
representatives  from both  Parties.  The  JMOCC shall  be  co-chaired  by 
representatives of each Party.
3. The Joint Ministerial Committee shall also establish a Joint Committee 
consisting of representatives to be determined by both Parties. The Joint 
Committee shall be cochaired by representatives of each Party, and shall 
deal  with  all  issues  related  to  this  Agreement  outside  the  exclusive 
competence of the JMOCC.
4. In accordance with paragraph 3 of this Article, the Joint Committee shall 
establish Joint  Sub-Committees  in  different  areas  to consider the  issues 
arising under this Agreement according to their competencies.

Article 24 -- Withdrawal of the United States Forces from Iraq

Recognizing the performance and increasing capacity of the Iraqi Security 
Forces, the assumption of full security responsibility by those Forces, and 
based upon the strong relationship between the Parties, an agreement on 
the following has been reached:
1. All the United States Forces shall withdraw from all Iraqi territory no 
later than December 31, 2011.
2. All United States combat forces shall withdraw from Iraqi cities, villages, 
and localities no later than the time at which Iraqi Security Forces assume 
full  responsibility  for  security  in  an  Iraqi  province,  provided that  such 
withdrawal is completed no later than June 30, 2009.
3. United States combat forces withdrawn pursuant to paragraph 2 above 
shall be stationed in the agreed facilities and areas outside cities, villages, 
and localities to be designated by the JMOCC before the date established in 
paragraph 2 above.
4. The United States recognizes the sovereign right of the Government of 
Iraq to request the departure of the United States Forces from Iraq at any 
time. The Government of Iraq recognizes the sovereign right of the United 
States to withdraw the United States Forces from Iraq at any time.
5. The Parties agree to establish mechanisms and arrangements to reduce 
the number of the United States Forces during the periods of time that have 
been determined, and they shall agree on the locations where the United 
States Forces will be present.

Article 25 -- Measures to Terminate the Application of Chapter VII to Iraq
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Acknowledging the right of the Government of Iraq not to request renewal 
of  the  Chapter  VII  authorization for  and mandate  of  the  multinational 
forces contained in United Nations Security Council Resolution 1790 (2007) 
that ends on December 31, 2008;

Taking  note  of  the  letters  to  the  UN Security  Council  from the  Prime 
Minister  of  Iraq  and  the  Secretary  of  State  of  the  United  States  dated 
December 7 and December 10,  2007, respectively,  which are annexed to 
Resolution 1790;

Taking note of section 3 of the Declaration of Principles for a Long-Term 
Relationship of Cooperation and Friendship, signed by the President of the 
United States and the Prime Minister of Iraq on November 26, 2007, which 
memorialized Iraq’s call for extension of the above-mentioned mandate for 
a final period, to end not later than December 31, 2008:

Recognizing  also  the  dramatic  and  positive  developments  in  Iraq,  and 
noting that the situation in Iraq is fundamentally different than that which 
existed when the UN Security Council adopted Resolution 661 in 1990, and 
in particular that the threat to international peace and security posed by 
the Government of Iraq no longer exists, the Parties affirm in this regard 
that  with  the  termination  on  December  31,  2008  of  the  Chapter  VII 
mandate  and  authorization  for  the  multinational  force  contained  in 
Resolution 1790, Iraq should return to the legal and international standing 
that it enjoyed prior to the adoption of UN Security Council Resolution 661 
(1990), and that the United States shall use its best efforts to help Iraq take 
the steps necessary to achieve this by December 31, 2008.

Article 26 -- Iraqi Assets

1. To enable Iraq to continue to develop its national economy through the 
rehabilitation of its economic infrastructure, as well as providing necessary 
essential services to the Iraqi people, and to continue to safeguard Iraq’s 
revenues from oil and gas and other Iraqi resources and its financial and 
economic assets located abroad, including the Development Fund for Iraq, 
the United States shall ensure maximum efforts to:

a. Support Iraq to obtain forgiveness of international debt resulting 
from the policies of the former regime.
b. Support Iraq to achieve a comprehensive and final resolution of 
outstanding reparation claims inherited from the previous regime, 
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including compensation requirements imposed by the UN Security 
Council on Iraq.

2.  Recognizing  and  understanding  Iraq’s  concern  with  claims  based on 
actions  perpetrated  by  the  former  regime,  the  President  of  the  United 
States has  exercised his  authority to protect  from United States judicial 
process  the  Development  Fund  for  Iraq  and  certain  other  property  in 
which  Iraq  has  an  interest.  The  United  States  shall  remain  fully  and 
actively engaged with the Government of Iraq with respect to continuation 
of such protections and with respect to such claims.
3. Consistent with a letter from the President of the United States to be sent 
to the Prime Minister of Iraq, the United States remains committed to assist 
Iraq in connection with its request that the UN Security Council extend the 
protections and other arrangements established in Resolution 1483 (2003) 
and Resolution 1546 (2003) for petroleum, petroleum products, and natural 
gas originating in Iraq, proceeds and obligations from sale thereof, and the 
Development Fund for Iraq.

Article 27 -- Deterrence of Security Threats

In order to strengthen security and stability in Iraq and to contribute to the 
maintenance  of  international  peace  and stability,  the  Parties  shall  work 
actively to strengthen the political and military capabilities of the Republic 
of  Iraq  to  deter  threats  against  its  sovereignty,  political  independence, 
territorial  integrity,  and its  constitutional  federal  democratic  system. To 
that end, the Parties agree as follows:

In the event of any external or internal threat or aggression against Iraq 
that  would  violate  its  sovereignty,  political  independence,  or  territorial 
integrity, waters, airspace, its democratic system or its elected institutions, 
and upon request by the Government of Iraq, the Parties shall immediately 
initiate strategic deliberations and, as may be mutually agreed, the United 
States shall take appropriate measures, including diplomatic, economic, or 
military measures, or any other measure, to deter such a threat.

The  Parties  agree  to  continue  close  cooperation  in  strengthening  and 
maintaining  military  and  security  institutions  and  democratic  political 
institutions in Iraq, including, as may be mutually agreed, cooperation in 
training,  equipping,  and  arming  the  Iraqi  Security  Forces,  in  order  to 
combat  domestic  and  international  terrorism and  outlaw  groups,  upon 
request by the Government of Iraq.
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Iraqi land, sea, and air shall not be used as a launching or transit point for 
attacks against
other countries.

Article 28 -- The Green Zone

Upon entry into force of this Agreement the Government of Iraq shall have 
full  responsibility  for  the  Green  Zone.  The  Government  of  Iraq  may 
request from the United States Forces limited and temporary support for 
the Iraqi authorities in the mission of security for the Green Zone. Upon 
such request, relevant Iraqi authorities shall work jointly with the United 
States Forces authorities on security for the Green Zone during the period 
determined by the Government of Iraq.

Article 29 -- Implementing Mechanisms

Whenever  the  need  arises,  the  Parties  shall  establish  appropriate 
mechanisms for implementation of Articles of  this  Agreement,  including 
those that do not contain specific implementation mechanisms.

Article 30 - The Period for which the Agreement is Effective

1.  This  Agreement shall  be  effective  for  a period of  three  years,  unless 
terminated sooner by either Party pursuant to paragraph 3 of this Article.
2. This Agreement shall be amended only with the official agreement of the 
Parties in writing and in accordance with the constitutional procedures in 
effect in both countries.
3. This Agreement shall terminate one year after a Party provides written 
notification to the other Party to that effect.
4. This Agreement shall enter into force on January 1, 2009, following an 
exchange of  diplomatic  notes  confirming that  the actions by the Parties 
necessary  to  bring  the  Agreement  into  force  in  accordance  with  each 
Party’s respective constitutional procedures have been completed. 

Signed in duplicate in Baghdad on this 17th day of November, 2008, in the 
English and Arabic languages, each text being equally authentic.
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(U.S. law, international Law & foreign law in U.S. courts)

Prepared Remarks of Attorney General Alberto R. Gonzales

The University of Chicago Law School. 

“International Law, Foreign Law & the Supreme Court”

Chicago, IL (November 9, 2005)

Thank you and good afternoon. I appreciate the invitation to be with 
you today at this great institution.

Last week, when the President announced his nomination of Judge Sam 
Alito to be Associate Justice on the Supreme Court, Judge Alito said that he 
holds  the  Supreme  Court  “in  reverence”;  it  represents  to  him  “our 
dedication as a free and open society to liberty and opportunity, and, as it 
says above the entrance to the Supreme Court, ‘equal justice under law.’”

Judge  Alito’s  comment  reminds  me  of  a  statement  by  President 
Abraham Lincoln.  Lincoln  said that,  while  Americans  come from many 
walks of life, a “reverence for the laws” is our unifying heritage. He urged 
Americans to make reverence for the laws a “political religion,” a civic duty 
taught  in  every  home,  school,  and  place  of  worship,  “proclaimed  in 
legislative halls, and enforced in courts of justice.”
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I want to discuss with you today a trend I see in our courts, led most 
prominently by certain members of the Supreme Court, that I fear may 
undermine  the  long tradition  of  reverence  that  Americans  have for  the 
supreme law of the land – the Constitution of the United States.

I am referring to the growing tendency by some judges to interpret the 
Constitution  by  reference  to  the  laws  and  judicial  decisions  of  foreign 
nations and to strike down American laws enacted through the democratic 
process.

Before I proceed further, let me be clear: I hold the Judiciary in the 
highest  regard,  and  nothing  I  say  today  diminishes  the  respect  and 
admiration I have for judges and, in particular, the Justices of the Supreme 
Court. Nor do I mean to disparage any other nation’s laws or the important 
role of international law. Far from it.

Judges and lawyers routinely use international law in other contexts. 
For instance, judges and lawyers seeking to interpret our treaty obligations 
routinely  consider the interpretations  of  our  treaty partners.  Sometimes 
our statutes direct us to consider international law, as when the Foreign 
Sovereign  Immunities  Act  creates  jurisdiction  over  cases  involving 
property “taken in violation  of  international  law,”  and foreign law will 
often be relevant in the litigation of public and private contract disputes 
involving foreign parties. All this is as it should be, and U.S. government 
attorneys  and the  Judiciary  are  on  solid  ground in  paying  attention  to 
developments abroad in these instances.

It  is  also  entirely  appropriate  for  our  elected  representatives  in  the 
Congress  or  the  State  legislatures  to  consider  how  lawmakers  in  other 
countries have approached problems when our representatives write the 
laws of the United States, as I’ll discuss later.

And  of  course,  international  obligations  play  a  vital,  powerful,  and 
positive force in the conduct of our foreign policy. As Secretary of State 
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Rice has said, and I want to underscore today, quote, “America is a country 
of laws. When we observe our treaty and other international commitments . 
. . other countries are more willing . . . to cooperate with us and we have a 
better chance of persuading them to live up to their own commitments. And 
so  when  we  respect  our  international  legal  obligations  and  support  an 
international system based on the rule of law, we do the work of making the 
world a better place, but also a safer and more secure place for America."

This  is  not  just  the  view of  the  Secretary  of  State.  President  Bush 
expects  other  countries  to  observe  their  treaty  and  other  international 
commitments to us, and has stated that in all cases our own international 
obligations are also to be taken seriously. At the Department of Justice, we 
rely on treaties every day. For example, the many extradition treaties we 
have in place ensure that criminals are brought to trial and justice.

The globalization of terrorism makes international cooperation between 
domestic and foreign law enforcement and intelligence agencies essential. I 
work and visit regularly with my counterparts around the world as we fight 
common threats that do not recognize political boundaries.

Finally, I agree that foreign law has a role to play in the interpretation 
of the Constitution, but I think it is a limited one. The roots of our legal 
system are in England, and so we naturally look to English common law of 
the Founding era to help us understand the Constitution. Justice Scalia – no 
stranger to this law school, of course – once remarked that he “probably 
use[d] more foreign legal materials than anyone else on the Court, with the 
possible exception of Justice Thomas” – but noted that “they are all fairly 
old foreign legal materials, and they are all English.”

The Framers  also  imported into  the  Constitution  certain  terms  and 
concepts  from international  law—such as  “Offenses  against  the  Law of 
Nations,” “Letters of Marque and Reprisal,” “Consuls,” and “Treaties.” To 
understand these terms fully, it is appropriate to consult the law of nations, 
as understood during the Founding era, and American lawyers and judges 
have long done so.
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The premise for relying on these historical sources is that the Framers 
borrowed from those sources in designing the Constitution. In consulting 
these same sources today, judges are carrying out the original political will 
reflected in the Constitution. Although the Constitution does not tell us, in 
so many words, how it should be interpreted, judges that adhere to this 
approach are being faithful to James Madison’s observation that “the sense 
in which the Constitution was accepted and ratified by the nation” is the 
only proper “guide in expounding it.”

Certain  members  of  the  Supreme  Court  appear  today  to  be  doing 
something  very  different,  however.  The  gist  of  the  present  trend  is  to 
consider evolving, contemporary legal judgments and policy preferences of 
other nations. It appears to reflect a view that such foreign legal judgments 
and policy  preferences  are  somehow relevant in defining the terms and 
limits  of  our  Constitution.  It  is  the  use  of  foreign law in this  way that 
concerns  me,  both as  an American and as  the Attorney General of  the 
United States.  Some have suggested that  there is  no reason for concern 
because the justices have referred to foreign law and international law in 
just a few instances and then only after considering domestic precedent.

The increasing frequency of such references, and length to which they 
are discussed in opinions, suggest to me that the incidents are not isolated 
and that such references are not added as a mere curiosity, but as an extra 
weight on the scale.  I think it trivializes constitutional inquiry if we cite 
foreign  sources  to  provide  additional  support  for  a  conclusion  that  we 
already were going to reach based on more traditional sources. And I think 
it  sends  the  wrong  message  to  lower  courts  and  others  engaged  in 
constitutional  interpretation  that  they  are  free  to  look  to  those  foreign 
sources.

Like Attorneys General before me, I have sworn an oath to “support 
and defend the Constitution” and “to bear true faith and allegiance to the 
same.” The Attorney General has long had the critical duties of enforcing 
federal  law,  conducting  litigation  on  behalf  of  the  United  States,  and 
providing legal advice to the President and the heads of Departments.
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Each  of  these  duties  requires  the  Department  of  Justice,  daily,  to 
interpret and apply the Constitution on behalf  of the Executive Branch, 
and to represent the interests of the United States before the courts.  As 
Attorney General Edwin Meese noted, “constitutional interpretation is not 
the  business  of  the  Court  only,  but  also  properly  the  business  of  all 
branches of government.”

As  we  discuss  today  the  use  of  foreign  law  in  constitutional 
interpretation, I want to ask you to think about two questions – questions 
that  I  face  as  the  Attorney  General:  First,  how,  if  at  all,  should  the 
Department’s lawyers use foreign law in interpreting the Constitution when 
they provide advice to the Executive Branch? And second, how, if at all, 
should the Department’s  lawyers use foreign law in litigating cases that 
involve constitutional questions?

* * * *

This issue of judicial reliance on foreign law isn’t entirely new; it’s been 
with us for some time. Consider an example from the early nineties: The 
Supreme  Court  faced  the  question  whether  the  Constitution  permits  a 
citizen of one State to sue another State in federal court.

There was no single majority opinion for the Court. Two justices in the 
majority analyzed the question with reference to the sovereign rights  of 
governments in Europe, including Greece, Spain, and France.

Another justice  dismissed the laws of  the “european confederations” 
because, he wrote, quote, “their likeness to our own is not sufficiently close” 
and  “they  are  utterly  destitute  of  any  binding  authority  here.”  He 
proclaimed that “[t]he Constitution of the United States is the only fountain 
from which I shall draw; the only authority to which I shall appeal.” The 
one dissenting justice agreed on this point; he argued that if “upon a fair 
construction  of  the  Constitution”  a  power  “does  not  exist,”  then  “ten 
thousand examples of similar powers would not warrant its assumption.”
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These opinions were not written in the 1990s; the year was 1793. And 
the  case  was  not  about  the  Eleventh  Amendment,  it  was  the  case  the 
Eleventh  Amendment  overturned,  Chisholm  v.  Georgia.  So  the  debate 
about reliance upon foreign law is not unique to our time.

However,  I  believe  that  the  current  trend by some members  of  the 
Court to rely on foreign precedents poses two distinct risks for the rule of 
law: First, the sheer difficulty of choosing potentially relevant precedents 
from the vast array of available foreign-law sources means, I believe, that 
any use of foreign law will tend to undermine the clarity and certainty of 
our Constitution.

Second, and more fundamentally, the use of foreign law poses a direct 
threat to legitimacy, including to the legitimacy of the Court itself. As I will 
explain, both of these risks are of central importance to my work as the 
Attorney General. So let me take a moment to address each in turn.

       I

First  of  all,  the  exercise  of  surveying  foreign  law  to  interpret  our 
Constitution creates a practical problem of selection.

Chief Justice Roberts made this point powerfully in his confirmation 
hearings, when he was asked about the Supreme Court’s use of foreign law. 
He said, quote:

[R]elying on foreign precedent doesn’t confine judges. It doesn’t limit 
their  discretion  the  way  relying  on  domestic  precedent  does.  Domestic 
precedent can confine and shape the discretion of the judges. [In] foreign 
law you can find anything you want. If you don’t find it in the decisions of 
France or Italy, it’s in the decisions of Somalia or Japan or Indonesia or 
wherever.  .  .  .  And that  actually  expands the discretion of  the judge.  It 
allows the judge to incorporate his or her own personal preferences, cloak 
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them with the authority of precedent . . . , and use that to determine the 
meaning of the Constitution.

Justice Breyer, on the other hand, reads the foreign-law opinions that 
are cited in briefs filed in the Supreme Court in an effort, he says, to see 
how judges in other countries have dealt with a similar issue. And he may 
cite the opinions he finds persuasive.

Respectfully, to me, this approach – which depends, in the first instance, 
on whatever foreign law happens to be cited by the litigants -- presents a 
problem of selection and at least the appearance of capriciousness. I think 
again about the role of the Attorney General and the Department’s lawyers 
in  interpreting and  applying  the  Constitution  in  advising the  Executive 
Branch.  I  would  not  be  comfortable  if,  in  providing  that  advice  or 
interpretation, the Department’s lawyers were to use only the foreign law 
that they happened to stumble upon. If we accept that foreign law could 
properly  be  used  in  construing  the  meaning  of  the  Constitution,  at  a 
minimum,  surely  we  would  only  want  to  do  so  in  a  way  that 
“comprehensively examines ‘all relevant’ international sources.”

But any such approach is probably unachievable. It may be impossible 
for even the most conscientious judge or lawyer to avoid being selective, or 
at least arbitrary, in the use of foreign law.

There are 191 members of the United Nations.  There are even more 
legal  jurisdictions.  Simply  identifying  and  gathering  the  potentially 
“relevant”  laws  from  each  jurisdiction—or  even  a  modest  sampling—
would be a daunting task.

As  this  University’s  own  Judge  Posner  has  observed,  “The  judicial 
systems  of  the  United  States  are  relatively  uniform,  and  their  product 
readily accessible, while the judicial systems of the rest of the world are 
immensely varied and most of their decisions inaccessible, as a practical 
matter, to our monolingual judges.”
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To be candid, although I have enormous confidence in the abilities of 
the  Justice  Department’s  lawyers,  I  think  that  researching  and 
understanding the judicial decisions of Comoros or Moldova would be a 
challenge,  to  say  the  least.  It  would  be  difficult  to  obtain  a  reliable 
translation – a translation trustworthy enough to stake the Constitution on.

Even assuming we could gather and translate the necessary sources of 
foreign law, it would be an even greater task to understand and evaluate 
fully this mountain of materials.

We would  want  to  know each  law and judicial  decision  on its  own 
terms, reaching the same level of understanding that an American lawyer 
strives for in approaching our own legal sources.

To take just one example, it would be perilous to rely on the laws of a 
country without understanding the extent of freedom and democracy there. 
Justice Breyer, to his credit, has conceded that he made a “tactical error” 
in a capital punishment case by citing a decision from Zimbabwe, which he 
later admitted was “not the human rights capital of the world.”

This illustrates the larger point that we also would need to understand 
the context behind a foreign law, decision, or legal authority. What is its 
purpose? Does it reflect the will of the people? What terms of art does it 
contain, and what do they mean? Is the law enforced consistently or only 
selectively?

Beyond the particulars of a cited provision, moreover, the legal systems 
of  the  world  also  vary considerably,  each reflecting  the  unique  history, 
traditions, and values of its own citizenry – as ours reflects the uniqueness 
of America.

In addition, it cannot be expected that the laws of all sovereign nations – 
or, perhaps, even all the courts of a single nation – will agree on a disputed 
point of constitutional law. The decisionmaker will then be left somehow to 
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choose among them. And this, of course, may lead to the kind of judicial 
activism,  or  unrestrained judicial  discretion,  that  Chief  Justice  Roberts 
identified.

I  therefore  think it  is  unrealistic  –  and potentially  problematic  –  to 
expect  a  judge,  or  to ask  a Justice  Department  lawyer,  no  matter  how 
conscientious  and  impartial,  to  perform  a  thorough  comparative  law 
analysis in the process of constitutional interpretation.

In short,  as one scholar notes,  “the risk of  incomplete or inaccurate 
understanding of foreign legal materials may outweigh the benefits to be 
gained from studying foreign experience.”

A somewhat different, but related, problem is faced by the lawyers who 
practice before the Supreme Court, including those in the Department of 
Justice. The Solicitor General and the lawyers in his office understand that 
foreign-law materials might influence the vote of one or more members of 
the Court, and we may feel obliged as dutiful advocates for our clients to 
cite such materials. Thus, the growing tendency by some members of the 
Court to look to precedents from overseas in construing the Constitution 
has a direct impact on our work.

Frankly, I don’t know how we begin to identify the relevant universe of 
foreign sources and precedents that might be deemed persuasive by one or 
more Justices. Given that the Solicitor General’s  resources are limited - 
and the number of pages we are allowed in our briefs even more so - it 
seems clear  that  paying careful,  scrupulous  attention to foreign sources 
would  inevitably  sacrifice  some  attention  to  traditional  sources.  Will  it 
become  necessary  for  us  to  omit  discussion  of  an  older  United  States 
precedent in order to explore thoroughly the relevance of a more recent 
Chilean  precedent  to  our  Constitution?  What  of  a  slightly  older,  more 
tangential,  but  revered decision  from France? These  are  real,  practical 
concerns that we will face in our role as advocates, and will continue to face 
with increasing frequency if present trends continue.
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I should add that the Solicitor General and the Department’s litigators 
face the problem of selection not only in deciding what nation’s law to cite 
in a given case, but in deciding whether to cite foreign law in the first place. 
The Supreme Court, to date anyway, has not referred to foreign law in all 
matters of constitutional interpretation, but has been highly selective.

For example, many countries view “the material and moral cooperation 
of  church  and  state  as  conducive,  and  sometimes  essential,  to  the 
achievement of religious liberty”; they even allow prayer in schools. But the 
Supreme Court has yet to look abroad in its many religion cases.

The  Court’s  recent  decision  striking  down  a  Texas  law  regarding 
homosexual  conduct  rested  on  the  Due  Process  Clause,  and  the  Court 
considered foreign  law  in  that  decision.  But  the  Court  has  yet  to  look 
abroad  in  addressing  other  contentious  issues  under  the  Due  Process 
Clause, even though some advocates have urged the Court to do the same 
thing in other cases.

Many nations also restrict  speech, particularly hate speech, far more 
than the Supreme Court’s First Amendment jurisprudence would allow. 
But the Court has yet to consider these foreign laws to be a basis for re-
evaluating its own jurisprudence.

I  am  not  suggesting  how  any  of  these  contentious  constitutional 
questions should be resolved. My point is simply that relying on foreign law 
to  interpret  our  Constitution  appears  to  create  more  problems  than 
solutions.

One  last  practical  concern:  the  judicial  act  of  accepting  some  and 
rejecting other foreign laws in construing the Constitution has the potential 
to harm the United States in its relations with other countries. The conduct 
of America’s foreign affairs has been entrusted to the Executive Branch, 
not the courts, precisely so that our Nation may speak with one voice in this 
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delicate area. The Court itself has wisely recognized this principle many 
times over the history of the Republic.

Yet, some justices seem to acknowledge that they refer to foreign law as 
an attempt at diplomacy. Justice Breyer, for example, has been quite frank 
in saying that he cites the opinions of foreign courts in part to, and I quote, 
“give them a leg up.” In his  debate with Justice  Scalia  on this  topic in 
January, Justice Breyer explained:

[F]or years people all  over the world have cited the Supreme Court. 
Why don't we cite them occasionally? They will then go to some of their 
legislators and others and say, ‘See, the Supreme Court of the United States 
cites  us.’  That  might  give  them  a  leg  up,  even  if  we  just  say  it's  an 
interesting example. So, you see, it  shows we read their opinions. That's 
important.

Justice Kennedy seems to go one step further by suggesting that his use 
of foreign law is an effort to support the Administration’s attempt “to bring 
freedom to  oppressed peoples.”  In  a  recent  article  in  The  New Yorker 
magazine, Justice Kennedy indicates that, if the United States is “asking the 
rest of the world to adopt our idea of freedom,” it is appropriate for our 
courts to consider how “other nations and other peoples . .  . define and 
interpret freedom” in interpreting our laws.

While I fully support Justice Kennedy’s goal – the expansion of freedom 
in the world – I respectfully disagree with his approach. That approach, 
admittedly  shared  by  others,  has  the  potential,  at  least,  of  having  the 
Supreme  Court  interfere  in  foreign  relations.  Our  friends  abroad  may 
consider it a slight if our Court cites one nation but not another, or rejects 
the view it holds. I am not predicting an international incident over this; 
but  if,  as  Justice  Breyer maintains,  citing  one country’s  laws gives  that 
country  a  “leg  up,”  there  is  the  potential  for  the  perception  of  giving 
another  country  a  “leg  down.”  Respectfully,  that  is  not  the  job  of  the 
Supreme Court.
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The Court's interest in foreign-law sources may also be based on a well-
intended desire to make the Court look less isolationist. I am not certain 
that the isolated citation of a foreign decision, usually in the form of dicta, 
will have much of an effect. But in any event, the Judiciary is not supposed 
to have a foreign policy independent of the political branches. The political 
branches,  as  representatives  of  the  people,  are  to  decide  the  Nation’s 
foreign policy, and they can enact positive law based on foreign experiences 
or laws, which the Court can then interpret.

II

Now, let’s set aside these practical problems and drill deeper into the 
more fundamental question of constitutional legitimacy.

This, again, is a question that is central to my role as Attorney General.

Ever since the Judiciary Act of 1789, the Attorney General has been 
charged with the duty of rendering opinions for the Executive Branch on 
questions  of  law,  including questions  of  constitutional  interpretation.  In 
discharging that duty, I am acutely concerned with the legitimacy of the 
Supreme Court and its approach to construing the Constitution.

As I asked before, borrowing from Justice Iredell, the dissenter in the 
Chisholm case of 1793, how could even “ten thousand” examples of legal 
precedents from abroad ever provide legitimate authority for a court, in 
the  name  of  the  Constitution  of  the  United  States,  to  throw out  a  law 
enacted by the people of the United States?

To answer this question, we must resort to first principles. We must 
consider  the  source  of  the  judiciary’s  power  to  strike  down  laws  as 
unconstitutional.
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The  Founding  Fathers  built  our  Constitution  on  the  radical  and 
profound principle that power has one legitimate source: the consent of the 
governed.

Madison put  it  this  way in  Federalist  49:  “The people  are  the  only 
legitimate fountain of power, and it is from them that the constitutional 
charter, under which the several branches of government hold their power, 
is derived.” The Preamble to our Constitution confirms Madison’s point.

In light of this eternal American truth, judicial review posed a problem 
for some people.

Alexander Hamilton answered their  concerns.  He explained that  the 
Constitution, once ratified, would be the ultimate expression of the will of 
the people. Therefore, a judge who chose the Constitution over a particular 
law when the two conflicted would be enforcing the ultimate will  of the 
people, even though their representatives had enacted the particular law in 
question.

Chief Justice John Marshall followed Hamilton’s logic in resolving the 
now famous dispute between William Marbury and then-Secretary of State 
James Madison.

The Court, through Marshall, proclaimed that “[i]t is emphatically the 
province and duty of the judicial department to say what the law is.” But 
that  was  true  only  because—and  to  the  extent  that—the  judicial 
department was enforcing the duly established will of the people.

He reasoned that in holding a law unconstitutional, the Supreme Court 
was vindicating the “fundamental,” “superior,” and “permanent” will of a 
sovereign  people  embodied in  their  written Constitution,  as  against  the 
temporary expression of popular will manifested in the particular actions 
of a legislature.
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Let’s  assume  that  the  Supreme  Court  may  properly  consider 
contemporary  societal  standards  to  some  extent  in  interpreting  the 
Constitution. Even then, I question how the standards of anyone other than 
the  people  of  the  United  States  could  legitimately  be  relevant  to 
determining the will of the American people.

If we look abroad, whether at expressions of the popular will of foreign 
nations  or  the  views of  foreign jurists  or  diplomats,  in  what  sense  is  it 
credible  to  say  that,  in  doing  so,  we  are  ascertaining  the  will  of  the 
American people? To allow the views of foreign judges and legislators, who 
are under no oath to uphold the United States Constitution, to govern here 
is the antithesis of democratic accountability.

Even as some members of  the Court  have looked to foreign law for 
guidance, they have not answered this question. Instead, in its most recent 
reference  to foreign law in striking down state  laws – the case of Roper  
versus Simmons, regarding the death penalty – the Court invoked its “own 
judgment” on a disputed moral and psychological question and relied on a 
particular  United  Nations  treaty  that  the  United  States  has  declined to 
ratify.

In  short,  the  Court  in  Roper  reached  a  judgment  that  America’s 
political branches do not seem to share.

One can understand if  Americans come to suspect  that  the Court  is 
appealing to the will of foreign nations, not as evidence of the will of the 
American people but as evidence against it. To adapt an expression recently 
employed by Justice Scalia, and reiterated by Chief Justice Roberts during 
his  confirmation  hearings,  the  Court  could  be  seen as  looking  over  the 
heads of the crowd and picking out its friends—from another, more distant 
crowd.

Reliance on foreign law thus threatens to unmoor the Court from the 
proper source of its authority for judicial review and place in jeopardy the 
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reverence  Americans  have  for  the  laws  and  for  the  institution  of  the 
Supreme Court. That would be a tragedy—and not just for our legacy of 
free and popular government by law. Another casualty may well  be the 
legitimacy  of  the  Court  itself,  and the  public’s  willingness  to  accept  its 
judgments.

The Supreme Court of the United States has not been perfect over the 
centuries. No institution can be. But the Court has earned the respect of the 
people.  They expect  that  it  will  do its  best  to give  a fair  and impartial 
interpretation  to  our  sacred  text,  the  Constitution.   The  Court  risks 
squandering that reserve of goodwill if it takes actions seen as inconsistent 
with that expectation.

III

I  close  by urging that  my doubts  about  foreign law as  a source  for 
interpreting  our  Constitution  not  be  mistaken  as  isolationism  or  an 
arrogant  belief  in  American  superiority.  We  have  much  to  learn  from 
nations and political systems around the globe.

Before the Constitutional Convention, Madison immersed himself in the 
history of confederacies ancient and modern. To avoid stagnation, we, like 
Madison, must always be open to good new ideas, whatever their source. 
But we must use a reliable method for separating the good from the bad. I 
suggest  we  do  it,  as  Madison  did  it,  through  the  political  process,  not 
through the courts.

A useful example is found in the evolution of the American polling place 
– an issue of obvious import still today and obvious relevance yesterday – 
election day.

During the colonial period, the voting in most elections was conducted 
by a public showing of hands. As a result, intimidation and bribery were 
hard to avoid.
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In the early 1800s, many States switched to paper ballots, which citizens 
could mark in the privacy of their homes. But this approach proved equally 
unsatisfactory and open to manipulation. In 1856, Australia developed a 
system  of  secret  balloting  in  private  booths.  Word  of  this  innovation 
reached the United States, where the Australian system won praise. State 
and federal  lawmakers  responded by adopting the so-called “Australian 
Ballot” for use in American elections. It has since become a hallmark of 
American Election Day.

Thus, a sensible idea from the other side of the world was weighed and 
ultimately  embraced by our elected representatives,  not  imposed by the 
courts.

It is one thing for the people’s representatives to consider and adopt 
laws that draw on the experience of foreign nations. It is quite another for 
unelected judges, charged with determining the will of the people as they 
expressed it in the Constitution, to rely on foreign experience as a basis for 
rejecting the actions of those elected representatives.

Those  who  seek  to  enshrine  foreign  and  international  law  in  our 
Constitution through the courts therefore bear a heavy burden to justify 
their efforts. Unless and until that burden is met, the reliance on such law 
will put at risk the very reverence for the law on which this country, and 
the legitimacy of the Court itself,  depends. A great deal is thus at stake, 
including  with  regard  to  foreign  and  international  law too.  We  do not 
increase the reverence for those laws by citing them casually in passing, 
usually in dicta, in connection with matters left by our law to the political 
branches. We should instead focus our legal advice, our advocacy, and our 
adjudication on ensuring compliance with our binding international legal 
obligations,  and on promoting the respectful  application  of  foreign laws 
that prove relevant in much of our domestic litigation.

Our belief in justice is at the heart of our national identity. And it is the 
underpinning  of  the  democratic  system  that  provides  the  hope  and 
opportunity that have become synonymous with the American dream.
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It’s the promise of that dream, written into the fabric of our Nation 
through the Constitution, that we must protect at all costs. I know we will.

Thank you.
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(International law & Iraq War) 

The Supreme Court, International Law and President Bush

                                           Stuart S. Malawer

http://findarticles.com/p/articles/mi_qn4183/is_20040809/ai_n10063250/pg_3 (2004)

While  overshadowed  by  rulings  concerning  the  rights  of  detainees, 
executive power and judicial review in the “war on terror,” the Supreme 
Court  recently  issued  three  surprisingly  significant  decisions  on 
international law. 

These cases show a realistic  reaffirmation by the  Supreme Court  of 
international law’s central importance to U.S. jurisprudence, the rejection 
of a post-war conservative belittlement as well as an apparent disdain for it, 
and a prudent determination of Congressional intent and judicial precedent 
in global commerce. 

While dealing with quite technical issues of the federal courts’ subject-
matter jurisdiction in alien torts, sovereign immunity and antitrust, these 
three  decisions  suggest  a  return to pragmatism by the  Supreme Court. 
Taken together they provide a sensible balancing of foreign policy concerns 
within the context of the separation of powers and foreign relations. They 
also serve as a counterweight to the political degradation of international 
law  that  started  with  the  Reagan-Bush  era  and  continued  through  the 
current Bush administration 

…These  decisions  also  challenge  the  conservative  disdain  of 
international law as practiced in foreign affairs by the Reagan and both 
Bush Administrations. In 1988 I wrote an article published in the Harvard  
International Law Journal and then reprinted in the Congressional Record 
outlining the disregard of both Constitutional and international law by the 
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Reagan Administration. The Iran-Contra Scandal is only one illustration of 
this disregard. 

The  current  Bush  Administration  has  continued  this  crusade  by  its 
illegal  attack  on  Iraq  in  violation  of  the  most  basic  tenet  of  the  U.N. 
Charter. Article 51 of the U.N. Charter permits the use of military force 
only in self-defense when there is an armed attack. 

A  minority  of  jurists  and  international  lawyers,  including  myself, 
acknowledge a right of anticipatory self-defense in very rare circumstances, 
where there is a very real threat of imminent attack. Anything other than 
this interpretation makes this right of self-defense too subjective and the 
prohibition against the use of force in international relations illusory. This 
right of self-defense does not involve the preemptive use of force when an 
attack may occur and certainly does not apply in order to prevent one that 
might occur sometime in the future. 

A “preemptive war,” or perhaps more correctly a “preventive war,” as 
well as a “just war” are simply not permissible by standards championed 
by  the  United  States  during  and  after  World  War  II.  The  Bush 
administration, then, prosecuted the Iraqi war illegally by violating a wide-
range of cardinal  norms concerning rights of detainees and prohibitions 
against torture. These actions should come as no surprise. The culture of 
avoiding international law, degrading our allies, and ignoring multilateral 
institutions set the tone. The Bush administration claimed an outrageous 
right of self-defense, ignored our traditional allies, claimed the U.N. to be 
impotent, and equivocated about the laws governing the conduct of war. 
The military and intelligence communities,  including unfortunately some 
soldiers  in  the  field  and  those  maintaining  U.S.  detention  centers 
worldwide, only responded with their own actions unencumbered by legal 
rules. 
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Upholding integrity 

In conclusion, the Supreme Court’s rulings in these three cases play a 
critical role in upholding the honor, integrity and the exceptional character 
of the United States. Moreover, these decisions answer the caustic refrain 
posed  by  President  Bush  during  a  photo  opportunity  when  questioned 
about the international legality of U.S. operations. The president said, “I 
guess I need to call my lawyer.” He should have. The Supreme Court has 
reminded us all that international law is applied by U.S. courts and that the 
Supreme  Court  applies  the  rule  of  law  as  enacted  by  Congress.  The 
Supreme  Court’s  application  of  these  laws  in  the  recent  three  cases 
concerning subject-matter jurisdiction sets the stage for it, if called upon, 
hopefully,  to  apply  international  law  to  areas  of  even  greater  national 
importance — going to war and its prosecution. 

Yes, President Bush should have called his lawyer — one beholden to 
the Constitution and the laws of the land, including international law. And 
the Congress should have insisted upon compliance with international law 
rather than simply acquiescing to outrageous presidential actions. 
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(Law enforcement & terrorism)

Robert S. Mueller, Chatham House London, England April 7, 2008

Global Intelligence and Law Enforcement Communities

http://www.fbi.gov/pressrel/speeches/mueller040708.htm

In  May  of  1943,  Prime  Minister  Winston  Churchill  traveled  to 
Washington, D.C. and addressed a Joint Session of Congress. He said, “The 
experiences of a long life…have wrought in me the conviction that there is 
nothing  more  important  for  the  future  of  the  world  than the  fraternal 
association of our two peoples in righteous work both in war and peace.” 

It is in that same fraternal spirit that I speak to you today. The United 
States and the United Kingdom share a bond of friendship, forged in the 
fires of war and refined in times of peace. Side by side, our nations have 
faced down threats to our freedom and have forced tyranny into retreat. 

Today we face another threat to our freedom, and that is the threat of 
terrorism,  imposed  by  violent  extremists.  Our  nations  have  both  seen 
terrorist attacks in our cities. We have both lost citizens. And we have both 
committed our strength to defeating the tyranny of terrorism. 
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In November of 2006, Dame Eliza Manningham- Buller, former head of 
MI5,  gave  a  rare  public  speech  in  which  she  explained  that  MI5  was 
investigating  some  200  terrorist  networks,  30  active  plots,  and  roughly 
1,600 known or suspected terrorists. In a speech this past November, MI5 
Director  General  Jonathan  Evans  updated  that  number  from 1,600  to 
2,000. 

As FBI Director,  I am often asked to give specific  numbers of  plots 
disrupted,  cases  opened,  and  suspected  terrorists  we  are  investigating. 
While those numbers are classified, I can say that at any given time, we 
have several thousand open terrorism-related cases. 

It  is  important  to  remember  that  any  numbers  we can give  do not 
account for those persons and plots who have not come onto our radar 
screens. We can say with certainty that we have been able to prevent other 
attacks, but we take little comfort from that. 

Terrorists continue to try to get past our collective defenses every day. 
They continue to attempt large-scale, coordinated attacks, such as the 2006 
London-based  plot  to  bomb  airliners  bound  for  the  United  States  and 
Canada.  Many,  if  not  most,  of  the  passengers  would  have been British, 
American,  and Canadian citizens.  This  case  is  now being tried  here  in 
London. 

And they continue to attempt smaller, less sophisticated attacks, such as 
the car bombings outside a London nightclub, or the plot to gun down U.S. 
soldiers at Fort Dix, New Jersey. 

Though these plots failed, they remind us that while the terrorist threats 
have changed, they have not diminished. 

And so  today,  following  the  examples  of  Dame  Eliza  Manningham-
Buller and Jonathan Evans, I’d like to discuss the threat of international 

Page | 465



U.S. National Security Law

terrorism from the FBI’s perspective, the challenges of intelligence, and the 
need for strong global partnerships. 

In the wake of  the September 11th attacks,  our  path was clear.  We 
knew our enemies were al Qaeda terrorists,  and together, we went after 
them—from their  training  camps,  to  their  funding,  to  their  leadership. 
Working  together,  we  diminished  their  sanctuary  in  Afghanistan,  froze 
millions of dollars in finances, and captured or killed many top leaders. 

But al Qaeda will not go quietly into the night. It is resilient. Its network 
is now diffuse. And it continues to adjust its strategies and tactics. We now 
confront a three-tiered threat. 

The top tier is the core al Qaeda organization, which has established 
new  sanctuaries  in  the  ungoverned  spaces,  tribal  areas,  and  frontier 
provinces of Pakistan. And new sanctuaries mean al Qaeda can reconstitute 
its  leadership,  recruit  new  operatives,  and  regenerate  its  capability  to 
attack. 

The middle  tier  is  perhaps  the  most  complex.  We are  finding small 
groups who have some ties to an established terrorist organization, but are 
largely  self-directed.  Think of  them as  al  Qaeda franchises—hybrids  of 
homegrown  radicals  and  more  sophisticated  operatives.  The  July  7th 
bombers are an example of this middle layer. Two of them trained at camps 
in Pakistan, but they came back to Britain and lived among you while they 
plotted their attacks. The arrests last September of small terrorist cells in 
Denmark and Germany are other examples. 

The bottom tier is made up of homegrown extremists. They are self-
radicalizing,  self-financing,  and  self-executing.  They  meet  up  on  the 
Internet  instead  of  in  foreign  training  camps.  They  have  no  formal 
affiliation with al Qaeda, but they are inspired by its message of violence. 
Examples of this tier include last year’s plot to blow up pipelines at JFK 
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airport in New York and a 2005 plot to attack military recruiting centers 
and a synagogue in Los Angeles. 

The global intelligence and law enforcement communities are focused 
on  all  three  of  these  threats—core  al  Qaeda,  hybrid  groups,  and 
homegrown cells. 

Our adversaries are evolving, and so are their tactics. We know that 
terrorists still desire to obtain Weapons of Mass Destruction and use them 
to kill as many civilians as possible. But we have also seen terrorists turn 
cars into bombs and drive them into airports and embassies. The plot to 
bomb  United  States-bound  airliners  reminds  us  that  al  Qaeda’s  core 
organization  still  exists,  and  still  thirsts  for  dramatic,  mass-casualty 
attacks.  But  we have also  seen unaffiliated groups  plotting to kidnap a 
single British soldier from the streets of Birmingham, behead him, and post 
the video on the Internet. 

And that is just the international terrorist threat. The FBI also devotes 
substantial  resources  to investigating domestic  terrorist  threats.  We will 
never forget the 168 victims of the Oklahoma City bombing. And we also 
have to protect  our  citizens,  our  infrastructure,  and our economy from 
attacks by animal rights and environmental extremists. We know you have 
experienced similar challenges here in Great Britain. 

Terrorism  is  terrorism,  no  matter  the  motive.  The  global  law 
enforcement and intelligence communities must be prepared to confront all 
permutations of these threats, all the time. 

The essential components to confronting these threats are intelligence 
and partnerships. I’ll start with intelligence. But first, a quick story. 

I met Dame Eliza Manningham-Buller just after the September 11th 
attacks. I was new to my job, and I asked her what she considered the key 
to  MI5’s  success  in  thwarting  terrorist  attacks.  She  said,  “Two things: 
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sources  and wires.” That  is  as  true  today as  it  was the day I heard it, 
because sources and wires provide intelligence. 

Intelligence, by its nature, is imperfect. Human sources may not be 100 
percent reliable. Technology may not always be in the right place at the 
right time, and may not capture everything we need to hear or read. Even 
with the best technology, the most reliable sources, and the most talented 
personnel, intelligence is an art, not a science. It is a continual process of 
trying to determine what  we know and what  we don’t  know,  and then 
finding ways to fill those gaps. 

Dame Eliza has put it this way: “Often difficult decisions need to be 
made  on the  basis  of  intelligence  which  is  fragmentary  and difficult  to 
interpret…some  is  gold,  some  dross,  and  all  of  it  requires  validation, 
analysis and assessment." 

We in the FBI are panning for gold.  First,  we have to determine in 
which  streams  we  are  likely  to  find  gold.  Which  suspected  networks? 
Which human sources? Which websites? Then, agents and analysts must 
take  their  pans  and  wade  through  the  waters  of  intelligence,  carefully 
searching  for  nuggets  of  gold  amid  streams  of  repetitive  or  irrelevant 
information. 

The gold might be a phone number, or a name, or a receipt from a bank 
transaction. It will  likely be hidden among thousands of other scraps of 
information. With deft, methodical sifting, we can separate the gold from 
the dross, as Dame Eliza would say. But as she also points out, gathering 
the intelligence is just the start. It then must be verified and connected to 
other intelligence. And even then we are only seeing part of the picture. 

Our goal is to get as close as possible to having the complete picture. 
For the FBI, this means we often continue to collect information long after 
we  have  gathered  enough  evidence  for  prosecution.  Once  we  have  the 
threat under control, we use these cases as intelligence collection platforms. 
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Our  mission  is  not  just  to  disrupt  an  isolated  plot,  but  to  thoroughly 
dismantle the entire network that supports it. 

As Jonathan Evans has said, “Knowing of somebody is not the same as 
knowing all about somebody.” Once we identify a terror suspect, we need 
to know everything we can about him. Who are his associates? Where does 
his  money  come  from?  Where  does  he  travel?  With  whom  does  he 
communicate? We try to exhaust every possible avenue of inquiry before 
making an arrest. Yet the investigation may still continue—in many cases 
thanks to the cooperation of the person charged. 

With each unique investigation,  we wrestle  with the  same questions. 
Have we struck the right balance between security and freedom? Did we 
take every reasonable  step? What  if  we didn’t  peel  back the  layer that 
would have revealed a connection to another terrorist network, or another 
terrorist plot? The FBI has learned the answers to these questions through 
hard experience. 

And to make matters more complex, the key fragment of intelligence we 
need to break open a case may well come from a source in another country. 
We cannot afford to stop gathering intelligence  once  we reach our own 
borders. 

That brings us to the other indispensable tool, and that is partnerships. 
Within the United States, this includes our state and local law enforcement 
counterparts. But our international partners are just as important. Today, 
I can tell you that the vast majority of the FBI’s terrorism cases originate 
from information developed by our partners overseas—even those cases in 
which the suspected terrorists and the potential targets are all on American 
soil. 

Let me give you an example. Last month, an individual named Hassan 
Abu-Jihaad was convicted in federal court in Connecticut on terrorism and 
espionage charges. Abu-Jihaad was a signalman in the United States Navy. 
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While on active duty aboard the USS Benfold in the Middle East, Abu-
Jihaad sent classified information about the movements and vulnerabilities 
of his Navy battle group to an extremist website based in London. This was 
just months after al Qaeda had attacked the USS Cole in Yemen, killing 17 
American sailors. 

We learned about Abu-Jihaad from British law enforcement officers, 
who found a  computer  disk containing  this  classified  information  while 
searching a residence in London. 

That’s one connection—but there is another. Once we learned of Abu-
Jihaad  from  New  Scotland  Yard,  we  began  the  process  of  learning 
everything there was to know about him. We discovered that he had been 
the roommate of a man named Derrick Shareef. 

Through monitoring court-authorized wiretaps, we learned that Abu-
Jihaad and Derrick Shareef discussed attacking military targets in Phoenix 
and San Diego. Shareef was then arrested in December 2006 and charged 
with plotting to detonate hand grenades at a large shopping mall outside 
Chicago at  the height  of  the Christmas  season.  He pled guilty  this  past 
November. 

This case is another illustration of both the power and the limitations of 
intelligence  and the  need for  strong partnerships  throughout  the  global 
intelligence  and law enforcement communities.  The investigation ranged 
from a battleship  in  the  Persian  Gulf  to  a  shopping  mall  in  suburban 
Chicago.  But  the  intelligence  we  needed to  tie  everything  together  and 
convict both men came from a house in London. 

Without New Scotland Yard, we might not have been able to unravel 
these plots. Our national security might have been jeopardized. And many 
lives—both military and civilian—might have been lost. 
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Fortunately, the partnership between the United States and the United 
Kingdom is among the strongest in the world. I am particularly grateful for 
the relationship between the FBI and our British counterparts. It remains a 
model of international intelligence and law enforcement cooperation. 

The FBI has a Legal Attaché office here in London. Our staff works 
every day with officials in the security services, with New Scotland Yard, 
and with Britain’s other constabularies. FBI personnel have 20 to 30 in-
person meetings every week with British intelligence and law enforcement 
officials. We share intelligence. We support one another’s investigations. 

Our  information-sharing  is  getting  faster,  easier,  and  more  detailed 
every day. As recently as a year ago, we had to hand-carry hard copies of 
classified files to each other’s offices. Today the process is automated. For 
example, if New Scotland Yard needs to know if we have information about 
a suspect, an officer can electronically send a file or image over a secure 
system to our London office. Our London staff can then submit it in real 
time back to our databases in the United States for analysis. 

This collaboration is the future of counterterrorism. We never know 
when a fragment of information uncovered in one country could unearth an 
entire network of terror in another. 

And this is true not just for terrorism—the same can be said for all 
criminal  threats,  from  transnational  organized  crime  rings,  to  child 
pornography, to cyber attacks. The intelligence we seek often resides where 
our adversaries are based, not where we are based. 

Our enemies live in the seams of our jurisdictions. No single agency or 
nation can find them and fight them alone. If we are to protect our citizens, 
working together is not just the best option, it is the only option. 

Like  the  fascism our  nations  defeated  six  decades  ago,  terrorism is 
designed to make us afraid of today, afraid of tomorrow, and afraid of each 
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other. It is a battle based not on territory, but on ideology—on freedom 
versus fear, on tolerance versus tyranny. 

Once again,  freedom is at stake.  Once again,  freedom-loving nations 
must rise to the challenge of our time. And once again, the road ahead will 
not be easy. This struggle will not end in a single, decisive battle. It may 
persist for generations, and we may encounter many unforeseen setbacks as 
we go forward. 

But we go forward together. For generations, our nations have stood 
together, have suffered together, and have triumphed together. And we will 
do so again. 

The struggle will be hard fought, and hard won—but it will be won. 
Our aim, in the words of Winston Churchill, is “victory at all costs, victory 
in spite of all terror, victory, however long and hard the road may be…
come then, let us go forward together with our united strength.” 

      CRS

U.N. CONVENTIION AGAINST TORTURE (CAT):

OVERVIEW AND APPLICATION TO INTERROGATION 
TECHNIQUES
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  RL32438 (Updated January 25, 2006)

http://digital.library.unt.edu/govdocs/crs/permalink/meta-crs-8463:1       

SUMMARY --  The United  Nations  Convention against  Torture and 
Other  Cruel,  Inhuman,  or  Degrading  Treatment  or  Punishment  (CAT) 
requires  signatory  parties  to  take  measures  to  end torture  within  their 
territorial jurisdiction and to criminalize all acts of torture.  Unlike many 
other international agreements and declarations prohibiting torture, CAT 
provides a general definition of the term.  CAT generally defines torture as 
the infliction of severe physical and/or mental suffering committed under 
the color of law. CAT allows for no circumstances or emergencies where 
torture could be permitted.  The United States ratified CAT, subject to 
certain declarations, reservations, and understandings, including that the 
Convention  was  not  self-executing  and  therefore  required  domestic 
implementing legislation to be enforced by U.S. courts.  In order to ensure 
U.S. compliance with CAT obligations to criminalize all acts of torture, the 
United  States  enacted  sections  2340  and  2340A  of  the  United  States 
Criminal Code, which prohibit torture occurring outside the United States 
(torture occurring inside the United States was already prohibited under 
several  federal  and state statutes  of  general  application  prohibiting acts 
such as assault, battery, and murder).  The applicability and scope of these 
statutes  were  the  subject  of  widely-reported  memorandums  by  the 
Department of Defense and Department of Justice in 2002.  In late 2004, the 
Department  of  Justice  released  a  memorandum  superseding  its  earlier 
memo and modifying some of its conclusions. Assuming for the purposes of 
discussion that a U.S. body had to review a harsh interrogation method to 
determine whether it constituted torture under either CAT or applicable 
U.S.  law,  it  might  examine  international  jurisprudence  as  to  whether 
certain interrogation methods constituted torture.  Although these decisions 
are  not  binding  precedent  for  the  United  States,  they  may  inform 
deliberations here.  

Congress  recently  approved  additional  guidelines  concerning  the 
treatment  of  detainees.  The  Department  of  Defense,  Emergency 
Supplemental Appropriations to Address Hurricanes in the Gulf of Mexico, 
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and Pandemic Influenza Act, 2006 (P.L. 109-148), and the National Defense 
Authorization Act for FY2006 (P.L. 109-163) contain identical provisions 
that prohibit the “cruel, inhuman and degrading treatment or punishment 
of  persons under the detention,  custody,  or control  of  the United States 
Government.” These provisions, added to the defense appropriations and 
authorization bills via amendments introduced by Senator John McCain, 
are discussed briefly  in this report and in greater detail in CRS Report 
RS22312, Interrogation of Detainees: Overview of the McCain Amendment, 
by Michael John Garcia. 

   Overview of the Convention against Torture 

Over the past several decades, a number of international agreements 
and declarations has condemned and/or sought to prohibit the practice of 
torture by public officials,1 leading some to conclude that torture is now 
prohibited under customary international law.2  Perhaps the most notable 
international  agreement  prohibiting  torture  is  the  United  Nations 
Convention  against  Torture and  Other  Cruel,  Inhuman,  or  Degrading 
Treatment  or  Punishment  (Convention  or  CAT),3 signed by the  United 
States and over 140 other countries. 

Definition of “Torture” under CAT 

Whereas a number of prior international agreements and declarations 
condemned  and/or  prohibited  torture,  CAT  appears  to  be  the  first 
international  agreement  to  actually  attempt  to  define  the  term.   CAT 
Article 1 specifies that, for purposes of the Convention, “torture” refers 

to  any  act  by  which  severe  pain  or  suffering,  whether  physical  or 
mental,  is  intentionally  inflicted  on  a  person  for  such  purposes  as 
obtaining from him or  a third person information  or  a confession, 
punishing him for an act he or a third person has committed or is 
suspected of having committed, or intimidating or coercing him or a 
third person, or for any reason based on discrimination of any kind, 
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when such pain or suffering is inflicted by or at the instigation of or 
with the consent or acquiescence of a public official or other person 
acting in an official  capacity.  It  does  not  include pain  or  suffering 
arising only from, inherent in or incidental to lawful sanctions. 

Importantly,  this  definition  specifies  that  both  physical  and  mental 
suffering can constitute torture, and that for such suffering to constitute 
torture, it must be purposefully inflicted.  Further, acts of torture covered 
under the Convention must  be committed by someone acting under the 
color  of  law.  Thus,  for  example,  if  a  private  individual  causes  intense 
suffering to another, absent the instigation, consent, or acquiescence of a 
public  official,  such action does not constitute “torture” for purposes of 
CAT. 

The Convention’s  definition of “torture” does not  include all  acts  of 
mistreatment  causing  mental  or  physical  suffering,  but  only  those  of  a 
severe  nature.  According  to  the  State  Department’s  section-by-section 
analysis  of  CAT  included  in  President  Reagan’s  transmittal  of  the 
Convention  to  the  Senate  for  its  advice  and  consent,  the  Convention’s 
definition of torture was intended to be interpreted in a “relatively limited 
fashion,  corresponding  to  the  common  understanding  of  torture  as  an 
extreme practice which is universally condemned.”4  For example, the State 
Department  suggested  that  rough treatment  falling  into  the  category of 
police  brutality,  “while  deplorable,  does  not  amount  to  ‘torture’”  for 
purposes  of  the  Convention,  which  is  “usually  reserved  for  extreme, 
deliberate,  and unusually  cruel  practices...[such as]  sustained systematic 
beating, application of electric currents to sensitive parts of the body, and 
tying  up  or  hanging  in  positions  that  cause  extreme  pain.”5  This 
understanding of torture as a severe form of mistreatment is made explicit 
by CAT Article 16, which obligates Convention parties to “prevent in any 
territory  under  [their]  jurisdiction  other  acts  of  cruel,  inhuman,  or 
degrading  treatment  or  punishment  which  do  not  amount  to  acts  of 
torture,”6 thereby  indicating  that  not  all  forms  of  inhumane  treatment 
constitute torture. 
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     In  general,  Convention  parties  are  obligated  to  take  “effective 
legislative,  administrative,  judicial  or  other  measures  to prevent  acts  of 
torture  in  any  territory   under  [their]  jurisdiction.”7  They  are  also 
forbidden from expelling,  returning,  or  extraditing  a person to  another 
State where there are “substantial grounds” for believing that he would be 
in danger of being subjected to torture.8 

CAT Requirements Concerning the Criminalization of Torture 

A central objective of CAT was to criminalize all instances of torture. 
CAT Article 4 requires States to ensure that all acts of torture are criminal 
offenses, subject to appropriate penalties given their “grave nature.”  State 
parties are also required to apply similar criminal penalties to attempts to 
commit and complicity or participation in torture.9  Accordingly, it appears 
that  even  though  CAT  requires  States  to  take  “effective  measures”  to 
prevent torture only within their territorial jurisdiction, this does not mean 
that States are therefore permitted to engage in torture in territories not 
under  their  jurisdiction.  While  a  State  might  not  be  required  to  take 
proactive  measures  to  prevent  acts  of  torture  beyond  its  territorial 
jurisdiction,  it  nevertheless  has  an  obligation  to  criminalize  such 
extraterritorial acts and impose appropriate penalties. 

CAT’s prohibition of torture is absolute: “No exceptional circumstances 
whatsoever, whether a state of war or a threat or war, internal political 
instability or any other public emergency, may be invoked as a justification 
of torture.”10  According to the State Department, this blanket prohibition 
was viewed by the drafters of CAT as “necessary if the Convention is to 
have significant effect, as public emergencies are commonly invoked as a 
source  of  extraordinary  powers  or  as  a  justification  for  limiting 
fundamental rights and freedoms.”11 

CAT Requirements  Concerning the  Availability  of  Civil  Redress  for 
Victims of Torture --  CAT Article 14 provides that signatory States must 
ensure  that  their  legal  systems  provide  victims  of  torture  (or  their 
dependents, in cases where the victim has died as a result of torture) with 
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the  ability  to  obtain  civil  redress  in  the  form  of  “fair  and  adequate 
compensation including the means for as full  rehabilitation as possible.” 
According to the State Department, Article 14 was adopted with an express 
reference to this treaty obligation extending only to “the victim of an act of 
torture committed in any territory under [a signatory State’s] jurisdiction,” 
but this limiting clause was “deleted by mistake.”12 

CAT  Requirements  Prohibiting  Cruel,  Inhuman,  or  Degrading 
Treatment or Punishment --  CAT Article 16 requires signatory States to 
take  preventative  measures  to  prevent  “cruel,  inhuman,  or  degrading 
treatment  or  punishment”  within  any  territory  under  their  jurisdiction 
when such acts are committed under the color of law.  CAT does not define 
these terms, and the State Department suggested that the requirements of 
Article  16  concerning  “degrading”  treatment  or  punishment  potentially 
include  treatment  “that  would  probably  not  be  prohibited  by  the  U.S. 
Constitution.”13  Unlike  in  the  case  of  torture,  however,  CAT does  not 
expressly require States to criminalize acts of cruel, inhuman, or degrading 
treatment  or  punishment  that  occur  within  or  outside  their  territorial 
jurisdiction. 

CAT Enforcement and Monitoring Measures --  CAT also established a 
Committee  against  Torture (Committee),  composed  of  ten  experts  of 
recognized competence  in  the  field  of  human rights  who are  elected  to 
biannual terms by State parties.14  Each party is required to submit, within 
a  year  of  the  Convention  entering  into  force  for  it,  a  report  to  the 
Committee  detailing  the  measures  it  has  taken  to  give  effect  to  the 
provisions of CAT, as well supplementary reports every four years on any 
new measures taken, in addition to any other reports the Committee may 
request.15  The  Committee  monitors  State  compliance  with  Convention 
obligations,16 investigates allegations of systematic CAT violations by State 
parties  and  makes  recommendations  for  improving  compliance,17 and 
submits annual reports to CAT parties and the U.N. General Assembly.18 

Relevant Declarations, Reservations, and Understandings    Conditioning 
U.S. Ratification of the Convention Against Torture
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As  previously  mentioned,  the  Senate’s  advice  and  consent  to  CAT 
ratification was subject to the declaration that the Convention was not self-
executing,24 meaning that implementing legislation was required to fulfill 
U.S.  international  obligations  under  CAT,  and  such  implementing 
legislation was necessary for CAT to apply domestically.25 In providing its 
advice  and  consent  to  CAT,  the  Senate  also  provided a  detailed  list  of 
understandings  concerning  the  scope  of  the  Convention’s  definition  of 
torture. With respect to mental torture, a practice not specifically defined 
by CAT, the United States understands such actions to refer to prolonged 
mental  harm caused  or  resulting  from  (1)  the  intentional  infliction  or 
threatened  infliction  of  severe  physical  pain  and  suffering;  (2)  the 
administration of  mind-altering substances  or  procedures  to disrupt  the 
victim’s  senses; (3) the threat  of imminent death; or (4) the threat  that 
another person will imminently be subjected to death, severe physical pain 
or  suffering,  or  the  administration  or  application  of  mind  altering 
substances or other procedures calculated to disrupt profoundly the senses 
or personality.26 

The Convention’s definition of torture includes not only acts committed 
by  public  officials,  but  also  those  acts  to  which  they  acquiesced.27  As 
expressed in a U.S.  understanding on this  point,  for a public  official  to 
acquiesce  to  an  act  of  torture,  that  official  must,  “prior  to  the  activity 
constituting torture, have awareness of such activity and thereafter breach 
his or her legal responsibility to intervene to prevent such activity.”28  U.S. 
implementing regulations barring the removal of aliens to countries where 
they would more likely than not face torture reflect this understanding.29 

Subsequent  jurisprudence  and  administrative  decisions  concerning  the 
removal of aliens to countries where they may face torture have recognized 
that  “willful  blindness”  by  officials  to  torture  may  constitute 
“acquiescence,”30 but acquiescence does not occur when a government or 
public official  is aware of third-party torture but unable to stop it.31  In 
addition, mere noncompliance with applicable legal procedural standards 
does not per se constitute torture.32 
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With regard to Article 14 of the Convention, obligating States to make 
civil redress available to victims of torture, the Senate’s advice and consent 
was based on the understanding that a State was only obligated for provide 
a private right of action for acts of torture committed in territory under the 
State’s jurisdiction.33 

With respect to Article 16 of the Convention, the Senate’s advice and 
consent  was based on the  reservation  that  the  United States  considered 
itself  bound  to  Article  16  to  the  extent  that  such  cruel,  unusual,  and 
inhuman treatment  or  punishment  was  prohibited  by the  Fifth,  Eighth, 
and/or  Fourteenth Amendments  to the  U.S.  Constitution.34  According to 
U.S. Supreme Court jurisprudence, whether treatment by public officials 
constitutes  “cruel  and  unusual”  treatment  that  is  prohibited  by  the 
Constitution  is  assessed  using  a  two-prong  test.35  First,  it  must  be 
determined whether the individual  who has been mistreated was denied 
“the minimal civilized measures of life’s necessities.”36  This standard may 
change  over  time  to  reflect  evolving  societal  standards  of  decency.37 

Secondly, the offending individual must have a “sufficiently culpable state 
of mind,”38 indicating that the infliction of pain was “wanton”39 or, in the 
context of general prison conditions,  reflected “deliberate indifference to 
inmate health or safety.” 

The  United  States  has  also  opted  out  of  the  dispute-settlement 
provisions of CAT Article 30,40 but it has reserved the right to specifically 
agree to follow its provisions or any other arbitration procedure to resolve 
particular disputes concerning CAT application. 

     Pursuant to section 2340A, any person who commits or attempts to 
commit an act of torture outside the United States is generally subject to a 
fine and/or imprisonment for up to 20 years.44  In cases where death results 
from  the  prohibited  conduct,  the  offender  may  be  subject  to  life 
imprisonment or the death penalty.45 A person who conspires to commit an 
act of torture committed or attempted outside the United States is generally 
subject to the same penalties faced by someone who commits or attempts to 
commit  acts  of  torture  outside  the United States,  except  that  he cannot 
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receive the death penalty for such an offense.46  The United States claims 
jurisdiction over these prohibited actions when (1) the alleged offender is a 
national of the United States or (2) the alleged offender is present in the 
United States, irrespective of the nationality of the victim or offender.47 

Until  recently,  for  purposes  of  the  federal  torture  statute,  the  term 
“United States” referred to all areas under the jurisdiction of the United 
States,  including those  falling within its  special  maritime and territorial 
jurisdiction, such as military bases and buildings abroad when an offense 
was committed by or against a U.S. national.48  Accordingly,  the federal 
torture statute would not appear to have applied to cases of torture that 
might have occurred in such facilities, because they were not considered to 
be “outside the United States.”  However, pursuant to section 1089 of the 
Ronald  W.  Reagan National  Defense  Authorization  Act  for  Fiscal  Year 
2005,49 the torture statute was amended so that, for purposes of the statute, 
“United States” now refers to the several states of the United States, the 
District of Columbia, and the commonwealths, territories, and possessions 
of the United States.  Accordingly, the federal torture statute would now 
cover  alleged acts  of  torture  that  might  occur  at  U.S.  facilities  abroad. 
Because the section 2340A also criminalizes conspiracies to commit torture 
outside the United States, it arguably could also apply in situations where a 
U.S.  national  conspired  to  transfer  an  individual  “outside  the  United 
States” so that he may be tortured. 

Although  section  2340A  provides  the  United  States  with  a  wide 
jurisdictional grant to prosecute acts of torture, it does not appear that this 
authority has ever been used. A legal search by CRS did not reveal any 
cases in which the DOJ has relied on section 2340A to prosecute acts of 
torture occurring outside of the United States. 

Availability of Civil  Redress for Acts of  
Torture Occurring Outside the United States  

Although the United States attached an understanding to its ratification 
of CAT expressing its view that CAT Article 14 did not require States to 
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recognize a private right of action for victims of torture occurring outside 
their territorial jurisdiction, the United States nevertheless created in the 
Torture Victims Protection Act of 1991 (TVPA) a private right of action for 
victims of torture committed under actual or apparent authority, or color 
of  law,  of  any foreign nation.69 For purposes of  the TVPA, “torture” is 
defined in a similar manner to the definition found in the federal statute 
criminalizing  torture.70  A  claim  under  the  TVPA  must  be  commenced 
within 10 years after the cause of action arose, and a claimant must exhaust 
all  adequate  and  available  remedies  in  the  country  where  the  alleged 
torture  occurred before  a U.S.  court  can hear  the  claim.71  If  an  act  of 
torture occurs within the United States, a tort claim could be brought by a 
person  seeking  redress  under  applicable  state,  federal  statutory,  or 
constitutional tort law.72 

Prohibition on Cruel,  Inhuman,  and Degrading Treatment  Following 
ratification of CAT, Congress did not adopt implementing legislation with 
respect  to  CAT Article  16,  which requires  each CAT party  to prohibit 
cruel, inhuman, and degrading treatment or punishment in “any territory 
under  its  jurisdiction.”  There  has  recently  been  debate  over  whether 
Congress’s failure to pass legislation implementing CAT Article 16 was due 
to an oversight or whether Congress believed that the United States agreed 
to  bind  itself  to  CAT Article  16  only  to the  extent  that  it  was  already 
required  to  refrain  from  cruel,  inhuman,  and  degrading  treatment  or 
punishment under the U.S. Constitution and any existing statutes covering 
such offenses.  As previously  mentioned,  the Senate made its  advice and 
consent to CAT ratification contingent upon the reservation that the cruel, 
inhuman, and degrading treatment or punishment prohibited by CAT 16 
covered only those forms of treatment or punishment prohibited under the 
U.S. Constitution.  Given this understanding, U.S. obligations under Article 
16 can be interpreted in one of two ways.   One way is  to interpret the 
United States as having agreed to bind itself to CAT Article 16 only to the 
extent  that  cruel,  inhuman,  or  degrading  treatment  is  constitutionally 
prohibited.   Although  the  U.S.  Supreme  Court  has  held  that  the 
Constitution applies to U.S. citizens abroad, thereby protecting them from 
the extraterritorial infliction by U.S. officials of treatment or punishment 
prohibited  under  the  Constitution,73 non-citizens  arguably  only  receive 
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constitutional  protections  after  they have effected entry into  the  United 
States.74 

(Torture, federal law and international law)

Memorandum for William J. Haynes IT, General Counsel of the Department of Defense 

(March 14, 2003)

Military Interrogation of Alien Unlawful Combatants Held 
Outside the U.S.

By John C. Yoo, Deputy Assistant Attorney General

               http://www.nationalsecuritylaw.net/Torture%20Memo.%20A%20(2003).pdf

You have asked our Office to' examine the legal standards governing 
military  interrogations  of  alien  unlawful  combatants  held  outside  the 
United States. You have requested that we examine both· domestic and 

482 | Page



Sourcebook of Cases, Laws, Treaties & Documents

international  law  that  might  be  applicable  to  the  conduct  of  those 
interrogations.

In Part  I,  we conclude that  the Fifth and Eighth Amendments,  as 
interpreted  by  the  Supreme  Court,  do  not  extend  to·  alien  enemy 
combatants held abroad. In Part IT, we examine federal criminal law. We 
explain that several canons of construction apply here. Those canons of 
construction indicate that federal criminal laws of general applicability do 
not  apply  to properly  authorized interrogations  of  enemy combatants, 
undertaken by military personnel in the course of an armed conflict. Such 
criminal statutes, if they were misconstrued to apply to the interrogation 
of enemy combatants, would conflict with the Constitution's grant of the 
Commander in Chief power solely to the President. 

Although we do not believe that these laws would apply to authorized 
military interrogations, we outline the various federal crimes that apply in 
the  special  maritime  and  territorial  jurisdiction  of  the  United  States: 
assault,  18 U.S.C.  § 113 (2000);  maiming,  18 U.S.C.  § 114 (2000);  and 
interstate'  stalking,  18 U.S.C.  § 2261A (2000).  In Part  II.C we address 
relevant  criminal  prohibitions  that  apply  to  conduct  outside  the 
jurisdiction of the United States: war crimes, 18 U.S.C. § 2441 (2000); and 
torture, 18' U.S.C. § 2340A (2000 & West Supp. 2002). 

      In Part III,  we examine the international  law applicable to the 
conduct of interrogations. First, we examine the U.N. Convention Against 
Torture and  Other  Cruel,  Inhuman,  or  Degrading  Treatment  or 
Punishment, Apr. 18, 1988, 1465 D.N.T.S. 113 ("CAT") and conclude that 
U.S.  reservations,  understandings,  and  declarations  ensure  that  our 
international  obligations  mirror  the  standards  of  18  U.S.C.  §  2340A. 
Second, we address the U.S. obligation under CAT to undertake to prevent 
the  commission  of  "cruel,  inhuman,  or  degrading  treatment  or 
punishment." We conclude that based on its reservation, the United States' 
obligation extends only to conduct  that is "cruel and unusual" within the 
meaning of the Eighth Amendment or otherwise "shocks the conscience" 
under the Due Process Clauses of the Fifth and Fourteenth Amendments. 
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Third, we examine the applicability of customary international law. We 
conclude that as an expression of state practice,  customary international 
law cannot  impose  a  standard  that  differs  from U.S.  obligations  under 
CAT, a recent multilateral treaty on the same subject. In any event, our 
previous  opinions  make  clear  that  customary  international  law  is  not 
federal law and that the President is free to override it at his discretion. 

     In Part IV, we discuss defenses to an allegation that an interrogation 
method might violate any of the various criminal prohibitions discussed in 
Part ll. We believe that necessity or self-defense that could provide defenses 
to a prosecution.

                                        I. U.S. Constitution

Two fundamental constitutional issues arise in regard to the conduct of 
interrogations  of  al  Qaeda and Taliban detainees.  First,  we  discuss  the 
constitutional  foundations  of  the  President's  power,  as  Commander  in 
Chief  and  Chief  Executive,  to  conduct  military  operations  during  the 
current armed· conflict. We explain that detaining and interrogating enemy 
combatants  is  an  important  element  of  the  President's  authority  to 
successfully prosecute war. Second, we address whether restraints imposed 
by the Bill of Rights govern the interrogation of alien enemy combatants 
during armed· conflict. Two constitutional provisions that might be thought 
to extend to interrogations-the Fifth and Eighth Amendments-do not apply 
here. The Fifth Amendment provides in relevant part that "[n]o person ... 
shall be deprived of the, liberty, or property, without due process of law." 
U.S. Const.,  amend V. The Eighth Amendment bars the "inflict[ion]" of 
"cruel  and  unusual  punishments."  U.S.  Const.  amend.  VIII.  These 
provisions,  however,  do  not  regulate  the  interrogation  of  alien  enemy 
combatants  outside  the  United  States  during  an  international  armed 
conflict.  This  is  clear  as  a  matter  of  the  text  and  purpose  of  the 
Amendments, as they have been interpreted by the federal courts.

The President's Commander-in-Chief Authority
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     We begin by discussing the factual and legal context within which 
this question arises.  The September 11, 2001 terrorist attacks marked· a 
state of international  armed conflict between the United States and the al 
Qaeda terrorist organization. Pursuant to his Commander-in-Chief power, 
as supported by an act of Congress, the President has ordered the Armed 
Forces to carry out military operations against al Qaeda, which includes 
the power both to kill and to capture members of the enemy. Interrogation 
arises as a necessary and legitimate element of the detention of al Qaeda 
and Taliban members during an armed conflict.

Given  the  ongoing  threat  of  'al  Qaeda  attacks,  the  capture  and 
interrogation of al Qaeda operatives is imperative to our national security 
and  defense.  Because  of  the  asymmetric  nature  of  terrorist  operations, 
information is perhaps the most critical weapon for defeating al Qaeda~ Al 
Qaeda .is not a nation-state, and has no single country or geographic area 
as its base of operations.  It  has no fixed, large-scale  military or civilian 
infrastructure.  It  deploys  personnel,  material,  and finances  covertly and 
attacks without warning using unconventional weapons and methods. As 
the September 11, 2001 attacks and subsequent events demonstrate, it seeks 
to launch terror attacks against purely civilian targets within the United 
States, and seeks to acquire weapons of mass destruction for such attacks. 
Because of the secret nature of al Qaeda's operations, obtaining advance 
information about the identity of al Qaeda operatives and their plans may 
prove to be the only way to prevent direct attacks on the United States. 
Interrogation of  captured  al  Qaeda  operatives  could  provide  that', 
information; indeed, in many cases interrogation may be the only method 
to obtain it.  Given the massive destruction and loss of life caused by the 
September 11 attacks, it is reasonable to believe that information gained 
from al Qaeda personnel could prevent attacks of a similar (if not greater) 
magnitude from occurring in  the United States.

 The War with al Qaeda 

The situation in which these issues arise is unprecedented in recent 
American  history.  Four  coordinated  terrorist  attacks,  using  hijacked 
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commercial airliners as guided missiles, took place in rapid succession on 
the morning of September 11, 2001. These attacks were aimed at critical 
government buildings in the Nation's capital and landmark buildings in 
its financial center, and achieved an unprecedented level of destruction. 
They caused thousands of deaths. Air traffic and communications within 
the United States were disrupted; national stock exchanges were shut for 
several  days;  and  damage  from the  attack  has  been estimated  to  run 
into .the tens of billions of dollars. Government leaders were dispersed to 
ensure continuity of government operations. These attacks are part of a 
violent  campaign  by  the  al  Qaeda  terrorist.  organization  against  the 
United  States  that  is  believed  to  include  an  unsuccessful  attempt  to 
destroy an airliner in December 2001; a suicide bombing attack in Yemen 
on the U.S.S. Cole in 2000; the bombings of the United States Embassies 
in Kenya and in Tanzania in 1998; a truck bomb attack on a U.S. military 
housing complex in  Saudi  Arabia  in 1996;  an  unsuccessful  attempt  to 
destroy  the  World  Trade  Center  in  1993;  and  the  ambush  of  U.S. 
servicemen in Somalia in 1993.

Commander-in-Chief Authority

     In a series of opinions examining various legal questions arising after 
September 11, we have explained the scope of the President's Commander-
in "Chief power.5  In those opinions, we explained that the text, structure 
and history of the Constitution establish that the Founders entrusted the 
President  with  the  primary  responsibility,  and  therefore  the  power,  to 
protect the security of the United States. The decision to deploy military 
force in the defense of U. S. interests is expressly placed under Presidential 
authority by the Vesting Clause, U.S. Const. art. I, § 1, cl. 1, and by the 
Commander-in-Chief Clause,  id.,  § 2,  cl.1.6  The Framers understood the 
'Commander-in-Chief Clause  to grant  the  President the  fullest  range of 
power recognized at the time of the ratification as belonging to the military 
commander.  ill  addition,  the  structure  of  the  Constitution  demonstrates 
that any power traditionally understood as pertaining to the executive-who 
includes  the  conduct  of  war-fare  and  the  defense  of  the  nation-unless 
expressly assigned to Congress, is vested in the President. Article II, Section 
I makes this clear by stating that the "executive Power shall be vested in a 

486 | Page



Sourcebook of Cases, Laws, Treaties & Documents

President of the United States of America." That sweeping grant vests in 
the  President  the  "executive  power"  and  contrasts  with  the  specific 
enumeration of the powers-those "herein"-granted to Congress in Article I. 
Our  reading  of  the  constitutional  text  and  structure  are  confirmed  by 
historical  practice,  in which Presidents have ordered the use of military 
force more than 100 times ·without congressional authorization, and by the 
functional consideration that national security decisions require a unity in 
purpose and energy that characterizes the Presidency alone.

As the Supreme Court has recognized, the Commander-in-Chief power 
and the President's  obligation to protect  the nation imply the ancillary 
powers necessary to their successful exercise. "The first of the enumerated 
powers of the President is that he shall  be Commander-in-Chief of the 
Anny and Navy of the United States.  And, of course,  the grant of war 
power includes all that is necessary and proper for carrying those powers 
into execution." 

          III. International Law

In  this  Part,  we  examine  CAT.  Additionally,  we  examine  the 
applicability  of  customary  international  law  to  the  conduct  of 
interrogations. At the outset, it is important to emphasize that the President 
can  .suspend  or  terminate  any  treaty  or  provision  of  a  treaty….  Any 
presidential decision to order interrogation methods that are inconsistent 
with CAT would amount to a suspension or termination of those treaty 
provisions. Moreover, as U.S. declarations during CAT's ratification make 
clear, the ·Convention is .non-self-executing and therefore places no legal 
obligations under domestic law· on the Executive Branch, nor can it create 
any  cause  of  action  in  federal  court.  Letter  for  Alberto  R.  Gonzales, 
Counsel  to the President from John C.  Yoo,  Deputy Assistant  Attorney 
General, Office of Legal Counsel,  1 (July 22,2002).  Similarly,  customary 
international  law  lacks  domestic  legal  effect,.  and  in  any  event  can  be 
overridden by the President at his discretion.
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 A.  U.N.  Convention  Against  Torture and  Other  Cruel  Inhuman  or  
Degrading Treatment or Punishment ("CAT"). 

     The most  relevant  international  convention  here  is  CAT.53  The 
treaty's text and negotiating history establish that the definition of torture 
is limited only to the most egregious conduct. Further, because the United 
States'  instrument  of  ratification  defined  torture  in  exactly  the  same 
manner as in 18 U.S.C. §§ 234Q-2340A, the United States' treaty obligation 
is no different than the standard set by federal criminal law. With respect 
to CAT's provision concerning cruel, inhuman, or degrading treatment or 
punishment, the United States' instrument of ratification deemed that term 
as the cruel, unusual and in human treatment prohibited by the Eighth, 
Fifth, and Fourteenth Amendments: We review the substantive standards 
established by those Amendments in order to fully identify the scope of the 
United States' CAT obligations.

 A review of the Executive branch's interpretation and understanding of 
CAT reveals that the United States understood that torture included only 
the most extreme forms of physical or mental harm. When it submitted the 
Convention to the Senate, the Reagan administration took the position that 
CAT  reached  only  the  most  heinous  acts.  The  Reagan  administration 
included the following understanding: The United States understands that, 
in order to constitute torture, an act must be a deliberate and calculated act 
of an extremely cruel and inhuman nature, specifically intended to inflict 
excruciating and agonizing physical or mental pain or suffering.'

The  Senate  consented  to  the  Convention  during  the  first  Bush 
administration.  The  Bush  administration  agreed  with  the  Reagan 
administration's cruel, inhuman, and degrading treatment or punishment 
understanding and upgraded it  from an understanding to a reservation. 
The Senate consented to the reservation in consenting to CAT. Although 
using less vigorous  rhetoric,  the Bush administration joined the Reagan 
administration in interpreting torture as reaching only extreme acts.  To 
ensure  that  the  Convention's  reach  remained  limited,  the  Bush 
administration submitted the following understanding: 
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 The United States understands that, in order to 
constitute  torture,  an  act  must  be  specifically 
intended to inflict severe physical or mental pain or 
suffering and that mental pain or suffering refers to 
prolonged mental pain caused by or resulting from 
(1) the intentional infliction or threatened Infliction 
of  severe  physical  pain  or  suffering;  {2) 
administration  or  application,  or  threatened 
administration  or  application,  of  mind  altering 
substances or other procedures calculated to disrupt 
profoundly  the  senses  or  the  personality;  (3)  the 
threat  of  imminent  death;  or  (4)  the  threat  that 
another  person  will  imminently  be  subjected  to 
death,  severe  physical  pain  or  suffering,  or  the 
administration·  or  application  of  mind-altering 
substances or other procedures calculated to disrupt 
profoundly the senses or personality. 

CAT's negotiating history also supports interpreting torture to include 
only the extreme acts defined in section 2340. The state parties endeavored 
to  craft  a  definition  that  reflected  the  term's  gravity.  During  the 
negotiations,  state  parties  offered  various  formulations  to  the  working 
group,  which  then proposed a  definition.  Almost  all  of  these  suggested 
definitions illustrate the consensus that torture is an extreme act designed 
to cause agonizing pain.

Despite the apparent differences in language between the Convention 
and 18 U.S.C.  § 2340,  the U.S.  obligations under both are identical.  As 
discussed above, the first Bush administration proposed an understanding 
of torture that is identical to the definition of that tern found in section 
2340.  The  Senate  approved  CAT based on this  understanding,  and  the 
United States included the understanding· in its instrument of ratification.57 

As  we  explained  above,  the  understanding  codified  at  section  2340 
accomplished two things. First, it made crystal clear that torture requires 
specific  intent.  Second,  it  added  form  and  substance  to  the  otherwise 
amorphous concept of mental pain or suffering. Because the understanding 
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was included in the instrument of ratification, it defines the United States' 
obligation under CAT.

We conclude that the Bush administration's understanding created a 
valid and effective reservation to CAT. Even if it were otherwise, there is no 
international  court  that  could  take  issue  with  the  United  States' 
interpretation of the Convention. In an additional reservation, the United 
States refused to accept the jurisdiction of the IC] to adjudicate cases under 
the Convention. Although CAT creates a committee to monitor compliance, 
it can only conduct studies and has no enforcement powers. 

CAT provides that "[e]ach State Party shall  undertake to prevent in 
any  territory  under  its  jurisdiction  other  acts  of  cruel,  inhuman  or 
degrading treatment or punishment which do not amount to torture." Art. 
16.62  CAT does not require state parties to criminalize such conduct, nor 
does  CAT  (in  contrast  to  the  prohibition  against  torture)  preclude  its 
justification by exigent circumstances. Thus, the United States is within its 
international  law  obligations  even if  it  uses  interrogation  methods  that 
might constitute cruel, inhuman, or degrading treatment or punishment, so 
long as their use is justified by self-defense or necessity. ' 

In its instrument of ratification to the Torture Convention, the United 
States expressly defined the term "cruel, inhuman, or degrading treatment 
or  punishment"  for  purposes  of  Article  16  of  the  Convention.  The 
reservation  limited  "cruel  and  unusual  or  inhumane  treatment  or 
punishment" to the conduct  prohibited under the Fifth,  Fourteenth and 
Eighth  Amendments.  This  reservation  cannot  be  said  to  defeat  CAT's 
object  and  purpose.  As  with  the  U.S.  definition  of  torture,  it  does  not 
expand the  right  to  engage  in  cruel,  inhuman,  or  degrading treatment. 
Rather,  the  reservation  merely  reaffirmed  the  United  States'  consistent 
interpretation  of  this  ambiguous  term.63  While  several  countries 
commented on this reservation, those objections, if valid mean simply that 
Article 16 is not in force between the United States and the objecting states.
64 As to the remaining countries, this reservation is a binding obligation.
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Customary International Law

CAT constitutes the United States' primary international obligation on 
the issue of torture. Some, however, might argue that the United States is 
subject to a second set of obligations created by customary international 
law. Customary international law and treaties are often described as the 
two  primary  forms  of  international  law.  Unlike  treaties,  however, 
customary  international  law  is  unwritten,  arises  from  the  practice  of 
nations, and must be followed out of a sense of legal obligation. While it 
may  be  the  case  that  customary  international  law prohibits  torture,  we 
believe that it cannot impose a substantive obligation that would vary from 
that which CAT creates. As a broad, recent multilateral agreement, CAT is  
the  very state practice  allegedly represented by customary international 
law, and thus customary international law could not functionally be any 
different from CAT.

 First,  this  must be the case because CAT, like other treaties,  is the 
written expression of an agreement among signatories that  willingly are 
bound  by  its  terms.  It  provides  a  carefully  crafted  definition  of  the 
obligation regarding torture that nations, including the United States, have 
agreed to obey. By contrast,  customary international law has no written 
definition, and the sources from which it can be drawn, such as the opinion 
of scholars, non-binding declarations by various meetings and assemblies, 
diplomatic notes and domestic judicial decisions, do not yield a defined and 
universal  definition  of  the  prohibited  conduct.  It  is  also  unclear  how 
universal and uniform state practice must be in order to crystallize into a 
norm of customary international law. Indeed" scholars will even argue that 
a  norm  has  entered  into  customary  international  law,  such  as  the 
prohibition on torture, while admitting that many states practice torture on 
their own citizens.  See, e.g., Filartiga v. Pena-Irala,  630 F.2d 876, 882 (2d 
Cir. 1980); Custom, Jus Cogens, and General Principles,  12. Australian Y. 
B. Int'l L. 82, 90-93 (1992). International law itself provides no guide for 
determining when the almost 200 nations in the world follow the same state 
practice sufficiently to create a new norm of customary international law. 
Even under the ambiguous methodology of international law, it is difficult 
to  see  how  this  form  of  law,  which  is  never  enacted  through  any 

Page | 491



U.S. National Security Law

accountable process nor accepted by any written form of consent,  could 
supersede  the  obligations  recently  established  through  a  carefully 
negotiated and written multilateral treaty on the identical subject.

     Second,  even if  there is·  a uniform and universal  state  practice 
concerning  torture  sufficient  to  raise  it  to  the  level  of  customary 
international law, we believe it analytically incoherent to establish a norm 
of customary international law that differs from a recent, broadly accepted, 
multilateral agreement on the same exact issue. CAT provides substantive 
content  to the  prohibition  on torture  and cruel,  inhuman,  or degrading 
treatment  or  punishment.  CAT  is  a  multilateral  agreement,  ultimately 
joined by 132 state  parties,  to  establish  a definition  of  torture.  In·  this 
context, we cannot see  evidence of customary international law that could 
be a more compelling or conclusive obligation of state practice. 

     Thus,  it  is  CAT's  substantive  obligations  as  defined  by  our 
reservations,  understandings,  and  declarations  that  govern  the  United 
States' international law obligations on torture. CAT not only governs U.S. 
obligations with respect to torture but it also does so with respect to cruel, 
inhuman, or degrading treatment or punishment. Thus, even if customary 
international  law  prohibits  cruel,  inhuman,  or  degrading  treatment  or 
punishment, CAT and the reservations, understandings, and declarations 
that the United States has taken with respect to the scope of that term's 
reach are definitive of United States' obligations.. Customary international 
law cannot override carefully defined U.S. obligations through multilateral 
treaties on the exact same subject. 

      Finally, even if customary international law on torture created a 
different standard than that  which the Torture Convention creates,  and 
even  if  such  a  standard  were  somehow  considered  binding  under 
international law, it could not bind the President as a matter of domestic 
law. We have previously concluded that customary international law is not 
federal law. 
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     Even if one were to accept the notion that customary international 
law has some standing within our domestic legal system, the President may 
decide to override customary international law at his discretion. "It is well 
accepted  that  the  political  branches  have  ample  authority  to  override 
customary international law within their respective spheres of authority."

Conclusion

     For the foregoing reasons, we conclude that the Fifth and Eighth 
Amendments  do  not  extend  to  alien  enemy  combatants  held  abroad. 
Moreover, we conclude that different canons of construction indicate that 
generally  applicable  criminal  laws  do  not  apply  to  the  military 
interrogation of alien unlawful combatants held abroad. Were it otherwise, 
the application of these statutes to the interrogation of enemy combatants 
undertaken  by  military  personnel  would  conflict  with  the  'President's 
Commander-in-Chief-power. 

     We  further  conclude  that  CAT  defines  U.S.  international  law 
obligations with respect to .torture and other cruel, inhuman, or degrading 
treatment or punishment. The standard of conduct regarding torture is the 
same  as  that  which  is  found  in  the  torture  statute,  18  U.S.C.  §§·.
234D2340A. Moreover, the scope of U.S. obligations under CAT regarding 
cruel,  inhuman,  or  degrading  treatment  or  punishment  is  limited  to 
conduct  prohibited  by  the  Eighth,  Fifth  and  Fourteenth  Amendments. 
Customary international law does not supply any additional standards.

     Finally, even if the criminal prohibitions outlined above applied, and 
an interrogation method might violate those prohibitions, necessity or self-
defense could provide justifications for any criminal liability.

(Military Commission Manual revised pursuant to the Military Commissions Act 2006)
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The Manual for Military Commissions

                                          (January 18, 2007 )

http://www.loc.gov/rr/frd/Military_Law/pdf/manual-mil-commissions.pdf

  Executive Summary 

Today,  the  Secretary  of  Defense  is  submitting  to  Congress  a 
comprehensive Manual for the full and fair prosecution of alien unlawful 
enemy  combatants  by  military  commissions,  in  accordance  with  the 
Military Commissions Act of 2006. The Manual is made up of four separate 
sections: The Preamble, The Rules for Military Commissions, the Military 
Commission Rules of Evidence, and the Crimes and Elements. The Rules 
for  Military  Commissions  set  forth  the  procedural  rules  for  Military 
Commissions.  The  Military  Commission  Rules  of  Evidence  provide 
evidentiary  rules  to  govern  the  admissibility  of  evidence  at  trial.  The 
Crimes and Elements section lays out the crimes punishable by Military 
Commission and the elements of those crimes. 

This  Manual  is  the  product  of  a  tremendous  interagency  effort. 
Principally military judge advocates and attorneys from the Departments 
of Defense and Justice, using the Manual for Courts-Martial as a guide, 
undertook  the  initial  drafting.  Drafts  were  then coordinated with  other 
relevant  agencies  to  ensure  that  specific  rules  and  procedures  reflect 
careful consideration of our nation’s intelligence activities, as called for in 
the  MCA.  The  overriding  considerations  reflected  in  the  Manual  for 
Military Commissions are fairness and fidelity to the Military Commissions 
Act of 2006. It is intended to ensure that alien unlawful enemy combatants 
who are suspected of war crimes and certain other offenses are prosecuted 
before  regularly  constituted  courts  affording  all  the  judicial  guarantees 
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which are recognized as indispensable by civilized people. This Manual will 
have an historic impact for our military and our country.

    FOREWORD

This  Manual  for  Military  Commissions (M.M.C.)  is  published  in 
implementation  of  the  Military  Commissions  Act of  2006  (M.C.A.),  10 
U.S.C. §§ 948a, et seq., and consists of four parts: I, Preamble; II, Rules for 
Military  Commissions  (R.M.C.);  III,  Military  Commission Rules  of 
Evidence (Mil. Comm. R. Evid.); and IV, Crimes and Elements. 

The M.M.C. is adapted from the Manual for Courts-Martial (2005) to 
comport with the M.C.A. As required by the M.C.A., I have consulted with 
the Attorney General. The M.M.C. applies the principles of law and rules 
of evidence in trial by general courts- martial so far as I have considered 
practicable  or  consistent  with  military  or  intelligence  activities,  and  is 
neither contrary to nor inconsistent with the M.C.A. …

(7) TAKING HOSTAGES. 

a.  Text.  “Any person subject  to this  chapter  who,  having knowingly 
seized or detained one or more persons, threatens to kill, injure, or continue 
to detain such person or persons with the intent of compelling any nation, 
person other than the hostage, or group of persons to act or refrain from 
acting as an explicit or implicit condition for the safety or release of such 
person or persons, shall be punished, if death results to one or more of the 
victims, by death or such other punishment as a military commission under 
this chapter may direct, and, if death does not result to any of the victims, 
by such punishment, other than death, as a military commission under this 
chapter may direct.” 
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b. Elements. 

(1) The accused seized, detained, or held hostage one or more persons; 

(2) The accused threatened to kill,  injure, or continue to detain such 
person or persons; 

(3)  The  accused  intended  to  compel  a  State,  an  international 
organization, a natural or legal person, or a group of persons, to act or 
refrain from acting as an explicit  or implicit  condition for the safety or 
release of such person; and 

(4) The conduct took place in the context of and was associated with 
armed conflict. 

c.  Comment.  This offense cannot be committed by lawfully detaining 
enemy combatants  or  other  individuals  as  authorized  by  law of  armed 
conflict. 

d. Maximum punishment.  Death, if the death of any person occurs as a 
result of the hostage taking. Otherwise, confinement for life. 

(11) TORTURE. 

a.  Text.  “Any  person  subject  to  this  chapter  who  commits  an  act 
specifically intended to inflict severe physical or mental pain or suffering 
(other than pain or suffering incidental to lawful sanctions) upon another 
person within his custody or physical control for the purpose of obtaining 
information  or  a  confession,  punishment,  intimidation,  coercion,  or  any 
reason based on discrimination of  any kind,  shall  be punished,  if  death 
results to one or more of the victims, by death or such other punishment as 
a military commission under this chapter may direct, and, if death does not 
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result  to any of the victims, by such punishment,  other than death, as a 
military commission under this chapter may direct.” 

b. Elements. 

(1) The accused inflicted severe physical  or mental  pain or suffering 
upon one or more persons; 

(2) The accused did so for the purpose of obtaining information or a 
confession,  punishment,  intimidation,  coercion,  or  any  reason  based  on 
discrimination of any kind; 

(3) The accused intended to inflict such severe physical or mental pain 
or suffering; 

(4)  The  infliction  of  pain  or  suffering  was  not  incidental  to  lawful 
sanctions; 

(5) Such person or persons were in the custody or under the control of 
the accused at the time of the alleged offense; and 

(6) The conduct took place in the context of and was associated with 
armed conflict. 

c. Explanation. 

(1) This offense does not include pain or suffering arising only from, 
inherent in,  or incidental to,  lawfully imposed sanctions or punishments. 
This offense does not include the incidental infliction of pain or suffering 
associated with the lawful conduct of hostilities. 
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(2) Severe “mental  pain or suffering” is  the prolonged mental  harm 
caused by or resulting from: 

(a)  the  intentional  infliction  or  threatened infliction  of  severe 
physical pain or suffering; 

(b)  the  administration  or  application,  or  threatened 
administration or application, of mind-altering substances or other 
procedures  calculated  to  disrupt  profoundly  the  senses  or  the 
personality; 

(c) the threat of imminent death; or 

(d) the threat that another person will imminently be subjected 
to death, severe physical pain or suffering, or the administration or 
application  of  mind-altering  substances  or  other  procedures 
calculated to disrupt profoundly the senses or personality. 

(3) “Prolonged mental  harm” is  a harm of some sustained duration, 
though not necessarily permanent in nature, such as a clinically identifiable 
mental disorder. 

(4) Element (b)(4) of this offense does not require a particular formal 
relationship  between  the  accused  and  the  victim.  Rather,  it  precludes 
prosecution for pain or suffering consequent to a lawful military attack. 

d. Maximum punishment.  Death, if the death of any person occurs as a 
result of the torture. Otherwise, confinement for life. 
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(12) CRUEL OR INHUMAN TREATMENT. 

a.  Text.  “Any  person  subject  to  this  chapter  who  commits  an  act 
intended to inflict severe or serious physical or mental pain or suffering 
(other  than  pain  or  suffering  incidental  to  lawful  sanctions),  including 
serious physical abuse, upon another within his custody or control shall be 
punished, if death results to the victim, by death or such other punishment 
as a military commission under this chapter may direct, and, if death does 
not result to the victim, by such punishment, other than death, as a military 
commission under this chapter may direct.” 

b. Elements. 

(1) The accused wrongfully and unlawfully inflicted severe or serious 
physical or mental pain or suffering upon one or more persons; 

(2) The accused intended to inflict  such severe or serious physical or 
mental pain or suffering upon the person; 

(3) The infliction of such pain or suffering was not incidental to lawful 
sanctions; 

(4) Such person or persons were in the custody or under the control of 
the accused at the time of the alleged offense; and 

(5) The conduct took place in the context of and was associated with 
armed conflict. 

c. Definitions. 

(1) The term “serious physical pain or suffering” means bodily injury 
that involves— 
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(A) a substantial risk of death; 

(B) extreme physical pain; 

(C) a burn or physical disfigurement of a serious nature (other 
than cuts, abrasions, or bruises); or 

(D) significant  loss  or impairment  of  the function of  a bodily 
member, organ, or mental faculty. 

(2) The term “severe mental pain or suffering” means the prolonged 
mental harm caused by or resulting from— 

(A) the intentional  infliction  or threatened infliction of  severe 
physical pain or suffering; 

(B)  the  administration  or  application,  or  threatened 
administration or application, of mind-altering substances or other 
procedures  calculated  to  disrupt  profoundly  the  senses  or  the 
personality; 

(C) the threat of imminent death; or 

(D) the threat that another person will imminently be subjected 
to death, severe physical pain or suffering, or the administration or 
application  of  mind-altering  substances  or  other  procedures 
calculated to disrupt profoundly the senses or personality; 

(3) The term “serious mental pain or suffering” means the prolonged 
mental harm (if the alleged act occurred prior to or on October 17, 2006) or 
serious and non-transitory mental harm which need not be prolonged (if 
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the alleged act  occurred after October 17,  2006)  caused by or resulting 
from— 

(A) the intentional infliction or threatened infliction of serious 
physical pain or suffering; 

(B)  the  administration  or  application,  or  threatened 
administration or application, of mind-altering substances or other 
procedures  calculated  to  disrupt  profoundly  the  senses  or  the 
personality; 

(C) the threat of imminent death; or 

(D) the threat that another person will imminently be subjected 
to death, serious physical pain or suffering, or the administration or 
application  of  mind-altering  substances  or  other  procedures 
calculated to disrupt profoundly the senses or personality. 

d.  Comment.  The  intent  required  for  this  offense  precludes  its 
applicability with regard to collateral damage or death, damage, or injury 
incident to a lawful attack. 

e. Maximum punishment.  Death, if the death of any person occurs as a 
result of the cruel or inhuman treatment. Otherwise, confinement for life. 

(24) TERRORISM. 

a. Text.  “Any person subject to this chapter who intentionally kills or 
inflicts  great  bodily  harm  on  one  or  more  protected  persons,  or 
intentionally engages in an act that evinces a wanton disregard for human 
life,  in  a  manner  calculated  to  influence  or  affect  the  conduct  of 
government  or  civilian  population  by  intimidation  or  coercion,  or  to 
retaliate against government conduct,  shall be punished, if death results 
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to one or more of the victims, by death or such other punishment as a 
military commission under this chapter may direct, and, if death does not 
result to any of the victims, by such punishment, other than death, as a 
military commission under this chapter may direct.” 

b. Elements. 

(1) The accused intentionally killed or inflicted great bodily harm on 
one or more protected persons or engaged in an act that evinced a wanton 
disregard for human life; 

(2) The accused did so in a manner calculated to influence or affect the 
conduct of government or civilian population by intimidation or coercion, 
or to retaliate against government conduct; and 

(3) The killing, harm or wanton disregard for human life took place in 
the context of and was associated with armed conflict. 

c. Comment. 

(1) This offense includes the concept of causing death or bodily harm, 
even if indirectly. 

(2)  The  requirement  that  the  conduct  be  wrongful  for  this  crime 
necessitates  that  the  conduct  establishing  this  offense  not  constitute  an 
attack against a lawful military objective undertaken by military forces of a 
State in the exercise of their official duties. 

d. Maximum Punishment. Death, if the death of any person occurs as a 
result of the terrorist act. Otherwise, confinement for life. 
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(25) PROVIDING MATERIAL SUPPORT FOR TERRORISM. 

a.  Text.  “Any person subject  to  this  chapter  who provides  material 
support  or resources,  knowing or intending that  they are to be used in 
preparation for,  or in carrying out,  an act  of  terrorism (as set forth in 
paragraph  (24)),  or  who  intentionally  provides  material  support  or 
resources to an international  terrorist organization engaged in hostilities 
against the United States, knowing that such organization has engaged or 
engages  in  terrorism (as  so  set  forth),  shall  be  punished  as  a  military 
commission under this chapter may direct.” 

b. Elements. The elements of this offense can be met either by meeting 
(i) all of the elements in A, or (ii) all of the elements in B, or (iii) all of the 
elements in both A and B: 

A. (1) The accused provided material support or resources to be 
used in preparation for, or in carrying out, an act of terrorism (as 
set forth in paragraph (24)); 

(2) The accused knew or intended that the material support or 
resources were to be used for those purposes; and 

(3) The conduct took place in the context of and was associated 
with an armed conflict. or

B. (1) The accused provided material support or resources to an 
international terrorist organization engaged in hostilities against the 
United States; 

(2) The accused intended to provide such material  support or 
resources to such an international terrorist organization; 
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(3)  The accused knew that  such organization  has  engaged or 
engages in terrorism; and 

(4) The conduct took place in the context of and was associated 
with an armed conflict. 

c.  Definition.  “Material  support  or  resources”  means  any  property, 
tangible  or  intangible,  or  service,  including  currency  or  monetary 
instruments  or  financial  securities,  financial  services,  lodging,  training, 
expert  advice  or  assistance,  safehouses,  false  documentation  or 
identification,  communications  equipment,  facilities,  weapons,  lethal 
substances, explosives, personnel (one or more individuals who may be or 
include oneself), and transportation, except medicine or religious materials. 

d. Maximum Punishment. Confinement for life. 
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(Detainees -- Supreme Court cases & proposals for legislation)

          

Transcript of Remarks by Attorney General Michael B. Mukasey

“Supreme Court & Terrorism – Recent Supreme Court Cases, 2008” 

                                                           (July 21, 2008)

http://www.usdoj.gov/opa/pr/2008/July/08-opa-633.html

Thank you very much for that kind introduction. AEI's scholars and 
fellows have contributed valuable scholarship on many of the central public 
policy issues of our time, and so it is therefore a great privilege for me to be 
with you. 

When I was nominated as Attorney General I believed that I had been 
chosen in part because I knew something about terrorism. When I was a 
federal judge in the Southern District of New York, I presided over several 
significant terrorism matters; and, after I left the bench I gave speeches 
and even wrote a bit on issues on the war on terror.

When I became Attorney General, however, it didn't take me long to 
discover how much I had not known, both about the nature and extent of 
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the  threat  and  about  the  varied  and  extensive  resources,  human  and 
technological, that the Department of Justice and the Executive Branch in 
general, civilian and military, have deployed to confront that threat.

One of my most solemn obligations, especially as we look ahead to the 
post-2001 transition is to try along with others in our government to make 
sure that our efforts in this conflict are put on a sound institutional footing 
so that the next attorney general and the new administration have in place 
what they need to assure the nation safety.

One success in that  category occurred just  two weeks ago when the 
President signed into law the most significant reform of our surveillance 
statutes in a generation. Bipartisan legislation that will give our intelligence 
professionals critical, long-term authorities to monitor foreign intelligence 
targets  located  overseas.  This  modernization  of  the  Foreign Intelligence 
Surveillance Act showed how the political branches can work together to 
put our national security laws on a more solid foundation.

Today, I would like to discuss one particular institutional challenge that 
we  still  face:  the  continued  detention  of  enemy  combatants  after  the 
Supreme Court's recent decision in Boumediene v. Bush. In that decision 
the  Court  ruled  that  the  270  or  so  enemy  combatants  detained  at 
Guantanamo Bay have a constitutional right to challenge their detention in 
federal court through petitions for habeas corpus. 

The Supreme Court said explicitly, however, that it was not deciding 
questions  relating  to  how  those  habeas  corpus  proceedings  must  be 
conducted. It is those questions, the questions Boumediene left unanswered 
and how I believe the political branches should answer them that I would 
like  to  discuss  today.  At  the  outset,  it  is  worth  stressing  that  the 
Boumediene Decision is about the process afforded to those we detain in 
our conflict with al-Qaeda, the Taliban, and associated groups, not about 
whether we can detain them at all. 
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The  United  States  has  every  right  to  capture  and  detain  enemy 
combatants in this conflict and need not simply release them to return to 
the battlefield as indeed some have after their release from Guantanamo. 
We have every right to prevent them from returning to kill our troops or 
those  fighting with us  and to target  innocent  civilians.  In addition,  this 
detention  often  yields  valuable  intelligence  about  the  intentions, 
organization,  operation  and  tactics  of  our  enemy.  In  short,  detaining 
dangerous enemy combatants is lawful and it makes this country safer. 

Although our right to detain enemy combatants in the armed conflict is 
clear, determining what if any rights those detainees should be granted to 
challenge their detention has been more complicated. This is not surprising, 
because the laws of war governing detention of enemy combatants were 
designed  with  traditional  armed  conflicts  in  mind.  However,  as  the 
President emphasized shortly after the attacks on September 11, 2001, the 
war on terror is a different sort of war. 

We are confronted, not with a hostile foreign state whose fighters wear 
uniforms  and  abide  by  the  laws  of  war  themselves,  but  rather  with  a 
dispersed group of non-state terrorists who wear no uniforms, and abide by 
neither laws nor the norms of civilization. And although wars traditionally 
have come to an end that is easy to identify, no one can predict when this 
one will end or even how we will know that it's over. It is after all rather 
hard to imagine Al-Qaeda and its allies laying down their arms and citing 
articles of surrender on the deck of an American warship. 

But those differences do not make it any less important or any less fair 
for us to detain those who take up arms against us. Over the past seven 
years the three branches of our government have been engaged in a dialog, 
and, to put it candidly, at times a sharp debate, over the appropriate legal 
process for detaining combatants in this new kind of conflict. In the first 
few  years  after  the  September  11  attacks,  for  example,  the  Executive 
Branch took the view consistent with the traditional laws of war that we 
could  detain  enemy  combatants  for  the  duration  of  hostilities  without 
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judicial review of those detentions as we had done in World War II and 
earlier conflicts. 

In 2004 the Supreme Court  agreed that  enemy combatants  could be 
detained based on military evaluations for the duration of the hostilities. At 
the same time, the Court recognized a role for the courts in reviewing the 
government's basis for detaining those enemy combatants. Following these 
developments, Congress and the administration tried to apply the Court's 
guidance in working out how judicial review might fit within a traditional 
framework of military detention. 

The  answer  provided  in  the  Detainee  Treatment  Act  of  2005  and 
reaffirmed by the Military Commission's Act a year later was to establish a 
new system of judicial review of decisions by the Department of Defense as 
to the status of detainees at Guantanamo. One central feature of this system 
was that Guantanamo detainees could not file lawsuits in the United States 
seeking the statutory remedy of habeas corpus, but seek review in a Federal 
Court of Appeals in Washington, D.C. of the determinations of the military 
tribunals.

Taken together, these laws gave more procedural protections than the 
United States, or any other country for that matter, had ever before given 
to  wartime  captives,  whether  those  captives  were  lawful  soldiers  and 
foreign armies  or unlawful  combatants  who target  civilians  and hide in 
civilian populations.

The  Supreme  Court  considered  those  procedures  in  Boumediene  v. 
Bush and decided by a 5 to 4 vote that they were not adequate to fulfill the 
constitutional guarantees of habeas corpus. It is important to note here that 
the Court did not invalidate the separate system of military commission 
trials  established to prosecute  some detainees  for  war crimes,  including 
people  alleged  to  have  been  directly  responsible  for  the  September  11 
attacks.
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The War Crimes trials  were not reviewed by the Supreme Court  in 
Boumediene  and  our  proceeding.  Indeed,  the  first  trial  begins  today  at 
Guantanamo.  Boumediene held only  that  detainees at  Guantanamo Bay 
have  a  constitutional  right  to  challenge  their  detention  to  petitions  for 
habeas corpus and that  the Detainee Treatment Act  procedures did not 
provide an adequate substitute for habeas corpus review.

Before  I  go any further,  let  me take a brief  detour to explain what 
habeas corpus is. Although many of you are today probably familiar with, 
and some of  you are  even expert  in the concept  of  habeas corpus,  that 
concept is generally not the small  change of daily discourse among non-
lawyers in our country. In basic terms, a habeas corpus action is a lawsuit 
brought by someone in custody who asks to be released on the ground that 
his detention is unlawful. 

As a federal judge, I routinely saw the most common example of habeas 
corpus actions: a defendant who has been convicted in state court filing an 
action in federal court and arguing that his conviction and detention violate 
the  U.S.  constitution.  For  at  least  a  century,  habeas  corpus  has  usually 
applied  to  imprisonment  in  regular  criminal  cases  and  detention  by 
Immigration authorities.  Congress  and  the  courts  have  developed  an 
extensive  body  of  law  in  both  statutes  and  cases  to  guide  habeas 
proceedings in those settings.

Before the Supreme Court's decision in Boumediene, however, no alien, 
enemy  combatant  detained  outside  the  United  States  had  ever  before 
received the right to habeas corpus. A majority opinion itself acknowledged 
as much. Nonetheless, the court concluded that the unique nature of this 
conflict  and the unique features  of  our  naval  base at  Guantanamo Bay 
Cuba,  particular the control we exercise over that base,  were enough to 
extent  the  writ  to  cover  the  aliens  who  are  detained  there  as  enemy 
combatants.

We  have  previously  expressed,  and  I  think  unsurprisingly, 
disappointment with the Boumediene Decision. That disappointment came 
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about because in our judgment the political  branches had established in 
response  to  prior  Supreme  Court  guidance  reasonable,  indeed  historic, 
procedural  protections  for  detainees.  The Supreme Court,  however,  has 
spoken on this issue, and our task now is to move forward consistent with 
the principles set forth in the Supreme Court's Decision. 

The responsibility rests now with the legislative and executive branches 
as much as it does the judiciary. This reality follows from the Boumediene 
decision  itself,  although  the  Supreme  Court  settled  the  constitutional 
question of whether the Guantanamo detainees have the right to habeas 
corpus. The Court stopped well short of detailing how the habeas corpus 
proceedings must be conducted. In other words, the Supreme Court left 
many significant questions open, and it is well within the historic role and 
competence  of  congress  and  the  executive  branch  to  attempt  to  resolve 
them. 

The Court also recognized that habeas proceedings for the detainees at 
Guantanamo Bay could raise serious national security issues and that these 
issues could require that we adjust the rules that would ordinarily apply in 
habeas proceedings brought by defendants in domestic, criminal custody. 
Indeed, the Supreme Court went out of its way to emphasize that, and these 
are  the  Supreme  Court's  words:  "Practical  considerations  and  exigent 
circumstances must help define the substance and the reach of these habeas 
corpus proceedings." 

The Court recognized with good reason that certain accommodations 
must  be  made,  and  again  these  are  the  court's  words:  "To reduce  the 
burden habeas corpus proceedings will  place on the military," and "To 
protect sources and methods of intelligence gathering." With the Supreme 
Court's  explicit  recognition  of  such  practical  concerns  in  mind,  let's 
consider some of the difficult questions that Boumediene leaves unresolved, 
and the policy choices that must be made in order to answer them. 

First,  will  a  federal  court  be  able  to  order  that  enemy  combatants 
detained  at  Guantanamo  Bay  be  released  into  the  United  States?  The 
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Supreme Court stated that a federal trial court must be able to order at 
least  a  conditional  release  of  a  detainee  who successfully  challenges  his 
detention.  What does it  mean to order the release of  a foreign national 
captured abroad and detained at a security military base in Cuba? 

Will the courts be able to order the government to bring detainees into 
the  United  States  and  release  them here  rather  than  transfer  them to 
another nation? What happens if a detainee's home country will not take 
him back,  or if  we cannot transfer the detainee to that  country,  simply 
because it will not provide the required humanitarian guarantees that the 
detainee will not be subject to abuse when he gets home? 

Second,  how  will  the  courts  handle  classified  information  in  these 
unprecedented court proceedings? A lot of the information supporting the 
detention of enemy combatants held at Guantanamo Bay is drawn from 
highly  classified  and  sensitive  intelligence.  Some  of  it  was  obtained  by 
exposing  American  military  and  intelligence  personnel  to  extraordinary 
dangers, and we know from bitter experience that terrorists adjust their 
tactics  in  response  to  what  they  learn  about  our  intelligence  gathering 
methods.

For  the  sake  of  national  security  we  cannot  turn  habeas  corpus 
proceedings into a smorgasbord of classified information for our enemies. 
We need to devise rules for habeas corpus cases that will provide for the 
necessary protection of national security information.

And, third, what are the procedural rules that will govern those court 
proceedings? Does Boumediene require that  each detainee receive a full 
dress trial with live testimony by the detainee here in Washington? Will a 
detainee  be  able  to  subpoena  a  soldier  to  return from combat  duty  in 
Afghanistan or Iraq to testify? Should one detainee be allowed to call other 
detainees as witness or compel the United States to reveal its intelligence 
sources in order to establish the admissibility of critical evidence?
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One could  say,  I  suppose,  that  these  questions  should  be  left  to  the 
courts  to resolve through litigation,  but  I  do not  think that  is  the most 
prudent  course.  Unless  Congress  acts,  the  lower  federal  courts  will 
determine the specific procedural rules that govern the more than 200 cases 
that  are  now  pending.  With  so  many  cases  there  is  a  serious  risk  of 
inconsistent rulings and considerable uncertainty. The federal court in the 
District  of Columbia is  already working on some of these issues; and,  I 
believe that court should be commended for the preliminary steps it has 
taken thus far to provide for the fair, efficient, and prompt adjudication of 
these cases. But, it hardly takes a pessimist to expect that without guidance 
from Congress,  different  judges,  even on  the  same  court,  will  disagree 
about  how  the  difficult  questions  left  open  by  Boumediene  should  be 
answered.  Such  disagreement  will,  in  turn,  lead  to  a  long  period  of 
protracted litigation, and the possibility of different procedures being used 
in different cases until perhaps the Supreme Court intervenes yet again.

But, uncertainty is not the only, or even the main reason these issues 
should not be left to the courts alone to resolve. There is also the question of 
which branches  of  government  are  best  suited  to resolve  them.  I  am a 
former federal judge. I appreciate fully the institutional strengths of our 
courts and the critical role the judiciary plays in our system of government. 
But, I am also acutely aware of the judiciary's limitations. Judges decide 
particular  cases  and  they  are  limited  to  the  evidence  and  the  legal 
arguments  presented in  those  cases.  They have  no independent  way  or 
indeed authority to find facts on their own, and they are generally limited 
by  the  party's  presentations  of  background  information  and  expert 
testimony.

By  contrast,  Congress  and  the  executive  branch  are  affirmatively 
charged by our Constitution with protecting national security, are expert in 
such  matters  and  are  in  the  best  position  to  weigh  the  difficult  policy 
choices that are posed by these issues. Judges play an important role in 
deciding  whether  a  chosen  policy  is  consistent  with  our  laws  and  the 
Constitution. But, it is our elected leaders who have the responsibility for 
making policy choices in the first instance. 
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So, today, I am urging Congress to act to resolve the difficult questions 
left open by the Supreme Court. I am urging Congress to pass legislation to 
ensure  that  the  proceedings  mandated  by  the  Supreme  Court  are 
conducted in a responsible and prompt way; and, as the Court itself urged, 
in a practical way. I believe there are several principles that should guide 
such legislation. First and foremost, Congress should make clear that our 
federal court may not order the government to bring enemy combatants 
into the United States. 

There are more than 200 detainees remaining at Guantanamo Bay and 
many  of  them pose  an  extraordinary  threat  to  Americans.  Many  have 
already demonstrated their ability and their desire to kill Americans. As a 
federal judge I presided over a prominent terrorism-related trial and the 
expense and effort required to provide security before, during and after 
that trial were staggering. Simply bringing a detainee into the United States 
for the limited purpose of participating in this habeas proceeding would 
require extraordinary efforts to maintain the security of the site.

To  the  extent  detainees  need  to  participate  personally,  technology 
should enable them to do so by video link from Guantanamo, which is both 
remote and safe. Far more critically, although the constitution may require 
generally  that  a  habeas  court  have authority  to order release,  no court 
should be able to order that an alien captured or detained during wartime 
be admitted and released into the United States. 

Second,  it  is  imperative  that  the  proceedings  for  these  enemy 
combatants be conducted in a way that protects how our nation gathers 
intelligence and what that intelligence is. In a terrorism case I mentioned a 
minute ago, the government was required to turn over to the defense a list 
of unindicted co-conspirators, a list that included Osama bin Laden. This 
was in 1995, long before most Americans had ever heard of Osama bin 
Laden. As we learned later, that list found its way into bin Laden's hands in 
Khartoum tipping him off that the United States government was aware 
not only of him, but also of the identity of many of his co-conspirators. 

Page | 513



U.S. National Security Law

We simply cannot afford to reveal to terrorists all that we know about 
them and  how  we  acquired  that  information.  We  need  to  protect  our 
national security secrets and we can do so in a way that is fair to both the 
government and the detainees alike.

Third, Congress should make clear that habeas proceedings should not 
delay the Military Commission trials of detainees charged with war crimes. 
Twenty individuals have already been charged, and many more may be 
charged in the upcoming months. Last Thursday, we received a favorable 
decision from a federal court rejecting the effort of a detainee to block his 
military commission trial from going forward, but detainees will inevitably 
file further court challenges in an effort to delay these proceedings.

Americans charged with crimes in our courts must wait until after their 
trials and appeals are finished before they can seek habeas relief. So should 
alien enemy combatants.  Congress can and should reaffirm that  habeas 
review for those combatants must await the outcome of their trials.  The 
victims of the September 11 terrorist attacks should not have to wait any 
longer to see those who stand accused face trial.

Fourth,  any legislation should  acknowledge again and explicitly  that 
this  nation  remains  engaged  in  an  armed  conflict  with  al  Qaeda,  the 
Taliban,  and  associated  organizations,  who  have  already  proclaimed 
themselves  at  war  with  us  and  who  are  dedicated  to  the  slaughter  of 
Americans, soldiers and civilians alike. In order for us to prevail in that 
conflict, Congress should reaffirm that for the duration of the conflict the 
United States may detain as enemy combatants those who have engaged in 
hostilities or purposefully supported al Qaeda, the Taliban, and associated 
organizations.

Fifth,  Congress  should  establish  sensible  procedures  for  habeas 
challenges  going  forward.  In  order  to  eliminate  the  risk  of  duplicative 
efforts and inconsistent rulings,  Congress should ensure that one district 
court takes exclusive jurisdiction over these habeas cases and should direct 
the common legal issues be decided by one judge in a coordinative fashion. 
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And Congress should adopt rules that strike a reasonable balance between 
the detainees' rights to a fair hearing on the one hand, and our national 
security needs and the realities of wartime detention on the other hand.

In other words, Congress should accept the Supreme Court's explicit 
invitation  to  make  these  proceedings  in  a  word  repeated  often  in  the 
Boumediene Decision -- practical -- that is, proceedings adapted to the real 
world we live in, not the world we wish we lived in. Such rules should not 
provide  greater  protection  than we would  provide  to  American citizens 
held as enemy combatants in this conflict; and they must assure that court 
proceedings are not permitted to interfere with the mission of our armed 
forces. 

In other words, soldiers fighting the war on terror, for example, should 
not  be required to leave the front lines to testify as witnesses in habeas 
hearings. Affidavits prepared after battlefield activities have ceased should 
be enough. And, military personnel should not be required to risk their 
lives to create the sort of arrest reports and chain of custody reports that 
are used under very different circumstances by ordinary law enforcement 
officers in the United States. 

As one editorialist put it, this is not CSI Kandahar. Federal courts have 
never traded habeas corpus as demanding full-dress trials, even in ordinary 
criminal  cases.  And it  would  be  unwise  to  do so  here,  given the  grave 
national security concerns that I have discussed. 

Sixth and finally, because of the significant resource constraints on the 
government's ability to defend the hundreds of habeas cases proceeding in 
the District courts, Congress should make clear that the detainees cannot 
pursue  other  forms  of  litigation  to  challenge  their  detention.  One 
unintended consequence of the Supreme Court's decision in Boumediene is 
that  detainees  now  have  two  separate  and  redundant  procedures  to 
challenge their detention: One under the Detainee Treatment Act, and the 
other under the Constitution. 
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Congress should eliminate statutory judicial review under the Detainee 
Treatment Act,  and it  should reaffirm its  previous decision to eliminate 
other  burdensome  litigation  not  required  by  the  Constitution,  such  as 
challenges to conditions of confinement or transfers out of United States 
custody. 

Here I must make explicit and perhaps risk reiterating a point that I 
would hope was obvious from the discussion so far.  We're talking here 
about habeas corpus proceedings, not about criminal trials of the sort that 
some,  but  not  all  of  the  detainees  at  Guantanamo Bay may face.  Some 
people have argued that we should charge the detainees we are holding at 
Guantanamo with crimes or release them. We can and we have charged 
some  detainees  with  war  crimes.  These  proceedings  are  exceptionally 
important, and I referred to them earlier. 

But to suggest that the government must charge detainees with crimes 
or release them is to seriously misunderstand the principle of reasons why 
we  detain  enemy combatants  in  the  first  place.  It  has  to  do with  self-
protection,  because these are dangerous  people  who pose threats  to our 
citizens  and  to  our  soldiers.  The  Department  of  Defense  and  the 
Department  of  State  have  worked  together  to  release  those  whom  we 
believe can be transferred to a third country, consistent with the safety of 
our citizens and our military personnel abroad, and with our humanitarian 
commitments.

Of the 775 people who have been detained at Guantanamo, only about 
one-third remain. The fact that we have not charged all of those remaining 
at Guantanamo with war crimes should not be regarded as a fair criticism 
of our detention policies.  Rather,  it  reflects the fundamental  reality that 
these individuals were captured abroad in an armed conflict, not in a police 
raid. 

These are the central principles that should govern Congress's effort to 
legislate in this area. I think they are principles that should have bipartisan 
support,  because  they  would  provide  unprecedented  access  for  enemy 
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combatants to challenge their detention in federal courts, while at the same 
time protecting the security of our citizens. 

Seven years ago when we were attacked on September 11, 2001, our 
nation's  response  to  that  challenge  was  swift,  decisive,  and  bipartisan. 
Congress authorized the use of military force against Al Qaeda and others 
responsible for the attacks, demonstrating agreement that the nation, not 
by its own choice but by choice of a totally ruthless enemy, was at war. The 
President  then  swiftly  deployed  United  States  troops,  and  the  fight 
continues to this day. 

I hope that the political branches can work together in the same way, to 
address the process owed to terrorists and other combatants whom we have 
detained  as  part  of  this  conflict.  There  is  a  pressing  need  for  such 
legislation, as these cases are proceeding now. As I have explained, I believe 
that  these  questions  are  ones  on  which  the  judgment  of  the  political 
branches can help the courts to adjudicate these cases fairly,  uniformly, 
accurately, and efficiently, while insuring that we have firm institutions in 
place that will allow our nation to prosecute this war with success. 

I thank you very much for hearing me, and I'll be happy to take your 
questions. 
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LEGAL AUTHORITIES SUPPORTING THE ACTIVITIES OF THE

NATIONAL SECURITY AGENCY DESCRIBED BY THE PRESIDENT

(January 19, 2006)

http://fl1.findlaw.com/news.findlaw.com/hdocs/docs/nsa/dojnsa11906wp.pdf

 As  the  President  has  explained,  since  shortly  after  the  attacks  of 
September  11,  2001,  he  has  authorized  the  National  Security  Agency 
(“NSA”)  to  intercept  international  communications  into  and  out  of  the 
United  States  of  persons  linked  to  al  Qaeda  or  related  terrorist 
organizations.  The  purpose  of  these  intercepts  is  to  establish  an  early 
warning system to detect and prevent another catastrophic terrorist attack 
on the United States. This paper addresses,  in an unclassified form,  the 
legal  basis  for  the  NSA  activities  described  by  the  President  (“NSA 
activities”). 
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SUMMARY

On September 11, 2001, the al Qaeda terrorist network launched the 
deadliest foreign attack on American soil in history. Al Qaeda’s leadership 
repeatedly has pledged to attack the United States again at a time of its 
choosing, and these terrorist organizations continue to pose a grave threat 
to the United States. In response to the September 11th attacks and the 
continuing threat,  the President,  with broad congressional  approval,  has 
acted to protect the Nation from another terrorist attack. In the immediate 
aftermath of September 11th, the President promised that “[w]e will direct 
every resource at our command—every means of diplomacy, every tool of 
intelligence, every tool of law enforcement, every financial influence, and 
every weapon of war—to the destruction of and to the defeat of the global 
terrorist network.” President Bush Address to a Joint Session of Congress 
(Sept.  20,  2001).  The  NSA activities  are  an  indispensable  aspect  of  this 
defense of the Nation. By targeting the international communications into 
and out of the United States of persons reasonably believed to be linked to 
al Qaeda, these activities provide the United States with an early warning 
system to help avert the next attack. For the following reasons, the NSA 
activities are lawful and consistent with civil liberties. 

The NSA activities  are  supported by the  President’s  well-recognized 
inherent constitutional authority as Commander in Chief and sole organ 
for  the  Nation  in  foreign  affairs  to  conduct  warrantless  surveillance  of 
enemy forces for intelligence purposes to detect and disrupt armed attacks 
on the United States. The President has the chief responsibility under the 
Constitution to protect America from attack, and the Constitution gives the 
President the authority necessary to fulfill that solemn responsibility. The 
President has made clear that he will exercise all authority available to him, 
consistent with the Constitution, to protect the people of the United States.

In the specific context of the current armed conflict with al Qaeda and 
related  terrorist  organizations,  Congress  by  statute  has  confirmed  and 
supplemented the President’s recognized authority under Article II of the 
Constitution to conduct  such warrantless surveillance to prevent further 
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catastrophic attacks on the homeland. In its first legislative response to the 
terrorist attacks of September 11th, Congress authorized the President to 
“use  all  necessary  and  appropriate  force  against  those  nations, 
organizations, or persons he determines planned, authorized, committed, or 
aided the terrorist  attacks” of September 11th in order to prevent “any 
future  acts  of  international  terrorism  against  the  United  States.” 
Authorization for Use of Military Force, Pub. L. No. 107-40, § 2(a), 115 
Stat. 224, 224 (Sept. 18, 2001) (reported as a note to 50 U.S.C.A. § 1541) 
(“AUMF”).  History  conclusively  demonstrates  that  warrantless 
communications  intelligence  targeted  at  the  enemy  in  time  of  armed 
conflict  is  a traditional  and fundamental  incident  of  the use of  military 
force authorized by the AUMF. The Supreme Court’s interpretation of the 
AUMF in Hamdi v. Rumsfeld, 542 U.S. 507 (2004), confirms that Congress 
in the AUMF gave its express approval to the military conflict against al 
Qaeda and its allies and thereby to the President’s use of all traditional and 
accepted  incidents  of  force  in  this  current  military  conflict—including 
warrantless  electronic  surveillance  to  intercept  enemy  communications 
both at home and abroad. This understanding of the AUMF demonstrates 
Congress’s support for the President’s authority to protect the Nation and, 
at the same time, adheres to Justice O’Connor’s admonition that “a state of 
war  is  not  a  blank  check  for  the  President,”  Hamdi,  542  U.S.  at  536 
(plurality opinion),  particularly in view of the narrow scope of the NSA 
activities. 

The  AUMF places  the  President  at  the  zenith  of  his  powers  in 
authorizing the NSA activities. Under the tripartite framework set forth by 
Justice Jackson in Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579, 
635-38 (1952) (Jackson, J., concurring), Presidential authority is analyzed 
to  determine  whether  the  President  is  acting  in  accordance  with 
congressional authorization (category I), whether he acts in the absence of a 
grant or denial of authority by Congress (category II), or whether he uses 
his own authority under the Constitution to take actions incompatible with 
congressional measures (category III). Because of the broad authorization 
provided in the AUMF, the President’s action here falls within category I of 
Justice  Jackson’s  framework.  Accordingly,  the  President’s  power  in 
authorizing the NSA activities is at its height because he acted “pursuant to 
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an express or implied authorization of Congress,” and his power “includes 
all that he possesses in his own right plus all that Congress can delegate.” 
Id. at 635.  

The  NSA  activities  are  consistent  with  the  preexisting  statutory 
framework generally applicable to the interception of communications in 
the United States—the Foreign Intelligence Surveillance Act (“FISA”), as 
amended, 50 U.S.C. §§ 1801-1862 (2000 & Supp. II  2002),  and relevant 
related provisions  in chapter  119 of  title  18.1  Although FISA generally 
requires  judicial  approval  of  electronic  surveillance,  FISA  also 
contemplates that Congress may authorize such surveillance by a statute 
other than FISA.  See  50 U.S.C. § 1809(a)  (prohibiting any person from 
intentionally “engag[ing] . . . in electronic surveillance under color of law 
except as authorized history and tradition of armed conflict, is just such a 
statute.  Accordingly,  electronic  surveillance  conducted  by  the  President 
pursuant to the AUMF, including the NSA activities, is fully consistent with 
FISA and falls within category I of Justice Jackson’s framework. 

Even if there were ambiguity about whether FISA, read together with 
the AUMF, permits the President to authorize the NSA activities, the canon 
of constitutional avoidance requires reading these statutes in harmony to 
overcome any restrictions  in FISA and Title  III,  at  least  as  they might 
otherwise apply to the congressionally authorized armed conflict  with al 
Qaeda.  Indeed,  were  FISA  and  Title  III  interpreted  to  impede  the 
President’s ability to use the traditional tool of electronic surveillance to 
detect and prevent future attacks by a declared enemy that has already 
struck at the homeland and is engaged in ongoing operations against the 
United States,  the constitutionality of FISA, as applied to that  situation, 
would  be  called  into  very  serious  doubt.  In  fact,  if  this  difficult 
constitutional  question  had  to  be  addressed,  FISA  would  be 
unconstitutional as applied to this narrow context. Importantly, the FISA 
Court of Review itself recognized just three years ago that the President 
retains constitutional authority to conduct foreign surveillance apart from 
the FISA framework, and the President is certainly entitled, at a minimum, 
to rely on that judicial interpretation of the Constitution and FISA. 
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Finally, the NSA activities fully comply with the requirements of the 
Fourth Amendment. The interception of communications described by the 
President  falls  within  a  well-established  exception  to  the  warrant 
requirement  and  satisfies  the  Fourth  Amendment’s  fundamental 
requirement of reasonableness. The NSA activities are thus constitutionally 
permissible and fully protective of civil liberties.

ANALYSIS

THE PRESIDENT HAS INHERENT CONSTITUTIONAL AUTHORITY 
TO ORDER WARRANTLESS FOREIGN INTELLIGENCE 

SURVEILLANCE

     As Congress expressly recognized in the AUMF, “the President has 
authority under the Constitution to take action to deter and prevent acts of 
international terrorism against the United States,” AUMF pmbl., especially 
in the context of the current conflict. Article II of the Constitution vests in 
the President all executive power of the United States, including the power 
to act as Commander in Chief of the Armed Forces, see U.S. Const. art. II, 
§ 2, and authority over the conduct of the Nation’s foreign affairs. As the 
Supreme Court  has  explained,  “[t]he  President is  the  sole  organ of  the 
nation  in  its  external  relations,  and  its  sole  representative  with  foreign 
nations.”  United States  v. Curtiss-Wright Export Corp.,  299 U.S. 304, 319 
(1936) (internal quotation marks and citations omitted). In this way, the 
Constitution  grants  the  President  inherent  power  to  protect  the  Nation 
from foreign attack,  see, e.g.,  The Prize Cases,  67 U.S. (2 Black) 635, 668 
(1863), and to protect national security information,  see, e.g.,  Department  
of the Navy v. Egan, 484 U.S. 518, 527 (1988). 

From a constitutional standpoint, foreign intelligence surveillance such 
as  the  NSA activities  differs  fundamentally  from the  domestic  security 
surveillance at issue in Keith. As the Fourth Circuit observed, the President 
has uniquely strong constitutional powers in matters pertaining to foreign 
affairs and national security. “Perhaps most crucially, the executive branch 
not only has superior expertise in the area of foreign intelligence, it is also 
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constitutionally designated as the pre-eminent authority in foreign affairs.” 
Truong,  629  F.2d at  914;  see  id.  at  913 (noting  that  “the  needs  of  the 
executive are so compelling in the area of foreign intelligence, unlike the 
area of domestic security, that a uniform warrant requirement would . . . 
unduly  frustrate  the  President  in  carrying  out  his  foreign  affairs 
responsibilities”);  cf.  Haig  v.  Agee,  453  U.S.  280,  292  (1981)  (“Matters 
intimately related to foreign policy and national security are rarely proper 
subjects for judicial intervention.”).

The present circumstances that support recognition of the President’s 
inherent  constitutional  authority  to  conduct  the  NSA  activities  are 
considerably stronger than were the circumstances at issue in the earlier 
courts  of  appeals  cases  that  recognized  this  power.  All  of  the  cases 
described above addressed inherent executive authority under the foreign 
affairs power to conduct surveillance in a peacetime context. The courts in 
these cases  therefore had no occasion even to consider the fundamental 
authority of the President, as Commander in Chief, to gather intelligence in 
the context of an ongoing armed conflict in which the United States already 
had  suffered  massive  civilian  casualties  and  in  which  the  intelligence 
gathering  efforts  at  issue  were  specifically  designed  to  thwart  further 
armed attacks. Indeed, intelligence gathering is particularly important in 
the current conflict, in which the enemy attacks largely through clandestine 
activities  and  which,  as  Congress  recognized,  “pose[s]  an  unusual  and 
extraordinary threat,” AUMF pmbl.

Among the President’s most basic constitutional duties is the duty to 
protect  the  Nation  from armed  attack.  The  Constitution  gives  him all 
necessary authority to fulfill that responsibility. The courts thus have long 
acknowledged the President’s inherent authority to take action to protect 
Americans  abroad,  see,  e.g.,  Durand  v.  Hollins,  8  F.  Cas.  111,  112 
(C.C.S.D.N.Y. 1860) (No. 4186), and to protect the Nation from attack, see,  
e.g., The Prize Cases, 67 U.S. at 668. See generally Ex parte Quirin, 317 U.S. 
1,  28  (1942)  (recognizing  that  the  President  has  authority  under  the 
Constitution  “to  direct  the  performance  of  those  functions  which  may 
constitutionally be performed by the military arm of the nation in time of 
war,” including “important incident[s] to the conduct of war,” such as “the 
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adoption of measures by the military command . . . to repel and defeat the 
enemy”).  As  the  Supreme  Court  emphasized  in  the  Prize  Cases,  if  the 
Nation is invaded, the President is “bound to resist force by force”; “[h]e 
must  determine what degree of  force  the crisis  demands” and need not 
await congressional sanction to do so. The Prize Cases,  67 U.S. at 670; see  
also Campbell v. Clinton,  203 F.3d 19, 27 (D.C. Cir. 2000) (Silberman, J., 
concurring)  (“[T]he  Prize  Cases  .  .  .  stand  for  the  proposition  that  the 
President  has  independent  authority  to  repel  aggressive  acts  by  third 
parties even without specific congressional authorization, and courts may 
not  review the level of force selected.”);  id.  at 40 (Tatel,  J.,  concurring) 
(“[T]he President, as commander in chief, possesses emergency authority to 
use military force to defend the nation from attack without obtaining prior 
congressional  approval.”).  Indeed,  “in virtue  of his  rank as head of  the 
forces, [the President] has certain powers and duties with which Congress 
cannot interfere.” Training of British Flying Students in the United States,  
40 Op.  Att’y Gen.  58,  61 (1941)  (Attorney General Robert  H.  Jackson) 
(internal quotation marks omitted). In exercising his constitutional powers, 
the President has wide discretion, consistent with the Constitution, over the 
methods of gathering intelligence about the Nation’s enemies in a time of 
armed conflict.

THE  AUMF CONFIRMS  AND  SUPPLEMENTS  THE  PRESIDENT’S 
INHERENT  POWER  TO  USE  WARRANTLESS  SURVEILLANCE 
AGAINST THE ENEMY IN THE CURRENT ARMED CONFLICT 

In the Authorization for Use of Military Force enacted in the wake of 
September  11th,  Congress  confirms  and  supplements  the  President’s 
constitutional authority to protect the Nation, including through electronic 
surveillance,  in  the  context  of  the  current  post-September  11th  armed 
conflict  with al  Qaeda and its  allies.  The broad language of  the AUMF 
affords the President, at a minimum, discretion to employ the traditional 
incidents of the use of military force. The history of the President’s use of 
warrantless surveillance during armed conflicts demonstrates that the NSA 
surveillance described by the President is a fundamental incident of the use 
of military force that is necessarily included in the AUMF.
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The  Supreme  Court’s  interpretation  of  the  scope  of  the  AUMF in 
Hamdi v. Rumsfeld, 542 U.S. 507 (2004), strongly supports this reading of 
the AUMF. In  Hamdi, five members of the Court found that the AUMF 
authorized  the  detention  of  an  American  within  the  United  States, 
notwithstanding  a  statute  that  prohibits  the  detention  of  U.S.  citizens 
“except pursuant to an Act of Congress,” 18 U.S.C. § 4001(a). See Hamdi, 
542  U.S.  at  519  (plurality  opinion);  id.  at  587 (Thomas,  J.,  dissenting). 
Drawing on historical materials and “longstanding law-of-war principles,” 
id.  at  518-21,  a  plurality  of  the  Court  concluded  that  detention  of 
combatants who fought against the United States as part of an organization 
“known to have supported” al Qaeda “is so fundamental and accepted an 
incident to war as to be an exercise of the ‘necessary and appropriate force’ 
Congress has authorized the President to use.” Id. at 518; see also id. at 587 
(Thomas,  J.,  dissenting)  (agreeing  with  the  plurality  that  the  joint 
resolution authorized the President to “detain those arrayed against our 
troops”); accord Quirin, 317 U.S. at 26-29, 38 (recognizing the President’s 
authority to capture and try agents of the enemy in the United States even 
if  they  had  never  “entered  the  theatre  or  zone  of  active  military 
operations”). Thus, even though the AUMF does not say anything expressly 
about  detention,  the  Court  nevertheless  found  that  it  satisfied  section 
4001(a)’s requirement that detention be congressionally authorized.

The conclusion of five Justices in  Hamdi  that the AUMF incorporates 
fundamental “incidents” of the use of military force makes clear that the 
absence  of  any  specific  reference  to  signals  intelligence  activities  in  the 
resolution is immaterial. See Hamdi, 542 U.S. at 519 (“[I]t is of no moment 
that  the AUMF does not  use  specific  language  of  detention.”)  (plurality 
opinion). Indeed, given the circumstances in which the AUMF was adopted, 
it is hardly surprising that Congress chose to speak about the President’s 
authority in general terms. The purpose of the AUMF was for Congress to 
sanction  and  support  the  military  response  to  the  devastating  terrorist 
attacks  that  had  occurred  just  three  days  earlier.  Congress  evidently 
thought it neither necessary nor appropriate to attempt to catalog every 
specific aspect of the use of the forces it was authorizing and every potential 
preexisting  statutory  limitation  on  the  Executive  Branch.  Rather  than 
engage in that difficult and impractical exercise, Congress authorized the 
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President, in general but intentionally broad terms, to use the traditional 
and fundamental incidents of war and to determine how best to identify 
and engage the enemy in the current armed conflict. Congress’s judgment 
to proceed in this manner was unassailable, for, as the Supreme Court has 
recognized,  even  in  normal  times  involving  no  major  national  security 
crisis,  “Congress  cannot  anticipate  and  legislate  with  regard  to  every 
possible  action  the  President  may  find  it  necessary  to  take.”  Dames  & 
Moore, 453 U.S. at 678. Indeed, Congress often has enacted authorizations 
to  use  military  force  using  general  authorizing  language  that  does  not 
purport  to  catalogue  in  detail  the  specific  powers  the  President  may 
employ.  The  need  for  Congress  to  speak  broadly  in  recognizing  and 
augmenting the President’s core constitutional powers over foreign affairs 
and military  campaigns  is  of  course  significantly  heightened in times of 
national emergency. See Zemel v. Rusk, 381 U.S. 1, 17 (1965) (“[B]ecause of 
the  changeable  and  explosive  nature  of  contemporary  international 
relations . . . Congress—in giving the Executive authority over matters of 
foreign affairs—must of necessity paint with a brush broader than that it 
customarily wields in domestic areas.”). 

     Hamdi thus establishes the proposition that the AUMF “clearly and 
unmistakably” authorizes the President to take actions against al  Qaeda 
and  related  organizations  that  amount  to  “fundamental  incident[s]  of 
waging war.” Hamdi, 542 U.S. at 519 (plurality opinion); see also id. at 587 
(Thomas, J., dissenting). In other words, “[t]he clear inference is that the  
AUMF authorizes what the laws of war permit.” Curtis A. Bradley & Jack 
L. Goldsmith, Congressional Authorization and the War on Terrorism, 118 
Harv. L. Rev. 2048, 2092 (2005) (emphasis added). Congress is presumed to 
be aware of the Supreme Court’s precedents. Indeed, Congress recently 
enacted legislation in response to the Court’s decision in Rasul v. Bush, 542 
U.S. 466 (2004)—which was issued the same day as the  Hamdi  decision—
removing habeas corpus jurisdiction over claims filed on behalf of confined 
enemy combatants held at Guantanamo Bay. Congress, however, has not 
expressed any disapproval of the Supreme Court’s commonsense and plain-
meaning interpretation of the AUMF in Hamdi.

NSA ACTIVITIES ARE CONSISTENT WITH
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THE FOREIGN INTELLIGENCE SURVEILLANCE ACT

The  President’s  exercise  of  his  constitutional  authority  to  conduct 
warrantless wartime electronic surveillance of the enemy, as confirmed and 
supplemented  by  statute  in  the  AUMF,  is  fully  consistent  with  the 
requirements of the Foreign Intelligence Surveillance Act (“FISA”).5 FISA 
is  a  critically  important  tool  in  the  War  on  Terror.  The  United  States 
makes full  use of the authorities available under FISA to gather foreign 
intelligence information, including authorities to intercept communications, 
conduct physical searches, and install and use pen registers and trap and 
trace  devices.  While  FISA  establishes  certain  procedures  that  must  be 
followed for these authorities to be used (procedures that usually involve 
applying  for  and  obtaining  an  order  from a  special  court),  FISA  also 
expressly contemplates that  a later legislative enactment could authorize 
electronic surveillance outside the procedures set forth in FISA itself. The 
AUMF constitutes precisely such an enactment. To the extent there is any 
ambiguity on this point, the canon of constitutional avoidance requires that 
such ambiguity be resolved in favor of the President’s authority to conduct 
the communications intelligence activities he has described. Finally, if FISA 
could not be read to allow the President to authorize the NSA activities 
during  the  current  congressionally  authorized  armed  conflict  with  al 
Qaeda, FISA would be unconstitutional as applied in this narrow context.

FISA was  enacted  in  1978  to  regulate  “electronic  surveillance,” 
particularly when conducted to obtain “foreign intelligence information,” 
as those terms are defined in section 101 of FISA, 50 U.S.C. § 1801. As a 
general matter, the statute requires that the Attorney General approve an 
application for an order from a special court composed of Article III judges 
and  created  by  FISA—the  Foreign  Intelligence  Surveillance Court 
(“FISC”).  See  50 U.S.C. §§ 1803-1804. The application must demonstrate, 
among other things, that there is probable cause to believe that the target is 
a foreign power or an agent of a foreign power. See id.  § 1805(a)(3)(A). It 
must  also contain a certification from the Assistant to the President for 
National Security Affairs or an officer of the United States appointed by the 
President  with  the  advice  and  consent  of  the  Senate  and  having 
responsibilities  in  the  area  of  national  security  or  defense  that  the 
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information  sought  is  foreign  intelligence  information  and  cannot 
reasonably be obtained by normal investigative means. See id. § 1804(a)(7). 
FISA further requires the Government to state the means that it proposes 
to use to obtain the information and the basis for its belief that the facilities 
at which the surveillance will be directed are being used or are about to be 
used by a foreign power or an agent of a foreign power. See id. § 1804(a)(4), 
(a)(8).

The legislative history of FISA shows that Congress understood it was 
legislating  on  fragile  constitutional  ground  and  was  pressing  or  even 
exceeding constitutional limits in regulating the President’s authority in the 
field  of  foreign  intelligence.  The  final  House  Conference  Report,  for 
example, recognized that the statute’s restrictions might well impermissibly 
infringe on the President’s constitutional powers. That report includes the 
extraordinary  acknowledgment  that  “[t]he  conferees  agree  that  the 
establishment by this act of exclusive means by which the President may 
conduct electronic surveillance does not foreclose a different decision by the 
Supreme Court.”  H.R.  Conf.  Rep. No.  95-1720,  at  35,  reprinted  in  1978 
U.S.C.C.A.N. 4048, 4064. But, invoking Justice Jackson’s concurrence in 
the  Steel  Seizure  case,  the  Conference  Report  explained  that  Congress 
intended in FISA to exert whatever power Congress constitutionally had 
over the subject matter to restrict foreign intelligence surveillance and to 
leave the President solely with whatever inherent constitutional authority 
he might be able to invoke against Congress’s express wishes. Id. 

THE AUMF IS A “STATUTE” AUTHORIZING SURVEILLANCE

OUTSIDE THE CONFINES OF FISA

The AUMF qualifies as a “statute” authorizing electronic surveillance 
within the meaning of section 109 of FISA.

 First,  because  the  term “statute”  historically  has  been given broad 
meaning, the phrase “authorized by statute” in section 109 of FISA must be 
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read to include joint resolutions such as the AUMF. See American Fed’n of  
Labor v. Watson, 327 U. S. 582, 592-93 (1946) (finding the term “statute” as 
used  in  28  U.S.C.  §  380 to  mean  “a compendious  summary  of  various 
enactments, by whatever method they may be adopted, to which a State 
gives her sanction”); Black’s Law Dictionary 1410 (6th ed. 1990) (defining 
“statute” broadly to include any “formal written enactment of a legislative 
body,”  and  stating  that  the  term is  used  “to  designate  the  legislatively 
created laws in contradistinction to court decided or unwritten laws”). 

Second,  the longstanding history of  communications  intelligence as a 
fundamental incident of the use of force and the Supreme Court’s decision 
in  Hamdi  v.  Rumsfeld strongly  suggest  that  the  AUMF satisfies  the 
requirement of section 109 of FISA for statutory authorization of electronic 
surveillance. As explained above, it is not necessary to demarcate the outer 
limits of the AUMF to conclude that it encompasses electronic surveillance 
targeted at the enemy. Just as a majority of the Court concluded in Hamdi  
that  the  AUMF  authorizes  detention  of  U.S.  citizens  who  are  enemy 
combatants without expressly mentioning the President’s long-recognized 
power to detain, so too does it authorize the use of electronic surveillance 
without  specifically  mentioning  the  President’s  equally  long-recognized 
power to engage in communications intelligence targeted at the enemy. And 
just as the AUMF satisfies the requirement in 18 U.S.C. § 4001(a) that no 
U.S. citizen be detained “except pursuant to an Act of Congress,” so too 
does  it  satisfy  section  109’s  requirement  for  statutory  authorization  of 
electronic surveillance.10 

Moreover, crucial to the Framers’ decision to vest the President with 
primary constitutional authority to defend the Nation from foreign attack 
is  the fact  that the Executive can act quickly,  decisively,  and flexibly as 
needed. For Congress to have a role in that process, it must be able to act 
with  similar  speed,  either  to  lend  its  support  to,  or  to  signal  its 
disagreement  with,  proposed  military  action.  Yet  the  need  for  prompt 
decisionmaking in the wake of a devastating attack on the United States is 
fundamentally  inconsistent  with the notion that  to do so Congress must 
legislate  at  a  level  of  detail  more  in  keeping  with  a  peacetime  budget 
reconciliation bill. In emergency situations, Congress must be able to use 
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broad language that  effectively sanctions the President’s use of the core 
incidents  of military force.  That is  precisely what Congress did when it 
passed the AUMF on September 14, 2001—just three days after the deadly 
attacks on America. The Capitol had been evacuated on September 11th, 
and Congress was meeting in scattered locations. As an account emerged of 
who  might  be  responsible  for  these  attacks,  Congress  acted  quickly  to 
authorize the President to use “all necessary and appropriate force” against 
the enemy that he determines was involved in the September 11th attacks. 
Under  these  circumstances,  it  would  be  unreasonable  and  wholly 
impractical to demand that Congress specifically amend FISA in order to 
assist  the President in defending the Nation.  Such specificity  would also 
have been self-defeating because it would have apprised our adversaries of 
some of our most sensitive methods of intelligence gathering.12

The broad text of the AUMF, the authoritative interpretation that the 
Supreme Court gave it in  Hamdi, and the circumstances in which it was 
passed  demonstrate  that  the  AUMF  is  a  statute  authorizing  electronic 
surveillance  under section  109  of  FISA.  When the  President  authorizes 
electronic  surveillance  against  the  enemy pursuant  to  the  AUMF,  he  is 
therefore acting at the height of his authority under Youngstown, 343 U.S. 
at 637 (Jackson, J., concurring).

THE  CANON  OF  CONSTITUTIONAL  AVOIDANCE  REQUIRES 
RESOLVING IN FAVOR OF THE PRESIDENT’S AUTHORITY ANY 
AMBIGUITY  ABOUT  WHETHER  FISA FORBIDS  THE  NSA 
ACTIVITIES 

As  explained  above,  the  AUMF fully  authorizes  the  NSA activities. 
Because FISA contemplates the possibility that subsequent statutes could 
authorize  electronic  surveillance  without  requiring  FISA’s  standard 
procedures, the NSA activities are also consistent with FISA and related 
provisions in title 18. Nevertheless, some might argue that sections 109 and 
111 of  FISA,  along with section  2511(2)(f)’s  “exclusivity”  provision and 
section  2511(2)(e)’s  liability  exception  for  officers  engaged  in  FISA-
authorized surveillance, are best read to suggest that FISA requires that 
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subsequent authorizing legislation specifically amend FISA in order to free 
the Executive from FISA’s enumerated procedures. As detailed above, this 
is  not  the  better  reading  of  FISA.  But  even  if  these  provisions  were 
ambiguous,  any  doubt  as  to  whether  the  AUMF  and  FISA  should  be 
understood to allow the President to make tactical  military decisions to 
authorize surveillance outside the parameters of FISA must be resolved to 
avoid  the  serious  constitutional  questions  that  a  contrary interpretation 
would raise.

Whether  Congress  may  interfere  with  the  President’s  constitutional 
authority to collect foreign intelligence information through interception of 
communications  reasonably  believed to  be  linked to  the  enemy poses  a 
difficult constitutional question. As explained in Part I, it  had long been 
accepted at the time of FISA’s enactment that the President has inherent 
constitutional authority to conduct warrantless electronic surveillance for 
foreign  intelligence  purposes.  Congress  recognized  at  the  time  that  the 
enactment of a statute purporting to eliminate the President’s ability, even 
during peacetime, to conduct warrantless electronic surveillance to collect 
foreign intelligence  was near or perhaps beyond the limit  of  Congress’s 
Article I powers. The NSA activities, however, involve signals intelligence 
performed  in  the  midst  of  a  congressionally  authorized  armed  conflict 
undertaken to prevent further hostile  attacks on the United States.  The 
NSA activities  lie  at  the  very  core  of  the  Commander  in  Chief  power, 
especially in light of the AUMF’s explicit authorization for the President to 
take  all  necessary and appropriate military action to stop al Qaeda from 
striking again. The constitutional principles at stake here thus involve not 
merely  the  President’s  well-established  inherent  authority  to  conduct 
warrantless surveillance for foreign intelligence purposes during peacetime, 
but also the powers and duties expressly conferred on him as Commander 
in Chief by Article II. 

Even outside  the  context  of  wartime  surveillance  of  the  enemy,  the 
source and scope of Congress’s power to restrict the President’s inherent 
authority  to  conduct  foreign  intelligence  surveillance  is  unclear.  As 
explained above, the President’s role as sole organ for the Nation in foreign 
affairs has long been recognized as carrying with it preeminent authority in 
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the field of national  security and foreign intelligence.  The source of this 
authority traces to the Vesting Clause of Article II, which states that “[t]he 
executive  Power  shall  be  vested  in  a  President  of  the  United  States  of 
America.” U.S. Const. art. II, § 1. The Vesting Clause “has long been held 
to confer on the President plenary authority to represent the United States 
and to pursue its interests outside the borders of the country, subject only 
to limits specifically set forth in the Constitution itself and to such statutory 
limitations as the Constitution permits Congress to impose by exercising 
one  of  its  enumerated  powers.”  The  President’s  Compliance  with  the  
“Timely  Notification”  Requirement  of  Section  501(b)  of  the  National  
Security  Act,  10  Op.  O.L.C.  159,  160-61  (1986)  (“Timely  Notification  
Requirement Op.”). 

Moreover, it is clear that some presidential authorities in this context 
are beyond Congress’s ability to regulate.  For example,  as the Supreme 
Court explained in  Curtiss-Wright,  the President “makes  treaties with the 
advice and consent of the Senate; but he alone negotiates. Into the field of 
negotiation the Senate cannot intrude; and Congress itself is powerless to 
invade it.”  299 U.S.  at 319.  Similarly,  President Washington established 
early in the history of the Republic the Executive’s absolute authority to 
maintain  the  secrecy  of  negotiations  with  foreign  powers,  even  against 
congressional efforts to secure information.  See id.  at 320-21. Recognizing 
presidential  authority  in  this  field,  the  Executive  Branch  has  taken the 
position  that  “congressional  legislation  authorizing  extraterritorial 
diplomatic  and  intelligence  activities  is  superfluous,  and  .  .  .  statutes 
infringing  the  President’s  inherent  Article  II  authority  would  be 
unconstitutional.”  Timely Notification Requirement Op., 10 Op. O.L.C. at 
164.

THE NSA ACTIVITIES ARE CONSISTENT WITH THE FOURTH 
AMENDMENT 

The  Fourth  Amendment  prohibits  “unreasonable  searches  and 
seizures” and directs  that  “no Warrants  shall  issue,  but  upon probable 
cause, supported by Oath or affirmation, and particularly describing the 
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place to be searched, and the persons or things to be seized.” U.S. Const. 
amend.  IV.  The  touchstone  for  review of  government  action  under  the 
Fourth  Amendment  is  whether  the  search  is  “reasonable.”  See,  e.g.,  
Vernonia Sch. Dist. v. Acton, 515 U.S. 646, 653 (1995). 

As noted above,  see  Part I, all of the federal courts of appeals to have 
addressed the issue have affirmed the President’s inherent constitutional 
authority to collect foreign intelligence without a warrant. See In re Sealed  
Case,  310 F.3d at 742. Properly understood, foreign intelligence collection 
in  general,  and  the  NSA activities  in  particular,  fit  within  the  “special 
needs” exception to the warrant requirement of the Fourth Amendment. 

In  particular,  the  NSA activities  are  undertaken to  prevent  further 
devastating attacks on our Nation, and they serve the highest government 
purpose  through  means  other  than  traditional  law  enforcement.23  The 
NSA activities are designed to enable the Government to act quickly and 
flexibly (and with secrecy) to find agents of al Qaeda and its affiliates—an 
international terrorist group which has already demonstrated a capability 
to  infiltrate  American  communities  without  being  detected—in  time  to 
disrupt future terrorist attacks against the United States. As explained by 
the Foreign Intelligence Surveillance Court of Review, the nature of the 
“emergency” posed by al  Qaeda “takes  the  matter  out  of  the  realm of 
ordinary crime control.”  In re Sealed Case, 310 F.3d at 746. Thus, under 
the  “special  needs”  doctrine,  no  warrant  is  required  by  the  Fourth 
Amendment for the NSA activities.

In sum, the NSA activities are consistent with the Fourth Amendment 
because the warrant requirement does not apply in these circumstances, 
which  involve  both  “special  needs”  beyond  the  need  for  ordinary  law 
enforcement  and  the  inherent  authority  of  the  President  to  conduct 
warrantless electronic surveillance to obtain foreign intelligence to protect 
our  Nation  from  foreign  armed  attack.  The  touchstone  of  the  Fourth 
Amendment  is  reasonableness,  and  the  NSA  activities  are  certainly 
reasonable,  particularly taking into account the nature of the threat the 
Nation faces. 
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   CONCLUSION

For  the  foregoing  reasons,  the  President—in  light  of  the  broad 
authority to use military force in response to the attacks of September 11th 
and  to  prevent  further  catastrophic  attack  expressly  conferred  on  the 
President  by  the  Constitution  and  confirmed  and  supplemented  by 
Congress  in  the  AUMF—has  legal  authority  to  authorize  the  NSA  to 
conduct the signals intelligence activities he has described. Those activities 
are authorized by the Constitution and by statute, and they violate neither 
FISA nor the Fourth Amendment.
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(Defense Dept. and Law of War)

Letter from Department of Defense (Haynes) on ICRC 
International Law Study

    (November 3, 2006 )

http://www.defenselink.mil/home/pdf/Customary_International_Humanitiarian_Law.pdf

We write  to provide the U.S.  Government's  initial  reactions to the 
ICRC's  recent  study,  entitled  Customary  International  Humanitarian 
Law (the "Study"). 

We  welcome  the  Study's  discussion  of  this  complex  and  important 
subject  of  the  customary  "international  humanitarian  law,"  and  we 
appreciate the major effort that the ICRC and the Study's authors have 
made to assemble and analyze a substantial amount of material. We share 
the ICRC's view that knowledge of the rules of customary international 
law  is  of  use  to  all  parties  associated  with  armed  conflict,  including 
governments,  those  bearing  arms,  international  organizations,  and  the 
ICRC.  Although  the  Study  uses  the  term "international  humanitarian 
law," we prefer the "law of war" or the "laws and customs of war." 

Given the Study's large scope, we have not yet been able to complete a 
detailed review of its conclusions. We recognize that a significant number 
of the rules set forth in the Study are applicable in international armed 
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conflict because they have achieved universal status, either as a matter of 
treaty  law  or  -  as  with  many  provisions  derived  from  the  Hague 
Regulations of 1907 - customary law. Nonetheless, it is important to make 
clear - both to you and to the greater international community - that, based 
upon our review thus far, we are concerned about the methodology used to 
ascertain rules and about  whether the authors  have proffered sufficient 
facts and evidence to support those rules. Accordingly, the United States is 
not in a position to accept without further analysis the Study's conclusions 
that particular rules related to the laws and customs of war in fact reflect 
customary international law. 

We will continue our review and expect to provide additional comments 
or otherwise make our views known in due course. In the meantime, we 
thought  it  would  be  constructive  to  outline  some  of  our  basic 
methodological concerns and, by examining a few of the rules set forth in 
the  Study,  to  illustrate  how  these  flaws  call  into  question  some  of  the 
Study's conclusions. 

This  is  not  intended  to  suggest  that  each  of  our  methodological 
concerns applies to each of the Study's rules, or that we disagree with 
every single rule contained in the study — particular rules or elements of 
those rules may well be applicable in the context of some categories of 
armed  conflict.  Rather,  we  hope  to  underline  by  our  analysis  the 
importance of stating rules of customary international law correctly and 
precisely,  and of supporting conclusions that particular rules apply in 
international armed conflict, internal armed conflict, or both. 

For  this  reason,  the  specific  analysis  that  follows  this  letter  is  in 
certain respects  quite technical  in its evaluation of both the proffered 
rule and the evidence that the Study uses to support the rule. There is 
general  agreement  that  customary  international  law develops  from a 
general and consistent practice of States followed by them out of a sense 
of  legal  obligation,  or opinio  juris. Although  it  is  appropriate  for 
commentators  to  advance  their  views  concerning  particular  areas  of 
customary international  law,  it  is  ultimately the methodology and the 
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underlying evidence  on which commentators  rely -  which  must  in  all 
events relate to State practice - that must be assessed in evaluating their 
conclusions. 

State  practice. Although  the  Study's  introduction  describes  what  is 
generally an appropriate approach to assessing State practice, the Study 
frequently fails to apply this approach in a rigorous way. 

 First,  for  many  rules  proffered as  rising  to  the  level  of  customary 
international law, the State practice cited is insufficiently dense to meet the 
"extensive  and  virtually  uniform"  standard  generally  required  to 
demonstrate the existence of a customary rule. 

Second, we are troubled by the type of practice on which the Study has, 
in too many places, relied. Our initial review of the State practice volumes 
suggests  that  the Study places  too much emphasis  on written materials, 
such  as  military  manuals  and  other  guidelines  published  by  States,  as 
opposed to  actual  operational  practice  by States  during armed conflict. 
Although manuals  may  provide  important  indications  of  State  behavior 
and opinio juris, they cannot be a replacement for a meaningful assessment 
of operational State practice in connection with actual military operations. 
We also are troubled by the extent to which the Study relies on non-binding 
resolutions  of  the  General  Assembly,  given  that  States  may  lend  their 
support to a particular resolution, or determine not to break consensus in 
regard to such a resolution, for reasons having nothing to do with a belief 
that the propositions in it reflect customary international law. 

Third, the Study gives undue weight to statements by non-governmental 
organizations and the ICRC itself,  when those statements do not  reflect 
whether a particular rule constitutes customary international law accepted 
by States. 

Fourth, although the Study acknowledges in principle the significance 
of negative practice, especially among those States that remain non-parties 
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to  relevant  treaties,2 that  practice  is  in  important  instances  given 
inadequate weight. 

      Finally, the Study often fails to pay due regard to the practice of 
specially affected States.3 A distinct but related point is that the Study tends 
to  regard  as  equivalent  the  practice  of  States  that  have  relatively  little 
history of participation in armed conflict  and the practice of States that 
have had a greater extent and depth of experience or that have otherwise 
had  significant  opportunities  to  develop  a  carefully  considered  military 
doctrine. The latter category of States, however, has typically contributed a 
significantly greater quantity and quality of practice. 

Opinio juris. We also have concerns about the Study's approach to 
the opinio juris requirement. In examining particular rules, the Study 
tends to merge the practice and opinio juris requirements into a single 
test. In the Study's own words, 

it  proved  very  difficult  and  largely  theoretical  to  strictly 
separate elements of practice and legal conviction. More often than 
not,  one  and  the  same  act  reflects  both  practice  and  legal 
conviction....  When there is sufficiently dense practice, an opinio 
juris is generally contained within that practice and, as a result, it 
is not usually necessary to demonstrate separately the existence of 
an opinio juris.4 

We do not believe that this is an appropriate methodological approach. 
Although the same action may serve as evidence both of State practice and 
opinio juris, we do not agree that opinio juris simply can be inferred from 
practice.  Both  elements  instead must  be  assessed separately  in order to 
determine  the  presence  of  a  norm of  customary  international  law.  For 
example, Additional Protocols I and II to the Geneva Conventions contain 
far-reaching provisions,  but States did not at the time of their adoption 
believe that all of those instruments' provisions reflected rules that already 
had crystallized into customary international law; indeed, many provisions 
were considered ground-breaking and gap-filling at the time. One therefore 
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must be cautious in drawing conclusions as to opinio juris from the practice 
of States that are parties to conventions, since their actions often are taken 
pursuant  to  their  treaty  obligations,  particularly inter  se, and  not  in 
contemplation  of  independently  binding  customary  international  law 
norms.5 Even  if  one  were  to  accept  the  merger  of  these  distinct 
requirements, the Study fails to articulate or apply any test for determining 
when state practice  is "sufficiently dense" so as to excuse the failure to 
substantiate opinio juris, and offers few examples of evidence that might 
even conceivably satisfy that burden. 

We are troubled by the Study's heavy reliance on military manuals. 
We do not agree that opinio juris has been established when the evidence 
of  a State's  sense of  legal  obligation consists  predominately  of  military 
manuals. Rather than indicating a position expressed out of a sense of a 
customary  legal  obligation,  in  the  sense  pertinent  to  customary 
international  law,  a State's military manual  often (properly)  will  recite 
requirements applicable to that State under treaties to which it is a party. 
Reliance on provisions of military manuals designed to implement treaty 
rules provides only weak evidence that those treaty rules apply as a matter 
of customary international law in non-treaty contexts. Moreover, States 
often include guidance in their military manuals for policy, rather than 
legal, reasons. For example, the United States long has stated that it will 
apply  the  rules  in  its  manuals  whether the  conflict  is  characterized as 
international  or  non-international,  but  this  clearly  is  not  intended  to 
indicate that it is bound to do so as a matter of law in non-international 
conflicts.  Finally,  the  Study  often  fails  to  distinguish  between military 
publications prepared informally solely for training or similar purposes 
and those prepared and approved as official government statements. This 
is notwithstanding the fact that some of the publications cited contain a 
disclaimer that they do not necessarily represent the official position of the 
government in question. 

A more rigorous approach to establishing opinio juris is required. It is 
critical  to  establish  by  positive  evidence,  beyond  mere  recitations  of 
existing treaty obligations or statements that as easily may reflect policy 
considerations  as  legal  considerations,  that  States  consider  themselves 
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legally obligated to follow the courses of action reflected in the rules. In 
this regard, the practice volumes generally fall far short of identifying the 
level of positive evidence of opinio juris that would be necessary to justify 
concluding that the rules advanced by the Study are part of customary 
international law and would apply to States even in the absence of a treaty 
obligation. 

Formulation  of  rules. The Study contains  several  other  flaws  in  the 
formulation of the rules and the commentary. Perhaps most important, the 
Study tends to oversimplify  rules  that  are complex and nuanced.  Thus, 
many  rules  are  stated  in  a  way  that  renders  them  overbroad  or 
unconditional, even though State practice and treaty language on the issue 
reflect  different,  and  sometimes  substantially  narrower,  propositions. 
Although the Study's commentary purports to explain and expand upon 
the specifics of binding customary international law, it sometimes does so 
by  drawing  upon  non-binding  recommendations  in  human  rights 
instruments,  without  commenting  on  their  non-binding  nature,  to  fill 
perceived gaps in the customary law and to help interpret terms in the law 
of  war.  For  this  reason,  the  commentary  often  compounds  rather  than 
resolves  the  difficulties  presented by the  rules,  and it  would  have  been 
useful for the Study's authors to articulate the weight they intended readers 
to give the commentary. 

Implications. By focusing in greater detail on several specific rules, the 
attachment illustrates how the Study's methodological  flaws undermine 
the ability of States to rely, without further independent analysis, on the 
rules the Study proposes. These flaws also contribute to two more general 
errors in the Study that are of particular concern to the United States: 

First, the assertion that a significant number of rules contained in the 
Additional Protocols to the Geneva Conventions have achieved the status 
of  customary  international  law applicable  to  all  States,  including  with 
respect to a significant number of States (including the United States and a 
number of other States that have been involved in armed conflict since the 
Protocols entered into force) that have declined to become a party to those 
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Protocols; and  Second, the assertion that certain rules contained in the 
Geneva Conventions and the Additional Protocols have become binding as 
a  matter  of  customary  international  law  in  internal  armed  conflict, 
notwithstanding the fact that there is little evidence in support of those 
propositions.  We would like to reiterate our appreciation for the ICRC's 
continued  efforts  in  this  important  area,  and  hope  that  the  material 
provided in this letter and in the attachment will initiate a constructive, in-
depth dialogue with the ICRC and others on the subject. 
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(U.S. rendition / extrajudicial transfer and international law)

     CRS Report

Renditions: Constraints Imposed by Laws on Torture

CRS Report: RL32890 (Updated April 5, 2006)

http://digital.library.unt.edu/govdocs/crs/permalink/meta-crs-8773:1

                                              

                                     Summary

Persons  suspected  of  terrorist  activity  may  be  transferred from one 
State (i.e., country) for arrest, detention, and/or interrogation. Commonly, 
this is done through extradition, by which one State surrenders a person 
within  its  jurisdiction  to  a  requesting  State  via  a  formal  legal  process, 
typically established by treaty. Far less often, such transfers are effectuated 
through  a  process  known  as  “extraordinary  rendition”  or  “irregular 
rendition.” These terms have often been used to refer to the  extrajudicial  
transfer of a person from one State to another. In this report, “rendition” 
refers to extraordinary or irregular renditions unless otherwise specified. 
Although  the  particularities  regarding  the  usage  of  extraordinary 
renditions and the legal authority behind such renditions are not publicly 
available, various U.S. officials have acknowledged the practice’s existence. 
Recently, there has been some  controversy as to the usage of renditions by 
the  United  States,  particularly  with  regard  to  the  alleged  transfer  of 
suspected  terrorists  to  countries  known  to  employ  harsh  interrogation 
techniques  that  may  rise  to  the  level  of  torture,  purportedly  with  the 
knowledge or acquiescence of the United States.

542 | Page



Sourcebook of Cases, Laws, Treaties & Documents

This  report  discusses  relevant  international  and  domestic  law 
restricting  the  transfer  of  persons  to  foreign  states  for  the  purpose  of 
torture. The U.N. Convention against Torture and Other Cruel, Inhuman, 
or  Degrading  Treatment  or  Punishment  (CAT),  and  its  domestic 
implementing legislation (the Foreign Affairs  Reform and Restructuring 
Act  of  1998)  impose  the  primary  legal  restrictions  on  the  transfer  of 
persons  to  countries  where  they  would  face  torture.  CAT  and  U.S. 
implementing  legislation  generally  prohibit  the  rendition  of  persons  to 
countries in most cases where they would more likely than not be tortured, 
though there  are  arguably  limited  exceptions  to this  prohibition.  Under 
U.S.  regulations  implementing  CAT,  a  person  may  be  transferred  to  a 
country that provides credible assurances that the rendered person will not 
be  tortured.  Neither  CAT  nor  implementing  legislation  prohibits  the 
rendition  of  persons  to countries  where  they would be subject  to harsh 
interrogation techniques not  rising to the level of torture.  Besides CAT, 
additional obligations may be imposed upon U.S. rendition practice via the 
Geneva Conventions, the War Crimes Act, the International Covenant on 
Civil  and  Political  Rights  (ICCPR),  and  the  Universal  Declaration  on 
Human Rights.

Persons suspected of terrorist or criminal activity may be transferred 
from one State (i.e., country) to another to answer charges against them. 
The surrender of a fugitive from one State to another is generally referred 
to as  rendition.2 A distinct form of rendition is  extradition, by which one 
State surrenders a person within its territorial jurisdiction to a requesting 
State via a formal legal process, typically established by treaty between the 
countries.3  However,  renditions  may  be  effectuated  in  the  absence  of 
extradition  treaties,  as  well.4  The  terms  “irregular  rendition”  and 
“extraordinary  rendition”  have  been  used  to  refer  to  the  extrajudicial  
transfer of a person from one State to another, generally for the purpose of 
arrest, detention, and/or interrogation by the receiving State (for purposes 
of  this  report,  the  term “rendition”  will  be  used  to  describe  irregular 
renditions,  and  not  extraditions,  unless  otherwise  specified).  Unlike  in 
extradition cases, persons subject to this type of rendition typically have no 
access  to  the  judicial  system of  the  sending  State  by  which  they  may 
challenge  their  transfer.5  Sometimes  persons  are  rendered  from  the 
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territory of the rendering State itself, while other times they are seized by 
the rendering State in another country and immediately rendered, without 
ever  setting  foot  in  the  territory  of  the  rendering  State.  Sometimes 
renditions occur with the formal consent of the State where the fugitive is 
located; other times, they do not.

Over the years,  a number of persons have reportedly been rendered 
into the United States by U.S. authorities, often with the cooperation of the 
States  where  such  persons  were  seized,  to  answer  criminal  charges, 
including charges related to terrorist activity.7

Currently, there have been no widely-reported cases of persons being 
rendered  from the  interior  of the United States,  though there have been 
cases where non-U.S. citizens were allegedly rendered at U.S. ports of entry 
but had yet to legally enter/be admitted into the United States.8 Noncitizens 
arriving at  ports  of  entry have no recognized constitutional  rights  with 
regard to their admission into or removal from the United States. More 
generally,  noncitizens  are only considered to receive those constitutional 
protections after they have effected entry into the United States.9 On the 
other hand, the Supreme Court has found that the Constitution protects 
U.S. citizens abroad from actions taken against them by the United States.
10

Besides receiving persons through rendition, the United States has also 
rendered  persons  to  other  countries  over  the  years,  via  the  Central 
Intelligence  Agency (CIA)  and  various  law  enforcement  agencies. 
Reportedly,  renditions  were  authorized  by  President  Ronald  Reagan  in 
1986, and the rendition of terrorist  suspects to other countries has been 
part of U.S. counterterrorism efforts at least since the late 1990s.11 In a 
2002  written  statement  to  the  Joint  Committee  Inquiry  into  Terrorist 
Attacks  Against  the  United  States,  then-CIA  Director  George  Tenet 
reported that even prior to the 9/11 terrorist attacks, the “CIA (in many 
cases  with  the  FBI)  had  rendered  70  terrorists  to  justice  around  the 
world.”12  The  New  York  Times  has  reported  that  following  the  9/11 
attacks, President Bush issued a still-classified directive that broadened the 
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CIA’s authority to render terrorist  suspects  to other States,  though this 
allegation has not been publicly confirmed or denied by the White House.13 
Although  there  are  some reported  estimates  that  the  United  States  has 
rendered more than 100 individuals following 9/11,14 the actual number is 
not a matter of the public record.

Recent  controversy  has  arisen  over  the  United  States  allegedly 
rendering suspected terrorists to States known to practice torture for the 
purpose of arrest, detention, and/or harsh interrogation.15 Critics charge 
that the United States is rendering persons to such States so that they will 
be subjected to harsh interrogation techniques  prohibited in the  United 
States, including torture. While the Bush Administration has not disputed 
charges  that  persons  have  been  rendered  to  foreign  States  believed  to 
practice torture, officials have denied rendering persons to States for the 
purpose  of  torture.16  Answering  a  question  regarding  renditions  in  a 
March  16,  2005  press  conference,  President  Bush  stated  that  prior  to 
transferring persons to other States, the United States receives “promise 
that they won’t be tortured...This country does not believe in torture.”17 In 
testimony  before  the  Senate  Armed  Services  Committee,  CIA  Director 
Porter Goss stated that in his belief, “we have more safeguards and more 
oversight in place [over renditions] than we did before” 9/11.18 Secretary 
of  State  Condaleezza  Rice  stated  that  “the  United  States  has  not 
transported anyone, and will not transport anyone, to a country when we 
believe  he  will  be  tortured.  Where appropriate,  the  United States  seeks 
assurances that transferred persons will not be tortured.”19

Little  publicly  available  information  from government  sources  exists 
regarding the nature and frequency of U.S. renditions to countries believed 
to practice torture, or the nature of any assurances obtained from them 
before rendering persons to them. To what extent U.S. agencies have legal 
authority  to  engage  in  renditions  remains  unclear.  The  only  provision 
within the United States Code appearing to expressly permit an agency’s 
participation in a rendition is 10 U.S.C. § 374(b)(1)(D), as amended in 1998, 
which permits the Department of Defense (DOD), upon request from the 
head  of  a  federal  law  enforcement  agency,  to  make  DOD  personnel 
available to operate equipment with respect to “a rendition of a suspected 

Page | 545



U.S. National Security Law

terrorist from a foreign country to the United States to stand trial.”20 On 
the  other  hand,  given  that  the  United  States  apparently  participates  in 
renditions, there would appear to be legal limits on the practice, especially 
with  regard  to  torture.  This  report  describes  the  most  relevant  legal 
guidelines limiting the transfer of persons to foreign States where they may 
face torture, as well as recent legislation seeking to limit the rendition of 
persons to countries believed to practice torture.

Limitations Imposed on Renditions by the Convention Against Torture 
and Domestic Implementing Legislation. 

The U.N. Convention against Torture and Other Cruel, Inhuman,  or 
Degrading  Treatment  or  Punishment  (CAT)21  and  U.S.  domestic 
implementing  legislation  impose  the  primary  legal  restrictions  on  the 
transfer  of  persons  to  countries  where  they  would  face  torture.  CAT 
requires signatory parties to take measures to end torture within territories 
under  their  jurisdiction,  and  it  prohibits  the  transfer  of  persons  to 
countries where there is a substantial likelihood that they will be tortured.
22 Torture is a distinct form of persecution, and is defined for purposes of 
CAT as “severe  pain or suffering ...  intentionally  inflicted on a person” 
under  the  color  of  law.23  Accordingly,  many  forms  of  persecution  — 
including certain harsh interrogation techniques that would be considered 
cruel  and  unusual  under  the  U.S.  Constitution —  do  not  necessarily 
constitute  torture,  which  is  an  extreme  and  particular  form  of 
mistreatment.

CAT also obligates parties to take measures to prevent “other acts of 
cruel,  inhuman  or  degrading  treatment  or  punishment  which  do  not 
amount  to  torture,”  but  this  obligation  only  extends  to  acts  occurring 
within a State Party’s territorial jurisdiction.25 CAT also established the 
Committee against Torture, a monitoring body which has declaratory but 
non-binding authority concerning interpretation of the Convention.26 State 
parties  are  required  to  submit  periodic  reports  to  the  Committee 
concerning their compliance with CAT.27 The United States ratified CAT 
in 1994, subject to certain declarations, reservations, and understandings, 
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including  that  the  Convention  was  not  self-executing  and  therefore 
required domestic implementing legislation to take effect.28

The express language of CAT Article 2 allows for no circumstances or 
emergencies where torture could be permitted by Convention parties.29 On 
the  other  hand,  a  number  of  CAT  provisions  limiting  the  acts  of 
Convention parties does not use language coextensive as that contained in 
CAT Article 2. The following paragraphs describe the relevant provisions 
of  CAT  and  implementing  statutes  and  regulations  that  restrict  the 
rendition of persons to countries when there is a substantial likelihood that 
such  persons  will  be  tortured.  As  will  be  discussed  below,  while  CAT 
imposes  an  absolute  prohibition  on  the  use  of  torture  by  Convention 
parties,  the  plain  language  of  certain  CAT provisions  may  nevertheless 
permit  parties  in  limited circumstances  to transfer persons  to countries 
where they would likely face torture, though such an interpretation of CAT 
arguably conflicts with the intent of the treaty.

CAT Limitation on the Transfer of Persons to Foreign States for the 
Purpose of Torture.30 CAT Article 3 provides that no State Party “shall 
expel, return (‘refouler’) or extradite a person to another State where there 
are substantial grounds for believing that he would be in danger of being 
subjected to torture.” The U.S. ratification of CAT was contingent on its 
understanding that this requirement refers to situations where it would be 
“more likely than not” that a person would be tortured if removed to a 
particular  country,  a  standard  commonly  used  by  U.S.  courts  when 
determining whether to withhold an alien’s removal for fear of persecution.
31

It  is  important  to  note  that  CAT  does  not  prohibit  a  State  from 
transferring a person to another State where he or she would likely be 
subjected to harsh treatment that, while it would be considered cruel and 
unusual under the standards of the U.S. Constitution, would nevertheless 
not be severe enough to constitute “torture.”32 Domestic Implementation of  
CAT Article 3. The Foreign Affairs Reform and Restructuring Act of 1998 
implemented U.S. obligations under CAT Article 3.33 Section 2242 of the 
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act announced U.S. policy “not to expel, extradite, or otherwise effect the 
involuntary  return  of  any  person  to  a  country  in  which  there  are 
substantial grounds for believing the person would be in danger of being 
subjected to torture,  regardless of whether the person is physically present  
in  the  United  States.”34  The  act  further  required  all  relevant  federal 
agencies to adopt appropriate regulations to implement this policy.35

In  doing  so,  however,  Congress  opened  the  door  for  administrative 
action limiting CAT protection by requiring that, “to the maximum extent 
consistent” with Convention obligations, regulations adopted to implement 
CAT  Article  3  exclude  from their  protection  those  aliens  described  in 
section 241(b)(3)(B) of the Immigration and Nationality Act (INA).36 INA § 
241(b)(3)(B)  acts  as  an exception to the general  U.S.  prohibition on the 
removal of aliens to countries where they would face  persecution  (which 
may or may not include actions constituting torture). 

Thus far,  however, U.S. regulations concerning the  removal  of aliens 
and  extradition  of fugitives have prohibited the removal of  all  persons to 
States where they would more likely than not be tortured,38 regardless of 
whether  they  are  described  in  INA  §  241(b)(3)(B).  CIA  regulations 
concerning renditions (i.e., renditions where a person is seized outside the 
United States and transferred to a third country) are not publicly available. 
Nevertheless, such regulations would presumably need to comply with the 
requirements of the Foreign Affairs Reform and Restructuring Act of 1998.

The  Role  of  Diplomatic  Assurances  in  Removal  Decisions.  U.S. 
regulations  implementing  CAT  Article  3  permit  the  consideration  of 
diplomatic assurances in removal/extradition decisions,39 and reportedly in 
rendition decisions made by the CIA concerning persons seized outside the 
United States and transferred to a third country. Pursuant to removal and 
extradition regulations, a person subject to removal or extradition may be 
transferred to a specified country that provides diplomatic assurances to 
the Secretary of State that the person will not be tortured if removed there. 
Such assurances must be deemed “sufficiently reliable” before a person can 
be transferred to a country where he or she would otherwise more likely 
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than  not  be  tortured.40  Again,  because  CIA  regulations  regarding  the 
transfer of persons are not publicly available, the role that assurances play 
in  assessing  whether  to  render  someone  to  another  country  remains 
unclear.  The  Washington  Post  reports  that  the  CIA  Office  of  General 
Counsel requires the CIA station chief in a given country to obtain verbal 
assurances from that country’s security service that a person will not be 
tortured if  rendered there.41  Such  assurances  must  then reportedly  be 
cabled to CIA headquarters before the rendition may occur.42

CAT Article 3 itself (as opposed to U.S. regulations implementing CAT) 
provides little guidance as to the application of diplomatic assurances to 
decisions to transfer a person to another country. Although CAT Article 3 
obligates  signatory  parties  to  take  into  account  the  proposed  receiving 
State’s human rights  record,  it  also provides that  the proposed sending 
State should take into account “all relevant considerations” when assessing 
whether  to  remove  an  individual  to  a  particular  State.43  A  State’s 
assurances  that  it  will  not  torture  an individual  would  appear  to  be  a 
“relevant  consideration”  in  determining  whether  or  not  it  would  be 
appropriate  to  render him there,  at  least  so long as  the  assurances  are 
accompanied  by  a  mechanism  for  enforcement.44  Article  3  does  not 
provide  guidelines  for  how  these  considerations  should  be  weighed  in 
determining whether substantial grounds exist to believe a person would be 
tortured in the proposed receiving State.45 In its second periodic report to 
the Committee against Torture, the United States claimed that it: obtains 
assurances,  as  appropriate,  from  the  foreign  government  to  which  a 
detainee  is  transferred  that  it  will  not  torture  the  individual  being 
transferred.  If  assurances  [are]  not  considered sufficient  when balanced 
against treatment concerns, the United States would not transfer the person 
to  the  control  of  that  government  unless  the  concerns  are  satisfactorily 
resolved.46

The United States has an obligation under customary international law 
to  execute  its  Convention  obligations  in  good  faith,47  and  is  therefore 
required under international law to exercise appropriate discretion in its 
use of diplomatic assurances. For instance, if a State consistently violated 
the terms of its diplomatic assurances, the United States would presumably 
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need  to  look  beyond  the  face  of  such  promises  before  permitting  the 
transfer of an individual to that country.48

Criminal Penalties for Persons Involved in Torture. One of the central 
objectives of CAT is to criminalize  all  instances of torture, regardless of 
whether they occur inside or outside a State’s territorial jurisdiction. CAT 
Article 4 requires signatory States to criminalize all instances of torture, as 
well as attempts to commit and complicity or participation in torture.49 
While CAT does not necessarily obligate a State to prevent acts of torture 
beyond its territorial jurisdiction, State Parties are nevertheless required to 
criminalize such acts and impose appropriate penalties. 

Domestic Implementation of CAT Articles 4 and 5. In order to fulfill its 
obligations under CAT Articles 4 and 5, the United States enacted sections 
2340 and 2340A of  the  United States  Criminal  Code,  which criminalize 
torture occurring outside the United States.51 Jurisdiction occurs when the 
alleged offender is either a national of the United States or is present in the 
United  States,  irrespective  of  the  nationality  of  the  victim  or  alleged 
offender.52 Congress did not enact legislation expressly prohibiting torture 
occurring within the United States, as it was presumed that such acts would 
“be covered by existing applicable federal and [U.S.] state statutes,”53 such 
as  those  statutes  criminalizing  assault,  manslaughter,  and  murder.  The 
federal  torture  statute  criminalizes  torture,  as  well  as  attempts  and 
conspiracies to commit torture.54

The federal torture statute provides that the specific intent of the actor 
to  commit  torture  is  a  requisite  component  of  the  criminal  offense.55 
Specific intent is “the intent to accomplish the precise criminal act that one 
is later charged with.”56 This degree of intent differs from general intent, 
which usually “takes the form of recklessness (involving actual awareness 
of  a  risk and the  culpable  taking of  that  risk)  or  negligence  (involving 
blameworthy inadvertence).”57

Application  of  CAT  and  Implementing  Legislation  to  the  Practice  of  
Extraordinary Renditions
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While the express intent of CAT was to help ensure that no one would 
be subjected to torture,58 it is arguably unclear as to whether CAT would 
in  all  circumstances  bar  renditions  to  countries  that  practice  torture, 
including possibly certain cases where the rendering State was aware that a 
rendered person would likely be tortured. Clearly,  it  would violate U.S. 
criminal law and CAT obligations for a U.S. official to conspire to commit 
torture  via  rendition,  regardless  of  where  such  renditions  would  occur. 
However,  it  is  not  altogether clear that  CAT prohibits  the rendering of 
persons  seized  outside  the  United  States  and  transferred  to  another 
country, or whether criminal sanctions would apply to a U.S. official who 
authorized a rendition without the intent  to facilitate  the torture  of  the 
rendered person (as opposed to, for instance, the harsh mistreatment of the 
rendered person to a degree not rising to the level of torture).

Renditions from the United States. CAT Article 3 clearly prohibits the 
rendition of persons from the territory of a signatory State to another State 
when  there  are  substantial  grounds  for  believing  the  person  would  be 
tortured.  Even if  it  could  be  technically  argued  that  renditions  do not 
constitute  “extraditions”  within  the  meaning of  CAT Article  3,  and the 
rendition  was to a country other  than one where  the  person previously 
resided (meaning that the person was not being “returned” to a country 
where  he  would  risk  torture),  such  transfers  would  still  violate  the 
Convention’s requirement that no State Party “expel” a person from its 
territory to another State where he is more likely than not to be tortured. 

Again,  neither  CAT nor  U.S.  implementing  regulations  prohibit  the 
United States from transferring persons to States where they would face 
harsh treatment — including treatment that would be prohibited if carried 
out by U.S. authorities — that does not rise to the level of torture. Indeed, 
the  United  States  could  conceivably  render  a  person  to  a  state  after 
receiving  sufficient  diplomatic  representations  that  the  rendered person 
could be accorded cruel and inhumane treatment not rising to the level of 
torture without violating CAT or CAT-implementing regulations.
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Renditions from Outside the United States.  As mentioned earlier, while 
CAT Article 2(2) provides that there are “no ... circumstances whatsoever” 
allowing  torture,  certain  other  CAT  provisions  do  not  use  language 
coextensive  in  scope  when  discussing  related  obligations  owed  by 
Convention parties. While CAT Article 3 clearly limits renditions from the 
United States, it is not altogether certain as to what extent CAT applies to 
situations  where  a  country  seizes  suspects  outside  of  its  territorial 
jurisdiction  and  directly  renders  them  to  another  country.60  Some 
commentators have alleged that the position of recent U.S.

Administrations  appears  to be  that  protections  afforded under CAT 
and other human rights treaties do not apply extraterritorially.61 Indeed, it 
could be argued that, based on the explicit language of CAT, its provisions 
do  not  apply  to  certain  actions  taken  by  signatory  parties  outside  of 
territories under their jurisdiction.62 For example,  while CAT Article  2 
requires each signatory party to take effective measures to prevent torture, 
this obligation is only with respect to “acts of torture in any territory under  
its jurisdiction.”63

It could be argued that the provisions of CAT Article 3 do not apply to 
extraordinary renditions  occurring  outside  the United States,  at  least  so 
long as  the person is  not  rendered to a country  where  he  has  formally 
resided. Article 3 states that no party shall  “expel, return (‘refouler’) or 
extradite a person” to a country where there are substantial  grounds to 
believe that he or she will be tortured. It could be argued, however, that 
certain extraterritorial renditions are not covered by this provision. Seizing 
a person in one country and transferring him to another would arguably 
not constitute “expelling” the person, if a State is understood only to be 
able to “expel” persons from territory over which it  exercises sovereign 
authority. 

Critics  of  this  interpretation  would  argue  that  such  a  narrow 
interpretation of CAT Article 3 would contradict the over-arching goal of 
the Convention to prevent torture. The fact that CAT requires parties to 
take legal steps to eliminate torture within their respective territories and 
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to  impose  criminal  penalties  on  torture  offenders,  coupled  with  the 
Convention’s  statement  that  “no exceptional  circumstances  whatsoever” 
can be used to justify torture, arguably imply that a State Party may never 
exercise  or  be  complicit  in  the  use  of  torture,  even  when  it  occurs 
extraterritorially. It could be further argued that the drafters of CAT did 
not  explicitly discuss extraterritorial  renditions  because they were either 
not contemplated or, in cases where such renditions might occur absent the 
consent of the hosting country, because these actions were arguably already 
understood to be impermissible under international law.64 

Beyond the express language of CAT, it is important to note that given 
the express language of CAT-implementing legislation,  the United States 
cannot “expel, extradite, or otherwise effect the involuntary return of any 
person to a country in which there are substantial grounds for believing the 
person would  be  in  danger  of  being subjected  to  torture,  regardless  of  
whether the person is physically present in the United States.”66 It may be 
argued  that  this  express  statutory  language  prohibits  renditions  from 
outside the United States, even if such renditions would not otherwise be in 
violation of CAT obligations. Though it generally could be argued that a 
State  can  only  “expel”  someone  from a  territory  over  which  the  State 
exercises  sovereign  authority,  the  language  of  the  U.S.  legislation 
implementing CAT may suggest an intent by Congress to broadly define 
the  prohibition  on  “expel[ling]”  persons  to  countries  where  they  would 
likely face torture, so that this prohibition covers not only expulsions from 
areas over which the United States exercises sovereign authority, but also 
“expulsions”  from  all  other  areas  (e.g.,  capturing  persons  in  non-U.S. 
territory and rendering them to other States). At the very least, it could be 
argued  that  U.S.  legislation  implementing  CAT  Article  3  evidences  an 
understanding  that  CAT  universally  prohibits  renditions  of  persons  to 
countries where they would face torture, rather than only in cases where 
persons are rendered from the CAT Member State’s territory.

Two possible counter-arguments could be made to this position, at least 
in certain circumstances. The first and perhaps most compelling counter-
argument is that,  as mentioned previously,  although the Foreign Affairs 
Reform and Restructuring Act of 1998 generally prohibits  persons from 
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being expelled, extradited, or involuntarily returned regardless of whether 
the person is physically present in the United States, Section 2243(c) of the 
act  makes  an  exception  requiring  federal  agencies  to  exclude  from the 
protection of CAT-implementing regulations any aliens who, inter alia, are 
reasonably believed to pose a danger to the United States, “to the maximum 
extent  [such  exclusions  are]  consistent”  with  CAT  obligations.67 
Accordingly,  presuming  for  the  sake  of  argument  that  CAT  does  not  
protect persons believed to be security dangers from being rendered from 
outside  the United States, the Foreign Affairs Reform and Restructuring 
Act of 1998 would require such persons to be excluded from the protection 
of any CAT-implementing regulations that would otherwise prohibit their 
rendition.

A  second  counter-argument  that  could  be  made  is  that  the  clause 
“regardless  of  whether  the  person  is  physically  present  in  the  United 
States” should be read only in reference to the prohibition contained in the 
CAT-implementing legislation upon the “involuntary return” of persons to 
countries where they would more likely than not be tortured, and not be 
read  in  reference  to  the  prohibition  on  the  extradition  or  expelling  of 
persons. CAT Article 3 obligates States not to “expel, return (‘refouler’) or 
extradite  a person” to a State where he would be at substantial  risk of 
torture.  The  principle  of  non-refoulement  is  commonly  understood  to 
prohibit not simply the return of persons from the territory of the receiving 
State, but also bars a State from “turning back” persons at its borders and 
compelling  their  involuntary  return  to  their  to  torture  the  rendered 
individual, that official could be criminally liable under the torture statute.
69

However,  it  appears  unlikely  that  a  U.S.  official  would  be  found 
criminally  liable  for  conspiracy  to  commit  torture  if  he  authorized  a 
rendition after receiving assurances that the rendered person would not be 
tortured. It is generally understood that a conspiracy to commit a crime 
requires  an  agreement  between  parties  for  a  common  purpose.70 
Presuming that the United States received assurances before rendering a 
person to another country, it would be difficult to argue that the official 
“agreed” to facilitate the rendered person’s subsequent torture.
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Other Statutes and Treaties Relevant to the Issue of Rendition

Although CAT and its  implementing legislation provide the primary 
legal  constraints  upon the  rendition  of  persons  to  countries  believed to 
engage  in  torture,  some  other  treaties  and  statutes  are  also  potentially 
relevant. The following paragraphs briefly discuss a few of them.

1949  Geneva  Conventions.  In  certain  situations,  the  1949  Geneva 
Conventions may impose limitations on the use of renditions. Each of the 
four Conventions accords protections to specified categories of persons in 
armed  conflict  or  in  post-conflict,  occupied  territory.71  The  torture, 
inhumane,  or  degrading  treatment  of  persons  belonging  to  specified 
categories  —  including  civilians  and  country  of  origin.68  Unlike  CAT 
Article 3, CAT-implementing legislation enacted by the United States does 
not use the term “refouler.” However, its use of the phrase “involuntary 
return...regardless of whether the person is physically present in the United 
States” appears  to reflect  the  principle  of  non-refoulement  expressed in 
CAT. 

Regardless of whether or not renditions that occur outside of the United 
States are covered under CAT Article 3 and CAT-implementing legislation 
and  regulations,  CAT  Article  4  and  corresponding  domestic  law 
criminalizing  all  acts  of  torture  and  complicity  therein  would  be 
controlling. Accordingly, U.S. officials could not conspire with officials in 
other States to render a person so that he would be tortured. As discussed 
below, however, criminal penalties may not necessarily attach to a person 
who renders another with the knowledge that he will likely be tortured.

Criminal Sanctions for Participation in Torture. CAT Article 4 and the 
federal torture statute do not expressly prohibit the transfer of a person to 
a State where he is more likely than not to face torture. Indeed, the federal 
torture  statute  only  imposes  criminal  penalties  for  acts  or  attempts  to 
commit  torture  and,  most  relevantly  to  the  subject  of  renditions, 
conspiracies to commit torture. Clearly, if a U.S. official rendered a person 
to  another  country  with  instructions  for  the  country  In  addition,  “[n]o 
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physical or moral coercion shall be exercised against protected [civilians], 
in particular to obtain information from them or from third parties.”73

The Geneva Conventions impose limitations on the transfer of protected 
persons.  Civilians  may  not  be  forcibly  (as  opposed  to  voluntarily) 
transferred to another State.74 A violation of this obligation represents a 
“grave  breach”  of  the  relevant  Geneva  Convention  and  therefore 
constitutes a  war crime.75 However,  it  is  not  a violation of  the Geneva 
Conventions  to  extradite  such  persons,  in  compliance  with  extradition 
treaties concluded before the outbreak of hostilities, who are charged with 
ordinary criminal law offenses.76

Neither  civilians  nor  protected  POWs  may  be  transferred  to 
penitentiaries for disciplinary punishment.77 In addition, persons protected 
by the Conventions may only be transferred to other Convention parties, 
and  then  only  after  the  transferring  Power  “has  satisfied  itself  of  the 
willingness  and  ability  of  such  transferee  Power  to  apply  the 
Convention.”78 If the transferee Power fails to abide by the Convention in 
any  important  respect  (e.g.,  torturing  a  transferred  person),  upon 
notification  the  transferring  Power  is  required  to  either  request  their 
return or “take effective measures to correct the situation.”79 

In the case of armed conflicts that are not of an international character 
and  occur  in  the  territory  of  a  High  Contracting  Party,  each  party  is 
obligated  under  Article  3  of  each  of  the  1949  Geneva  Conventions 
(Common Article 3) to accord de minimus protections to “[p]ersons taking 
no active part in the hostilities, including members of armed forces who 
have laid down their arms and those placed  hors de combat  by sickness, 
wounds, detention, or any other cause.” Parties are required to treat such 
persons “humanely,” and are prohibited from subjecting such persons to 
“violence  to  life  and  person...mutilation,  cruel  treatment  and  torture  ... 
[and]  [o]utrages  upon  personal  dignity,  in  particular  humiliating  and 
degrading treatment.”
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As  mentioned  previously,  the  Geneva  Conventions  apply  in  limited 
circumstances. Besides only applying in armed conflict or in post-conflict 
occupied territory, the Conventions also only expressly protect designated 
categories  of  persons  (though  such  persons  may  nevertheless  be  owed 
certain  protections  under  customary  laws  of  war).  Though  its 
determinations have been subject to criticism,80 the Bush Administration 
has posited that while the Conventions apply in Iraq and Afghanistan, Al 
Qaeda  members  (outside  of  Iraq,  at  least)  are  not  covered  under  the 
Conventions,  as  they are  neither  a  State  nor  a  party  to  the  treaties.81 
Reportedly,  the  Administration  has  also  concluded  that  the  Geneva 
Convention  prohibition  on  the  “forcible  transfer”  of  civilians  does  not 
apply  to  “illegal  aliens”  who  have  entered  Iraq  following  the  U.S.-led 
invasion,  or  bar  the  temporary  removal  of  persons  from Iraq  for  the 
purposes of interrogation.82

War Crimes Act. The War Crimes Act imposes criminal penalties upon 
U.S. nationals or Armed Forces members who commit severe war crimes.83 
Persons who commit applicable war crimes are potentially subject to life 
imprisonment or, if death results from such acts, the death penalty. War 
crimes include violations of Common Article 3 of the Geneva Conventions, 
as  well  as  “grave  breaches”  of  the  Conventions,84  such  as  torture  of 
protected POWs or civilians and the “unlawful deportation or transfer or 
unlawful confinement” of protected civilians.85 

As discussed previously, the Bush Administration has taken the position 
that Geneva Convention protections do not necessarily extend to persons 
who would  perhaps  most  likely  be  subject  to  renditions  (i.e.,  Al  Qaeda 
members, “illegal aliens” in Iraq).

International Covenant on Civil and Political  Rights.  Article 7 of the 
International Covenant on Civil and Political Rights (ICCPR),86 ratified 
by the United States in 1992, prohibits the State Parties from subjecting 
persons  “to  torture  or  to  cruel,  inhuman,  or  degrading  treatment  or 
punishment.”87 The Human Rights Committee, the monitoring body of the 
ICCPR,  has  interpreted  this  prohibition  to  prevent  State  Parties  from 
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exposing  “individuals  to  the  danger  of  torture  or  cruel,  inhuman  or 
degrading treatment or punishment upon return to another country by way 
of their extradition, expulsion or refoulement.”88 Although the Committee 
is charged with monitoring the compliance of parties with the ICCPR and 
providing recommendations for improving treaty abidance, its opinions are 
not binding law.

U.S. ratification of the ICCPR was contingent upon the inclusion of a 
reservation that the treaty’s substantive obligations were not self-executing 
(i.e.,  to take effect domestically,  they require implementing legislation in 
order for courts to enforce them, though U.S. obligations under the treaty 
remain binding under international law).89 The United States also declared 
that it considered Article 7 binding “to the extent that ‘cruel, inhuman or 
degrading  treatment  or  punishment’  [prohibited  by  ICCPR  Article  7] 
means the cruel and unusual treatment or punishment prohibited by the 
Fifth,  Eighth, and/or Fourteenth Amendments to the Constitution of the 
United States.”90

The United States has not enacted laws or regulations to comply with 
the Human Rights Committee’s position that ICCPR Article 7 prohibits the 
transfer of persons to countries where they would likely face torture or 
cruel,  inhuman,  or  degrading  treatment.  CAT-implementing  regulations 
prohibit the transfer of persons to countries where they would more likely 
than not face torture, but not cruel, inhuman, or degrading treatment that 
does not rise to the level of torture.

Universal  Declaration  of  Human Rights.  The U.N.  Charter  provides 
that it is the duty of the United Nations to promote “universal respect for, 
and  observance  of,  human  rights  and  fundamental  freedoms,”91  and 
Member  States  have  an  obligation  to  work  jointly  and  separately  to 
promote such rights and freedoms.92 In 1948, the U.N. General Assembly 
adopted the  Universal  Declaration  of  Human Rights,93  to  explicate  the 
“human  rights  and  fundamental  freedoms”  that  Member  States  were 
obliged  to  protect.  The  Universal  Declaration  prohibits,  inter  alia,  the 
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arbitrary arrest,  detention, or exile of persons,94 as well  as torture and 
cruel, inhuman, or degrading treatment.95

The  Universal  Declaration  is  not  a  treaty  and  accordingly  is  not 
technically  binding  on  the  United  States,96  though  a  number  of  its 
provisions are understood to reflect  customary international  law.97 The 
Universal Declaration does not include an enforcement provision.

                                                   CRS

Administrative Subpoenas and National Security Letters in 

Criminal and Intelligence Investigations: A Sketch 

                                    RS22122 (April 15, 2005)
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                                           Summary 

Administrative  subpoena  authority,  including  closely  related  national 
security  letter  authority,  is  the  power  vested  in  various  administrative 
agencies to compel testimony or the production of documents or both in aid 
of  the  agencies’  performance  of  their  duties.   Both  the  President  and 
Members of Congress have called for statutory adjustments relating to the 
use of administrative subpoenas and national security letters in criminal 
and foreign intelligence investigations.  One lower federal court has found 
the sweeping gag orders and lack of judicial review that mark one of the 
national security letter practices constitutionally defective. Proponents of 
expanded use emphasize the effectiveness of administrative subpoenas as an 
investigative tool and question the logic of its availability in drug and health 
care fraud cases but not in terrorism cases.  Critics suggest that it is little 
more than a constitutionally suspect “trophy” power, easily abused and of 
little legitimate use.

Background:  Administrative  subpoenas  are  not  a  traditional  tool  of 
criminal law investigation,  but neither are they unknown.  Administrative 
subpoenas and criminal  law overlap in at least four areas.  First, under 
some administrative regimes it is a crime to fail to comply with an agency 
subpoena  or  with  a  court  order  secured  to  enforce  it.   Second,  most 
administrative schemes are subject to criminal prohibitions for program-
related  misconduct  of  one  kind  or  another,  such  as  bribery  or  false 
statements,  or  for  flagrant  recalcitrance  of  those  subject  to  regulatory 
direction.  In this mix, agency subpoenas usually produce the grist for the 
administrative mill, but occasionally unearth evidence that forms the basis 
for a referral to the Department of Justice for criminal prosecution. Third, 
in an increasing number of situations,  administrative subpoenas may be 
used  for  purposes  of  conducting  a  criminal  investigation.   Finally, 
particularly  in  the  context  of  subpoenas  used for  criminal  investigative 
purposes  involving  intelligence  matters,  disclosure  of  the  existence  of  a 
subpoena may be a criminal offense.  

Several statutes at least arguably authorize the use of administrative 
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subpoenas primarily or exclusive for use in a criminal investigation in cases 
involving  health  care  fraud,  child  abuse,  Secret  Service  protection, 
controlled  substance  cases,  and  Inspector  General  investigations.   In 
addition, five statutory provisions vest government officials responsible for 
certain  foreign  intelligence  investigations  with  authority  comparable  to 
administrative subpoena access to various types of records.  

Administrative  Subpoenas  Generally:  Administrative  agencies  have  long 
held the power to issue subpoenas and subpoenas duces tecum in aid of the 
agency’s adjudicative and investigative functions.  There are now over 300 
instances  where  federal  agencies  have  been  granted  administrative 
subpoena  power  in  form or  another.   The  statute  granting  the  power 
ordinarily describes the circumstances under which it may be exercised: 
the  scope  of  the  authority,  enforcement  procedures,  and  sometimes 
limitations  on  dissemination  of  the  information  subpoenaed.   In  some 
instances, the statute may grant the power to issue subpoena duces tecum, 
but explicitly or implicitly deny the agency authority to compel testimony. 
The statute may authorize use of the subpoena power in conjunction with 
an agency’s investigations or its administrative hearings or both.  Authority 
is  usually  conferred  upon  a  tribunal  or  upon  the  head  of  the  agency. 
Although  some  statutes  preclude  or  limit  delegation,  agency  heads  are 
usually  free to delegate  such authority and to authorize its  redelegation 
thereafter within the agency.   Failure to comply with an administrative 
subpoena may  pave  the  way  for  denial  of  a  license  or  permit  or  some 
similar adverse administrative decision in the matter to which the issuance 
of  the  subpoena  was  originally  related.   In  most  instances,  however, 
administrative  agencies  ultimately  rely upon the  courts  to  enforce  their 
subpoenas.  Generally, the statute that grants the subpoena power will spell 
out the procedure for its enforcement. 

Objections to the enforcement of  administrative subpoenas must  be 
derived  from  one  of  three  sources:  a  constitutional  provision;  an 
understanding on the part of Congress; or the general standards governing 
judicial enforcement of administrative subpoenas. Constitutional challenges 
arise  most  often  under  the  Fourth  Amendment’s  condemnation  of 
unreasonable  searches  and  seizures,  the  Fifth  Amendment’s  privilege 
against  self-incrimination,  or  the  claim  that  in  a  criminal  context  the 
administrative subpoena process is an intrusion into the power of the grand 
jury and its concomitant Fifth Amendment right to grand jury indictment. 

In an early examination of the questions, the Supreme Court held that 
the Fourth Amendment did not preclude enforcement of an administrative 
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subpoena issued by the Wage and Hour Administration notwithstanding 
the  want  of  probable  cause.   Neither  the  Fourth  Amendment  nor  the 
unclaimed  Fifth  Amendment  privilege  against  self-incrimination  were 
thought to pose any substantial  obstacle  to subpoena enforcement.  Soon 
thereafter  a  second  case  echoed  the  same  message  —  the  Fourth 
Amendment  does  not  demand a great  deal  of  administrative  subpoenas 
addressed to corporate entities, a governmental investigation into corporate 
matters may be of such a sweeping nature and so unrelated to the matter 
properly  under  inquiry  as  to  exceed  the  investigatory  power.  But  it  is 
sufficient if the inquiry is within the authority of agency, the demand is not 
too indefinite and the information sought is reasonably relevant. The gist of 
the protection is in the requirement that the disclosure sought shall not be 
unreasonable.  A statute or judicial tolerance, however, may require what 
the Constitution does not.  Nevertheless when asked if the Internal Revenue 
Service (IRS) must have probable cause before issuing a summons for the 
production of documents, the Court intoned the standard often repeated in 
response to an administrative subpoena challenge,  the Commissioner need 
not  meet  any  standard  of  probable  cause  to  obtain  enforcement  of  his 
summons.  He  must  show  [1]  that  the  investigation  will  be  conducted 
pursuant to a legitimate purpose, [2] that the inquiry may be relevant to the 
purpose,  [3]  that  the  information  sought  is  not  already  within  the 
Commissioner’s possession, and [4] that the administrative steps required 
by the Code have been followed . . . . This does not mean that under no 
circumstances  may the court  inquire  into the underlying reason for the 
examination.   It  is  the  court’s  process  which  is  invoked to  enforce  the 
administrative  summons  and  a  court  may  not  permit  its  process  to  be 
abused. 

 (FBI, interrogations & torture)
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Valerie E. Caproni General Counsel Federal Bureau of Investigation

Statement before the Senate Committee on the Judiciary

                              (Detainees & Torture)

                                           (June 10, 2008)

http://www.fbi.gov/congress/congress08/caproni061008.htm

Good morning Madame Chairwoman, Ranking Member Specter, and 
Members of the Committee. It is my pleasure to appear before you today to 
discuss with the Committee the Inspector General’s report—“A Review of 
the FBI’s Involvement in and Observations of Detainee Interrogations in 
Guantanamo Bay,  Afghanistan,  and Iraq.”  The FBI  is  pleased that  the 
Office of the Inspector General (IG) credited the FBI for its “…conduct 
and professionalism in the military zones of Guantanamo Bay, Afghanistan, 
and Iraq.” 

The primary mission of the FBI is to lead law enforcement and domestic 
intelligence  efforts  to  protect  the  United  States  and  its  interests  from 
terrorism.  FBI  intelligence  derived  from  Iraq,  Afghanistan,  and 
Guantanamo Bay has led to numerous investigations to identify and disrupt 
terrorist  threats  in  the  United  States  and  has  provided  important 
intelligence in ongoing investigations.

We were also pleased to see the conclusion of  the IG that  “the vast 
majority of FBI agents in the military zones understood that existing FBI 
policies prohibiting coercive interrogation tactics continued to apply in the 
military zones and that they should not engage in conduct overseas that 
would not be permitted under FBI policy in the United States.” The IG 
credited the FBI for deciding in 2002 to continue to apply FBI interrogation 
policies to the detainees in the military zones. The report found that “most 
FBI  agents  adhered  to  the  FBI’s  traditional  rapport-based  interview 
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strategies  in  the  military  zones…” The  IG also  “found  no instances  in 
which an FBI agent participated in clear detainee abuse of the kind that 
some military interrogators used at Abu Ghraib prison.” The IG credited 
“the good judgment of the agents deployed to the military zones as well as 
guidance that some FBI supervisors provided.” 

Consistent  with  the  FBI’s  long  history  of  success  in  custodial 
interrogations,  FBI policy  is  to  employ  the  same non-coercive,  rapport-
based  interview techniques  when  interviewing  detainees  encountered  in 
military zones that we employ in every aspect of our mission, whether in 
the United States or abroad. As the IG’s report emphasizes, the FBI chose 
not to participate with other government agencies in joint interrogations in 
which techniques not allowed by the FBI in the United States were used. 
When confronted with the question whether the FBI should join agencies 
using  more  aggressive  interviewing  techniques,  FBI  Director  Mueller 
decided that the FBI would not do so. As the IG report notes: “…the FBI 
has  consistently  stated  its  belief  that  the  most  effective  way  to  obtain 
accurate information is to use rapport-building techniques in interviews.” 

The IG found that FBI employees, for the most part, sought to resolve 
any concern that they had with the interrogation techniques used by other 
agencies  by  either  reporting  them  to  their  supervisors  or  by  working 
directly with the other agencies. 

As the IG report notes, after the Abu Ghraib disclosures, the FBI issued 
written  policy  which  reaffirmed  existing  FBI  policy  and  reminded  FBI 
agents that they were prohibited from using coercive or abusive techniques. 
The  policy  directed  agents  that  they  were  not  to  participate  in  any 
treatment or interrogation technique that is in violation of FBI guidelines 
and  that  FBI  agents  were  required  to  report  any  incident  in  which  a 
detainee  was  either  abused  or  mistreated.  The  policy  relied  on  the 
education, training and experience of the FBI agents to have a sufficient 
understanding of the words “abuse” and “mistreatment” and to use the 
same  sound  judgment  required  to  make  such  determinations  while 
executing their duties domestically. 
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All  allegations  of  detainee  mistreatment  during  the  course  of 
interrogations  were  reviewed by FBI Headquarters  and referred to  the 
appropriate agency for investigation. 

In short, FBI agents performed admirably in a war-zone environment 
unfamiliar to many of them. The FBI will continue to use rapport-building 
techniques when conducting interviews in the military zones. Additionally, 
as  Director  Mueller has  stated,  “The  FBI  will  continue  to  provide 
comprehensive training and pre-deployment preparation to our agents and 
other employees who may be assigned to military zones…These individuals 
perform a vital function in dangerous environments in order to fulfill the 
FBI’s  post-9/11  mission  to  develop  intelligence  and  prevent  terrorist 
attacks.” 

I appreciate the opportunity to appear before the Committee, and look 
forward to your questions. Thank you. 
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(Patriot Act and National Security Letters)

Statement by Valerie E. Caproni, General Counsel, Federal Bureau of Investigation Before 
the House  Committee on the Judiciary, Subcommittee on the Constitution, Civil Rights, 

and Civil Liberties

NATIONAL SECURITY LETTERS

                                                         (April 15, 2008)

http://www.fbi.gov/congress/congress08/caproni041508.htm

Good  afternoon  Mr.  Chairman,  Ranking  Member  Franks,  and 
Members of  the  Subcommittee.  It  is  my pleasure  to  appear  before  you 
today to discuss with the Subcommittee the FBI's use of national security 
letters  (NSLs),  particularly  in  light  of  the  Inspector  General's  report 
released on March 9, 2007, and his follow-on report released on March 13, 
2008. The IG's reports are fair, acknowledging the importance of NSLs to 
the ability of the FBI to conduct the national security investigations that are 
essential  to  keeping  the  country  safe.  Importantly,  the  Office  of  the 
Inspector General (OIG) found no deliberate or intentional misuse of the 
NSL authorities, Attorney General Guidelines, or FBI policy. Furthermore, 
I want to emphasize two extremely important points  regarding the IG's 
second  report  (i.e.,  the  one  released  on  March  13,  2008).  That  report 
covered 2006,  before the FBI had in place  its  modifications  designed to 
ensure  the NSL problems the IG identified in his  initial  report  are not 
repeated.  As  a  result,  the  problems  addressed  in  the  second  report 
obviously do not reflect a failure to respond to the 2007 IG report. Second, 
we appreciate that the IG in his second report found that we have made 
tremendous strides in resolving the problems previously identified and that 
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we  appear  to  be  on  track  to  implementing  policies  and  procedures  to 
minimize the likelihood that the problems will recur. Specifically, the IG 
found that the FBI has made significant progress responding to the issues 
raised in the first report and that the FBI's leadership has made this issue a 
top priority.

Although not intentionally, we fell short in our obligation to report to 
Congress on the frequency with which we use this  tool  and to establish 
rigorous  internal  controls  to  ensure  all  NSLs  were  served  strictly  in 
accordance  with  legal  requirements  and  to  ensure  that  any  materials 
received from third parties were in strict compliance with the NSL served 
on that party. Director Mueller concluded from the IG's 2007 report that 
we  needed  to  redouble  our  efforts  to  ensure  that  there  would  be  no 
repetition of the mistakes of the past, however lacking in willfulness, and I 
share his commitment.  We appreciate the attention of Congress to these 
audits,  which  were  called  for  in  the  USA PATRIOT Improvement  and 
Reauthorization  Act.  We  welcomed  the  OIG's  reviews  regarding  this 
important tool's use. The first report made 10 recommendations and the 
second made 17 recommendations. The recommendations were designed to 
provide controls over the issuance of NSLs, the creation and maintenance 
of accurate records necessary for Congressional reporting and procedures 
to ensure that "over productions" (i.e., records from NSL recipients that 
were not called for by the NSL) were appropriately handled. The FBI fully 
supports each of the 27 recommendations and concurs with the IG that, 
when implemented, these reforms will ensure full compliance with both the 
letter and the spirit of the authorities entrusted to the Bureau. 

H.R. 3189

We are aware of H.R. 3189, currently titled as the proposed National 
Security Letters Reform Act of  2007,  that  was introduced last  July and 
subsequently referred to this Subcommittee last September. Important to 
the consideration of  any legislative  changes  are the many oversight  and 
internal control mechanisms that the FBI has established since the release 
of the IG's first report. We believe these are important steps and that, in 

Page | 567



U.S. National Security Law

light of the FBI's tremendous progress in this  regard, further legislative 
changes, including the measures envisioned by H.R. 3189, would be neither 
necessary nor appropriate.

FBI Corrective Measures

Several  years  ago,  the  FBI's  process  for  tracking  NSLs  for 
Congressional  reporting purposes shifted from a totally  manual  process, 
where  NSL data was  written on 3" x 5" cards,  to  a  standalone  Access 
database. This database is referenced in the first IG report as the Office of 
General Counsel (OGC) database. While the OGC database was a giant 
technological  step forward from 3" x 5" cards,  it  was not  an adequate 
system given the  increase  in  NSL usage  since  9/11.  Approximately  two 
years ago, we recognized that our technology was inadequate, and we began 
developing  a  system for  improved  data  collection.  The  new  system,  in 
addition to improving data collection, now automatically prevents many of 
the NSL-related errors referenced in the IG reports. Specifically, we built 
an  NSL  subsystem  within  the  already  existing,  highly  successful  FISA 
Management System to function as a workflow tool that automates much of 
the  work in preparing NSLs and their  associated paperwork.  The NSL 
subsystem is designed to require the user to enter certain data before the 
workflow can proceed and requires specific reviews and approvals before 
the request for the NSL can proceed. Through this process, the FBI can 
automatically  ensure  that  certain  legal  and administrative  requirements 
are  met  and  that  required  reporting  data  is  accurately  collected.  For 
example, by requiring the user to identify the investigative file from which 
the NSL is to be issued, the system verifies the status of that file to ensure 
that it  is still  open and current,  and it ensures that NSLs are not being 
requested out of control or administrative files. 

The NSL subsystem was designed so that the FBI employee requesting 
an  NSL  enters  data  only  once.  Among  other  things,  this  minimizes 
transcription errors that give rise to unauthorized collections that must be 
reported to the Intelligence Oversight Board. In addition, requesters are 
required to provide the narrative necessary to explain why the NSL is being 
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sought, the factual basis for making a determination that the information is 
relevant to an appropriately predicated national security investigation, and 
the basis for a determination that the NSL should include a non-disclosure 
provision, if such a provision is included within that particular NSL. As 
with the FISA Management System, this subsystem has a comprehensive 
reporting capability. 

We began working with developers on the NSL subsystem in February 
2006, and after a brief piloting period, its rollout was completed on January 
1,  2008.  Now, as  we move forward,  and as  we continue to make minor 
system modifications to address certain situations, I am more confident that 
the data we report to Congress on NSLs issued subsequent to January 1, 
2008 will be as accurate as possible. 

One particularly significant finding in the IG's first report involved the 
use  within  one  unit  at  FBI  Headquarters  of  so-called  "exigent  letters." 
These letters were provided to telephone companies with requests for toll 
billing information regarding telephone numbers. All of the letters stated 
that  there  were  exigent  circumstances.  Many  of  the  letters  stated  that 
federal  grand  jury subpoenas  had  been requested  for  the  records  even 
though, in fact, no such request for grand jury subpoenas had been made, 
while others promised national security letters. From an audit and internal 
control perspective, the FBI did not document the nature of the emergency 
circumstances that led it to ask for toll records in advance of proper legal 
process,  did  not  keep  copies  of  the  exigent  letters  it  provided  to  the 
telephone companies,  and did not  keep records showing whether it  had 
subsequently provided either the legal process promised or any other legal 
process. Further, based on interviews the IG conducted, some employees 
indicated  that  there  was  not  always  any  emergency  relating  to  the 
documents that were sought. 

The FBI is working jointly with the IG in its investigation of the exigent 
letter situation. Because that matter is still  under investigation, I cannot 
address  it  in  any  depth.  However,  I  would  like  to  emphasize  that,  in 
response  to  the  obvious  internal-control  lapses  this  situation  highlights, 
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changes  have  already been made  to  ensure  that  this  situation  does  not 
recur.  Now, any agent who needs to obtain records protected under the 
Electronic Communications  Privacy Act  (ECPA) on an emergency basis 
must  do so pursuant  to  18  U.S.C.  §  2702.  Section  2702(c)(4)  permits  a 
carrier to provide non-content information regarding its customers to the 
government  "if  the  provider,  in  good  faith,  believes  that  an  emergency 
involving danger of death or serious physical injury to any person requires 
disclosure  without  delay  of  information  relating  to  the  emergency[.]" 
Although not required by the statute, FBI policy requires that a request for 
such disclosure generally must be in writing and must clearly state that the 
disclosure without legal process is at the provider's option. The request for 
documents must be approved at a level not lower than Assistant Special 
Agent in Charge (ASAC) in a field office and not lower than Section Chief 
at  Headquarters.  The letter  request  must  set  out  the  basic  facts  of  the 
emergency so that the provider can make some assessment on whether it 
concurs that there is an emergency. In addition, the fact that documents 
were obtained pursuant to a 2702 letter, as well as ASAC approval, must be 
documented in an Electronic Communication (EC). While the policy allows 
for  oral  approval  by  the  ASAC,  OGC  requires  that  the  approval  be 
documented after the fact if it is not possible to do so prior to receipt of the 
records.  We  believe  this  policy  permits  our  agents  to  quickly  obtain 
telephone records in cases of true emergency while creating strong internal 
control mechanisms, which are subject to audit, to ensure that 2702 is not 
abused. 

One important realization—across the board, not merely in the context 
of NSLs—was that, although the FBI generally had appropriate procedures 
in  place,  it  did  not  have  an  effective  mechanism  to  ensure  that  the 
procedures were being followed. As a result, the Director established a new 
Office of Integrity and Compliance, reporting to the Deputy Director, to 
identify proactively those areas where there are weaknesses or potential 
weaknesses  in  internal  controls,  inadequate  policies  or  training,  or 
inadequate compliance mechanisms and to address them. As the Director 
recently  testified  before  another  House  Subcommittee:  "The  lesson  we 
learned from this episode is that it's insufficient to issue procedures without 
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also having a mechanism to assure that the procedures are being followed 
in our 56 field offices and in our 400 resident agencies."

Other  corrective  measures  the  FBI  has  implemented  include,  for 
example, a very important and comprehensive EC, dated June 1, 2007, that 
set forth in one document all FBI policy regarding NSLs. The preparation 
of that EC involved, among other things, meetings with various national-
level privacy groups and certain congressional staff members. Extremely 
valuable  suggestions  resulted from those  meetings,  many of  which were 
incorporated into the FBI's guidance. The EC and other FBI guidance now 
require, for example, that all NSLs must be reviewed and approved by a 
Chief  Division  Counsel,  an  Associate  Division  Counsel,  or  an  attorney 
within  the  FBI's  National  Security  Law  Branch.  These  attorneys  must 
provide independent legal review of all NSLs. The guidance also bars the 
use of exigent letters, requires reviewers to ensure relevance to an open 
national  security  investigation  and compliance  with other  statutory  and 
procedural requirements, outlines how so-called "over-collected material" 
must be handled, and requires signed copies of the NSLs to be retained. 
Furthermore,  to  implement  these  policy  changes  and  to  educate  FBI 
employees  on  common  NSL-related  problems,  we  have  placed  heavy 
emphasis on NSLs in our training of agents, analysts, and other employees 
involved in  national  security  investigations.  Now,  whenever  an attorney 
from the National Security Law Branch visits a field office, that attorney 
conducts training on NSLs. In addition, we created a detailed online NSL 
training course which is required for every employee who is involved in 
drafting, reviewing, or approving NSLs. 

Conclusion

We in the FBI know that we can accomplish our mission of keeping the 
country safe only if we are trusted by all segments of the American public. 
With  events  like  the  London terror  attacks  of  three  years  ago and the 
Canadian plot to use fertilizer bombs to destroy buildings in Canada in 
2006, we have all been reminded of the risk of a catastrophic attack from 
homegrown terrorists. Our single best defense against such an attack is the 
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eyes and ears of all Americans—but particularly of those segments of the 
population in which the risk of radicalization is the highest. We need people 
in those communities to call us when they hear or see something that looks 
amiss. We know that we reduce the probability of that call immeasurably if 
we lose the confidence of those segments of the population 
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(Historical & Legal Aspects of Use of Force)

                                                   CRS 

Declarations of War and Authorizations for the Use of Military 
Force: Historical Background and Legal Implications

RL31133 (Updated August 11, 2006)

http://www.fas.org/man/crs/IB81050.pdf

Summary

From the Washington Administration to the present, Congress and the 
President  have  enacted  11  separate  formal  declarations  of  war  against 
foreign nations in five different wars. Each declaration has been preceded 
by a presidential request either in writing or in person before a joint session 
of  Congress.  The  reasons  cited  in  justification  for  the  requests  have 
included armed attacks on United States territory or its citizens and threats 
to United States rights or interests as a sovereign nation.

Congress and the President have also on a number of occasions enacted 
authorizations  for  the  use  of  force  instead of  declarations  of  war.  Most 
commonly, such measures have authorized the use of force against either a 
named country or unnamed hostile nations in a given region. In most cases, 
the  President  has  requested  the  authority,  but  Congress  has  sometimes 
given  the  President  less  than  what  he  asked  for.  In  contrast  to  the 
declarations of war, not all authorizations for the use of force have resulted 
in  actual  combat.  Both  declarations  and  authorizations  require  the 
signature of the President in order to become law.

In contrast to an authorization, a declaration of war in itself creates a 
state of war under international law and legitimates the killing of enemy 
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combatants,  the seizure of  its  property,  and the apprehension of  enemy 
aliens. At one time, a declaration was deemed a necessary legal prerequisite 
to a war and was also thought to terminate diplomatic  and commercial 
relations and most treaties between the combatants. In the modern era, the 
international  legal  consequences  of  declarations  have  become  less 
determinate; in fact, declarations have rarely been issued since World War 
II. Perhaps most important, neither a declaration nor an authorization is 
necessary to trigger application of the laws of war, such as the Hague and 
Geneva Conventions; for that, the fact of armed conflict is the controlling 
circumstance.

With  respect  to  domestic  law,  a  declaration  of  war  automatically 
triggers many standby statutory authorities conferring special powers on 
the President with respect  to the military,  foreign trade,  transportation, 
communications, manufacturing, alien enemies, etc. In contrast, no standby 
authorities appear to be triggered automatically by an authorization for the 
use of force. Most standby authorities do not require a declaration of war 
to  be  actualized  but  can  be  triggered  by  a  declaration  of  national 
emergency or simply by the existence of a state of war. Declarations of war 
and authorizations for the use of force waive the time limitations otherwise 
applicable to the use of force imposed by the War Powers Resolution.

This  report  provides  historical  background  on  the  enactment  of 
declarations of war and authorizations for the use of force and analyzes 
their legal effects under international and domestic law. It also sets forth 
their  texts  in  two appendices.  Because  the  statutes  that  confer  standby 
authority on the President and the executive branch potentially play such a 
large role in an armed conflict to which the United States is a party, the 
report includes an extensive listing and summary of the statutes that are 
triggered by a declaration of war, a declaration of national emergency, and/
or the existence of a state of war. The report concludes with a summary of 
the congressional procedures applicable to the enactment of a declaration 
of war or authorization for the use of force and to measures under the War 
Powers Resolution. The report will be updated as circumstances warrant.
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Introduction

Article  I,  §  8,  of  the  Constitution  vests  in  Congress  the  power  “to 
declare  War.”  Pursuant  to  that  power,  Congress  has  enacted  eleven 
declarations of war during the course of American history relating to five 
different wars, the most recent being those that were adopted during World 
War II. In addition, Congress has adopted a number of authorizations for 
the use of military force, the most recent being the joint resolution enacted 
on October 16, 2002, authorizing the use of military force against Iraq. To 
buttress the nation’s ability to prosecute a war or armed conflict, Congress 
has also enacted numerous statutes which confer standby authority on the 
President or the executive branch and are activated by the enactment of a 
declaration of war, the existence of a state of war, or the promulgation of a 
declaration of national emergency.

This report examines a number of topics related to declarations of war 
and authorizations for the use of military force by the United States.1 It (1) 
provides historical background on each of the declarations of war and on 
several major authorizations for the use of force that have been enacted; (2) 
analyzes the implications of declarations of war and authorizations for the 
use of force under both international law and domestic law; (3) lists and 
summarizes the more than 250 standby statutory authorities that can come 
into effect pursuant to a declaration of war, the existence of a state of war, 
and/or a declaration of national emergency; (4) describes the procedures in 
Congress  governing  the  consideration  of  declarations  of  war  and 
authorizations for the use of force, including the procedures under the War 
Powers Resolution; and (5) sets forth in two appendices the texts of all of 
the declarations of war and the major authorizations for the use of force 
that  have  been  enacted.  The  report  does  not  address  the  issue  of  the 
constitutionality of Presidential uses of military force absent a declaration 
of war or authorization for the use of force. The report will be updated as 
circumstances warrant. 

 Terrorist  Attacks against the United States (World Trade Center and the  
Pentagon) 2001. 
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On  September  11,  2001,  terrorists  hijacked  four  U.S.  commercial 
airliners, crashing two into the twin towers of the World Trade Center in 
New  York  City,  and  another  into  the  Pentagon  building  in  Arlington, 
Virginia.  The  fourth  plane  crashed  in  Shanksville,  Pennsylvania  near 
Pittsburgh, after passengers struggled with the highjackers for control of 
the aircraft. The death toll from these incidents was nearly 3000. President 
George W. Bush characterized these attacks as more than acts of terror. 
“They were acts of war,” he said. He added that “freedom and democracy 
are under attack,” and he asserted that the United States would use “all of 
our resources to conquer this enemy.”37

In the days immediately after the September 11 attacks, the President 
consulted with the leaders of Congress on appropriate steps to take to deal 
with the situation confronting the United States.  One of  the things  that 
emerged  from discussions  was  the  concept  of  a  joint  resolution  of  the 
Congress authorizing the President to take military steps to deal with the 
parties responsible for the attacks on the United States. Between September 
13 and 14, draft language of such a resolution was discussed and negotiated 
by the President’s representatives and the House and Senate leadership of 
both  parties.  Other  members  of  both  Houses  suggested  language  for 
consideration. On Friday, September 14, 2001, the text of a joint resolution 
was introduced. It was first considered and passed by the Senate in the 
morning of September 14, as Senate Joint Resolution 23, by a vote of 98-0. 
The House of  Representatives passed it  later that  evening,  by a vote of 
420-1,  after  tabling an identical  resolution,  H.J.Res.  64,  and rejecting a 
motion to recommit by Representative John Tierney that would have had 
the effect, if passed and enacted, of requiring a report from the President 
on his actions under the resolution every 60 days.38

President Bush signed the measure into law on September 18, 2001.39 
The  joint  resolution  authorizes  the  President  to  use  all  necessary  and 
appropriate  force  against  those  nations,  organizations,  or  persons  he 
determines planned, authorized, committed, or aided the terrorist attacks 
that occurred on September 11, 2001, or harbored such organizations or 
persons,  in  order  to  prevent  any  future  acts  of  international  terrorism 
against the United States by such nations, organizations or persons.
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The  joint  resolution  further  states  that  Congress  declares  that  this 
resolution is intended to “constitute specific statutory authorization within 
the meaning of section 5(b) of the War Powers Resolution.” Finally,  the 
joint resolution also states that “[n]othing in this resolution supercedes any 
requirement of the War Powers Resolution.”

A  notable  feature  of  P.L.  107-40  is  that,  unlike  all  other  major 
legislation authorizing the use of military force by the President, this joint 
resolution  authorizes  military  force  against  not  only  nations  but  also 
organizations and persons linked to the September 11, 2001, attacks on the 
United States. This authorization of military action against organizations 
and persons is unprecedented in American history,  with the scope of its 
reach  yet  to  be  determined.  The  authorization  of  use  of  force  against 
unnamed nations is more consistent with some previous instances where 
authority was given to act against unnamed states as appropriate when they 
became aggressors or took military action against the United States or its 
citizens.

President George W. Bush in signing S.J.  Res.  23 on September 18, 
2001,  stated that  the Congress had acted “wisely,  decisively,  and in the 
finest  traditions  of  our  country.”  He  thanked  the  “leadership  of  both 
Houses for their role in expeditiously passing this historic joint resolution.” 
He noted that he had had the “benefit  of meaningful consultations with 
members  of  the  Congress” since  the  September 11 attacks  and that  he 
would “continue to consult closely with them as our Nation responds to this 
threat to our peace and security.” President Bush also asserted that S.J.Res. 
23 “recognized the authority of the President under the Constitution to take 
action to deter and prevent acts of terrorism against the United States.” He 
also  stated that  “in signing this  resolution,  I  maintain  the  longstanding 
position of the executive branch regarding the President’s constitutional 
authority to use force, including the Armed Forces of the United States, and 
regarding the constitutionality of the War Powers Resolution.”40

The  Bush  Administration  has  interpreted  P.L.  107-40  broadly,  to 
confirm  the  President’s  authority  as  Commander-in-Chief to  conduct 
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antiterrorism  operations  anywhere  in  the  world,  including  within  the 
United  States.41  In  2004,  the  Supreme  Court  affirmed  the  President’s 
powers to detain “enemy combatants” captured in Afghanistan as part of 
the necessary force authorized by Congress, but found that detainees could 
challenge their detention in federal court.42 In light of the Supreme Court 
decisions,  the Administration interprets the joint  resolution to authorize 
any measures that  can be characterized as fundamental  incidents of the 
conduct  of  war,  even where  such measures are  otherwise prohibited by 
statute (at least so long as the statute in question contemplates a statutory 
exception).  Thus,  the  Administration  has  cited  the  joint  resolution  to 
support  the  President’s  power  to  detain  persons  he  has  deemed  to  be 
“enemy combatants” (whether citizens or aliens and without regard to the 
location  or  circumstances  of  their  capture)43  and to  conduct  electronic 
surveillance of communications within the United States without following 
the procedures prescribed in FISA.44 The Supreme Court in 2006 held that 
P.L.  107-40  does  not  override  the  UCMJ as  it  pertains  to  the  trial  of 
captured combatants for violations of the law of war.45

Authorization for Use of Force Against Iraq 2002.

In the summer of 2002, the Bush Administration made public its views 
regarding what it deemed a significant threat to U.S. interests and security 
posed by the prospect  that Iraq had or was acquiring weapons of mass 
destruction. Senior members of the Bush Administration cited a number of 
violations  of  U.N.  Security  Council  resolutions  by  Iraq  regarding  the 
obligation imposed at the end of the Gulf War in 1991 to end its chemical, 
biological and nuclear weapons programs. On September 4, 2002, President 
Bush met with leaders from both Houses and parties at the White House. 
At  that  meeting  the  President  stated  that  he  would  seek Congressional 
support, in the near future, for action deemed necessary to deal with the 
threat posed to the United States by the regime of Saddam Hussein of Iraq. 
The President also indicated that he would speak to the United Nations 
shortly and set out his concerns about Iraq.
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On September 12,  2002,  President Bush addressed the U.N.  General 
Assembly  and  set  out  the  history  of  Iraqi  misdeeds  over  the  last  two 
decades and the numerous times that Iraq had not fulfilled its commitments 
to  comply  with  various  U.N.  Security  Council  resolutions,  including 
disarmament, since the Gulf War of 1991. He stated that the United States 
would work with the U.N. Security Council to deal with Iraq’s challenge. 
However,  he  emphasized that  if  Iraq refused to fulfill  its  obligations  to 
comply with U.N. Security Council resolutions, the United States would see 
that those resolutions were enforced.46

Subsequently, on September 19, 2002, the White House sent a “draft” 
joint resolution to House Speaker Dennis Hastert, House Minority Leader 
Richard Gephardt,  Senate Majority Leader Thomas Daschle and Senate 
Minority  Leader  Trent  Lott.  This  draft  would  have  authorized  the 
President  to  use  military  force  not  only  against  Iraq  but  “to  restore 
international peace and security in the region.” Subsequently introduced as 
S.J. Res. 45 on September 26, it served as the basis for an extensive debate 
over  the  desirability,  necessity,  and  scope  of  a  new  Congressional 
authorization for the use of force. The Senate used this bill as the focus for 
a debate which began, after cloture was invoked, on October 3. The Senate 
debate  continued from October  4  until  October  11,  2002,  and involved 
consideration  of  numerous  amendments  to  the  measure.  In the  end the 
Senate adopted H.J.Res. 114 in lieu of S.J. Res. 45. 

The draft measure was not formally introduced in the House. Instead, 
the  vehicle  for  House  consideration  of  the  issue  was  H.J.Res.  114. 
Cosponsored  by  Speaker  Hastert  and  Minority  Leader  Gephardt  and 
introduced on October 2, 2002, H.J.Res. 114 embodied modifications to the 
White House draft that were agreeable to the White House, most House 
and Senate Republicans, and the House Democratic leadership. The House 
International Relations Committee reported out a slightly amended version 
of the joint resolution on October 7, 2002 (H. Report 107-721). The House 
adopted the rule governing debate on the joint resolution (H.Res. 474) on 
October 8, 2002; and debated the measure until October 10, when it passed 
H.J.Res.  114 by a vote  of  296-133.  Subsequently,  the  Senate  passed the 
House  version  of  H.J.  Res  114 on  October  11  by a  vote  of  77-23,  and 
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President Bush signed the Authorization for Use of Military Force against 
Iraq Resolution of 2002 into law on October 16, 2002.47

In signing H.J.Res. 114 into law, President Bush noted that by passing 
this  legislation  the  Congress  had  demonstrated  that  “the  United  States 
speaks with one voice  on the  threat  to international  peace  and security 
posed by Iraq.” He added that the legislation carried an important message 
that “Iraq will either comply with all U.N. resolutions, rid itself of weapons 
of mass destruction, and ...its support for terrorists, or will be compelled to 
do so.” While the President noted he had sought a “resolution of support” 
from Congress to use force against  Iraq,  and appreciated receiving that 
support, he also stated that

...my request for it did not, and my signing this resolution does 
not,  constitute  any  change  in  the  long-standing  positions  of  the 
executive branch on either the President’s constitutional authority 
to use  force  to deter,  prevent,  or respond to aggression or  other 
threats  to  U.S.  interests  or  on  the  constitutionality  of  the  War 
Powers Resolution.

The President went on to state that on the “important question of the 
threat posed by Iraq”, his views and goals and those of the Congress were 
the same. He further observed that he had extensive consultations with the 
Congress in the past months, and that he looked forward to “continuing 
close  consultation in the  months ahead.”  He stated his  intent  to submit 
written reports  to  Congress  every 60 days  on  matters  “relevant  to  this 
resolution.”48

The  central  element  of  P.L.  107-243  is  the  authorization  for  the 
President to use the armed forces of the United States

as he determines to be necessary and appropriate in order to - 
(1)  defend  the  national  security  of  the  United  States  against  the 
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continuing threat posed by Iraq; and (2) enforce all relevant United 
Nations Security Council resolutions regarding Iraq.

As predicates for the use of force, the statute requires the President to 
communicate to Congress his determination that the use of diplomatic and 
other peaceful means will not “adequately protect the United States ... or ... 
lead  to  enforcement  of  all  relevant  United  Nations  Security  Council 
resolutions” and that the use of force is “consistent” with the battle against 
terrorism. Like P.L. 102-1 and P.L. 107-40, the statute declares that it is 
“intended to constitute specific statutory authorization within the meaning 
of  section  5(b)  of  the  War  Powers  Resolution.”  It  also  requires  the 
President to make periodic reports to Congress “on matters relevant to this 
joint resolution.” Finally, the statute expresses Congress’ “support” for the 
efforts  of  the  President  to  obtain  “prompt  and  decisive  action  by  the 
Security Council” to enforce Iraq’s compliance with all relevant Security 
Council resolutions.

Public Law 107-243 clearly confers broad authority on the President to 
use force. In contrast to P.L. 102-1, the authority granted is not limited to 
the  implementation  of  previously  adopted  Security  Council  resolutions 
concerning Iraq but includes “all relevant ... resolutions.” Thus, it appears 
to incorporate future resolutions concerning Iraq that may be adopted by 
the Security Council as well as those adopted prior to the enactment of P.L. 
107-243. The authority also appears to extend beyond compelling Iraq’s 
disarmament to implementing the full range of concerns expressed in those 
resolutions.  Unlike P.L.  107-40,  the President’s exercise  of the authority 
granted is  not  dependent upon a finding that Iraq was associated in some 
direct way with the September 11, 2001, attacks on the U.S. Moreover, the 
authority conferred can be used for the broad purpose of defending “the 
national security of the United States against the continuing threat posed by 
Iraq.” 

P.L. 107-243 does not contain explicit time requirements or call for the 
withdrawal  of  U.S.  troops  by  any  specific  date  or  set  of  criteria. 
Presumably,  continued  force  is  authorized  so  long  as  Iraq  poses  a 
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continuing threat to the United States and the U.S. military presence is not 
inconsistent with relevant U.N. resolutions. While it may be argued that the 
specific threats posed by Iraq during Saddam Hussein’s regime that were 
emphasized  in  the  preamble  to  PL  107-243  no  longer  exist,  it  seems 
reasonable  to  conclude  that  the  authorization  to  use  force  includes 
authority  to  use  the  military  to  occupy  Iraq,  consistent  with  the 
international  law  of  armed conflict,  until  a  new government  is  able  to 
maintain control over the territory.50 This conclusion is bolstered by U.N. 
Security  Council  resolutions  adopted  in  the  aftermath  of  the  invasion. 
Despite the initial lack of consensus regarding the legality of the invasion, 
the  Security  Council  adopted  subsequent  resolutions  recognizing  the 
occupation  of  Iraq  and  generally  supporting  the  coalition’s  plans  for 
bringing about a democratic government in Iraq. Resolution 1511 (Oct. 16, 
2003), in paragraph 13

authorizes a multinational force under unified command to take 
all necessary measures to contribute to the maintenance of security 
and stability in Iraq, including for the purpose of ensuring necessary 
conditions for the implementation of the timetable and programme 
as  well  as  to  contribute  to  the  security  of  the  United  Nations 
Assistance  Mission  for  Iraq,  the  Governing  Council  of  Iraq  and 
other  institutions  of  the  Iraqi  interim  administration,  and  key 
humanitarian and economic infrastructure.

Resolution  1546  reaffirmed  the  authorization  for  the  multinational 
force  (MNF)  in  Resolution  1511,  “noting”  that  “the  presence  of  the 
multinational  force  in  Iraq  is  at  the  request  of  the  incoming  Interim 
Government of Iraq.” The terms of the mandate for the MNF are expressed 
in paragraph 12, in which the Security Council

[d]ecides further that the mandate for the multinational  force 
shall be reviewed at the request of the Government of Iraq or twelve 
months from the date of this resolution, and that this mandate shall 
expire  upon  the  completion  of  the  political  process  set  out  in 
paragraph  four  [of  Resolution  1546],  and  declares  that  it  will 
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terminate this mandate earlier if requested by the Government of 
Iraq.

The termination of the UN mandate for the MNF is tied directly to the 
completion of the political process rather than to any specific date set for 
that  event.  In  Resolution  1637  (Nov.  11,  2005),  the  Security  Council 
reiterated its finding that “the situation in Iraq continues to constitute a 
threat  to  international  peace  and  security,  “and  extended  the  MNF 
mandate until 31 December 2006, to be reviewed at the request of the Iraqi 
government or no later than 15 June 2006.  On June 9,  2006,  the Iraqi 
foreign minister requested the continued presence of the MNF,51 making it 
likely that the mandate will be extended at least until December 2007. As 
long  as  the  U.N.  mandate  remains  in  force  and  the  situation  in  Iraq 
continues to pose a threat,  no new authorization will  be required. What 
would happen in the event the Security  Council  reaches  an impasse  on 
extending  the  mandate  is  less  clear.  Congress  is  free  to  alter,  through 
legislation, the nature of U.S. participation at any time.

Implications Under International Law

Traditionally, peace and war have been deemed under international law 
to be distinctive forms of relations between states. Thus, peace has been 
defined as

a  condition  in  which States  maintain  order  and justice,  solve 
their  problems  by  cooperation,  and  eliminate  violence.  It  is  a 
condition  in  which  States  respect  each  other’s  sovereignty  and 
equality,  refrain from intervention and the threat or use of force 
and  cooperate  with  one  another  in  accordance  with  the  treaties 
which they have concluded.52

War, in contrast, has been described as “a condition of armed hostility 
between States,”53 “a contention, through the use of armed force, between 
states, undertaken for the purpose of overpowering another.”54 War has 
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been said to terminate or suspend the laws and customs that  prevail  in 
peacetime and to substitute for them the laws of war. Under the traditional 
laws of war enemy combatants can be killed, prisoners of war taken, the 
enemy’s  property  seized or  destroyed,  enemy aliens  interned,  and other 
measures necessary to subdue the enemy and impose the will of the warring 
state taken.55 Moreover, the existence of a state of war traditionally has 
been deemed to terminate diplomatic and commercial relations and most of 
the treaty obligations existing between the warring States.56 A state of war 
also has brought into play the law of neutrality with respect to relations 
between the belligerent and non-belligerent States.

In this traditional understanding a declaration of war has been deemed, 
in and of itself, to have the effect of creating a state of war and changing the 
relationship between the states involved from one of peace to one of war. 
That has been the case even if no hostilities actually occur. Some question 
exists as to whether international law traditionally deemed a declaration of 
war to be a necessary prerequisite to the existence of a state of war;57 but it 
is clear that under international law a declaration of war has been viewed 
as “creating the legal status of war ... [and giving] evidence that peace has 
been transmuted into war, and that the law of war has replaced the law of 
peace.”58

Authorizations for the use of force, in contrast, have not been seen as 
automatically  creating a state of  war under international  law.  The U.S. 
Court of Claims, in construing the statutes authorizing the limited use of 
force  against  France  in  1798,  described how their  effects  differed from 
those that followed in the wake of a war.

Whether this traditional understanding of war and of the effect of a 
declaration of war continues to be viable is a matter of considerable dispute 
among scholars. The right of a state to initiate war, many contend, has been 
outlawed by such international  agreements  as  the Kellogg-Briand Peace 
Pact and the Charter of the United Nations. In the Kellogg-Briand Peace 
Pact,60 for instance, the Parties stated that they “condemn recourse to war 
for  the  solution  of  international  controversies,  and  renounce  it  as  an 
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instrument of national policy in their relations with one another.”61 After 
World War II the Nuremberg Tribunal gave teeth to this commitment by 
ruling that the Pact rendered aggressive war illegal under international law 
and makes those who plan and wage such a war guilty of a crime.62 The 
Charter of the United Nations, in turn, states one of its purposes to be “to 
save succeeding generations from the scourge of war,” and it requires its 
Members “to refrain from the threat or use of force against the territorial 
integrity or political  independence of any State, or in any other manner 
inconsistent  with  the  Purposes  of  the  United  Nations.”63  Moreover,  it 
provides for a system of collective security through the Security Council as 
the  primary  means  of  maintaining or  restoring international  peace  and 
security.64 Both instruments, it is contended, recognize that the concept of 
war as a legal right of states, except in self-defense,65 has been superseded. 
(The United States, of course, is a Party not only to the Charter but also to 
the  Pact,  and it  still  regards  the  latter  as  continuing to  be  in force.66) 
Whether the  traditional  concept  of  war remains  valid  has  been further 
complicated by the increasing participation in armed conflict of non-State 
actors such as insurgents, freedom fighters, and terrorists.

Moreover, the clarity of the consequences of a state of war in traditional 
international law has become muddied in the modern era. Most States since 
1945, even when engaged in armed conflict,  have resisted describing the 
conflict  as  a  war.67  States  so  engaged  have  not  always  automatically 
terminated  diplomatic  and  commercial  relationships,68  and  the 
discontinuance  of  treaty  obligations  has  increasingly  been  deemed  to 
require  a  treaty-by-treaty  examination.69  Moreover,  conventions  that 
attempt  to  regulate  the  means  used  to  wage  war,  such  as  the  Hague 
Conventions and other more recent agreements,70 and those that attempt 
to ameliorate the consequences of war for certain categories of persons, 
such as the Geneva Conventions,71 are deemed to apply to armed conflicts 
regardless of what label the Parties attach to them. A state of war still gives 
rise  to  “a  mutual  right  to  kill  in  battle,”72  triggers  application  of  the 
various conventions regulating the means of waging war as well as of the 
general principles of necessity and proportionality, and brings into play the 
Geneva  Conventions.  But  its  other  legal  consequences  seemingly  have 
become less determinate.
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Perhaps as a consequence of these developments, declarations of war 
have fallen into disuse and are virtually never issued in modern conflicts. 
One commentator asserts that since 1945 “[t]here are no cases of a formal 
declaration of war having been delivered by one state to another through 
diplomatic channels ....”73 As noted above, the United States last declared 
war in 1942 against Rumania and has since adopted only authorizations for 
the use of force.

Thus,  declarations  of  war  may  have  become  anachronistic  in 
contemporary international law. The legal right of States to engage in war 
has seemingly become constrained (for other than defensive purposes), and 
the most salient international laws regarding the means of waging war and 
the protection of certain categories of persons apply to the circumstance of 
armed  conflict  regardless  of  whether  war  has  been  declared.  That 
circumstance can arise in the wake of an authorization to use force as well. 
States  likely  still  retain  a right  to  issue  declarations  of  war,  at  least  in 
exercising the right of self-defense; and such a declaration seemingly would 
still automatically create a state of war. But it is not clear that the legal 
consequences under international law that would flow from a declaration 
differ dramatically from those that occur if an armed conflict comes into 
being pursuant to an authorization for the use of force.

Implications Under Domestic Law

Thus, at least in the 18th and 19th centuries, authorizations for the use 
of force were understood to be included within Congress’ power to declare 
war and to have narrower legal  consequences than declarations of war. 
Declarations  were  reserved for  general  war against  particular  countries 
and empowered the President “to use the whole land and naval force of the 
United States” (United Kingdom in 1812), “to employ the militia,  naval, 
and military forces of the United States” (Mexico in 1846), or “to use the 
entire  land  and  naval  forces  of  the  United  States”  (Spain  in  1898)  to 
prosecute the war. Authorizations, in contrast, allowed the President to use 
the American navy against the vessels of France, the Bey of Tripoli, and the 
Dey  of  Algiers,  or  against  piracy  generally.  In  the  modern  era 
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authorizations  have  sometimes  been  quite  broad77;  and  some  have, 
arguably, been equivalent in scope to a declaration of war. But the domestic 
legal consequences that flow from such authorizations still are substantially 
more limited than those that would flow from a declaration of war.

Both declarations of war and authorizations for the use of force have 
the  effect  of  eliminating  the  time  limits  otherwise  imposed  on  the 
President’s use of the armed forces under the War Powers Resolution; and 
both may legitimate the killing of foreign officials that might otherwise be 
prohibited by the executive order on assassinations. The capture of enemy 
combatants  on  the  battlefield  and  their  detention  until  hostilities  have 
subsided is  implied  in an  authorization  to use  ground forces,  just  as  it 
would be included in a formal declaration of war.

An authorization for the use of force does not automatically trigger any 
of these standby statutory authorities. Some of them can come into effect if 
a state of war in fact comes into being after an authorization for the use of 
force is enacted; and the great majority of them, including many of the 
most sweeping ones,  can be activated if  the President chooses to issue a 
proclamation of a national emergency.

But an authorization for the use of force, in itself and in contrast to a 
declaration of war, does not trigger any of these standby authorities. The 
following subsections give an overview of some of the more salient domestic 
legal consequences of a declaration of war or authorization for the use of 
force.  They are followed by a section setting forth a detailed list  of  the 
standby statutory authorities that can be triggered by a declaration of war, 
a state or war, and/or a proclamation of national emergency. 

Statutory Authorities Triggered by Declaration or Existence of National  
Emergency

As noted, many of the statutes in the previous two subsections can also 
be triggered not only by a declaration of war or the existence of a state of 
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war but also by a declaration of national emergency. There are, in addition, 
a  number  of  statutes  that  can  be  triggered  only  upon  a  declaration  of 
national emergency or the existence of such an emergency. These standby 
authorities do not automatically  come into effect upon the issuance  of a 
declaration  of  national  emergency  but  only  in  conformity  with  the 
procedures set forth in the National Emergencies Act. 

Congressional Procedures for Declaring War or Authorizing the Use of Force

The  following  section  discusses  how  Congress  would  act  on  a  joint 
resolution or bill to declare war or authorize the use of force if the House 
and Senate were to consider that measure under the regular procedures of 
each house. It also describes how a measure declaring war or authorizing 
the use of force would be considered under the procedures contained in the 
War Powers Resolution of 1973.141

                                       Regular Procedures

The  Senate’s  published  precedents  do  not  suggest  that  a  measure 
proposing to declare war or authorize the use of force, if considered outside 
the framework of the War Powers Resolution, would be immune from the 
potentially laborious process to which other bills and joint resolutions are 
subject (except those that benefit from special expedited procedures under 
rule-making  statutes).  For  example,  a  joint  resolution  declaring  war  or 
authorizing the use of force presumably would not be eligible for immediate 
floor consideration at the time it is introduced, and it presumably would be 
subject  to  possible  delays  resulting  from the  Senators’  exercise  of  their 
right to debate at length.

Similarly, the precedents of the House apparently do not grant privilege 
to a joint resolution declaring war or authorizing the use of force either 
under the “leave to report” authority that House rules and precedents give 
to certain House committees or as a question of the privileges of the House. 
Concerning the latter, former House Parliamentarian Wm. Holmes Brown 
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has observed that “Rule IX [on questions of privilege] is concerned not with 
the privileges of the Congress as a legislative branch,  but  only with the 
privileges of the House itself.” Thus, neither the enumeration of legislative 
powers in Article I, sec. 8 of the Constitution nor the prohibition of that 
article against any withdrawal from the Treasury except by enactment of 
an appropriation renders a measure purporting to exercise or limit those 
powers a question of the privileges of the House.

 Because a joint resolution declaring war or authorizing the use of force 
proposes to exercise a constitutional power of “the Congress as a legislative 
branch,” not of the House alone, it would seem, therefore, not to qualify as 
a question of privilege. If so, the House would consider the joint resolution 
according to its established procedures for dealing with other legislative 
measures,143 unless the proposed declaration or authorization were to be 
considered under the terms of the War Powers Resolution.

Congress has adopted eight declarations of war during the 20th century 
— two at the outset of U.S. involvement in World War I and six in the 
course  of  World  War II.  House  and  Senate  consideration  of  the  initial 
declarations  in  each  of  these  wars  is  illustrative  of  the  process  that 
Congress  followed.  On  both  occasions,  the  House  and  Senate  acted  to 
declare war in response to urgent presidential  requests made personally 
before  joint  sessions  of  Congress.  In  light  of  the  importance  that  most 
Members attached to these requests, it is not surprising that, in both cases, 
the two houses acted on the joint resolutions quickly and without following 
all their regular legislative procedures.
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(Domestic Use of Military / Disaster Relief)

 CRS 

The Use of Federal Troops for Disaster Assistance: Legal Issues

RS22266 (September 16, 2005)

                    http://fpc.state.gov/documents/organization/53685.pdf

Hurricane Katrina has raised questions concerning the President’s legal 
authority to send active duty military forces into a disaster area and the 
permissible functions the military can perform to protect life and property 
and maintain order. The Stafford Act authorizes the use of the military for 
disaster relief operations at the request of the state governor, but does not 
authorize  the use of the military to perform law enforcement functions, 
which is ordinarily prohibited by the Posse Comitatus Act.  However, the 
President may invoke other authorities, such as the Insurrection Act, to use 
federal troops to aid in the execution of the law.  This report summarizes 
the  possible  constitutional  and  statutory  authorities  and  constraints 
relevant  to  the  use  of  armed forces,  including  National  Guard units  in 
federal  service,  to  provide  assistance  to  states  when  a  natural  disaster 
impedes the operation of state and local police.   

Recognizing the risk that a standing army could pose to individual civil 
liberties  and  the  sovereignty  retained  by  the  several  states,  but  also 
cognizant  of  the  need  to  provide  for  the  defense  of  the  nation  against 
foreign and domestic threats, the framers of the Constitution incorporated 
a  system of  checks  and  balances  to  divide  the  control  of  the  military 
between the President and Congress and to share the control of the militia 
with the states.  This report  summarizes the constitutional  and statutory 
authorities and limitations relevant to the employment of the armed forces 
to provide disaster relief and law enforcement assistance. 
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Congress has the constitutional power to raise, support, organize and 
regulate   the  armed forces,  art.  I,  §  8,  cls.  11-14.  These clauses  do not 
expressly limit Congress as to how, when, or where it might employ the 
armed forces,  although presumably  such use  must  be  in furtherance  of 
other  constitutional  powers.  Congress  is  also empowered to provide  for 
calling  forth  the  militia  to  execute  federal  law  and  to  suppress 
insurrections,  §  8  cl.  15,  and  to  provide  for  organizing,  arming,  and 
disciplining the militia and to govern them when they are employed in the 
service of the United States, § 8, cl.  16.  Once the army is raised or the 
militia called forth, the President serves as their Commander-in-Chief, art. 
II, § 2, cl. 1.  And of course, the President is vested with the responsibility to 
“take Care that the Laws be faithfully executed,” art. II, § 2, cl. 3. Congress 
has  delegated to the President the  authority to use  the  armed forces  to 
respond to a variety of domestic crises, and Presidents have asserted some 
inherent  authority  to  use  the  military  even  without  express  statutory 
authorization. 

Under the  Constitution,  states  retain  the  primary  responsibility  and 
authority to provide for civil order and the protection of their citizens’ lives 
and  property.   However,  the  Constitution  provides  that  the  federal 
government is  responsible  for protecting the states against  invasion and 
insurrection, and, if the state legislature (or the governor, if the legislature 
cannot be convened) requests it,  protection against  “domestic Violence,” 
art. IV, § 4.  States may not keep their own standing armies, art. I, § 10, cl.
3,  but  they  retain  the  authority  to  call  forth  their  militias  to  suppress 
insurrections or quell civil disturbances, subject to any restraints imposed 
by the  Constitution or  by Congress,  in  the  exercise  of  its  constitutional 
powers.  Congress  has  complete  authority  over  federal  lands,  military 
installations, and similar areas, art. I, § 8, cl. 17.  

The Posse Comitatus Act 

The Constitution does not explicitly bar the use of military forces in 
civilian situations or in matters of law enforcement, but the United States 
has traditionally refrained from employing troops to enforce the law except 
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in cases of necessity.  The Posse Comitatus Act, 18 U.S.C. § 1385, punishes 
those who, “except in cases and under circumstances expressly authorized 
by the Constitution or Act of Congress, willfully use[] any part of the Army 
or the Air Force as a posse comitatus or otherwise to execute the laws. . . .”1 

Questions arise most often in the context of assistance to civilian police. At 
least  in  this  context,  the  courts  have  held  that,  absent  a  recognized 
exception,  the  Posse  Comitatus  Act  is  violated,  (1)  when  civilian  law 
enforcement officials make “direct active use” of military investigators; or 
(2) when the use of the military “pervades the activities” of the civilian 
officials;  or (3) when the military is used so as to subject citizens to the 
exercise of military power that is “regulatory, prescriptive, or compulsory 
in nature.” The Act does not apply to the Navy or Marines,2 and does not 
prohibit activities conducted for a military purpose that incidentally benefit 
civilian law enforcement bodies.  Military purpose encompasses activities 
related to base security and enforcement of the Uniform Code of Military 
Justice. The Posse Comitatus Act  does not apply to the National Guard 
unless it is employed in federal service. 

Statutory Exceptions.  Congress has provided for a number of statutory 
exceptions to the Posse Comitatus Act by explicitly vesting law enforcement 
authority  either directly  in a military branch (e.g,  the Coast  Guard) or 
indirectly by authorizing the President or another government agency to 
call  for  assistance  in  enforcing  certain  laws.3   The  Insurrection  Act. 
Congress has delegated authority to the President to call forth the military 
during an insurrection or civil disturbance, 10 U.S.C. §§ 331-335. Section 
331 authorizes the President to use the military to suppress an insurrection 
at the request of a state government, which is meant to fulfill the federal 
government’s  responsibility  to  protect  states  against  “domestic 
violence” (although the  term “insurrection” is  arguably  much narrower 
than  the  phrase  “domestic  violence”).   Section  332  delegates  Congress’ 
power  under  the  Constitution,  art.  I,  §  8,  cl.  14,  to  the  President, 
authorizing him to determine  that “unlawful obstructions, combinations, 
or assemblages, or rebellion against the authority of the United States make 
it impracticable to enforce the laws of the United States” and to use the 
armed forces as he considers necessary to enforce the law or to suppress the 
rebellion.  Section  333 permits  the  President  to  use  the  armed forces  to 
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suppress  any “insurrection,  domestic  violence,  unlawful  combination,  or 
conspiracy” if law enforcement is hindered within a state, and local law 
enforcement  is  unable  to  protect  individuals,  or  if  the  unlawful  action 
“obstructs the execution of the laws of the United States or impedes the 
course of justice under those laws.”  This section was enacted to implement 
the Fourteenth Amendment and does not require the request or even the 
permission of the governor of the affected state. The Insurrection Act has 
been used been used to send the armed forces to quell civil disturbances a 
number of times during U.S. history,  most recently during the 1992 Los 
Angeles  riots  and  during Hurricane  Hugo  in  1989,  during which wide-
spread looting was reported in St. Croix, Virgin Islands. If the President 
decides to respond to such a situation, generally upon the recommendation 
of the Attorney General and, if necessary, the request of the governor, he 
must first issue a proclamation ordering the insurgents to disperse within a 
limited time, 10 U.S.C. § 334.4  If the situation does not resolve itself, the 
President may issue an executive order to send in troops.5 Military Support  
for Law Enforcement Agencies.  Congress  has also authorized the armed 
forces to share information and equipment with civilian law enforcement 
agencies,  10  U.S.C.  §§  371-382,  although  prohibiting  the  use  of  armed 
forces personnel to make arrests or conduct searches and seizures. Inherent  
Emergency  Power.  Department  of  Defense  (DoD)  regulations  assert 
another exception that does not rest on statutory authority, but is available 
in very limited circumstances and covers Actions that are taken under the 
inherent right of the U.S. Government, a sovereign national entity under 
the U.S.  Constitution, to ensure the preservation of public  order and to 
carry out governmental operations within its territorial limits, or otherwise 
in accordance with applicable law, by force, if necessary.6 

      The Stafford Act

The Robert T. Stafford Disaster Relief and Emergency Assistance Act 
(the Stafford Act, 42 U.S.C. §§ 5121  et seq.), authorizes the President to 
make a wide range of federal aid available to states that are stricken by a 
natural  or  man-made  disaster.9  It  provides  statutory  authority  for 
employing the  U.S.  armed forces  for  domestic  disaster relief.  Permitted 
operations include debris removal and road clearance, search and rescue, 
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emergency medical care and shelter, provision of food, water, and other 
essential  needs,  dissemination  of  public  information  and  assistance 
regarding health and safety measures, and the provision of technical advice 
to state and local governments on disaster management and control.  The 
authority does not constitute an exception to the Posse Comitatus Act. In 
the event of a disaster that results in the wide-scale deterioration of civil 
law and order, the authority to employ active duty troops to perform law 
enforcement functions must be found elsewhere. The Stafford Act does not 
authorize  the  use  of  federal  military  forces  to  maintain  law and order. 
Federal  forces  would  have  no  authority,  for  example,  to  act  as  traffic 
controllers or provide security for facilities used in the relief efforts, unless 
such  activities  serve  a  valid  military  purpose.  Patrolling  in  civilian 
neighborhoods for the purpose of providing security from looting and other 
activities, would not be permissible, although patrolling for humanitarian 
relief  missions,  such as rescue operations and food delivery (which may 
have the incidental benefit of deterring crime) would not violate the Posse 
Comitatus Act.

Military resources may be employed in the following situations.

Essential  Assistance  (10-Day  Authority).  Upon  the  request  of  the 
governor, the President may task the Department of Defense to provide any 
emergency work the President deems essential for the preservation of life 
and property in the immediate aftermath of an incident that may ultimately 
qualify for assistance under a declaration. Such assistance is available for 
up to ten days before a presidential declaration of an emergency or a major 
disaster is issued, 42 U.S.C. § 5170b(c).  Emergency work can include the 
clearance  and  removal  of  debris  and  wreckage  and  the  restoration  of 
essential  public  facilities  and  services,  42  U.S.C.  §  5170(c)(6)(B).   The 
provision  is  designed  to  be  utilized  in  instances  where  communications 
problems  impede  the  ability  to  meet  the  prerequisites  for  declaring  an 
emergency or major disaster or the ability to coordinate the work through 
FEMA. 

Emergency.  Unless the President determines that a disaster implicates 
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preeminently federal interests, the declaration of an emergency under the 
Stafford Act requires that the governor of the affected state first make a 
determination that the situation is of such severity and magnitude that the 
state  is  unable  to  respond  effectively  without  federal  assistance,  which 
determination must include a detailed definition of the type and amount of 
federal aid required, 42 U.S.C. § 5191.  The governor must also implement 
the state’s emergency response plan, for example, by activating the state’s 
National  Guard  units  under  state  control  (in  which  case  the  Posse 
Comitatus Act does not apply to them), and provide information regarding 
the resources that have been committed. 

Major Disaster.  The prerequisites for a major disaster declaration are 
similar to those for an emergency, 42 U.S.C. § 5170.  The governor must 
first  execute the state’s emergency plan and make a determination that 
state capabilities are insufficient to deal with the circumstances. However, 
the governor need not specify which forms of assistance are needed.  The 
governor must provide information regarding the resources that have been 
committed  and  certify  that  the  state  will  comply  with  cost  sharing 
provisions under the Stafford Act. There is no provision for the declaration 
of  a  major  disaster  without  the  governor’s  request.   If  the  governor 
activates Guard units and keeps them under state control, those units are 
not restricted by the Posse Comitatus Act.  If the state’s National Guard 
units are called into federal service to respond to an emergency or a major 
disaster, their role is statutorily restricted to the disaster relief operations 
authorized under the Stafford Act.  

Immediate Response Authority

DoD doctrine allows commanders to provide resources and assistance to 
civil authorities without or prior to a declaration under the Stafford Act 
when  a  disaster  overwhelms  the  capabilities  of  local  authorities  and 
necessitates immediate action “to prevent human suffering, save lives, or 
mitigate great property damage.”10 Immediate response actions can include 
the types of activities authorized under the Stafford Act, including, at the 
request  of  civil  authorities,  rescue,  evacuation,  and  emergency  medical 
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treatment,  restoration  of  essential  public  services,  debris  removal, 
controlling  contaminated  areas,  safeguarding  and  distributing  food  and 
essential  supplies,  and  supplying  interim  emergency  communications.11 

The  immediate  response  authority  may  also  include  law  enforcement 
activities that would ordinarily be prohibited by the Posse Comitatus Act. 
The controlling  directive  does not  require  a request  from state or  local 
officials, but states that 

DoD  Components  shall  not  perform  any  function  of  civil 
government  unless  absolutely  necessary  on  a  temporary  basis 
under conditions of Immediate Response. Any commander who is 
directed, or undertakes, to perform such functions shall facilitate 
the  reestablishment  of  civil  responsibility  at  the  earliest  time 
possible.12 
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 (Foreign Investment Reviews)              

  GAO Report

        National Security Reviews of Foreign Acquisitions of  

                       U.S. Companies Could Be Improved.

                            Testimony by Ann M. Calvaresi-Barr, Director  Acquisition 
and Sourcing Management

GAO-07-661T  (Mach 23, 2007).

http://www.gao.gov/new.items/d07661t.pdf

Enacted in 1988, the Exon-Florio amendment to the Defense Production 
Act authorized  the  President  to  investigate  the  effects  of  foreign 
acquisitions  of  U.S.  companies  on  national  security  and  to  suspend  or 
prohibit acquisitions that might threaten national security. The President 
delegated investigative authority to the Committee on Foreign Investment 
in the United States, an interagency group responsible for monitoring and 
coordinating U.S. policy on foreign investment in the United States.6 Since 
the Committee’s establishment in 1975, membership has doubled, with the 
Department of Homeland Security being the most recently added member. 
In addition to the Committee’s 12 standing members, other agencies may 
be called on when their particular expertise is needed. 

In 1991, the Treasury Department, as Chair of the Committee, issued 
regulations to implement Exon-Florio. The law and regulations establish a 
four-step process for reviewing foreign acquisitions of U.S. companies: (1) 
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voluntary notice by the companies;7 (2) a 30-day review to identify whether 
there are any national security concerns; (3) a 45-day investigation period 
to  determine  whether  those  concerns  require  a  recommendation  to  the 
President  for  possible  action;  and (4)  a  presidential  decision  to  permit, 
suspend, or prohibit the acquisition. 

In most cases, the Committee completes its review within the initial 30 
days because there are no national security concerns or concerns have been 
addressed,  or  the  companies  and the  government  agree  on measures  to 
mitigate  identified  security  concerns.  In  cases  where  the  Committee  is 
unable  to  complete  its  review within  30  days,  it  may  initiate  a  45-day 
investigation  or  allow  companies  to  withdraw  their  notifications.  The 
Committee generally  grants  requests to withdraw. When the Committee 
concludes  a 45-day investigation,  it  is  required to submit  a  report  with 
recommendations to the President. If Committee members cannot agree on 
a recommendation, the regulations require that the report to the President 
include the differing views of all Committee members.8 The President has 
15 days after the investigation is completed to decide whether to prohibit or 
suspend  the  proposed  acquisition,  order  divestiture  of  a  completed 
acquisition, or take no action.

Over  the  past  decade,  GAO  has  conducted  several  reviews  of  the 
Committee’s process and actions and has found areas where improvements 
were needed. In 2000, we found that gaps in the notification process raised 
concerns about the Committee’s ability to ensure transactions are notified.
10 Our 2002 review, prompted by a lack of congressional insight into the 
process, again found weaknesses in the process. Specifically, we reported 
that member agencies could improve the agreements they negotiated with 
companies under Exon-Florio to mitigate national security concerns. We 
also  questioned  the  use  of  withdrawals  to  provide  additional  time  for 
reviews.11 While our most recent work indicated that member agencies had 
begun to take action to respond to some of our recommendations, concerns 
remained about  the  extent  to which the Committee’s  implementation of 
Exon-Florio had provided the safety net envisioned by the law.12
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In  2005,  we  reported  that  a  lack  of  agreement  among  Committee 
members on what defines a threat to national security and what criteria 
should  be  used  to  initiate  an  investigation  may  have  limited  the 
Committee’s  analyses  of  proposed  and  completed  foreign  acquisitions. 
From 1997 through 2004, the Committee received a total of 470 notices of 
proposed or completed acquisitions,13 yet it initiated only 8 investigations. 

While  neither  the  statute  nor  the  implementing  regulation  defines 
“national security,” the statute provides a number of factors that may be 
considered in determining a threat to national security. 

Some Committee member agencies argued for a more traditional and 
narrow definition of what constitutes a threat to national security—that is, 
(1) the U.S. company possesses export-controlled technologies or items; (2) 
the company has classified contracts and critical technologies; or  (3) there 
is specific derogatory intelligence on the foreign company. Other members, 
including the Departments of Defense and Justice, argued that acquisitions 
should  be  analyzed in  broader  terms.  According  to officials  from these 
departments,  vulnerabilities  could result  from foreign control  of  critical 
infrastructure,  such  as  control  of  or  access  to  information  traveling  on 
networks.  Vulnerabilities  can also result  from foreign control  of  critical 
inputs to defense systems, such as weapons system software development14 

or a decrease in the number of innovative small businesses researching and 
developing new defense-related technologies. 

While  these  vulnerabilities  may  not  pose  an  immediate  threat  to 
national security, they may create the potential for longer term harm to 
U.S. national security interests by reducing U.S. technological leadership in 
defense systems.  For example,  in reviewing a 2001 acquisition of  a U.S. 
company,  the  Departments  of  Defense  and  Commerce  raised  several 
concerns about foreign ownership of sensitive but unclassified technology, 
including the possibility of this  sensitive technology being transferred to 
countries of concern or losing U.S. government access to the technology. 
However, Treasury argued that these concerns were not national security 
concerns  because  they  did  not  involve  classified  contracts,  the  foreign 
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company’s  country  of  origin  was  a  U.S.  ally,  or  there  was  no  specific 
negative intelligence about the company’s actions in the United States. 

While  these  vulnerabilities  may  not  pose  an  immediate  threat  to 
national security, they may create the potential for longer term harm to 
U.S. national security interests by reducing U.S. technological leadership in 
defense systems.  For example,  in reviewing a 2001 acquisition of  a U.S. 
company,  the  Departments  of  Defense  and  Commerce  raised  several 
concerns about foreign ownership of sensitive but unclassified technology, 
including the possibility of this  sensitive technology being transferred to 
countries of concern or losing U.S. government access to the technology. 
However, Treasury argued that these concerns were not national security 
concerns  because  they  did  not  involve  classified  contracts,  the  foreign 
company’s  country  of  origin  was  a  U.S.  ally,  or  there  was  no  specific 
negative intelligence about the company’s actions in the United States. 

In  one  proposed  acquisition,  disagreement  over  the  definition  of 
national security resulted in an enforcement provision being removed from 
a mitigation agreement between the foreign company and the Departments 
of Defense and Homeland Security. Defense had raised concerns about the 
security of its supply of specialized integrated circuits, which are used in a 
variety  of  defense  technologies  that  the  Defense  Science  Board  had 
identified  as  essential  to  our  national  defense—technologies  found  in 
unmanned  aerial  vehicles,  the  Joint  Tactical  Radio  System,  and 
cryptography  and  other  communications  protection  devices.  However, 
Treasury and other Committee members argued that the security of supply 
issue was an industrial policy concern and, therefore, was outside the scope 
of  Exon-Florio’s  authority.  As  a  result  of  removing  the  provision,  the 
President’s  authority  to  require  divestiture  under  Exon-Florio  was 
eliminated as a remedy in the event of non-compliance.15

Committee  members  also  disagreed  on  the  criteria  that  should  be 
applied to determine whether a proposed or completed acquisition should 
be  investigated.  While  Exon-Florio provides  that  the  “President  or  the 
President’s designee may make an investigation to determine the effects on 
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national security” of acquisitions that could result in foreign control of a 
U.S.  company,  it  does not  provide specific  guidance  for the appropriate 
criteria for initiating an investigation of an acquisition.16 At the time of our 
work, Treasury, as Committee Chair, applied essentially the same criteria 
established  in  the  law  for  the  President  to  suspend  or  prohibit  a 
transaction,  or  order  divestiture:  (1)  there  is  credible  evidence  that  the 
foreign controlling interest may take action to threaten national security 
and (2) no laws other than Exon-Florio and the International Emergency 
Economic  Powers Act  are adequate  and appropriate  to protect  national 
security.17 However,  the  Defense,  Justice,  and  Homeland  Security
Departments argued that applying these criteria at this point in the process 
is  inappropriate because the purpose of an investigation is to determine 
whether or not credible evidence of a threat exists. Notes from a policy-level 
discussion of one particular case further corroborated these differing views. 

Committee  guidelines  required  member  agencies  to  inform  the 
Committee of national security concerns by the 23rd day of a 30-day review
—further compressing the limited time allowed by legislation to determine 
whether  a proposed or  completed  foreign acquisition  posed a  threat  to 
national  security.  According to one Treasury official,  the  information is 
needed a week early to meet the legislated 30-day requirement. While most 
reviews are completed in the required 30 days, some Committee members 
have found that completing a review within such short time frames can be 
difficult—particularly  in  complex  cases.  One  Defense  official  said  that 
without  advance  notice  of  the  acquisition,  time  frames  are  too  short  to 
complete analyses and provide input for the Defense Department’s position. 
Another official said that to meet the 23-day deadline, analysts have only 3 
to 10 days to analyze the acquisition. In one instance, Homeland Security 
was unable to provide input within the 23-day time frame. 

If a review cannot be completed within 30 days and more time is needed 
to  determine  whether  a  problem  exists  or  identify  actions  that  would 
mitigate concerns, the Committee can initiate a 45-day investigation of the 
acquisition or allow companies to withdraw their notifications and refile at 
a later date.18 According to Treasury officials, the Committee’s interest is to 
ensure that  the implementation of Exon-Florio does not undermine U.S. 
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open investment policy. Concerned that public knowledge of investigations 
could devalue companies’ stock, erode confidence of foreign investors, and 
ultimately chill foreign investment in the United States, the Committee has 
generally  allowed  and  often  encouraged  companies  to  withdraw  their 
notifications rather than initiate an investigation. 

While an acquisition is pending, companies that have withdrawn their 
notification have an incentive to resolve any outstanding issues and refile as 
soon as possible. However, if an acquisition has been concluded, there is less 
incentive to resolve issues and refile, extending the time during which any 
concerns remain unresolved. Between 1997 and 2004, companies involved 
in 18 acquisitions withdrew their notification and refiled 19 times. In four 
cases, the companies had already concluded the acquisition before filing a 
notification. One did not refile until 9 months later and another did not 
refile for 1 year. Consequently, concerns raised by Defense and Commerce 
about  potential  export  control  issues  in  these  two  cases  remained 
unresolved for as much as a year—further increasing the risk that a foreign 
acquisition of a U.S. company would pose a threat to national security. 

For the other two cases, neither company had refiled at the time we 
completed our work. In one case, the company had previously withdrawn 
and  refiled  more  than  a  year  after  completing  the  acquisition.  The 
Committee allowed it to withdraw the notification to provide more time to 
answer  the  Committee’s  questions  and  provide  assurances  concerning 
export  control  matters.  The  company  refiled,  and  was  permitted  to 
withdraw a second time because there were still unresolved issues. When 
we  issued  our  report  in  2005,  4  years  had  passed  since  the  second 
withdrawal  without  a refiling.  In  the  second case,  the  company—which 
filed  with  the  Committee  more  than  6  months  after  completing  its 
acquisition—was also allowed to withdraw its notification. At the time we 
issued our report, 2 years had passed without a refiling. 

 In  response  to  concerns  about  the  lack  of  transparency  in  the 
Committee’s process, the Congress passed the Byrd Amendment to Exon-
Florio in 1992, requiring a report to the Congress if the President made any 
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decision  regarding  a  proposed  foreign  acquisition.  In  1992,  another 
amendment also directed the President to report every 4 years on whether 
there  was  credible  evidence  of  a  coordinated  strategy  by  one  or  more 
countries to acquire U.S. companies involved in research, development, or 
production of critical technologies for which the United States is a leading 
producer, and whether there were industrial espionage activities directed 
or assisted by foreign governments against private U.S. companies aimed at 
obtaining commercial secrets related to critical technologies. 

While  the  Byrd  Amendment  expanded  required  reporting  on 
Committee  actions,  few  reports  have  been  submitted  to  the  Congress 
because withdrawing and refiling notices to restart the clock has limited the 
number of cases that result in a presidential decision. Between 1997 and 
2004,  only  two  cases—both  involving  telecommunications  systems—
resulted in a presidential decision and a subsequent report to the Congress. 
Infrequent reporting of Committee deliberations on specific cases provides 
little  insight  into  the  Committee’s  process  to  identify  concerns  raised 
during investigations and determine the extent to which the Committee has 
reached consensus on a case. Further, despite the 1992 requirement for a 
report on foreign acquisition strategies every 4 years, at the time of our 
work there had been only one report—in 1994.  However, another report, 
in response to this requirement, was recently delivered to the Congress. 

In conclusion, the effectiveness of Exon-Florio as a safety net depends 
on  how  the  broad  scope  of  its  authority  is  implemented  in  today’s 
globalized  world—where  identifying  threats  to  national  security  has 
become increasingly complex. While Exon-Florio provides the Committee 
on  Foreign  Investment  in  the  United  States  the  latitude  to  define  what 
constitutes a threat to national security, the more traditional interpretation 
fails to fully consider factors currently embodied in the law. 

(Foreign Investment & National Security)

                                             CRS 
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Exon-Florio -- National Security Test for Foreign Investment

                                          RL33312 (June 12, 2006)

                                 http://digital.library.unt.edu/govdocs/crs/permalink/meta-crs-9704:1

Background 

According to the Department of Commerce,1 foreigners invested $113 
billion in U.S. businesses and real estate in 2004, as indicated in Figure 1, 
which represents nearly a tripling in the amount invested in 2003.  This 
amount, however, is about half as much as U.S. firms invested abroad and 
far below the record $300 billion foreigners invested in 2000.  The lower 
level of foreign direct investment flows, although particularly sharp for the 
United  States,  is  not  unique.   According  to  the  United  Nation’s  World  
Investment Report, global foreign direct investment flows dropped by 41% 
in 2001 and 21% in 2002 due to slow economic growth in most of the parts 
of the world, falling stock market valuations, lower corporate profitability, 
a slowdown in corporate restructuring,  and a slowdown in privatization 
efforts in some areas.

The cumulative amount,  or stock, of foreign direct investment in the 
United  States  on  a  historical  cost  basis3 increased in  2004  to  over  $1.5 
trillion,  still  below the $2 trillion U.S.  firms have invested abroad.  The 
United States is both the largest recipient of foreign direct investment and 
the largest overseas direct investor.  The rise in the value of foreign direct 
investment  includes  an  upward  valuation  adjustment  of  existing 
investments  and  increased  investment  spending  that  was  driven  by  the 
stronger growth rate of the U.S. economy, the world-wide resurgence in 
cross-border merger and acquisition activity,  and investment in the U.S. 
financial and insurance industries.
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The Exon-Florio Provision 

In 1988, amid concerns over foreign acquisition of certain types of U.S. 
firms, particularly by Japanese firms, Congress approved the Exon-Florio 
provision of the Defense Production Act.5  This statute grants the President 
the authority to block proposed or pending foreign acquisitions of “persons 
engaged  in  interstate  commerce  in  the  United  States”  that  threaten  to 
impair the national security.  In subsequent legislation, Congress directed 
that this process be applied “in any instance in which an entity controlled 
by or  acting on behalf  of  a foreign government seeks to engage in any 
merger, acquisition, or takeover which could result in control of a person 
engaged in interstate commerce in the United States that could affect the 
national security of the United States.”  Many in Congress were concerned 
at the time that foreign takeovers of U.S. firms could not be stopped unless 
the President declared a national emergency or regulators invoked federal 
antitrust,  environmental,  or  securities  laws.   The Exon-Florio  provision 
grants the President the authority to take what action he considers to be 
“appropriate”  to  suspend  or  prohibit  proposed  or  pending  foreign 
acquisitions,  mergers,  or  takeovers  of  persons  engaged  in  interstate 
commerce  in  the  United  States  which  threaten  to  impair  the  national 
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security.   Congress  directed,  however,  that  before  this  authority  can be 
invoked  the  President  is  expected  to  believe  that  other  U.S.  laws  are 
inadequate or inappropriate to protect the national security, and that he 
must have “credible evidence” that the foreign investment will impair the 
national security.  For the purposes of this legislation, Congress purposely 
did not define national security, but intended to have the term interpreted 
broadly  without  limitation  to  a  particular  industry.6  The  authority  to 
administer the Exon-Florio provision was delegated to the Committee on 
Foreign Investment in the United States (CFIUS),7 which is housed in the 
Department of the Treasury. The Committee had been established under a 
previous Executive Order with broad responsibilities, but few powers.  

It was originally established with six members, but has been expanded 
to twelve over time. The twelve members include the Secretaries of State, 
the  Treasury,  Defense,  Homeland  Security,  and  Commerce;  the  United 
States Trade Representative;  the Chairman of  the  Council  of  Economic 
Advisers; the Attorney General; the Director of the Office of Management 
and Budget; the Director of the Office of Science and Technology Policy; 
the  Assistant  to  the  President  for  National  Security  Affairs;  and  the 
Assistant to the President for Economic Policy.  In 1992, Congress amended 
the statute through section 837(a) of the National  Defense Authorization 
Act  for Fiscal  Year 1993.   Known as  the “Byrd Amendment” after the 
amendment’s  sponsor,  the  provision  requires  CFIUS to  investigate 
proposed  mergers,  acquisitions,  or  takeovers  in  cases  where:  (1)  the 
acquirer is controlled by or acting on behalf of a foreign government; and 
(2)  the  acquisition  results  in  control  of  a  person  engaged  in  interstate 
commerce in the United States that could affect the national security of the 
United States.

 Through  the  Exon-Florio provision,  Congress  directed  that  the 
President or his designee should consider a short list of factors in deciding 
whether  to  block  a  foreign  acquisition,  merger,  or  takeover.   This  list 
includes  the  following  elements:  In  November  1991,  the  Treasury 
Department  issued  final  regulations,  after  extensive  public  comment, 
implementing the Exon-Florio provision.11  These regulations created an 
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essentially voluntary system of notification by the parties to an acquisition, 
but  they also allow for notice  by agencies  that  are members of  CFIUS. 
Despite  the  voluntary  nature  of  the  notification,  firms  largely  notify 
voluntarily because the regulations stipulate that foreign acquisitions that 
are  governed by the  Exon-Florio  review process  that  do not  notify  the 
Committee remain subject indefinitely to divestment or other appropriate 
actions by the President.  Under most circumstances, notice of a proposed 
acquisition  that  is  given  to  the  Committee  by  a  third  party,  including 
shareholders, is not considered by the Committee to constitute an official 
notification. The regulations also indicate that notifications provided to the 
Committee are considered to be confidential. 

Caseload --  As a consequence of the confidential nature of the CFIUS
review  of  any  proposed  transaction,  there  are  few  public  sources  of 
information concerning the Committee’s work to date.  For the most part, 
information concerning individual transactions that have been reviewed by 
CFIUS or any final recommendations that have been issued by CFIUS have 
come  from  announcements  made  by  the  companies  involved  in  a 
transaction and not by CFIUS.  Therefore public information concerning 
the outcome of CFIUS’s reviews is incomplete.  According to one source,12 

CFIUS has received more than 1,500 notifications, of which it conducted a 
full investigation of 25 cases.  The transaction that was prohibited by the 
President  involved  the   acquisition  in  1990  of  Mamco  Manufacturing 
Company  by  the  China  National  Aero-Technology  Import  and  Export 
Corporation  (CATIC).   Mamco  was  an  aerospace  parts  manufacturer. 
CATIC, which is owned by the Government of the People’s Republic of 
China, acted as the purchasing agent for the Chinese Ministry of Defense. 
President  Reagan  ordered  CATIC to  divest  itself  of  Mamco  under  the 
authority  of  the Exon-Florio provision because of  concerns that  CATIC 
might gain access to technology through Mamco that it would otherwise 
have to obtain under an export license.  One recent case that involved a 
Chinese firm that was reviewed by CFIUS and approved was the proposed 
acquisition  of  IBM’s  Personal  Computing  Division  to  Lenovo  Group 
Limited,  a  Chinese  manufacturing  company.   Apparently,  CFIUS  has 
approved  any  number  of  proposed  transactions  if  the  parties  involved 
agreed to certain conditions.
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Congressional  Activity --  The proposed acquisition  of  port  terminals 
operated by the British-owned Peninsular and Oriental Steam Navigation 
Company  (P&O)15 by  Dubai  Ports  World16  has  sparked  a  firestorm of 
activity in the 2nd Session of the 109th Congress.  House Joint Resolution 79 
(H.J.Res. 79) and  Senate Joint Resolution 32 (S.J.Res. 32) would express 
congressional disapproval of the proposed acquisition and direct CFIUS to 
conduct a full 45-day review of the transaction and to brief Members of 
Congress on the results of the investigation.  

Dubai Ports World Acquisition --  4807 (King)  and S. 2333 (Schumer) 
would  direct  the  President  to  suspend  any  existing  decision  by  CFIUS
regarding the acquisition by Dubai Ports World, and they would require a 
45-day investigation of the transaction. The measures also include various 
factors that must be considered during the investigation, they require the 
Secretary of Homeland Security to provide CFIUS with intelligence  and 
other information collected by the Department, and they require CFIUS to 
report  its  findings  to  Congress.   2333 would  have  the  President  or  his 
designee conduct a 45-day investigation under the Exon-Florio provision of 
the proposed acquisition of P&O by Dubai Ports World. The investigation 
would include (a) a review of foreign port assessments of ports at which 
Dubai  Ports  World  carries  out  operations;  (2)  background  checks  of 
appropriate officers and security personnel of Dubai Ports World; (3) an 
evaluation  of  the  impact  on  port  security  in  the  United  States  by  the 
acquisition of ports by Dubai Ports World; and (4) an evaluation of the 
impact on the national security of the United States by the control of the 
operations at ports by Dubai Ports World.  

Port Security -- 4817 (Hayworth) would prohibit any entity owned or 
controlled  by  a  foreign  government  from conducting  operations  at  any 
seaport  in  the  United  States  or  entering  into  any  contract  or  other 
agreement to conduct such operations.   4842 (Wasserman Schultz) would 
amend the Exon-Florio provision to require the President to prohibit any 
entity that is owned or controlled by a foreign government from leasing, 
operating, managing, or owning real property or facilities at a U.S. port, 
and it would require the President to submit a report to Congress that lists 
all entities that currently are owned or controlled by foreign governments 
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that are leasing, operating, managing, or owning real property or facilities 
at U.S. ports, assesses the national security threat posed by such activities, 
and provides any recommendation for any legislation in response to such 
threats.  The measure would also require the President to notify various 
leaders and committee Chairmen in the Senate and the House within one 
day  after  beginning  a  45-day  investigation  mandated  by  the  Byrd 
Amendment.  

H.R. 4917 (Barrow) would amend the Exon-Florio provision to require 
a  written  notification  to  Congress  within  five  days  of  receiving  a 
notification of a proposed merger, acquisition, or takeover that is subject to 
a 45-day investigation under the Exon-Florio provision.  In addition, the 
measure would require the President to notify Congress within one day 
after a 45-day investigation had begun and the President would be required 
to  provide  relevant  information  regarding  the  transaction,  including 
“timely” responses to inquiries from certain Members of Congress and the 
decision  of  the  president  upon  the  completion  of  the  investigation.  The 
measure also expresses the sense of the Congress that the Committee on 
Foreign  Investment  in  the  United  States  be  transferred  from  the 
Department of the Treasury to the Department of Homeland Security and 
that  the  Secretary  of  Homeland  Security  should  serve  as  the  head  of 
CFIUS. 

H.R.  4929  (Sabo) would  amend  the  Exon-Florio process  to  make 
mandatory  an  investigation  of  any  proposed  or  pending  merger, 
acquisition, or takeover by any foreign person that could result in foreign 
control of any person engaged in interstate commerce in the United States. 
This measure would establish the Committee on Foreign Investment in the 
United States in statute and formally make it responsible for conducting the 
investigation  within  75  days  of  receipt  of  a  written  notification  of  a 
proposed  or  pending  merger,  acquisition,  or  takeover.  The  Committee 
would  remain  as  presently  constituted  with  12  members  and  with  the 
Secretary  of  the  Treasury  as  the  Chairperson  of  the  Committee.   The 
Director  of  National  Intelligence  would  provide  appropriate  intelligence 
analysis and briefings to the Committee. The measure would require that 
no proposed or pending merger, acquisition, or takeover of a person engage 
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in interstate commerce in the United States by a foreign person may occur 
unless the President finds that the transaction “will not threaten” to impair 
the national security of the United States.  The measure would change the 
existing  statute,  which  states  that  “the  President  may  exercise  the 
authority ...only if he finds that”  to indicate that the President’s ability to 
act  is  based on findings that  “shall  be based on credible  evidence” that 
leads  the  President  to  believe  that  a)  the  foreign  interest  “might”  take 
action  that  threatens  to  impair  the  national  security,  and  b)  other 
provisions of law are appropriate to protect the national security.  During 
an investigation,  the  measure  would  require  that  those  factors  that  the 
President is required to consider in investigating a proposed or pending 
transactions would be the same as those that currently are specified in the 
Exon-Florio provision.  

The measure would require the President to transmit immediately  a 
written notification  to the Secretary of  the Senate and the Clerk of  the 
House of Representatives a detailed explanation of any determination by 
the  President  to  approve  or  disapprove  of  any  merger,  acquisition,  or 
takeover  by  or  with  any  foreign  person  which  could  result  in  foreign 
control of any person engaged in interstate commerce in the United States. 
Congress would have 30 days to enact a joint resolution of disapproval of a 
transaction, which, if adopted, would then have the President “ take such 
action...as is  necessary to prohibit  the merger,  acquisition,  or takeover.” 
The measure would also require the President to provide a report to the 
Congress  that  evaluates  whether  there  is  “credible  evidence  of  a 
coordinated strategy by 1 or more countries or companies to acquire U.S. 
companies  that  are involved in research,  development,  or  production  of 
critical technologies for which the United states is a leading producer.”  The 
report  would  also  be  required to  evaluate  whether  there  are  industrial 
espionage  activities  that  are  directed  or  directly  assisted  by  foreign 
governments against private U.S. companies. 

Exon-Florio Provision 
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H.R. 4814 (Garrett) would amend the Exon-Florio provision to require 
that the President or his designee must approve of any proposed mergers, 
acquisitions,  or takeovers that  are determined to be subject to a 45-day 
investigation  under  the  purview  of  the  Exon-Florio  provision  and  that 
before the President can approve such a transaction he must  determine 
that, “there is no credible evidence,” that the investment would threaten to 
impair the national security and that provisions of law other than the Exon-
Florio  provision  and the  International  Emergency  Powers  Act  “provide 
adequate  and  appropriate  authority  for  the  President  to  protect  the 
national  security.”   The  measure  also  requires  the  President  to  report 
quarterly to Congress on actions taken under the Exon-Florio provision.  

H.R.  4820  (Markey) would  amend  the  Exon-Florio process  by 
expanding to 60 days from 30 days the period in which CFIUS can decide if 
a  pending  investment  requires  a  mandatory  45-day  investigation.   The 
measure  would  also  require  a  mandatory  investigation  if  a  proposed 
investment, “could affect the critical infrastructure of the United States,” as 
defined by section 2(4) of  the Homeland Security Act  of  2002 (6 U.S.C. 
101(4) and to include U.S. seaports.  The measure would also require the 
President to report his decision or  actions he has taken to Congress within 
30  days  after  completing  an  investigation  required  by  the  Byrd 
Amendment. 

H.R.  4881  (Hunter) would  prohibit  any  corporation  from  owning, 
operating,  or  managing  any  system or  asset  included  on  the  “national 
defense  critical  infrastructure  list”  unless  the  corporation  meets  the 
“critical infrastructure national security management requirements.”  The 
Secretary of Defense and the Secretary of Homeland Security are required 
to  prepare  and  maintain  a  list  of  critical  infrastructure  that  includes 
military  and  civilian  installations.   The  Secretary  of  Defense  would  be 
required to submit a notice to Congress if the critical infrastructure list is 
changed.   Critical  infrastructure  national  security  management 
requirements are stated as: (1) the corporations would have to be organized 
under U.S. law; (2) a majority of the board of directors are U.S. citizens; (3) 
the chief executive officer and chairman of the board of directors are U.S. 
citizens; (4) a majority of the voting and non-voting shares are owned by 
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U.S. citizens; (5) a majority of the members of the board of directors have 
been approved by the Secretary of Defense; (6) not less than 20 percent of 
the members of the board of directors are independent directors; (7) all of 
the  independent  directors  are  approved  by  the  Secretary  of  Homeland 
Security; (8) the board of directors has a government security committee, 
the members of which are approved by the Secretary of Defense; the board 
of  directors  has  a  compensation  committee  that  is  comprised  of  U.S. 
citizens; and (10) the corporation allows annual inspections of the methods 
used by the firm in handling classified information. Critical infrastructure 
is defined as any system or asset, whether physical or virtual, that is so vital 
to the United States that the incapacity or destruction of such system or 
asset  would  have  a  debilitating  effect  on  national  security,  on  national 
public health or safety, or on any combination thereof. 

The measure would also shift the list of factors to be considered in an 
Exon-Florio review from being arbitrary (may) to being required (shall), 
and would include additional factors: a) whether the acquisition affects the 
critical infrastructure of the United States; b) the entity is controlled by or 
acting on behalf of a foreign government; and c) such other factors as the 
President or  the  President’s  designee  may determine  to be  appropriate, 
“generally or in connection with a specific investigation.”  

(Global mergers, foreign direct investment and national security)

GLOBAL MERGERS & NATIONAL SECURITY

Stuart S. Malawer
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                http://www.vsb.org/docs/valawyermagazine/vl1206_global-mergers.pdf (2006)

I. INTRODUCTION.

     The world of global mergers today is like a Virginia steeplechase, 
frantic and exciting, with a field of powerful participants. The competitors 
are hyperactive; adrenalin is at fever pitch, leaving spectators anxious and 
amazed. But in an instant a horse may stumble, and if so, it will almost 
certainly face a horrible end. 

     Global mergers today are in a turbo-charged environment, where 
global activity is at an historical high. Corporations are feverishly looking 
for  deals  worldwide.  But  in  the  post-mortems  of  all  tragedies,  one  can 
usually spot early warning signs, almost always overlooked until it is too 
late.  Were  there  unforeseen  obstacles?  Were  the  participants  new and 
inexperienced? Did they understand the rules? Did the experienced ones 
react irrationally?

     The world of global  mergers today is the equivalent  of extreme 
sports-boxing.  Since  9/11  the  field  has  become  more  dangerous.  New, 
inexperienced players have entered the world of cross-border acquisitions 
and mergers, yet each brings its own agenda. Now the home countries of 
the experienced firms and others are beginning to change the rules – thus 
creating new challenges for all. 

     The intent  of  this  article  is  to explain the  new world of  global 
mergers  and cross-border  transactions  since  9/11  to  better  perceive  the 
dimensions and contours of the new global realities. Newer developments 
include takeovers emanating from developing countries,  greater concern 
for national security, rise of resource nationalism and growth of economic 
protectionism.  The  article  explores  recent  data  and  deals  to  provide  a 
context  for  a  discussion  of  the  new  role  firms  from  developing  and 
transitioning economies are assuming.  It focuses on the critical forces of 
this  era – an era of  heightened national  security  and global  insecurity. 
Particular emphasis is placed on the United States and legislative debate 
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over  tightening  restrictions  of  foreign  investment  and  global  mergers 
impacting  U.S.  firms.  The  article  concludes  by  addressing  the  broader 
international political context and policy challenges confronting the United 
States.

     In particular, this overview concludes with observations about this 
unsettling environment and the policy challenges confronting the United 
States.  It  suggests  that  U.S.  and  global  policies  are  necessary  to  avoid 
disastrous  consequences,  ones  potentially  leading  to  unnecessary 
restrictions on foreign investment or worse, a world characterized by global 
protectionism  that  would  stymie  economic  growth  and  political 
development worldwide.  

     II. GLOBAL LANDSCAPE – Investment Data & Recent Deals.

     International  transactions  are  at  the  heart  of  economic 
globalization,1 and foreign direct  investment is  a critical  aspect  of  these 
transactions.  Cross-border  acquisitions  and  global  mergers  are  at  their 
core, and it is those transnational corporate undertakings that have raised 
national security anxieties worldwide.2  Resource nationalism and renewed 
reaction  to  globalization  further  stir  global  anxieties.  Combine  these 
concerns with the growing number of global takeovers by private and state-
owned firms from China, Russia and India and a dramatically new and 
unsettling global landscape becomes evident.3  

     This latest global environment has evolved in the post- 9/11 world, in 
part  from reactions  to the  threat  of  global  terrorism,  but  also  in large 

1  Foreign direct investment includes either the acquisition or merger of a U.S. firm and 
the establishment of a new domestic  firm in the United States. This article focuses 
upon mergers and acquisitions.  The establishment of a new firm is termed a 
“greenfield” investment. “Foreign Direct Investment in the United States: An 
Economic Analysis.”  (Congressional Research Service, Report RS21857) (March 23, 
2005).  

2  “U.S. Foreign-Investment Debate Goes Global.” WALL STREET JOURNAL (May 
30, 2006).

3  See generally,  “Economic Nationalism in Deals.” FINANCIAL TIMES (October 13, 
2006). This article focuses on how different national governments protect key 
stakeholders.
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measure from the relentless march of economic change in developing and 
transitional economies.  This change has been accentuated by high energy 
and  commodity  prices  and  an  international  economy  awash  in  private 
capital, as well as corporate and government surpluses.

Global Data.

     The merger boom of  the late  1990s is  back.4  Worldwide deals 
reached a total  volume of  $2.8 trillion  in 2005,  up from $1.9 trillion in 
2004.5  In  the  first  quarter  of  2006  $857 billion  in  global  mergers  and 
acquisitions were announced, the highest level since 2001.6

                                        WALL STREET JOURNAL (April 4, 2006).

4  “There’s no end in sight for this year’s parade of Megamergers.”  “Blizzard of Deals 
Heralds an Era of  Megamergers.” WALL STREET JOURNAL (June 27, 2006). 

5  “Mergers Ahead.” WALL STREET JOURNAL (June 2, 2006).
6  Chart,  WALL STREET JOURNAL (April 4, 2006).
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       The year 2006 is poised to set new records.7 As of May 2006 global 
mergers and acquisitions topped $1.3 trillion, a 40% increase over the same 
period the prior year. The announced U.S. merger activity for the current 
year as of May 2006, was $476 billion, marking the highest since 2001.8 

     The recently released annual study on foreign direct investment by 
the  United  Nations  Conference  on  Trade  and  Development  (UNCTAD) 
determined that global foreign direct investment (FDI) inflows rose by 29% 
to $916 billion in 2005, compared to a 27% increase in 2004.9 “As in the late 
1990s, that growth was spurred by cross-border mergers and acquisitions,” 
the study concluded.10 It further concluded that the value and number of 
mergers  and  acquisitions  in  2005  were  comparable  to  the  averages  in 
1999-2001.11 Interestingly,  the study noted that many parts of the world 
undertook intense discussions on economic protectionism.12 While  noting 
the  importance  of  newer  investment  from developing  and  transitioning 
economies and from private equity funds, it  did not discuss the issue of 
national security.13 It ominously concluded that “the number of changes (to 
a  host  country’s  regulatory  environment)  making  a  host  country  less 
welcoming to FDI was the  highest  ever recorded by UNCTAD.”   This 
current pattern of FDI growth and importance of global mergers is similar 
to the go-go years of the late 1990’s. An earlier study by UNCTAD, in 2000, 
determined that global  mergers amounted to $710 billion as part of the 
total worldwide foreign direct investment of $880 billion in the 1990s.14 

7  “Mergers Snapshot.” WALL STREET JOURNAL (May 10, 2006).
8  “Merger Activity Sets Stage for Record Year.” WALL STREET JOURNAL C11 

(October 2, 2006). See also, “Blizzard of Deals Heralds an Era of Megamergers – 
Ample Credit, Foreign Rivals and High Commodity Prices Propel Push for Global 
Reach.” WALL STREET JOURNAL (June 27, 2006). The value of mergers deals 
announced as of June has put 2006  on track to beat the record set in 2000.

9  U.N. Conference on Trade and Development, WORLD INVESTMENT REPORT 2006 
– FDI from Developing and Transition Economies: Implications for Development.” 3 
(UNCTAD 2006).

10  Id.
11  Id. at 14.
12  Id. at 23.
13  Id at 37.
14  Id. at 107.
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WORLD INVESTMENT REPORT 2000 (UNCTAD).

The study further concluded that 80% of foreign direct investment into 
the United States during the late 1990s resulted from cross-border mergers 
and acquisitions.15  According to the U.S. Bureau of Economic Analysis, 
foreign direct investment into the United States last year reached its highest 
level since 2001.16

    In sum, recent data highlights that the global merger boom is roaring 
back.  Such mergers are the major source of FDI into the United States, 
and despite the war on terrorism, foreign direct investment into the United 
States and its accompanying cross-border mergers and acquisitions of U.S. 
firms are at their highest levels since 9/11.17

15  “World Investment Report 2000 – Cross-Border Mergers and Acquisitions and 
Development.” 117 (UNCTAD, 2000).

16  U.S. Bureau of Economic Analysis (News Release -- June 2, 2006).
17  New foreign direct investment into the United States remained strong through the first 

half of 2006. New foreign direct investment totaled $86.82 billion, essentially 
unchanged from the prior years. “Foreign Direct Investment in U.S. Remains Strong.” 
WALL STREET JOURNAL C4 (June 2, 2006).
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Global Deals.

     American anxiety over global mergers and their implications for 
national  security  reached  record  heights  with  the  aborted  management 
takeover  of  several  U.S.  port  facilities  by  the  UAE-based  Dubai  Ports 
World in early 2006.  This political fiasco for the Bush administration came 
a few short months after the China-based CNOOC dropped its bid for U.S.-
based Unocal  and  its  global  oil  reserves.  Likewise,  this  fiasco  occurred 
shortly after the takeover of IBM’s PC business by China-based Lenovo. 
The  recent  transatlantic  purchase  of  Lucent  Technologies  by  France’s 
Alcatel  raised  concerns  of  national  security  regarding  sensitive 
telecommunication’s research. 

      But the issue of national security concerns is not limited only to the 
United  States  government.   China  Mobile  Communications  Corp,  the 
world’s  largest  wireless  operator,  based  on  subscribers  and  market 
capitalization, was forced to drop its $5.3 billion bid for European-based 
Millicom  International  Cellular.18 This  decision  came  in  the  midst  of 
mounting concern in Europe of Chinese ownership in the telecom sector. 
Only  after  a  severely  bruising  battle  did  India-based  Mittal  take  over 
European-based Arcelor to form one of the largest steel companies in the 
world – and only after the Russian firm Severstaal was dropped, perhaps 
for  being  viewed  as  more  of  a  national  security  risk.19  The  recent 
announcement that  Tata Steel will  buy British steelmaker Gorus Group 
will make it the biggest foreign acquisition by an Indian company yet.20

18  “China Mobile May Buy European Wireless Company.” WALL STREET JOURNAL 
(May 24, 2006). If completed this merger would have been the largest-ever foreign 
acquisition by a Chinese company ever.

19  Foreign opposition to Indian companies has surprised Indian executives. “Frustrated 
Indian Companies Find Their Buying Efforts Thwarted.” NEW YORK TIMES (June 
1, 2006).

20  “Tata Steel Offers $8 Billion for Corus.” WALL STREET JOURNAL A6  (October 
18, 2006). “India appears to be emerging as not just a place for companies to outsource, 
but also a place for entrepreneurs to build multinational companies.” “An Indian 
Company Wants to Be Everywhere.” NEW YORK TIMES (October 18, 2006). 
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      India’s outbound merger and acquisition growth is greater than 
ever.21  Its  outbound investment  is  almost  as  great  as  its  inbound deal 
value.22

                                             FINANCIAL TIMES (October 4, 2006).

However, India is also concerned about national security, particularly, 
foreign  investment  into  its  infrastructure.23 India  is  considering  new 
legislation  similar  to  the  legal  regimes  in  the  European  Union  and  the 
United  States  that  review  foreign  investment  in  context  of  security 
concerns.   Not to be left out,  China is also raising fears that it  too will 
restrict foreign takeovers of state-owned companies.

     Russia-based Gazprom’s  proposed  takeover  of  Centrica  in  the 
United Kingdom and its  interest in  investing in European pipelines  has 

21   India’s outbound deal volume is on the verge of passing the volume of inbound deals 
for the first time.                              FINANCIAL TIMES (October 4, 2006).

22  Id.
23  “As Foreign Investment Rises, India Addresses Security Concerns.” NEW YORK 

TIMES (August 24, 2006).
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raised concerns in the United Kingdom and in Europe, primarily relating 
to the aggressiveness of Russian firms in the global energy sector.24 This 
aggressiveness has  particularly  aggravated the situation  in France25 and 
Germany.26 Russia’s cut-off of natural gas supplies to the Ukraine earlier 
this  year and its  interest in increasing its  stake in EADS, the aerospace 
group, has only further inflamed political sentiment.27 

      The  Russian  Federation’s  most  recent  threat  to  curb  foreign 
investment into the massive Sahalin-2 project and the massive Shtokman 
natural gas field,28 along with its growing restrictions on investment in the 
energy sector generally, highlight a new dimension of global mergers and 
national security – one of “resource nationalism,” where the protection of 
natural  resources,  principally  oil  and  energy  reserves,  are  viewed  as  a 
matter of national  security.  This trend is  also visible  in Bolivia’s recent 
restrictions  on  foreign  firms  participating  in  its  oil  industry29 and  the 
attempt  by  Ecuador  to  terminate  its  long-term production  agreement.30 
These actions by Bolivia and Ecuador further extends resource nationalism 
in  Latin  America  that  is  evidenced  by  Venezuela’s  long-standing 
restrictions on its oil industry, which are clearly directed against the United 
States.

    The intriguing aspect of these new global realities is that many of the 
global  mergers are now emanating from companies  in the Middle East, 
China, India and Russia.  For example, the recent merger of two Russian 
firms (Rusal and Sual)  and a Swiss firm (Glendore) created the world’s 
largest aluminum company, overtaking Alcoa of the United States.31 Many 

24  “Gazprom Stake Talk Lifts Centrica.” FINANCIAL TIMES (June 9, 2006).
25  “French Poll Shows Support for Corporate Protectionism.” FINANCIAL TIMES 

(June 9, 2006).
26  “Europe Urged to Stay Open to Russian Investment.” FINANCIAL TIMES (October 

13, 2006).
27  “State-Owned Russian Bank Buys a 5% Stake in EADS.” NEW YORK TIMES 

(September 12, 2006).
28  “Gazprom Dashes Shtokman Hopes.” FINANCIAL TIMES (October 10, 2006).
29  “Bolivia Set to Seize its Foreign-Run Gas Fields.” FINANCIAL TIMES (May 2, 2006).
30  “U.S. Deplores Ecuador Move to Revoke Occidental Contract.” FINANCIAL TIMES 

(May 17, 2006).
31  “Russian Deal to Create World’s Biggest Aluminum Maker.” NEW YORK TIMES 

(October 10, 2006).
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of the transactions are energy and commodities related. But now some of 
these countries themselves are concerned about growing foreign investment 
into its strategic industries. They are beginning to restrict foreign takeovers 
based on their own national security calculations, in many ways mirroring 
those made in the United States and Europe. 

     This  increasing  concern  for  national  security  in  economic  and 
business transactions is new to today’s global economy.  The recent 2006 
report of the Organization for Economic Co-operation and Development 
(OECD) on foreign direct investment states, “Issues of security and other 
strategic  concerns  have  moved  to  the  forefront  of  domestic  and 
international  investment policy  making.”32 The Secretary-General  of  the 
OECD noted it  recently.  He says,” The global  economy is  also facing a 
resurging risk of international investment protectionism. Foreign corporate 
takeovers  have been made subject  to  tighter  political  scrutiny  in major 
countries, both members and non-members of the OECD.”33 Indeed, the 
OECD considers recent action restricting takeovers to be going “beyond 
just national defense to include energy security.”34 It notes that “concerns 
about security and other essential national interests are on the rise” and 
can be seen in Europe, the United States, China and India.35 

Major Developments.

     Four newer realities in global trade in the post-9/11 world are clearly 
discernible.

32  “Trends and Recent Developments in Foreign Direct Investment.” 16 (OECD Report, 
June 2006).

33  “Statement by Mr. Angel Gurria at the OECD  Meeting of the International Monetary 
and Financial Committee.” 4  (Singapore 17, 2006.) 
http://www.oecd.org/dataoecd/16/51/37422695.pdf

34  “Roundtable on Freedom of Investment, National Security and Strategic 
Industries.” (OECD -- June 21, 2006). 
http://www.oecd.org/document/45/0,2340,en_2649_34529562_37156653_1_1_1_3452956
2,00.html

35  “Preventing Investment Protection.” (OECD website October 14, 2006). 
http://www.oecd.org/document/45/0,2340,en_2649_34529562_37156653_1_1_1_3452956
2,00.html
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o Takeovers and foreign investment are emanating from firms based in 

developing countries such as India and the United Arab Emirates as 
well  as  from  countries  transitioning  from  central-planning  such  as 
China and Russia. 

o National security fears are arising among many governments, not only 

those in the United States and Europe, but also in such countries as 
Russia, India and China.

o More resource nationalism is evident in countries with significant oil 

and gas reserves and production facilities.

o This  rise  occurs  in  tandem with  both  latent  protectionism in  many 

countries  and  with  an  increasing  reaction  against  global  integration 
now referred to by some as “economic patriotism.” 

     Most  important  is  understanding  why  takeovers  and  foreign 
investment are emanating more today from developing countries and those 
transitioning from central planning to free markets.  There are five major 
reasons and five supporting causes.

      The five major reasons are the following: 

o The  World  Trade  Organization (WTO)  has  spurred  the  growth  of 
world trade and investment over the last ten years.  India and China 
have  greatly  benefited  from membership  in  the  WTO and  the  Gulf 
states  have  prospered  from both  trade  liberalization  and  higher  oil 
prices.

o Foreign companies that have foreign government equity are in a strong 

position to mount foreign takeovers. They do not have to worry about 
the reaction of public markets. This is true of firms in many countries 
including China and Russia. 
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o Growth in foreign corporate profits and surpluses (retained earnings) 
provide a ready war chest to be utilized by foreign corporations in their 
cross-border takeovers.36 

o As a corollary to this reality, one must recognize that foreign countries 

have amassed huge surpluses that can help finance private takeovers 
and investments. 

o The increase in oil revenues and those due to higher commodity prices 
have allowed foreign governments to finance overseas activities.  Russia 
and the UAE are prime examples of this development.37

     Several  supporting  reasons  explain  this  trend.  First,  because 
abundant  liquidity  exists  throughout  the  world,  it  is  easy  to  convert 
corporate  reserves  into  corporate  bids.  Second,  historically  low interest 
rates  for  corporate  borrowers  facilitate  ever  more  cross-border 
transactions.  Third, explosion in foreign capital markets of initial  public 
offerings  (IPO’s)  allow  for  even  greater  financing.38 Fourth,  growth  in 
private equity introduces a new and potentially significant and worrisome 
player into global mergers. And finally, strong economic growth in a range 
of countries provides firms a strong basis for global undertakings.

     In sum, there are new major players in global trade that have so 
much capital available and growing market prowess that they are able to 
more strenuously compete for global mergers – which they have done with 
increasing success. 

36  “Beijing Revises Inflow Figures up to $72.4bn.” FINANCIAL TIMES (June 9, 2006).
37  “Sea of Cash Flooding into the Gulf Brings an Explosion of Investment Companies.” 

FINANCIAL TIMES 4 (October 19, 2006).
38  “Private Equity Growth Hitting Tax Revenues.” FINANCIAL TIMES (October 13, 

2006).  The pending IPO of the Chinese bank ICBC will be the world’s largest ever 
IPO. “Great Bank Sale.” WALL STREET JOURNAL (October 18, 2006); “Big League 
Shuffle.” WALL STREET JOURNAL C14 (October 19, 2006).
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III. U.S. RESPONSE TO THE NEW LANDSCAPE.

     The U.S. response to this new landscape has been to bog itself down 
with a debate  over foreign investment  focused on revamping the  Exon-
Florio legislation  and  the  related  congressional  review process.   Public 
demand for increased congressional oversight of foreign takeovers persists, 
but to a weakened degree. “A key issue for Congress is whether and in what 
way it should respond to essentially private economic investment activities 
and  how  to  assess  the  impact  of  such  investments  on  the  Nation’s 
security.”39 After a year of consideration,  Congress has  not enacted any 
changes. A review of the existing legislative system and contending bills is 
instructive. 

     The principal legislative and regulatory process to review foreign 
takeovers  of  U.S.  firms  is  the  Committee  for  Investment  in  the  United 
States (CFIUS) as empowered by the Exon-Florio amendment. This review 
process gives the President significant powers to block particular types of 
foreign investment. 

    In 1975 an executive order established CFIUS , as an interagency 
panel,  primarily  to  monitor  foreign  direct  investment  into  the  United 
States.40  In  1988  the  Exon-Florio amendment  strengthened  and  better 
focused the review of  acquisitions  and mergers.41  This amendment was 
enacted  amid  congressional  concerns  over  foreign  acquisitions  of  U.S. 
firms, particularly by firms from Japan.  This change was included as a 
provision of the Defense Production Act. The new legislation authorized the 
President to investigate the impact of foreign acquisitions of U.S. companies 
on national  security.  It  authorized the  President to suspend or prohibit 
acquisitions  that  might threaten national  security.  CFIUS was delegated 
responsibility for investigating foreign acquisitions, when necessary.

39  “The Exon-Florio National Security Test for Foreign Investment.” 5 (Congressional 
Research Service Report RS22197, February 23, 2006).

40  Executive Order 11858 (May 7, 1975) and amended subsequently.
41  50 U.S.C. app. § 2170.
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     The legislation  established a  90-day review process  involving a 
voluntary submission by the acquiring party,  an initial  review period of 
thirty  days to determine whether the acquisition  could  pose a threat  to 
national security, and an additional 45- day investigation that results in a 
report to the President. The President then has 15 days to allow, suspend or 
prohibit the transaction.  It is important to note that national security is not 
defined;  only  factors  to  consider  are  enumerated.   Withdrawing  and 
refining notices restart the review clock.

In 1992 various amendments were adopted requiring greater reporting 
to Congress.  A report to Congress was required if the President made any 
decision.  An  investigation  was  required  if  the  acquiring  company  is 
controlled or acting on behalf of a foreign government. (Byrd Amendment) 
When credible evidence was found, a report was also required every four 
years 

     The current regulatory process is minimally transparent and not 
discretionary.  The committee’s mandate is not well defined; there is no 
definition  of  national  security  to  provide  guidance  to  the  committee  or 
parties to a transaction.  The statute provides for factors to be considered 
in determining a threat to national  security.  They include its  impact  on 
domestic  production  for  national  defense;  effect  on  the  capacity  of 
industries  to  meet  defense  requirements  and  the  foreign  control  of 
commercial  activity;  its  implications  for  national  security,  the  military, 
technology transfer as to terrorism, as well as the potential effects on U.S. 
technological leadership.

      In a seminal study last year, the GAO empirically examined the 
cases  considered  by  CFIUS between  1997  and  2004.  CFIUS  had  470 
notifications42  and only 45 investigations, resulting in just two presidential 
determinations, both concerning telecommunications.

42  “Implementation of Exon-Florio.” (GAO Testimony -- GAO-06-135T -- October 6, 
2006).  Even prior to the Dubai Ports fiasco the Congress, immediately after 9/11, was 
concerned about national security issues under the Exon-Florio amendment. 
”Mitigating National Security Concerns under Exon-Florio Could Be 
Improved.” (GAO Report – GAO-02-736 – September 2002).

Page | 625



U.S. National Security Law

Notifications Acquisitions Investigations Notices w/d Pres. Determinations
1997 62 60 0 0 0
1998 65 62 2 2 0
1999 79 76 0 0 0
2000 72 71 1 0 1
2001 55 51 1 1 0
2002 43 42 0 0 0
2003 41 39 2 1 1
2004 53 50 2 2 0

Total 470 451 8 6 2

CFIUS 1997 - 2004 Data.

GAO Testimony, “Implementation of Exon-Florio.” p. 13 (GAO-06-135T -- October 6, 2006).

Clearly,  this  process  has  not  resulted  in  many  or  even  significant 
decisions blocking foreign takeovers for national security reasons.  It seems 
that the CFIUS process draws more heat than the outcome would otherwise 
suggest.

     The legislative proposals during the 2006 congressional session have 
generally required greater congressional notification and greater review by 
CFIUS.   The  Senate  and  House  have  considered  two  different  set  of 
proposals.  Currently,  they  are  at  a  standoff.  Strangely,  the  House’s 
deliberations are more balanced and less restrictive, contrary to its normal 
position in trade matters when compared to the Senate.

     In  the  Senate  the  Shelby-Sarbanes  Bill  required  congressional 
notification when a review is initiated.  It mandated a 45-day investigation 
when a foreign government-controlled entity is involved.  It also required a 
ranking of countries based on compliance with weapons-control deals.  In 
the House the Blount Bill was less stringent than the Senate deliberations 
would have required. The House appears to have recognized to a greater 
extent  that  economic  security  entails  encouraging  foreign  investment. 
Congressional notification would be required only upon the completion of a 
review.   Other  items  also  considered  were  the  tracking  of  mitigation 
agreements, protecting critical infrastructure and providing for new roles 
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for  the Department  of  Homeland Security and the  Director  of  National 
Intelligence.43

     As of the midterm elections this year, the Congress has not enacted 
any  changes  to  the  CFIUS regime.   Virginia  Senator  John  Warner,  a 
Republican,   has been “a voice of reason,44 who blocked an attempt to push 
through the Senate a proposal that would have toughen national security 
reviews of foreign takeovers of U.S. assets.45 

                                        IV. CONCLUSIONS.

     The policy challenge to the United States is to continue promoting 
the economic benefits of global trade and mergers within this new global 
dynamic.  The unanswered question is whether in the coming years new 
national  security goals  will  outweigh other goals  that  promote  economic 
development and political development. The future of the trading system 
depends on the answer that the United States and others provide.

     We have had a change in the political dynamics within the United 
States  and  within  other  countries.   The  role  of  national  security  and 
reaction against globalization are growing pieces of this new post-9/11 era. 
In global trade relations today, the world is more multipolar, as evidenced 
by the rise of Brazil, the ascendance of the Russian Federation, the rapid 
growth of  India and China (BRICs),  the reemergence  of Japan and the 
dynamic growth of Korea. New sources of wealth from global trade and 
petrodollars are fueling and super-charging global mergers.  New players 
are emerging with new interests.

     Warning signs show that the global trading system could suffer a 
disaster.  Russia  is  reimposing  controls  on  foreign  investors  in  strategic 

43  Various proposals to amend the current legislation are assessed in E. Graham & D. 
Marchick, U.S. NATIONAL SECURITY AND FOREIGN DIRECT INVESMENT 
(2006). They include requiring a mandatory filing requirement, clarifying “foreign 
control” and enhancing disclosure to the Congress. 

44  “Warner Blocks Bid to Revamp CFIUS.” FINANCIAL TIMES (July 7, 2006).  
45  Id.
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industries.   India  is  considering controls  on  Chinese  investment  into  its 
infrastructure and energy sectors.  China is wary of foreign takeovers of its 
state-controlled industries. Korea is worried about foreign private equity in 
its industry reorganization.46 The Ukraine is considering restricting foreign 
participation in the development of its Black Sea oil and gas reserves.47

    The current slowdown in the U. S. economy and continuous growth 
overseas will only enhance the activities of foreign firms and create even 
more  fertile  ground  for  global  mergers.48 This  year’s  record  U.S. 
investment  abroad  in  foreign  capital  markets  only  adds  greater  fuel  to 
cross-border takeovers to be undertaken by a range of foreign firms.49

     The promotion of global mergers promotes global trade which holds 
the promise of aiding in transforming inefficient markets and undemocratic 
societies. However, a concern for national security is increasingly posing a 
challenge to the  growth and promise  of  trade in the post-9/11 era.  The 
reemergence of latent protectionism fueled by growing reaction to global 
integration only adds to this situation.  But if the warning signs are heeded, 
the global system may yet avoid a catastrophe.  While investment controls 
are being considered worldwide, few have been adopted. For example, the 
United States is continuing to negotiate with Russia and is optimistic about 
reaching an agreement concerning Russia’s accession to the World Trade 
Organization.50 The proposals to change U.S. legislation regulating foreign 
direct investment have stalled.  U.S. policy remains anchored in the belief 
that global business transactions, global mergers, trade and investment are 
beneficial to bringing needed political and cultural change worldwide. 

46  “U.S. Firm Has Korea Up in Arms.” NEW YORK TIMES (July 6, 2006).
47  “Ukraine’s Offshore Prospects.” FINANCIAL TIMES (October 3, 2006).
48  Forecasts are for the United States to attract almost 25% of worldwide FDI over the 

next five years. “U.S. to Retain Appeal for Foreign Investors.” FINANCIAL TIMES 
(September 6, 2006).

49  “Appetite for Foreign Equities Breaks Records.” FINANCIAL TIMES (October 11, 
2006).

50  “U.S. Shrugs off Gas Setback as it Reassures Moscow on WTO.” FINANCIAL TIMES 
(October 11, 2006). See also, “Bright Prospects Eclipse Concerns.” FINANCIAL 
TIMES (Special Section – FT Investing in Russia) (October 10, 2006).
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     At this point, the global economy seems strong; all of its horses are 
running. But warning signs are present. Almost a century ago an earlier 
era of globalization was ended by a single shot. Overreaction today could 
have the same result.

(Extraterritoriality of U.S. Law)

                CRS 
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Extraterritorial Application of American Criminal Law

94-166 A (Updated August 11, 2006)

http://digital.library.unt.edu/govdocs/crs/permalink/meta-crs-9325:1

Crime is  ordinarily  proscribed,  tried and punished according to the 
laws of the place where it occurs.1  American criminal law applies beyond 
the  geographical  confines  of  the  United  States,  however,  under  certain 
limited circumstances.  State prosecution for overseas misconduct is limited 
almost exclusively to multi-jurisdictional  crimes,  i.e.,  crimes where some 
elements  of  the  offense  are  committed  within  the  state  and  others  are 
committed beyond its boundaries.  A surprising number of federal criminal 
statutes have extraterritorial application, but prosecutions have been few. 
This may be because when extraterritorial criminal jurisdiction does exist, 
practical and legal complications, and sometimes diplomatic considerations, 
may counsel against its exercise. 

Constitutional Considerations -- Legislative Powers 

The  Constitution  does  not  forbid  either  Congressional  or  state 
enactment  of  laws  which  apply  outside  the  United  States.   Nor  does  it 
prohibit  either  the  federal  government  or  the  states  from  enforcing 
American  law  abroad.   Several  passages  suggest  that  the  Constitution 
contemplates  the  application  of  American  law  beyond  the  geographical 
confines of the United States.  It speaks, for example, of “felonies on the 
high seas,” “offences against the law of nations,” “commerce with foreign 
nations,” and of the impact of treaties. 

More specifically, it grants Congress the power “[t]o define and punish 
Piracies and Felonies committed on the high Seas, and Offences against the 
Law of Nations,” U.S.Const. Art.I, §8, cl.10.  Although logic might point to 
international law or some other embodiment of “the law of nations” as a 
source  of  the  dimensions  of  Congress’s  authority  to  define  and  punish 
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crimes against the law of nations, in reality the courts have done little to 
identify such boundaries, and until recently Congress seems to have relied 
exclusively  on  the  law  of  nations  clause  only  upon  rare  occasions.  In 
instances  when  the  law  of  nations  might  have  been thought  to  suffice, 
Congress  has,  instead,  relied upon a high seas  component  which,  when 
coupled  with  its  authority  to  define  the  admiralty  and  maritime 
jurisdictions  of  the  federal  courts,  permits  the  application  of  federal 
criminal law even to an American vessel at anchor well within the territory 
of another nation.2 

The enactment of maritime statutes is reenforced by Congress’s power 
“[t]o regulate Commerce with foreign Nations,”  U.S.Const.Art.I, §8, cl.3.3 

The same prerogative supports legislation regulating activities in the air. 
Finally,  Congress has resorted on countless occasions to its  authority to 
enact legislation to activate various of its own enumerated powers or the 
powers vested in one of the other branches,  U.S.Const. Art.I, §8, cl.18.4 It 
has,  for instance,  regularly called upon the authority deposited with the 
President and the  Congress  in  the  fields  of  foreign affairs  and military 
activities,5 powers which the courts have described in particularly sweeping 
terms.6 

Constitutional Limitations

Nevertheless, the powers granted by the Constitution are not without 
limit.  The clauses enumerating Congress’s powers carry specific or implicit 
limits  which  govern  the  extent  to  which  the  power  may  be  exercised 
overseas.7 Other  limitations  appear  elsewhere  in  the  Constitution,  most 
notably  in  the  due  process  clauses  of  the  Fifth  and  Fourteenth 
Amendments.   Finally,  some  limitations  are  a  product  of  the  need  to 
harmonize  potentially  conflicting  grants  of  authority.   For  example, 
although the Constitution reserves to the states the residue of governmental 
powers  it  does  not  vest  elsewhere,  the  primacy  it  affords  the  federal 
government in the area of foreign affairs limits the authority of the states in 
the  field  principally  to  those  areas  where  they  are  acting  with  federal 
authority or acquiescence. In the area of extraterritorial jurisdiction,  the 
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most often cited limitation resides in the due process clauses of the Fifth 
and Fourteenth Amendments.  While the enumerated powers may carry 
specific limits which govern the extent to which the power may be exercised 
overseas, the general restrictions of the due process clauses are more likely 
to define the outer reaches of the power to enact and enforce legislation 
with extraterritorial application.

Unfortunately,  most  of  the  cases  do  little  more  than  note  that  due 
process restrictions mark the frontier of the authority to enact and enforce 
American law abroad. Even the value of this scant illumination is dimmed 
by the realization that the circumstances most likely to warrant such due 
process  analysis  are  the  very  ones  for  which  the  least  process  is  due. 
Although  American  courts  that  try  aliens  for  overseas  violations  of 
American  law  must  operate  within  the  confines  of  due  process,11 the 
Supreme  Court  has  observed  that  the  Constitution’s  due  process 
commands  do  not  protect  aliens  who  lack  any  “significant  voluntary 
connection[s] with the United States.” Moreover, the Court’s more recent 
decisions often begin with the assumption that the issues of extraterritorial 
jurisdiction  come  without  constitutional  implications.”  The  handful  of 
lower courts to consider due process issues take one of two tracks. Most 
describe a due process requirement that demands some nexus between the 
United States and the circumstances of the offense.  In some instances they 
look  to  international  law  principles  to  provide  a  useful  measure  to 
determine whether the  nexus requirement  has  been met;  in others  they 
consider  principles  at  work  in  the  minimum contacts  test  for  personal 
jurisdiction.16  At the heart of these cases is the notion that due process 
expects  that  a  defendant’s  conduct  must  have  some  past,  present,  or 
anticipated locus or impact within the United States before he can fairly be 
held criminal liable for it in an American court.  The commentators have 
greeted this analysis  with hesitancy at best.17  The second, less frequently 
articulated contention sees the due process component at issue as one of 
notice. It perceives the difficulty as one akin to the proscriptions against 
secret laws and vague statutes, the exception to the maxim that ignorance of 
the law is no defense.18  Under this view, indicia of knowledge, of reason to 
know, of an obligation to know, or of reasonable ignorance of the law’s 
requirements – some of which are reflected in international  standards – 

632 | Page



Sourcebook of Cases, Laws, Treaties & Documents

seem to  be  the  most  relevant  factors.  Citizens,  for  instance,  might  be 
expected to know the laws of their own nation; seafarers to know the law of 
the  sea and consequently  the  laws  of  the  nation under which they sail; 
everyone  should  be  aware  of  the  laws  of  the  land  in  which  they  find 
themselves and of the wrongs condemned by the laws of all nations. 

Statutory Construction 

For this reason, the question of the extent to which a particular statute 
applies outside the United States has generally been considered a matter of 
statutory,  rather  than  constitutional,  construction.21  General  rules  of 
statutory construction have emerged which can explain, if not presage, the 
result  in  a  given  case.   The  first  of  these  holds  that  a  statute  will  be 
construed  to  have  only  territorial  application  unless  there  is  a  clear 
indication of some broader intent.22 

A second rule of construction states that the nature and purpose of a 
statute may provide an indication of whether Congress intended a statute to 
apply beyond the confines of the United States. The third rule encompasses 
misconduct overseas which has an impact within the United States.25  The 
Supreme Court  has  painted the “external  force” principle  with a broad 
brush, “a man who outside of a country willfully puts in motion a force to 
take effect in it is answerable at the place where the evil is done,” Ford v.  
United States, 273 U.S. 593, 623 (1927).  The principle has been found to 
accommodate cases of overseas attempts as well as foreign conspirators and 
accomplices,26 and it is by far the most frequently cited judicial response to 
attacks  on  the  extraterritorial  application  of  federal  criminal  law.27  The 
final  rule  declares  that  unless  a  contrary  intent  is  clear,  Congress  is 
assumed  to  have  acted  so  as  not  to  invite  action  inconsistent  with 
international law. In the eyes of the community of nations, a jurisdictional 
claim  over  misconduct  based  solely  on  the  nationality  of  the  victim 
continues  to  be  among the  more  tenuous.   Yet  as  discussed below,  the 
presumption seems less robust in light of the generous reading of the other 
internationally  recognized  grounds  upon  which  to  stake  a  claim. 
International law supports rather than dictates decisions in the area of the 
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overseas application of American law. 
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(Export controls & National Security)

     GAO Report

Improvements to Commerce’s Dual-Use System Needed to 
Ensure Protection of U.S. Interests in the Post-9/11 

Environment

GAO-06-638 (June 2006)

http://www.gao.gov/new.items/d06638.pdf

Results in Brief.

BIS has not systematically evaluated the dual-use export control system 
to determine whether it  is  achieving its  goal  of  protecting U.S.  national 
security and economic interests. In managing the dual-use export control 
system, BIS has not comprehensively analyzed available data to determine 
what  dual-use  items have  actually  been exported.  Further,  BIS has  not 
established performance measures to assess how effectively the system is 
achieving  its  goal,  as  called  for  under  government  performance 
management standards. Instead it relies on limited measures of efficiency to 
determine whether its goal is being achieved. Specifically, BIS measures the 
timeliness of the initial steps in the license application review process and 
has  reported  meeting  its  licensing  time  frames.  However,  BIS  does  not 
measure the efficiency of other aspects of the system, such as commodity 
classifications4  that  represent  a significant  part  of  its  workload.  Absent 
systematic  evaluations,  BIS  relies  on  intelligence  reports  and  anecdotal 
information  to  gauge  how  the  system is  operating.  After  the  events  of 
September 2001,  senior  BIS officials  told  us  they conducted  an ad hoc 
review of the system and determined that no fundamental changes were 
needed.  The officials,  however,  identified the  review as  the  impetus  for 
some  regulatory  adjustments,  such  as  increased  restrictions  on  exports 
related to chemical  and biological  agents.  We were unable to assess the 
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sufficiency  of  the  review  or  resulting  changes  because  BIS  did  not 
document how it conducted the review or reached its conclusions. 

The effectiveness of BIS’s watchlist screening process is questionable. 
BIS has not ensured that certain parties of concern appear on its list of 
approximately 50,000 names and that all parties on license applications are 
screened. We found that the BIS watchlist does not include 147 parties that 
have committed export control violations or are known terrorists,  which 
are reasons cited by BIS for adding parties to its watchlist. Of these, five 
are barred by BIS from exporting dual-use items. These omissions in the 
watchlist are attributable to a lack of specific criteria as to who should be 
on the watchlist and BIS’s lack of regular reviews to determine whether 
parties are missing from the list. Further, a technical limitation in BIS’s 
computer system results in some parties on license applications not being 
screened  against  the  watchlist.  We  identified  at  least  1,187  license 
applications with parties that would not have been automatically screened 
against the watchlist over the last 8 years. Though aware of the screening 
limitation, BIS officials have not conducted their own analyses to determine 
the extent of the problem. 

While BIS has implemented several GAO recommendations made over 
the  last  5  years,  it  has  not  implemented others.  BIS has  not  addressed 
recommendations related to ensuring that export controls on sensitive items 
protect U.S. interests and are consistent with U.S. law. For example, BIS 
has  not  taken  recommended  steps  to  ensure  that  items  are  properly 
classified to guard against the improper export of defense-related items. 

We are making four recommendations to the Secretary of Commerce to 
use available data and develop performance measures in consultation with 
other agencies to systematically evaluate the effectiveness and efficiency of 
the dual-use export control system in achieving the goal of protecting U.S. 
interests.  We  are  making  three  additional  recommendations  to  the 
Secretary  of  Commerce  to  correct  omissions  in  the  watchlist  and 
weaknesses in the screening process. We are also recommending that the 
Secretary of Commerce take action to address our prior unimplemented 
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recommendations. In commenting on a draft of this report, the Commerce 
Department did not address our recommendations and disagreed with the 
report’s  findings  and  characterizations  of  the  dual-use  export  control 
system. The Departments of Defense, Energy, and State had no comments 
on  the  draft  report.  After  considering  the  Commerce  Department’s 
comments, we stand by our findings and recommendations.

Background.

In regulating dual-use exports, the Commerce Department’s BIS faces 
the challenge of weighing various U.S. interests, which can be divergent or 
even competing, so U.S. companies can compete globally while minimizing 
the risk of controlled dual-use items falling into the wrong hands. Under 
the  authority  granted  in  the  Export  Administration  Act  (EAA),5  BIS 
administers the EAR that require exporters to either obtain a license from 
BIS or determine government authorization is not needed before exporting 
controlled  items.  Even  when  a  license  is  not  required,  exporters  are 
required to adhere to the provisions of the EAR when exporting controlled 
dual-use items. Whether an export license is required depends on multiple 
factors including the 

• item being exported, 

• country of ultimate destination, 

• individual parties involved in the export, 

• parties’ involvement in proliferation activities, and 

• planned end use of the item. 

Dual-use  items  specified  in  the  EAR’s  Commerce  Control  List  are 
controlled for a variety of reasons, including restricting exports that could 
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significantly enhance a country’s military potential, preventing exports to 
countries that sponsor terrorism, and limiting the proliferation of chemical, 
biological,  and  nuclear  weapons  and  their  delivery  systems.  The  U.S. 
government  controls  many  of  these  items  under  its  commitments  to 
multilateral  export  control  regimes,  which  are  voluntary  agreements 
among supplier countries that seek to restrict trade in sensitive technologies 
to peaceful purposes. 

For those exports requiring a license, Executive Order 129817 governs 
the dual-use license application review process and establishes time frames 
for each step in the review process.

 One of the first steps in the license application review process is the 
screening of parties on the application, such as the planned exporter or end 
user, against BIS’s internal watchlist to identify ineligible parties or parties 
that warrant closer scrutiny. Neither the EAA nor the EAR provide specific 
criteria as to which parties are to be included on the watchlist. However, 
under the EAR, BIS may deny export privileges to persons convicted of 
export violations, and the watchlist serves as a mechanism for identifying 
parties that have been denied exporting privileges. This screening process 
can also serve as a tool for identifying proposed end users sanctioned for 
terrorist  activities  and,  therefore,  ineligible  to  receive  certain  dual-use 
items. BIS has the discretion to add other parties to the watchlist. A match 
between the watchlist and a party on an application does not necessarily 
mean  that  the  application  will  be  denied,  but  it  can  trigger  additional 
scrutiny by BIS officials,  including BIS enforcement officials,  during the 
license application review process. 

While BIS is responsible for administering the dual-use export control 
system and licensing dual-use exports, other federal agencies play active 
roles. As provided for under Executive Order 12981, the Departments of 
Defense, Energy, and State have the authority to review any export license 
applications  submitted  to  BIS.8  These  departments  specify  through 
delegations of authority to BIS the categories of applications that they want 
to  review  based,  for  example,  on  the  item  to  be  exported.  License 
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applications can also be referred to the Central Intelligence Agency (CIA) 
for review. After reviewing an application, the agencies are to provide the 
BIS  licensing  officer  with  a  recommendation  to  approve  or  deny  the 
application.9  In  addition  to  reviewing  license  applications,  the  Defense, 
Energy, and State Departments are also involved in the regulatory process. 
Before changes are made to the EAR and the Commerce Control List, such 
as the addition of an item to the list, proposals are reviewed through an 
interagency review process.  BIS is responsible for issuing the regulatory 
changes related to dual-use exports. 

BIS  Has  Not  Systematically  Evaluated  the  Dual-Use  Export  Control  
System to Ensure Its Effectiveness and Efficiency.

BIS  has  not  systematically  evaluated  the  overall  effectiveness  and 
efficiency of the system to determine whether its stated goal of protecting 
U.S. national security and economic interests is being achieved. Specifically, 
it has not comprehensively analyzed key data on actual dual-use exports, 
including unlicensed exports that represent the majority of exports subject 
to its controls. Further, contrary to what is called for under government 
management standards, BIS has not established performance measures to 
assess how effectively the system is protecting U.S. interests in the existing 
security  and  economic  environment.  While  BIS  has  established  some 
measures related to the system’s efficiency, those measures focus on narrow 
aspects of the licensing process.  BIS’s Assessment of the Dual-Use Export  
Control System Has Been Limited.

In managing the dual-use export control system, BIS has not conducted 
comprehensive analyses of available data on items under its control that 
have  been exported.  11  According  to  BIS  officials,  they  recently  began 
conducting limited analyses of export data to evaluate the potential effects 
of proposed regulatory changes on U.S. industry. While BIS is cognizant of 
dual-use exports authorized through the license application review process, 
it has not analyzed export data to determine the extent to which approved 
licenses resulted in actual exports. BIS also does not routinely analyze data 
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on the items and destinations for unlicensed exports, which represent the 
majority of exports subject to BIS’s controls. 

BIS  has  not  established  measures  to  assess  whether  it  is  effectively 
achieving its goal of protecting national  security and economic interests. 
Under  the  performance  management  framework  established  by  the 
Government Performance and Results Act of 1993,12 federal agencies are 
to develop objective performance measures for assessing how well they are 
achieving  their  goals  over  time.  These  measures  should  focus  on  an 
agency’s outcomes as opposed to its processes. BIS’s lack of effectiveness 
measures was noted in a 2005 review by the Office of Management and 
Budget  (OMB).  In  response  to  OMB’s  review,  BIS  indicated  plans  for 
developing measures to assess the system’s effects on national security and 
economic interests in consultation with the other agencies involved in the 
export control system. BIS officials informed us that their attempt to devise 
effectiveness measures did not succeed due to a lack of cooperation and that 
they opted not to independently pursue the development of effectiveness 
measures. 

Without measures of effectiveness to assess it performance, BIS relies 
on measures related to the efficiency of the dual-use export control system. 
These efficiency-related measures generally focus on the first steps in the 
license application review process—how long it takes to review a license 
application internally and refer an application to another agency. Over the 
last  3  fiscal  years,  BIS  has  reported  meeting  its  licensing-related  time 
frames. However, BIS does not have efficiency-related measures for other 
steps in the license application review process, such as how quickly a license 
should be issued or denied once other agencies provide their input, or for 
the review process as a whole. BIS also does not evaluate the efficiency of 
other aspects of the system. Most notably, it does not measure whether it is 
meeting  the  regulatory  time  frame  for  the  processing  of  commodity 
classification  requests,  of  which there  were 5,370 in fiscal  year  2005  or 
about 24 percent of licensing officers’ workload (see app. I for additional 
information on BIS’s processing times). 

640 | Page



Sourcebook of Cases, Laws, Treaties & Documents

BIS officials acknowledged that they have not systematically evaluated 
the dual-use export control system. Instead, BIS officials informed us that 
they regularly review intelligence reports and meet with industry officials 
to gauge how well the system is working. A senior BIS official stated there 
are no anecdotal indications that the system is not effective. The official 
added that “it stands to reason” that BIS’s controls have limited various 
parties’  access  to  U.S.  dual-use  technologies  but  that  it  is  difficult  to 
determine how controls  are affecting U.S.  industry.  Also,  as evidence of 
how the system is operating, BIS officials referred us to BIS’s annual report 
on  its  foreign  policy-based  controls.15  This  report  summarizes  various 
regulatory changes from the previous year and what the newly imposed 
controls were intended to achieve. 

Absent systematic evaluations, BIS conducted an ad hoc review after 
the September 2001 attacks to determine what changes, if any, needed to be 
made to the  system in light  of  the  new security  environment.  However, 
according  to  BIS  officials,  they  did  not  produce  a  report  or  other 
documentation regarding their review. Therefore, we could not assess the 
validity  or  sufficiency  of  BIS’s  review  and  the  resulting  changes.  BIS 
officials told us they determined that, other than some adjustments to its 
controls, no fundamental changes to the system were needed because they 
already had controls and procedures in place to deny terrorists access to 
dual-use technologies. Of the hundreds of regulatory changes made since 
September 2001. 

According to BIS officials, their review did not result in changes to the 
license  application  review  process  after  the  events  of  September  2001. 
However, decisions by other agencies—namely the Energy Department and 
the CIA—have resulted in BIS referring more license applications to them. 
Specifically,  in  response  to  Energy’s  request,  BIS  began  referring 
applications  related  to  missile  technologies  and  chemical  or  biological 
agents, in addition to the nuclear-related applications Energy was already 
reviewing. Similarly, based on discussions between BIS and the CIA, the 
decision was made to refer more  applications  to the  CIA for  review to 
determine  whether  foreign  parties  of  concern  may  be  involved  in  the 
proposed export. 
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Omissions and Weaknesses Undermine BIS’s Screening of Applications  
against the Watchlist. 

BIS’s  watchlist  is  intended  to  facilitate  the  identification  of  license 
applications involving individuals  and companies  representing an export 
control  concern.  However,  BIS’s  watchlist  is  incomplete,  as  numerous 
export control violators and terrorists are not included on the list. Further, 
BIS’s process for screening applications does not ensure that all parties on 
all  applications  are  screened  against  the  watchlist.  As  a  result,  the 
watchlist’s utility in the license application review process is undermined, 
which increases the risk of dual-use items falling into the wrong hands.

BIS’s Watchlist Is Incomplete .

BIS’s watchlist does not include certain companies, organizations, and 
individuals  that  are  known  entities  of  export  control  concern  and, 
therefore, warrant inclusion on the watchlist. Based on our comparison of 
the watchlist to publicly available U.S. government documents,  including 
ones available through BIS’s Web site, we identified 147 parties that had 
either violated U.S.  export  control  requirements,  been determined to be 
suspicious end users, or committed acts of terror but were not on BIS’s 
watchlist. BIS officials confirmed that, at the time of our review, the parties 
we identified were not on BIS’s watchlist. 

The above individuals and companies we identified as not being on the 
BIS  watchlist  include  those  that  have  exported  or  attempted  to  export 
weapons to terrorist organizations, night vision technologies to embargoed 
countries,  and  materials  that  can  be  used  in  biological  and  missile 
programs. The terrorist organizations include one that has staged attacks 
against  U.S.  and  coalition  forces  in  Afghanistan  and  another  that  has 
attacked and abducted large numbers of civilians, including children.

BIS’s standard for including a party on its watchlist is that the party 
represents  an  export  control  concern.  BIS  does  not  have  an  official 
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definition or explanation as to what constitutes an export control concern. 
As a result,  the decision as  to  whether a party  should be  added to the 
watchlist  is  left  to  the  judgment  of  the  BIS  personnel  responsible  for 
maintaining the watchlist. The only specific guidance BIS provides is that 
parties under investigation by BIS enforcement officials must be added to 
the watchlist. BIS officials told us that the reasons a company, organization, 
or individual should be added to the watchlist include previous violations of 
U.S. export control regulations, inability to determine a party’s legitimacy, 
possible support of international terrorism, and possible involvement with 
missile programs of concern. The 147 parties we identified fall within these 
categories. In addition, BIS officials do not regularly review the watchlist to 
ensure  its  completeness.  BIS officials  said  they do not  conduct  periodic 
checks as to whether particular parties have been added to the list. They 
also do not compare the BIS watchlist to other federal agencies’ lists or 
databases used for similar purposes to determine whether the BIS watchlist 
is missing pertinent parties. 

BIS officials offered several explanations for why the 147 parties were 
not on the watchlist. First, they acknowledged it was an oversight on their 
part not to include several of the parties on the watchlist. For example, at 
least two parties were not added to the watchlist because the BIS personnel 
involved thought they had been added by someone else. Second, for some of 
the parties,  BIS did not  receive information from another agency about 
export  control-related  investigations.  However,  these  parties  could  have 
been identified  through  publicly  available  reports.  Third,  BIS  relies  on 
limited  sources  to  identify  parties  involved  in  terrorist  activities.  The 
officials  explained  that  their  primary  source  for  identifying  terrorist 
organizations  is  the  Treasury  Department’s  public  listing  of  designated 
terrorists.18  While  Treasury maintains  a list  of  terrorists,  its  list  is  not 
exhaustive  and  therefore,  does  not  include  all  known  terrorist 
organizations.  BIS’s  Process  Does  Not  Ensure  That  All  Parties  Are  
Screened against the Watchlist. 

BIS’s process for screening applications does not ensure that all parties 
are screened against the watchlist. To screen parties on applications against 
the watchlist, BIS relies on a computerized process. The computer system 
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recognizes  parties  that  are  identified  in  one  of  five  specified  fields  and 
automatically  screens  the  parties  identified  in  those  fields  against  the 
watchlist.  If  there  are  multiple  parties,  BIS’s  regulations  direct  the 
applicant to list the additional parties in the “Additional Information” field. 
However, the computer system does not recognize the parties listed in that 
field, which means the parties are not automatically screened against the 
watchlist.  While BIS officials  told us that they may identify applications 
involving multiple parties and manually screen them against the watchlist, 
they do not have a systematic means of identifying applications involving 
parties listed in the “Additional Information” field. As a result, BIS cannot 
ensure that all parties on all applications have been screened. Based on our 
review of licensing data for the past 8 years, we identified at least 1,187 
applications  involving  multiple  parties  that  would  not  have  been 
automatically  screened. BIS officials  informed us that they are aware of 
this limitation, but have not conducted reviews to determine the number of 
applications affected. 

According  to  BIS  officials,  since  most  applications  are  reviewed  by 
other agencies, the risk of not screening all parties is lessened. However, a 
senior  BIS  official  acknowledged  that  by  not  screening  all  applications 
against the BIS watchlist, applications involving parties that are the subject 
of  BIS  enforcement  investigations  would  not  be  identified  as  that 
information only resides on the BIS watchlist. Defense and State officials, to 
whom  most  license  applications  are  referred,  stated  that  they  do  not 
maintain watchlists for the screening of dual-use export license applications 
and  expect  BIS  to  have  already  screened  all  parties  before  referring 
applications to them. BIS officials informed us of their plans to develop a 
new  computerized  screening  system  to  ensure  that  all  parties  on 
applications are screened against the watchlist. However, the new system 
will not be operational for several years. 

BIS  Has  Not  Corrected  Some  Weaknesses  Identified  In  Prior  GAO 
Reports.
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In the years since the September 2001 terror attacks, GAO has issued a 
number of reports identifying weaknesses in the dual-use export control 
system. The weaknesses identified in many of the prior reports relate to 
ensuring that export controls on sensitive items protect U.S. interests and 
are consistent with U.S. law. Some of our recommendations to correct those 
weaknesses remain unimplemented. 

Among the weaknesses identified in prior GAO reports is the lack of 
clarity as to which items are controlled and whether they are controlled by 
the Commerce Department or the State Department. A lack of clarity as to 
whether an item is Commerce-controlled or State-controlled increases the 
risk  that  defense-related  items  will  be  improperly  exported  and  U.S. 
interests will be harmed as a result.  In most cases, State’s controls over 
arms exports are more restrictive than Commerce’s controls over dual-use 
items. For example, a State-issued license is generally required for arms 
exports, whereas many dual-use items do not require licenses for export to 
most  destinations.  Further,  most  arms exports  to  China are  prohibited, 
while dual-use items may be exported to China. 

In  2002,  we  reported  that  BIS  had  improperly  informed  exporters 
through the commodity classification process that their items were subject 
to Commerce’s export control requirements, when in fact the items were 
subject  to  State’s  requirements.  BIS  made  improper  determinations 
because it rarely obtained input from the Departments of State or Defense 
during  the  commodity  classification  process  on  which  department  had 
jurisdiction  over  the  items  in  question.  We  recommended  that  the 
Commerce  Department,  together  with  the  Departments  of  State  and 
Defense, develop agreed-upon criteria for determining which classification 
requests  should  be  referred  to  the  other  departments,  which  would 
minimize  the  risk  of  improper  determinations.  However,  BIS  has  not 
implemented  our  recommendation  and  continues  to  refer  only  a  few 
commodity classifications to the Departments of State and Defense. In fiscal 
year  2005,  BIS  processed  5,370  commodity  classification  requests  and 
referred only 10 to State and Defense. 
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BIS has taken actions to address other weaknesses identified in GAO 
reports. For example, in response to a 2004 GAO report, BIS expanded its 
licensing requirements for the export of missile technology items to address 
missile proliferation by nonstate actors. Similarly, BIS implemented GAO’s 
recommendation to require exporters to inform end users in writing of any 
conditions placed on licenses to help ensure that the end users abide by 
those restrictions.

                                          Conclusions.

Exports of dual-use items are important to a strong U.S. economy, but 
in the wrong hands, they could pose a threat to U.S. security and foreign 
policy interests. However, BIS has not demonstrated whether the dual-use 
export control system is achieving its goal of protecting national security 
and economic interests in the post-September 2001 environment. Without 
systematic  evaluations,  BIS  cannot  readily  identify  weaknesses  in  the 
system and implement corrective measures that allow U.S. companies to 
compete in the global marketplace while minimizing the risk to other U.S. 
interests.  Further,  the  absence  of  known parties  of  concern on the  BIS 
watchlist and limitations in the screening process create vulnerabilities and 
are  illustrative  of  what  can  happen  when  there  is  not  an  emphasis  on 
evaluating how well a system is operating and taking corrective action to 
address  known  deficiencies.  Also,  the  weaknesses  and  associated  risks 
identified  in  prior  GAO  reports  will  persist  until  the  remaining 
recommendations are implemented. Until corrective actions are taken, the 
United States will continue to rely on BIS’s management of the dual-use 
export control system with known vulnerabilities and little assurance that 
U.S. interests are being protected.

Recommendations for Executive Action.

To ensure that the dual-use export control system is effective as well as 
efficient in protecting U.S. interests, we recommend that the Secretary of 
Commerce direct the Under Secretary for Industry and Security to take the 
following four actions 
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• identify and obtain data needed to evaluate the system; 

• review existing measures of efficiency to determine their appropriateness 
and develop measures that address commodity classifications; 

• develop, in consultation with other agencies that participate in the system, 
measures of  effectiveness that  provide an objective  basis  for assessing 
whether progress is being made in achieving the goal of protecting U.S. 
interests; and 

•  implement  a  plan  for  conducting  regular  assessments  of  the  dual-use 
export control system to identify weaknesses in the system and corrective 
actions. 

To ensure that BIS has a process that effectively identifies parties of 
concern  during  the  export  license  application  review  process,  we 
recommend that the Secretary of Commerce direct the Under Secretary for 
Industry and Security to take the following three actions 

• develop criteria for determining which parties should be on the watchlist; 

•  implement  regular  reviews  of  the  watchlist  to  help  ensure  its 
completeness; and 

To mitigate  the risks identified in prior  GAO reports  related to the 
dual-use  export  control  system,  we  recommend  that  the  Secretary  of 
Commerce direct the Under Secretary for Industry and Security to report 
to  Congress  on  the  status  of  GAO  recommendations,  the  reasons  why 
recommendations have not been implemented, and what other actions, if 
any, are being taken to address the identified weaknesses.
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(Export controls, Dept. of Commerce and Dept. of State)

GAO Report

EXPORT CONTROLS -- State and Commerce Have Not 
Taken Basic Steps to Better Ensure U.S. Interests Are 

Protected.

GAO-08-710T (April 24, 2008)

http://www.gao.gov/new.items/d08710t.pdf

Summary 

State and Commerce have not managed their export licensing processes 
to ensure their effective operation. In 2007, we found that State’s export 
licensing process was hindered by procedural weaknesses, problems with a 
key  electronic  processing  system,  and  human  capital  challenges.  These 
inefficiencies  contributed  to  State’s  median  processing  times  nearly 
doubling  from  14  days  in  fiscal  year  2003  to  26  days  in  2006  and  a 
significant  increase in State’s backlog of  open cases.  According to State 
officials,  the  department  has  begun  analyzing  its  licensing  data  and 
implementing measures that will allow it to better manage its workload and 
determine the most effective workforce structure. For the small percentage 
of dual-use exports that require licenses, Commerce’s median processing 
times  have  remained  relatively  stable  at  about  40  days.  However,  the 
overall efficiency of Commerce’s application review process is unknown. 
This is due in part to Commerce’s lack of performance measures for all 
steps in its review process. 

Our prior work has also found that  poor coordination among State, 
Commerce, and other departments involved in export controls has further 
weakened the system. For example, State and Commerce have disagreed on 
which  department  controls  the  export  of  certain  items.  In  one  case, 
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Commerce determined that an item was subject to its less restrictive export 
requirements  when  it  was,  in  fact,  State-controlled.  Such  improper 
determinations and unclear jurisdiction not only create an unlevel playing 
field because some companies may gain access to markets that others will 
not, it also increases the risk that sensitive items, such as explosive detection 
devices,  will  be  exported  without  the  appropriate  review and  resulting 
protections.  Further,  State  and  Defense  took  almost  4  years  to  reach 
agreement regarding when certain licensing exemptions could be used by 
exporters in support of Defense-certified programs. This lack of agreement 
could have resulted in export  requirements  being inconsistently applied. 
Finally,  in response to our prior recommendation,  State and Commerce 
only  recently  began  regularly  receiving  information  on  criminal 
enforcement  actions  from  Justice—information  that  is  important  to 
consider upfront as part of the license application review process. 

State and Commerce have not undertaken basic steps to ensure their 
controls  and  processes  are  sufficient  and  appropriate  to  protect  U.S. 
interests.  Notably,  neither  department  has  systematically  assessed  its 
controls  in  recent  years—despite  dramatic  changes  in  the  security  and 
economic  environment.  Nevertheless,  State  and  Commerce  have 
maintained that no fundamental changes to the export control system were 
needed. Earlier this year, the White House announced the President signed 
directives  intended to  ensure  that  the  export  control  system focuses  on 
meeting  security  and  economic  challenges.  Legislation  has  also  been 
introduced to make changes to the export  control  system. However,  few 
details about the basis for these initiatives are known. In the past, we have 
reported  that  export  control  initiatives  not  grounded  in  analyses  have 
generally not resulted in the desired improvements to the system.

Background

The U.S. government has a myriad of laws, regulations,  policies, and 
processes intended to identify and protect critical technologies so they can 
be transferred to foreign parties in a manner consistent with U.S. national 
security,  foreign policy,  and economic  interests.  Advanced weapons  and 
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militarily  useful  technologies  are  sold  by  U.S.  companies  for  economic 
reasons  and  by  the  U.S.  government  for  foreign  policy,  security,  and 
economic reasons.  Yet,  the technologies that  underpin U.S.  military and 
economic  strength  continue  to  be  targets  for  theft,  espionage,  reverse 
engineering,  and illegal exports.  As a result,  the safety net of programs, 
many which were put in place decades ago, not only has to protect critical 
technologies but it also has to do so in a manner that allows legitimate trade 
with allies and other friendly nations.

The  U.S.  export  control  system  for  defense-related  items  involves 
multiple federal agencies and is divided between two regulatory bodies—
one managed by State for arms and another managed by Commerce for 
dual-use items (see table 1).

Table 1: Roles and 
Responsibilities in the 
Arms and Dual-Use 

Export Control Systems 
Principal regulatory 

agency

Mission Statutory authority Implementing regulations

Commerce Department’s 
Bureau of Industry and 

Security

Regulates export of dual-
use items by weighing 

economic, national 
security, and foreign 

policy interests

Export Administration 
Act of 1979b

Export Administration 
Regulations

Other federal agencies
Department of Defense Provides input on which items should be controlled by 

either State or Commerce and conducts technical and 
national security reviews of export license applications 
submitted by exporters to either State or Commerce

Department of Homeland Security Enforces arms and dual-use export control laws and 
regulations through border inspections and 

investigationsc

Department of Justice Investigates any criminal violations in certain 
counterintelligence areas, including potential export 
control violations, and prosecutes suspected violators 

of arms and dual-use export control laws
State Department’s 

Directorate of Defense 
Trade Controls

Regulates export of arms 
by giving primacy to 
national security and 

foreign policy concerns

Arms Export Control Act 
of 1976a

International Traffic in 
Arms Regulations

State’s  and  Commerce’s  implementing  regulations  contain  lists  that 
identify the items and related technologies each department controls and 
establish requirements for exporting those items. Exporters are responsible 
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for determining which department controls the items they seek to export 
and  what  the  regulatory  requirements  are  for  export.  The  two 
departments’  controls  differ  in  several  key  areas.  In  most  cases, 
Commerce’s controls over dual-use items are less restrictive than State’s 
controls over arms. Many items controlled by Commerce do not require 
licenses  for  export  to  most  destinations,  while  State-controlled  items 
generally require licenses for most destinations. Also, some sanctions and 
embargoes only apply to items on State’s U.S. Munitions List and not to 
those on the Commerce Control List. For example, Commerce-controlled 
items may be exported to China while arms exports to China are generally 
prohibited. 

Even when items are exempt from licensing requirements, they are still 
subject to U.S. export control laws. Responsibility for enforcing those laws 
and their associated regulations largely rests with various agencies within 
Commerce,  Homeland  Security,  Justice,  and  State.  These  enforcement 
agencies  conduct  a variety of  activities,  including inspecting items to be 
exported,  investigating  potential  export  control  violations,  and pursuing 
and imposing the appropriate penalties. Punitive actions, which are either 
criminal or administrative, can be taken against violators of export control 
laws  and  regulations.  Justice  can  prosecute  criminal  cases,  where  the 
evidence shows that the exporter willfully and knowingly violated export 
control  laws.  Prosecutions  can  result  in  imprisonment,  fines,  and  other 
penalties. State or Commerce can impose fines, suspend export licenses, or 
deny export privileges for administrative violations.

Inefficiencies  in  the  Processing  of  License  Applications  Hinder  the  
Export Control System

Reviews of export license applications require time to deliberate and 
ensure that license decisions are appropriate. Such reviews, though, should 
not  be  unnecessarily  delayed  due  to  inefficiencies  or  be  eliminated  for 
efficiency’s sake—both of which could have unintended consequences for 
U.S. security, foreign policy,  and economic interests. However, State and 
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Commerce have not managed their respective export licensing processes to 
ensure their efficient operation. 

As  we  have  previously  reported,  inefficiencies  have  contributed  to 
increases in State’s processing times for license applications and related 
cases  and  its  inability  to  keep  pace  with  a  growing  workload.4  State’s 
processing times for arms export cases began increasing in fiscal year 2003
—with median processing times nearly doubling from 14 days to 26 days by 
fiscal year 2006 (see fig. 1). During this period, State’s workload increased 
by 20 percent, from about 55,000 to 65,000 cases. State was unable to keep 
pace  with this  growing number of  cases,  which resulted in a significant 
number of open cases awaiting review and final action. At the end of fiscal 
year 2006, this so called “backlog” reached its peak at over 10,000 open 
cases,  prompting  State  to  undertake  extraordinary  measures—such  as 
extending work hours and canceling training and industry outreach—to 
reduce  the  number  of  open  cases.  However,  such  measures  were  not 
sustainable and did not address underlying inefficiencies. Concerns were 
also  raised  that  these  measures  could  have  the  unanticipated  effect  of 
shifting the focus from the mission of protecting U.S. interests to simply 
closing cases to reduce the number of open cases.

At the time of our 2007 review, we found that State had not analyzed 
licensing data to identify inefficiencies and develop sustainable solutions to 
manage  its  review process  and more effectively  structure  its  workforce. 
Through our  extensive  analysis  of  State’s  data,  we determined that  the 
overall trend of increased processing times and open cases was attributable 
to several factors, including procedural weaknesses, problems with its new 
electronic processing system, and human capital challenges, many of which 
had gone unnoticed and unaddressed by State.

•  Procedural  Weaknesses:  State  lacked  screening  procedures  to 
promptly identify those cases needing interagency review. As a result, 
cases  often languished for  weeks in a queue  awaiting  assignment  or 
initial review before being referred to another agency, such as Defense, 
for  further  review.  State  also  lacked  procedures  to  expedite  certain 
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cases. We found that processing times in fiscal year 2006 for exports to 
the United Kingdom and Australia, which by law were to be expedited, 
did  not  differ  significantly  from  processing  times  for  other  allied 
countries.5 Similarly, processing time goals for applications in support of 
Operations Iraqi Freedom and Enduring Freedom were not being met. 

• Electronic Processing Problems: State officials have cited D-Trade
—its  new  automated  system  for  processing  cases—as  the  most 
significant  effort  to  improve  efficiency.  However,  State’s 
implementation of D-Trade has been problematic and has not been the 
promised panacea for improving processing times. Our analysis showed 
that there was no significant difference in processing times for similar 
cases  whether  they  were  submitted  via  D-Trade  or  the  traditional 
paper-based  system.  State  relied  on  this  automated  solution  without 
reengineering the underlying processes or developing tools to facilitate 
the licensing officer’s job. For example, D-Trade has limited capabilities 
to  reference  precedent  cases  that  would  allow  licensing  officers  to 
leverage work previously done on similar cases, which could not only 
help to expedite the processing of a case but could also ensure greater 
consistency  among  similar  cases.  Further,  D-Trade  experienced 
performance problems that State officials attributed to poorly defined 
requirements and a rush to production. For example, because of a glitch 
in January 2007, 1,300 cases received during a 3-day period had to be 
resubmitted by exporters, which resulted in rework. 

•  Human Capital  Challenges:  State has  also faced human capital 
challenges in establishing and retaining a sufficient workforce with the 
experience and skills needed to efficiently and effectively process arms 
export cases. For example,  the number of licensing officers on board 
was at the same level in fiscal years 2003 and 2006, despite an almost 20 
percent increase in cases over that period. As a point of comparison, in 
fiscal  year  2005,  State  had  31  licensing  officers  who  closed 
approximately 63,000 cases while Commerce had 48 licensing officers 
who closed approximately 22,000 cases. Additionally, Defense had not 
been  providing  State  with  its  full  complement  of  detailed  military 
officers, who are generally assigned to review complex agreements.6 
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These findings prompted us to recommend that State conduct analyses 
of its licensing data to assess root causes of inefficiencies and then identify 
and implement actions that would allow it to better manage its workload, 
reexamine  its  processes,  and  determine  the  most  effective  workforce 
structure.  We are encouraged to learn that,  under the direction of new 
leadership responsible for managing the arms export control system, State 
has recently committed to implementing these recommendations and taking 
actions to address the issues we identified. Specifically, State has informed 
us  that  it  (1)  has  implemented  procedures  to  more  quickly  determine 
whether cases should be referred to other agencies or State bureaus for 
review and instituted senior level reviews of cases that are over 60 days old, 
(2) is planning future D-Trade upgrades that are expected to facilitate case 
reviews  by  licensing  officers  and  allow  managers  to  better  oversee  the 
processes, and (3) has restructured its licensing divisions to ensure a more 
equitable distribution in the workload and skill level of licensing officers 
based  on  our  analysis.  While  these  recently  reported  actions  are 
encouraging, we have not yet examined them to determine their effects. 

Concerns about efficiency have largely focused on State’s processing of 
applications for arms exports, in part, because few dual-use exports subject 
to Commerce’s controls require licenses. In 2005, for example, 98.5 percent 
of dual-use exports, by dollar value, were not licensed.7 While few dual-use 
exports  are  licensed,  the  number  of  license  applications  processed  by 
Commerce has increased in recent years—increasing by over 50 percent 
from fiscal years 1998 through 2005.8 During that time period, Commerce’s 
overall median processing times have remained stable, around 40 days, and 
are  consistent  with time  frames  established by a 1995 executive  order.9 

However,  the  overall  efficiency  of  Commerce’s  licensing  process  is 
unknown in part because Commerce lacks efficiency-related measures and 
analyses that would allow it to identify opportunities for improvement. For 
example,  to  determine  the  efficiency  of  its  license  application  review 
process, Commerce only measures its performance in terms of how long it 
takes to refer an application to another agency for review. Commerce does 
not have efficiency-related measures for other steps in its review process, 
such as how quickly a license should be issued once other agencies provide 
their  input,  or  for  the  entire  process.  During  the  course  of  our  prior 
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reviews, Commerce did not provide us with evidence that would indicate it 
has  undertaken  analyses  of  licensing  data  to  determine  if  previously 
established time frames are still appropriate or to identify the drivers of its 
workload  or  the  bottlenecks  in  its  processes  that  would  allow  it  to 
implement actions to improve efficiency.

Poor Interagency Coordination Creates Vulnerabilities

Since multiple departments have a role to play in the export control 
system,  its  effective  operation  depends  on  those  departments  working 
together. However, we have identified instances related to export control 
jurisdiction,  the  use  of  license  exemptions,  and  the  dissemination  of 
enforcement information when poor coordination among the departments 
has created vulnerabilities in the system’s ability to protect U.S. interests. 
The departments have taken action to address some—but not all—of these 
vulnerabilities.

Given the different restrictions State and Commerce have on the items 
subject to their controls, the determination of which items fall under State’s 
export jurisdiction and which fall under Commerce’s is fundamental to the 
U.S.  export  control  system.  However,  we  have  previously  reported  that 
State and Commerce have disagreed on which department has jurisdiction 
over  certain  items.  In  some  cases,  both  departments  have  claimed 
jurisdiction over the same items, which was the case for certain missile-
related technologies.10 In another case, for example, Commerce improperly 
determined that explosive detection devices were subject to Commerce’s 
less restrictive export control requirements when they were, in fact, State-
controlled.11  Such jurisdictional disagreements and problems are often the 
result of minimal or ineffective coordination between the two departments 
and the departments’ differing interpretations of the regulations. Despite 
our recommendations  to do so,  the two departments  have not  yet come 
together to resolve these jurisdictional disputes or develop new processes to 
improve  coordination.  Until  these  disagreements  and  coordination 
problems are resolved,  exporters—not  the government—will  continue to 
determine which restrictions apply and, therefore, the type of governmental 
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review that will occur. Not only does this create an unlevel playing field and 
competitive  disadvantage—because  some  companies  may  gain  access  to 
markets that  others  will  not—but  it  also increases the  risk that  critical 
items  will  be  exported  without  the  appropriate  review  and  resulting 
protections. 

Even  when  jurisdiction  over  an  export-controlled  item  is  clearly 
established, there is not always agreement among the departments on when 
an export license is required. While State generally requires a license for 
most arms exports, its regulations exempt exports that meet specific criteria 
from licensing requirements. For a limited number of licensing exemptions, 
Defense may confirm that the export qualifies for the use of an exemption 
in support of Defense activities, such as sharing of technical data related to 
defense  acquisition  programs  and  defense  cooperative  agreements  with 
allies  and  friendly  nations.  However,  our  work revealed  that  State  and 
Defense had different interpretations of the exemptions and what exports 
could be certified by Defense.12 For example, State officials maintained that 
one  exemption  was  only  for  use  by  U.S.  government  personnel,  while 
Defense officials stated it was available for use by contractors working in 
direct support of Defense activities. For approximately 4 years, the lack of a 
common  understanding  of  the  exemption  created  a  vulnerability  as 
regulations  and  licensing  requirements  could  have  been  inconsistently 
applied. Further, we found that State and Defense lacked comprehensive 
data to oversee the use of these exemptions.  Such data would allow the 
departments to identify and assess the magnitude of transfers certified for 
exemption use. Specifically, Defense’s 2006 annual report to State on the 
use of the exemptions provided data on 161 certifications, but we identified 
271 additional  certifications  that  were  not  included  in  Defense’s  report 
because  they were  not  entered into  a centralized Defense  database.  We 
understand that,  in response to our recommendation,  State and Defense 
established a working group and recently reached agreement to resolve the 
issues identified in our report. 

Absence of Assessments Limits Ability to Identify Problems and Make  
Improvements to the System
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To adapt  to  the  accelerating  pace  of  change  in  the  global  security, 
economic,  and  technological  environment,  federal  programs  need  to 
systematically  reassess  priorities  and  approaches  and  determine  what 
corrective actions may be needed to fulfill their missions.14 For example, to 
meet the challenges of the 21st century, agency leaders need to reexamine 
their programs, asking questions related to their program’s relevance and 
purpose, how success should be measured, and whether they are employing 
best practices. Given the two departments’ missions of controlling defense-
related  exports  while  allowing  legitimate  trade,  State  and  Commerce 
should  not  be  exceptions  to  this  basic  management  tenet.  Although 
dramatic changes have occurred in the security and economic environment 
since the start of the 21st century, State and Commerce have not conducted 
systematic assessments to determine whether their controls and processes 
are  sufficient  and appropriate  or  whether changes  are needed to better 
protect U.S. interests. Despite providing us with no basis for their positions 
and the existence of known vulnerabilities, both departments informed us 
that no fundamental changes to their respective systems were needed. 

Earlier  this  year,  the  President  signed a  package  of  directives  that, 
according to the White House, will ensure that U.S. export control policies 
and  practices  support  national  security  while  facilitating  economic  and 
technological leadership. Relatively few details about the directives or the 
basis  for  particular  initiatives  have  been publicly  released,  though they 
reportedly incorporate recommendations provided by industry.  We have 
not had an opportunity to review the specifics of the directives, how they 
were formulated,  or how they will  be implemented. Legislation has  also 
been introduced to make changes to the export control system.15 

While we have not had an opportunity to evaluate the new directives, a 
note  of  caution may be drawn from our work regarding a prior  set of 
initiatives that were also designed to improve the export control system. In 
2000,  the  Defense  Trade  Security  Initiatives  (DTSI),  which  was 
characterized as the first major post-Cold War revision to the U.S. export 
control system, was unveiled. DTSI was comprised of 17 different initiatives 
developed by State and Defense to expedite  and reform the U.S.  export 
control system. At the time, we determined that no analysis of the problems 
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that the initiatives were intended to remedy or demonstration of how they 
would achieve identified goals had been conducted.16 It turned out that the 
justifications for the initiatives was, in part, based on anecdotes that were 
factually incorrect or only told part of the story. In one example cited by 
Defense, the lengthy processing time for an export license caused a foreign 
firm to cancel its contract with a U.S. aerospace company, but upon closer 
examination,  we  learned  that  U.S.  government  had  denied  the  license 
because  of  concerns  regarding  the  foreign  firm’s  ties  with  the  Chinese 
military.  Because  there  was  little  assurance  that  DTSI  would  result  in 
improvements to the system, we were not surprised during our subsequent 
work when we found that the initiatives had generally not been successful. 

                                      Conclusions

The government’s safety net of programs is intended to protect critical 
technologies  while  still  allowing  legitimate  trade.  Therefore,  the 
components of that system must address known vulnerabilities and be able 
to adapt to a changing global environment if they are to individually and 
collectively protect and promote U.S. national security, foreign policy, and 
economic interests. Our past work demonstrates that State and Commerce 
have not managed the export control  system to better ensure its  overall 
effectiveness  in  protecting  U.S.  interests.  Recent  actions  taken  by  the 
departments  to  begin  addressing  some  of  the  management  issues  and 
vulnerabilities identified in our prior reports are encouraging.  However, 
other  recommendations,  most  notably  those  related  to  export  control 
jurisdiction,  remain  unimplemented.  While  the  implementation  of  our 
recommendations is  an important first  step for improving the efficiency 
and effectiveness of the export control system, a sustained commitment on 
the part of the departments to engage in a continuous process of evaluation, 
analysis, and coordination is needed. It is only then that meaningful and 
sustainable improvements to the export control system can be developed 
and implemented to ensure the efficiency and effectiveness of the system in 
protecting U.S. interests.
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(Iranian trade sanction and legislation)

       GAO Report

Iranian Sanctions –U.S. Objectives Unclear and Should be 
Reviewed.

GAO-08-58 (December 2007)

http://www.gao.gov/new.items/d0858.pdf

Results in Brief

Since 1987, U.S. agencies have been implementing numerous sanctions 
against Iran that fall into three categories. First, Treasury leads efforts to 
implement a comprehensive U.S. trade and investment ban against Iran.2 

Between  2003  and  2007,  Treasury  filed  94  civil  penalty  cases  against 
companies violating the ban. However, the ban may be circumvented by 
exporters who ship U.S.  goods to Iran through other countries.  Second, 
State  administers  sanction  laws  against  foreign  parties  that  engage  in 
proliferation or terrorism-related activities with Iran.  State has imposed 
sanctions under these laws to varying degrees. For example, under one law, 
sanctions  have been imposed in  111 instances.  Almost  one-half  of  these 
cases involved Chinese entities selling sensitive goods to Iran, and over 30 
percent  of  all  sanction  cases  under this  law involved  parties  that  were 
sanctioned multiple times. According to a State official, entities engaged in 
conventional arms transfers were the most widely sanctioned, followed by 
those involved in chemical-biological, missile, and nuclear activities. Under 
another law, sanctions have never been imposed. Third, Treasury or State 
can  designate  parties  that  engage  in  proliferation  or  terrorism-related 
activities involving Iran as subject to financial sanctions that freeze their 
assets and reduce their access to the U.S. financial system.
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U.S.  officials  and  experts  report  that  U.S.  sanctions  have  specific 
impacts  on  Iran;  however,  the  extent  of  such  impacts  is  difficult  to 
determine. First, according to U.S. officials and experts, U.S. sanctions may 
have slowed foreign investment in Iran’s petroleum sector, which hinders 
Iran’s  ability  to  fund its  acquisition  of  prohibited  items and terrorism-
related activities. Second, U.S. officials state that financial sanctions deny 
parties involved in Iran’s proliferation and terrorism activities access to the 
U.S. financial system and complicate their support for such activities. For 
example, in January 2007, the U.S. government sanctioned Bank Sepah as a 
supporter  of  the  proliferation  of  weapons  of  mass  destruction,  thereby 
eliminating its access to the U.S. financial system and reducing its ability to 
conduct  dollar  transactions.  Third,  U.S.  officials  have  identified  broad 
impacts of sanctions, such as providing a clear statement of U.S. concerns 
about Iran. However, other evidence raises questions about the extent of 
reported economic impacts. Since 2003, the Iranian government has signed 
contracts  reported  at  approximately  $20  billion  with  foreign  firms  to 
develop its energy resources, though it is uncertain whether these contracts 
will ultimately be carried out. In addition, sanctioned Iranian banks may be 
able  to  turn  to  other  financial  institutions  or  fund  their  activities  in 
currencies  other  than  the  U.S.  dollar.  Moreover,  while  Iran  halted  its 
nuclear weapons program in 2003, according to the November 2007 U.S. 
National Intelligence Estimate, it continues to acquire advanced weapons 
components, enrich uranium, and support terrorism. Finally, U.S. agencies 
do not  assess  the  overall  impact  of  sanctions.  Except  for  Treasury,  the 
agencies,  do  not  collect  data  demonstrating  the  direct  results  of  their 
sanctioning  and  enforcement  actions,  such  as  the  types  of  goods  seized 
under the trade ban or the subsequent actions of sanctioned entities. 

Iran’s global trade ties and leading role in energy production make it 
difficult  for  the  United States  to  isolate  Iran and pressure  it  to  reduce 
proliferation  activities  and  support  for  terrorism;  however,  multilateral 
efforts to target Iran have recently begun. From 1987 through 2006, Iran’s 
exports grew from $8.5 billion to $70 billion,  while  Iran’s imports  grew 
from $7 billion to $46 billion.4  During that period, the annual real growth 
rate of Iran’s exports was nearly 9 percent and about 7 percent for Iran’s 
imports.  Both  exports  and  imports  fluctuated  during  this  period.  For 
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example,  imports rose sharply following the Iran-Iraq war in 1988, and 
most  of  Iran’s  export  growth  has  occurred  since  2002,  coinciding  with 
sharp increases in oil prices. Iran’s trade included imports of weapons and 
nuclear technology. Second, global interest in purchasing and developing 
Iran’s  substantial  petroleum  reserves  has  kept  Iran  active  in  global 
commerce. The growing worldwide demand for oil, coupled with high oil 
prices and Iran’s extensive reserves, enabled Iran to generate more than 
$50 billion in oil revenues in 2006. However, multilateral efforts targeting 
Iran  have  recently  begun.  Beginning  in  December  2006,  and  again  in 
March 2007, the UN Security Council  (UNSC) adopted sanctions against 
Iran.5 Among other things, these sanctions prohibit UN member states from 
supplying Iran with specific nuclear materials or technology, require them 
to freeze the financial assets of certain Iranian individuals and companies 
with ties to Iran’s nuclear or ballistic programs, and ban the import of all 
Iranian conventional arms. 

We  recommend  that  the  Congress  consider  requiring  the  National 
Security Council (NSC), in collaboration with the Departments of State, the 
Treasury, Energy, and Commerce; the intelligence community; and U.S. 
enforcement  agencies  to  (1)  collect,  analyze,  and  improve  data  on Iran 
sanctions and conduct a baseline assessment of the impact and use of the 
sanctions; (2) develop a framework for assessing the ongoing impact of U.S. 
sanctions,  taking  into  consideration  the  contribution  of  multilateral 
sanctions;  and (3)  report  periodically  to  the  Congress  on the  sanctions’ 
impact. 

We provided a draft of this  report  to the Departments  of State,  the 
Treasury,  Commerce,  Defense,  Energy,  Justice,  and Homeland Security. 
We also provided a draft  to the NSC and the Office of  the Director  of 
National Intelligence (ODNI). The Department of the Treasury provided a 
formal response emphasizing that, as a result of financial pressure, Iran is 
experiencing  increasing  isolation  from  the  global  community.  The 
department also states that Iran continues to pursue nuclear capabilities 
and  ballistic  missile  technology  and  to  fund  terrorism.  This  comment 
reinforces our finding that the overall impact of sanctions is unclear. In 
addition,  Treasury noted its  assessments of the effectiveness of financial 
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sanctions.  We revised the report to recognize that Treasury assesses the 
impact  of  financial  sanctions  but  maintain  that  an  overall  impact 
assessment of all U.S. sanctions has not been undertaken. Treasury’s letter 
can be found in appendix V. 

The  Departments  of  State,  the  Treasury,  Commerce,  and  Energy 
provided written  technical  comments.  We incorporated  these  comments 
into the report as appropriate. The Department of Commerce submitted its 
technical comments in a letter that is included in appendix VI. The NSC 
provided brief oral comments and ODNI provided a classified response; we 
considered this  information  and  revised the  report  as  appropriate.  The 
Departments  of  Defense,  Justice,  and  Homeland  Security provided  no 
comments on the draft report,  though Homeland Security supported the 
part  of  our  Matter  for  Congressional  Consideration  that  specifically 
involves the department.

U.S. Agencies Implement Numerous Sanctions Targeting Iran

U.S. sanctions to deter Iran’s proliferation and support for terrorism 
fall into three categories. First, Treasury leads U.S. government efforts to 
implement  a  comprehensive  trade  and  investment  ban  against  Iran. 
Second,  State is  responsible  for implementing several  laws that  sanction 
foreign parties engaging in proliferation or terrorism-related transactions 
with  Iran.  Third,  Treasury  or  State  can  impose  financial  sanctions, 
including a freeze on assets and a prohibition on access to U.S. financial 
institutions,  against  parties  who  engage  in  proliferation  or  terrorism-
related  activities  with  any  party,  including  Iran.  (See  app.  II  for  more 
information regarding the timing and nature of U.S. and UN sanctions.)

Treasury’s  Trade  and  Investment  Ban  Prohibits  Virtually  All  U.S.  
Commercial Ties with Iran, but Transshipments May Circumvent Ban

Treasury  administers  a  ban  on  almost  all  U.S.  trade  or  investment 
activity involving Iran.6  The prohibitions of the trade and investment ban 
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began with a 1987 ban on Iranian imports and were followed by a 1995 ban 
on U.S. exports to and investment in Iran. These prohibitions apply to U.S. 
persons,  including U.S.  companies  and their  foreign branches,  wherever 
located.7  U.S. officials  stated that the ban does not apply to independent 
foreign  subsidiaries  of  U.S.  companies.8  Non-U.S.  persons  are  generally 
exempt from the provisions of the ban.9  Trade sanctions against Iran were 
eased in 2000 to allow for the purchase and import from Iran of carpets 
and  food  products.10  Further,  the  Trade  Sanctions Reform and  Export 
Enhancement  Act  of  2000  lifted,  subject  to  certain  exceptions,  U.S. 
sanctions  on  commercial  sales  of  food,  agricultural  commodities,  and 
medical products to several sanctioned countries, including Iran.11 The ban 
also  prohibits  U.S.  financial  institutions  from  having  direct  banking 
relationships  with banks in Iran and banks owned or controlled by the 
government of Iran.12

According to a Treasury official, the trade and investment ban is aimed 
at making it more difficult for Iran to procure U.S. goods, services, and 
technology,  including  those  that  could  be  used  for  terrorism  or 
proliferation.  The official  further  stated that,  as  with all  U.S.  economic 
sanctions programs, the premise of the sanctions is to exact a price on the 
sanctioned entity, which serves as an inducement to change the behavior 
that threatens U.S. national security and foreign policy goals. Sanctions also 
serve  to  make  it  more  difficult  for  a  sanctioned  entity  to  pursue  its 
threatening conduct. 

Treasury’s Office of Foreign Assets Control  (OFAC) administers the 
trade and investment ban and is responsible for reviewing and licensing 
requests to export or re-export goods to Iran, with most items subject to a 
general  policy  of  denial.  OFAC is  also  responsible  for  conducting  civil 
investigations of sanctions violations, which can result in warning letters, 
cease and desist orders, and civil penalties of up to $250,000 (or an amount 
that is twice the amount of the transaction that is the basis for the violation) 
imposed administratively. We found that Iran sanctions were involved in 94 
out of 425 civil penalty cases that OFAC assessed or settled as a result of 
sanction violations  between 2003 and 2007.  In cases  where OFAC finds 
evidence of willful violations of the trade and investment ban, it may refer 
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those  cases  to  other  federal  law  enforcement  agencies  for  criminal 
investigation.  Investigations  of  potential  criminal  violations  can  be 
conducted  by  the  Department  of  Commerce’s  Bureau  of  Industry  and 
Security (BIS), DHS’s Immigration and Customs Enforcement (ICE), and 
the  Department  of  Justice’s  Federal  Bureau  of  Investigation  (FBI), 
sometimes  acting  jointly.  Criminal  prosecutions  are  pursued  by  the 
Department  of  Justice.  Under  recently  enacted  legislation,  criminal 
penalties for violations of the trade and investment ban can range up to 
$1,000,000 and (for natural persons) 20 years in jail.

According to officials at key U.S. export enforcement agencies, the trade 
ban may be circumvented by the transshipment of U.S. exports through 
third countries. Officials identified several locations that serve as common 
transshipment points for goods destined for Iran. These locations include 
Germany,  Malaysia,  Singapore,  the  United  Kingdom,  and,  according  to 
Commerce officials, the United Arab Emirates (UAE) in particular. 

Two trends underscore the possibility that U.S. goods are being shipped 
to Iran through the UAE. First is the considerable growth in U.S. trade 
flows through the UAE. The United States has become the number one 
supplier of imports to the UAE and Iran is the UAE’s largest trade partner. 
Moreover,  although  trade  statistics  do  not  specify  the  portion  of  UAE 
exports  to  Iran  that  are  of  U.S.-origin,  the  UAE  transships  a  higher 
proportion  of  its  U.S.  imports  than  other  countries  do.  According  to 
Commerce officials  transshipments have been a considerable problem in 
terms of the effectiveness of sanctions in place against Iran. The second 
trend is the high rate of unfavorable end-use checks for U.S. items exported 
to the UAE. 

State Sanctions Foreign Entities under Iran-Specific Laws
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Congress has taken steps to discourage trade by third-country parties 
with Iran by enacting sanction laws that have a “secondary boycott” effect. 
Three  U.S.  sanction  laws  discourage  foreign  parties  from  engaging  in 
proliferation or terrorism-related activities with Iran (see table 1). State 
leads  efforts  to  implement  these  laws  and has  imposed sanctions  under 
these laws to varying degrees.

Table 1: U.S. 
Sanction Laws 
Targeting Iran U.S. 
law 

Sanctionable activities Sanctions imposed against foreign 
parties 

Use of sanctions 

Iran, North Korea, 
and Syria 
Nonproliferation 
Acta

Transfer to Iran of goods, 
services, or technology listed in 
various multilateral export 
control arrangements or that 
contribute to weapons of mass 
destruction or missile 
programs. 

Among other things, no U.S. 
government procurement, no U.S. 
assistance, no licenses for exports 
from the United States to the 
foreign party of defense or dual-
use items. 
Sanctions are discretionary and 
State has typically imposed 
sanctions for a 2-year period. 

Sanctions 
imposed 111 
times since 2000 
in Iran-related 
cases, 
including: 
• 52 instances 
against Chinese 
parties, 
• 9 instances 
against North 
Korean parties, 
• 8 instances 
against Syrian 
parties, and 
• 7 instances 
against Russian 
parties. 

Iran-Iraq Arms 
Nonproliferation 
Act of 1992b Transfer to Iran of controlled 

goods or technology so as to 
contribute “knowingly and 
materially” to Iran’s efforts to 
acquire destabilizing numbers 
and types of advanced 
conventional weapons. 

Against persons: 
No U.S. government procurement 
or export licenses. 
Against foreign countries: 
Among other things, no U.S. 
government assistance or support 
for multilateral development bank 
assistance. 
Sanctions are mandatory and are 
imposed for a 2-year period 
against persons and for a 1-year 
period against foreign countries.  
The President also has the 
authority to impose an additional  
discretionary sanction against  
foreign countries. 

Sanctions 
imposed 12 
times in 2002 
and 2003. 

Targeted  Financial  Sanctions Freeze  Assets  of  Parties  Involved  in  
Proliferation and Terrorism-Related Activities
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The  U.S.  government  has  taken  actions  against  Iran  using  targeted 
financial  sanctions  that  can  be  used  against  any  party  that  engages  in 
certain proliferation or terrorism activities.23  In June 2005, the President 
issued Executive Order 13382 to freeze the assets of persons engaged in 
proliferation  of  WMD  and  members  of  their  support  networks.24  This 
action followed the issuance in September 2001 of Executive Order 13224 to 
freeze the assets of persons who commit, threaten to commit, or support 
terrorism.25 Executive Orders 13382 and 13224 were both issued under the 
authority of the International Economic Emergency Powers Act (IEEPA).26 

Persons targeted under these financial sanctions are said to be “designated” 
as either WMD proliferators or global terrorists, depending on which set of 
sanctions is employed, and any transactions with them by U.S. persons are 
prohibited.27  According  to  Treasury,  the  goal  of  this  action  is  to  deny 
sanctioned parties’  access to the U.S.  financial  and commercial  systems. 
Treasury or State can make designations under these financial sanctions, 
which are published in the Federal Register.28

As  of  October  25,  2007,  53  of  the  70  parties  designated  under  the 
nonproliferation  financial  sanctions  were  tied  to  Iranian  proliferation 
activities. Of these 53 parties, 48 were either Iranian entities or overseas 
subsidiaries of Iranian banks, 4 were Chinese, and 1 was American. Several 
designations have been made in recent months. For example, in June 2007, 
Treasury  designated  four  Iranian  companies  for  their  role  in  Iran’s 
proliferation  of  WMD.29  On  October  25,  2007,  State  and  Treasury 
designated  27  entities  or  individuals  under  Executive  Order  13382, 
including  the  Islamic  Revolutionary  Guard  Corps  (IRGC)  30  and  other 
companies or individuals affiliated with the IRGC, the Ministry of Defense 
and Armed Forces Logistics, and two Iranian banks, including Bank Melli
—Iran's largest bank. 

With  regard  to  the  antiterrorism  financial  sanctions,  Treasury  was 
unable to provide us with data on the number of Iran-related designations 
because it does not compile information about the country or countries with 
which  the  designated  entities  are  involved.  We  were,  however,  able  to 
identify instances  where antiterrorism financial  sanctions  were imposed. 
For example, on October 25, 2007, under Executive Order 13224, Treasury 

666 | Page



Sourcebook of Cases, Laws, Treaties & Documents

designated the IRGC’s Qods Force a supporter of terrorism. According to 
Treasury,  the  Qods  Force  provides  material  support  to  the  Taliban, 
Lebanese  Hizbollah,  Hamas,  and  other  terrorist  groups.  Treasury  also 
designated  Iran's  Bank  Saderat,  which  is  already  subject  to  financial 
restrictions under the trade ban, as a terrorism financier.

UN Established Multilateral Sanctions against Iran in 2006

Multilateral  efforts  targeting  Iran  resulted  in  the  imposition  of  UN 
sanctions in 2006 as a result of concerns that Iran’s nuclear program might 
contain a weapons-related component. In July 2006, UNSC resolution 1696 
demanded that Iran suspend its uranium enrichment program by August 
2006 or face possible sanctions.62  Iran did not suspend these activities, and 
in  December  2006,  the  UNSC unanimously  approved  UNSC resolution 
1737.63  This resolution prohibits  UN member states from supplying Iran 
with the nuclear and missile-related materials or technology specified in the 
resolution, as well as any other items that would contribute to proliferation-
sensitive nuclear activities or the development of nuclear weapon delivery 
systems. In addition, UN member states are required to freeze the financial 
assets and other economic resources of individuals and entities designated 
by the UNSC as having ties to Iran’s nuclear or ballistic missile programs. 
Further,  the resolution provides for a ban on the provision of  financial 
services  related  to  the  supply,  sale,  manufacture,  transfer  or  use  of 
prohibited items specified in the resolution. Iran was required to suspend 
its enrichment-related, reprocessing, and heavy water-related activities and 
cooperate fully with the IAEA by February 2007 or face possible additional 
sanctions. 

The UNSC imposed further sanctions on Iran after the IAEA found 
that it did not suspend its enrichment or heavy water-related activities. In 
March  2007,  the  UNSC  passed  resolution  1747,64  which  banned  arms 
exports from Iran; called upon all UN member states to exercise restraint 
in sales to Iran of certain categories of heavy conventional arms; designated 
additional  individuals  and  entities,  including  Bank  Sepah  and  those 
affiliated with the IRGC, as subject to the asset freeze requirement; and 
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urged  UN member  states  and  international  financial  institutions  not  to 
enter into new commitments for financial assistance to the government of 
Iran,  except  for  humanitarian  and  developmental  purposes.  Resolution 
1747 reaffirmed Iran’s obligation to suspend its enrichment, reprocessing, 
and  heavy  water-related  activities  and  affirmed  UNSC  intentions  to 
consider additional sanctions should Iran fail to comply by May 2007. The 
IAEA Director General confirmed Iran’s failure to comply in its report of 
May  2007.  State  officials  noted  that  this  report  triggered  ongoing 
consultations  among  six  countries  regarding  next  steps,  including  the 
possible adoption of additional sanctions. 65

UNSC resolution 1737 established a sanctions committee charged with 
monitoring implementation by UN member states of the measures imposed 
under the resolution, including by reviewing required country compliance 
reports. The State Department reported that, as of August 2007, the UNSC 
1737  Sanctions  Committee  had  received  reports  from  82  UN  member 
countries (43 percent) on resolution 1737 and reports from 64 UN member 
countries (33 percent) on resolution 1747. 

U.S. officials have stated that UN sanctions enhance the international 
credibility of U.S. sanctions and provide leverage to increase pressure on 
Iran.  State  officials  have  noted  that  multilateral  sanctions  enhance  the 
potential effectiveness of U.S. sanctions. Since UN sanctions have been in 
place for about a year, it is difficult to assess their impact.

                                            Conclusion

For  the  past  20  years,  U.S.  sanctions  against  Iran  have  been  an 
important element of U.S. policy to deter Iran from weapons proliferation 
and  support  for  terrorism.  Congress  is  considering additional  sanctions 
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targeting Iran. UN sanctions may also play an important role in pressuring 
Iran, but these sanctions have not yet been fully implemented. However, the 
overall impact of sanctions, and the extent to which these sanctions further 
U.S.  objectives,  is  unclear.  On the  other  hand,  some  evidence,  such  as 
foreign firms signing contracts to invest in Iran’s energy sector and Iran’s 
continued  proliferation  efforts,  raise  questions  about  the  extent  of  the 
sanctions’  impact.  Moreover,  U.S.  agencies  do not  systematically  collect 
information on the direct results of the multiple sanctions they implement, 
or their data do not provide specific information on Iran sanctions. These 
agencies  have not  conducted a baseline  assessment of  the impact  of  the 
sanctions. Collecting data on the results of multiple sanctions against Iran 
and conducting an overall baseline assessment is challenging, given all the 
agencies involved and the complexities of collecting some of the necessary 
information.  However,  without  an  overall  assessment  of  the  sanctions’ 
impact and subsequent reviews on a periodic basis, the Congress and the 
Administration will continue to lack important information for developing 
effective strategies to influence Iran’s behavior.

Matter for Congressional Consideration

Congress and the Administration need a better understanding of the 
impact of U.S. sanctions against Iran and the extent to which sanctions are 
achieving U.S. foreign policy objectives. The Administration needs to take a 
series  of  actions  to  first  improve  the  disparate  data  collected  on  Iran 
sanctions  and  then  establish  baseline  information  for  the  continuous 
monitoring and periodic reporting on what U.S. sanctions have achieved. 
Accordingly, we recommend that Congress consider requiring the NSC, in 
collaboration  with the Departments  of  State,  the Treasury,  Energy,  and 
Commerce; the intelligence community; and U.S. enforcement agencies to 
take the following actions:

(1)  collect,  analyze,  and  improve  data  on  U.S.  agencies’  actions  to 
enforce sanctions against Iran and complete an overall baseline assessment 
of the impact and use of U.S. sanctions, including factors that impair or 
strengthen them. This assessment should collect information, to the extent 
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feasible, from various U.S. agencies and consider factors such as, but not 
limited to, the following: 

• the extent to which repeat foreign violators of Iran-specific sanctions 
laws  have  ended  their  sales  of  sensitive  items  to  Iran  (State  and 
intelligence community); 

•  the  amount  of  assets  frozen  resulting  from  financial  sanctions 
(Treasury and the intelligence community); and 

•  the  extent  of  delays  in  foreign  investment  in  Iran’s  energy  sector 
(State, Energy, and the intelligence community). 

(2)  develop  a  framework  for  assessing  the  ongoing  impact  of  U.S. 
sanctions, taking into account any data gaps that were identified as part of 
the baseline assessment , and the contribution of multilateral sanctions. 

(3)  report  periodically  to  the  Congress  on  the  impact  of  sanctions 
against Iran in achieving U.S. foreign policy objectives. 
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(Iran and Libya trade sanctions and legislation)

                 CRS 

The Iran-Libya Sanctions Act (ILSA)

RS20871 (Updated October 11, 2006)

http://digital.library.unt.edu/govdocs/crs/permalink/meta-crs-9948:1

No firms  have  been sanctioned  under the  Iran-Libya  Sanctions Act 
(ILSA), and it has terminated with respect to Libya. Renewed in August 
2001 for another five years (P.L. 107-24), ILSA was scheduled to expire in 
August  2006.  In the 109th Congress,  H.R. 282 (passed by the House on 
April 26, 2006), S. 333, and H.R. 6198 would tighten some provisions. The 
latter, which extends ILSA until December 31, 2011, but allows substantial 
Administration  flexibility,  was  passed  and  signed  (P.L.  109-293).  This 
report will be updated. 

Background and Original Passage of ILSA

ILSA was introduced in the context of a tightening of U.S. sanctions on 
Iran during the first term of the Clinton Administration. In response to 
Iran’s  stepped  up  nuclear  program  and  its  support  to  terrorist 
organizations (Hizbollah,  Hamas, and Palestine Islamic Jihad), President 
Clinton issued Executive Order 12957 (March 15, 1995), which banned U.S. 
investment in Iran’s  energy sector,  and Executive  Order 12959 (May 6, 
1995), which banned U.S. trade with and investment in that country. The 
Clinton  Administration  and  many  in  Congress  maintained  that  these 
sanctions  would deprive Iran of  the ability  to acquire  weapons  of  mass 
destruction (WMD) and to fund terrorist groups by hindering its ability to 
modernize its key petroleum sector. That sector generates about 20% of 
Iran’s  GDP.  Iran’s  onshore  oil  fields,  as  well  as  its  oil  industry 
infrastructure, were aging and needed substantial investment, and its large 
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natural  gas  resources  (940 trillion cubic  feet,  exceeded only  by those of 
Russia) were not developed at all at the time ILSA was first considered.

U.S. allies refused to sanction Iran in the mid-1990s, and the Clinton 
Administration and Congress believed that it might be necessary for the 
United States to try to deter foreign investment in Iran. The opportunity to 
do so came in November 1995, when Iran launched its first major effort to 
open its energy sector to foreign investment, which Iran had banned after 
the February 1979 Islamic revolution on the grounds that  foreign firms 
would  gain  undue  control  over  Iran’s  resources.  To accommodate  that 
philosophy while attracting needed foreign help,  Iran developed a “buy-
back”  investment  program  under  which  foreign  firms  recoup  their 
investments from the proceeds of oil and gas discoveries but do not receive 
equity stakes.

As Iran was announcing its plans, some in Congress, with input from 
the  Clinton  Administration,  developed  legislation  to  sanction  such 
investment. On September 8, 1995, Senator Alfonse D’Amato introduced 
the Iran Foreign Oil Sanctions Act of 1995 to sanction foreign firms’ export 
to Iran of energy technology. The bill passed the Senate on December 18, 
1995  (voice  vote)  but,  in  contrast  to  the  introduced  version,  imposed 
sanctions  on  foreign  investment  in  Iran’s  energy  sector.  The  Clinton 
Administration was concerned that U.S. monitoring of foreign exports to 
Iran would be too difficult to implement. On December 20, 1995, the Senate 
passed still  another  version  with  an amendment,  sponsored by  Senator 
Edward Kennedy, that applied all provisions to Libya

as well,  which at the time was still  refusing to yield for trial the two 
suspects in the December 21, 1988, bombing of Pan Am 103, both allegedly 
agents of Libyan intelligence. The House passed its version of the bill, H.R. 
3107,  on  June  19,  1996  (415-0).  The  Senate  passed  a  slightly  different 
version on July 16, 1996 (unanimous consent); the House concurred, and 
the President signed it into law (P.L. 104-172, August 5, 1996).
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ILSA was to sunset on August 5, 2001 (5 years after enactment), in the 
context of somewhat improved U.S. relations with both Iran and Libya. 
During 1999 and 2000, the Clinton Administration had eased the trade ban 
on  Iran  somewhat  in  response  to  the  more  moderate  policies  of  Iran’s 
President  Mohammad  Khatemi.  In  1999,  Libya  yielded for  trial  of  the 
Libyan suspects in Pan Am 103. However,  proponents  of ILSA renewal 
maintained that ILSA was slowing investment in both countries and that 
both would view ILSA’s expiration as a concession, reducing their incentive 
for further moderation. Legislation to renew ILSA (H.R. 1954) was enacted 
in  the  107th  Congress  (P.L.  107-24,  August  3,  2001).  The  renewal  law 
changed the definition of investment to treat any additions to pre-existing 
investment as a new investment, and required an Administration report on 
ILSA’s effectiveness within 24 to 30 months of enactment; that report was 
submitted to Congress in January 2004 and did not recommend that ILSA 
be repealed.

Key Provisions

ILSA requires the President to impose at least two out of a menu of six 
sanctions  on  foreign  companies  (entities,  persons)  that  make  an 
“investment” of more than $20 million in one year in Iran’s energy sector.1 
The six sanctions available (Section 6) are (1) denial of Export-Import Bank 
loans, credits, or credit guarantees for U.S. exports to the sanctioned entity; 
(2)  denial  of  licenses  for  the  U.S.  export  of  military  or  militarily-useful 
technology  to  that  entity;  (3)  denial  of  U.S.  bank  loans  exceeding  $10 
million in one year to the entity; (4) if the entity is a financial institution, a 
prohibition on its service as a primary dealer in U.S. government bonds; 
and/or  a prohibition  on its  service  as  a  repository  for  U.S.  government 
funds (each counts as one sanction); (5) prohibition on U.S. government 
procurement from the entity;  and (6) a restriction on imports  from the 
entity, in accordance with the International Emergency Economic Powers 
Act (IEEPA, 50 U.S.C. 1701 and following). 

Waiver/Expiration Provisions. The President may waive ILSA sanctions 
on  Iran  if  the  parent  country  of  the  violating  firm  agrees  to  impose 
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economic sanctions on Iran (Section 4(c)) or if he certifies that doing so is 
important to the U.S. national interest (Section 9(c)). ILSA terminates for 
Iran if Iran ceases its efforts to acquire WMD and is removed from the U.S. 
list  of  state  sponsors  of  terrorism.  For  Libya,  ILSA  terminates  if  the 
President determines that Libya has fulfilled the requirements of all U.N. 
resolutions relating to the downing of Pan Am 103. (President Bush made 
that certification on April 23, 2004, terminating ILSA for Libya.)

Implementation and Effectiveness

Traditionally  skeptical  of  economic  sanctions  as  a  policy  tool,  the 
European Union states opposed ILSA as an extraterritorial application of 
U.S. law. The EU countries threatened formal counter-action in the World 
Trade Organization (WTO), and in April 1997, the United States and the 
EU formally agreed to try to avoid a trade confrontation over ILSA (and a 
separate  “Helms-Burton”  Cuba  sanctions  law,  P.L.  104-114).  The 
agreement contributed to a decision by the Clinton Administration to waive 
ILSA sanctions  on  the  first  project  determined to be  in violation:  a $2 
billion2 contract, signed in September 1997, for Total SA of France and its 
minority partners, Gazprom of Russia and Petronas of Malaysia to develop 
phases 2 and 3 of the 25-phase South Pars gas field. The Administration 
announced the “national interest” waiver (Section 9(c) of ILSA) on May 18, 
1998, after the EU pledged to increase cooperation with the United States 
on non-proliferation and counter-terrorism. placed under review for ILSA 
sanctions  by the  State  Department  (Bureau of  Economic  Affairs).  State 
Department reports to Congress on ILSA, required every six months, state 
that  U.S.  diplomats  raise  U.S.  policy  concerns  about  Iran  with  both 
investing  companies  and  their  parent  countries.  However,  no  sanctions 
determinations have been announced since the South Pars case.  Table 1 
shows reported post-1999 energy investments in Iran.

ILSA  and  Emerging  Energy  Relationships.  ILSA’s  definition  of 
“investment” does not specifically mention as violations of ILSA long-term 
oil or gas purchases from Iran, or the building of energy transit routes to or 
through Iran. However, the Clinton Administration position was that the 
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construction  of  energy  routes  might  violate  ILSA,  because  these  routes 
would “directly and significantly contribut[e] to the enhancement of Iran’s 
ability to develop petroleum resources.”4 The Clinton Administration used 
that  argument  to  deter  energy  routes  involving  Iran  and  thereby 
successfully promote an alternate Caspian energy route from Azerbaijan 
(Baku) to Turkey (Ceyhan). This route, which became operational in 2005, 
bypasses both Iran and Russia.

At the same time, the Clinton and Bush Administrations have adopted 
flexible interpretations of ILSA to accommodate the needs of key regional 
allies for energy supplies. A few weeks after ILSA was enacted, Turkey and 
Iran agreed to construct a natural gas pipeline from Iran to Turkey (each 
country constructing the pipeline on its side of their border). Turkey later 
announced  that,  at  least  initially,  it  would  import  gas  only  from 
Turkmenistan through this pipeline.  In July 1997, the State Department 
said  that  the  project  did  not  violate  ILSA  because  Turkey  would  be 
importing  gas  from  Turkmenistan,  not  Iran,  and  the  project  would 
therefore  not  benefit  Iran’s  energy  sector  directly.  Direct  Iranian  gas 
exports to Turkey began in 2001, in apparent contravention of Turkey’s 
pledges not to buy Iranian gas directly, but the Bush Administration has 
not  imposed ILSA sanctions on the project.

Further tests of ILSA are looming as Pakistan, India and China build 
energy ties to Iran; some deals might include pipeline projects to Iran. In 
October  2004,  Iran  negotiated  a  long-term  agreement  to  allow  China 
(Sinopec) and India (Oil and Natural Gas Corp., ONGC) to develop Iran’s 
Yadavaran oil field, which might be able to produce 300,000 barrels per 
day, in exchange for agreeing to purchase 10 million tons of Iranian LNG 
annually for 25 years.  Under the preliminary agreement,  Sinopec would 
obtain  a 51% stake in  Yadavaran and ONGC would  get  a  20% stake. 
Iran’s National Iranian Oil Company would obtain the remaining stake. In 
February 2006, China and Iran tried to finalize the deal in advance of any 
potential United Nations sanctions that might be imposed on Iran for its 
nuclear program. A related deal would allow the state-owned Indian Oil 
Company to develop part of South Pars and build an LNG plant in Iran. If 
implemented for the full duration of the agreements, these deals could total 
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over $100 billion, although some question whether such deals would go to 
their full term.

The agreements to import Iranian LNG would not appear to constitute 
an “investment” in Iran’s energy sector, as defined by ILSA. However, a 
related aspect of these deals, particularly those involving Indian firms,5 is 
the construction of a gas pipeline from Iran to India,  through Pakistan, 
with a possible extension to China. All three governments have repeatedly 
reiterated their commitment to the $4 billion to $7 billion project, which is 
planned  to  begin  construction  in  2007  and  to  be  completed  by  2010. 
Pakistan’s President Musharraf said in January 2006 that there is enough 
demand in Pakistan for Iranian gas to make the project feasible, even if 
India declines to join it. During her visit to Asia in March 2005, Secretary 
of State Rice “expressed U.S. concern” about the pipeline deal; other U.S. 
officials have called the project “unacceptable.” No U.S. official has directly 
stated that it would be considered a violation of ILSA. During his trip to 
India and Pakistan in March 2006, President Bush said the United States 
“understand[s]” Pakistan’s need for gas, appearing to suggest he would not 
oppose the pipeline, but Administration officials later said that there was 
no  change  in  Administration  opposition  to  it.  Aside  from  commercial 
considerations,  the  volatility  of  relations  between  India  and  Pakistan, 
particularly the status of Jammu and Kashmir, could derail the project at 
any  time.  A  House  resolution  (H.Res.  353),  introduced  July  11,  2005, 
expresses  support  for  the  gas  pipeline  project  as  a  facilitator  of  India-
Pakistan peace.

Proposed ILSA Modifications and Extensions

ILSA was to terminate on August 5, 2006, unless renewed by Congress. 
ILSA related legislation in the 109th Congress includes the Iran Freedom 
and Support Act of 2005, H.R. 282 (Ros-Lehtinen) and a companion, S. 333 
(Santorum).  These  bills  would  not  only  extend  ILSA  (indefinitely)  but 
would also close some perceived ILSA loopholes and authorize funding for 
pro-democracy activities in Iran. A House bill, H.R. 6198, similar to H.R. 
282 but, as discussed below, allowing more Administration flexibility, was 
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introduced on September 27, 2006. H.R. 282 was reported out by the House 
International Committee on March 15, 2006, by a vote of 37-3, with slight 
amendment.  The House passed it on April 26, 397-21. S. 333 had 61 co-
sponsors  as  of  June  21,  but  a  version  of  the  bill,  submitted  as  an 
amendment  to the  FY2007 defense  authorization  bill  (S.  2766),  was not 
adopted (June 14). To prevent ILSA expiration while these bills were being 
further considered, H.R. 5877, extending ILSA until September 29, 2006, 
was passed by both chambers and signed on August 4, 2006 (P.L. 109-267). 
A Senate bill, S. 2657, would extend ILSA until August 5, 2011. 

     In addition, H.R. 6198 would extend ILSA until December 31, 2011, 
and contains a provision to try to prevent money-laundering by criminal 
groups, terrorists, or entities involved in proliferating WMD. It also drops 
Libya  from ILSA,  as  requested  by  the  Administration.  H.R.  6198  was 
passed by voice vote and unanimous consent in the House (September 28) 
and Senate (September 30). The Administration had opposed H.R. 282 and 
S. 333 on the grounds that Administration flexibility would be limited and 
the bills would hurt the U.S. effort to work with its allies to curb Iran’s 
nuclear  program.  Supporters  of  these  bills  believe  that  continued 
investment  in  Iran’s  energy  sector  undermines  containment  of  Iran’s 
nuclear program. In part because H.R. 6198 gives the Administration more 
flexibility  than did the other bills,  President Bush signed it  into law on 
September 30, 2006 (P.L. 109-293).
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(Cuba trade sanctions – Variety of trade & finance controls)

                                           GAO Report

Economic Sanctions – Enforcing the Embargo on Cuba

          GAO 08-80 (November 2007)

                                                   http://www.gao.gov/new.items/d0880.pdf

Results in Brief  

The  loosening  of  embargo  rules  on  some  exports  led  to  increased 
commercial agricultural shipments to Cuba. However, the impact of tighter 
restrictions on travel, cash remittances, and gifts to Cuba is unknown.

•Exports.  In 2001, as required by TSRA, Commerce’s Bureau of Industry 
and Security (BIS) introduced new, streamlined procedures to expedite 
processing  of  license  applications  for  exporting  eligible  agricultural 
commodities  to  Cuba,  and  OFAC  clarified  rules  for  vessels  carrying 
exports to Cuba. From 2000 through 2006, annual U.S. exports to Cuba 
rose substantially, from $6 million to about $350 million, with the result 
that U.S. exports to Cuba over the period totaled more than $1.5 billion. 
Agricultural  products  have  comprised  the  majority  of  U.S.  exports  to 
Cuba—98  percent  of  total  exports  in  2006.  U.S.  exports  of  medical 
products  to  Cuba  are  limited  because  they  remain  subject  to  other 
statutory restrictions and are licensed through BIS’s standard licensing 
process.

•Travel.  In 2004, reflecting administration policy, OFAC began tightening 
restrictions on U.S. travel to Cuba. Rule changes included reducing the 
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permitted frequency of family visits from once every 12 months to once 
every 3 years; restricting visits to immediate family; lowering the allowed 
per diem—the amount of money that family travelers may spend per day
—from $167 to $50; requiring each family traveler to obtain a license; 
eliminating the license for additional family visits in cases of humanitarian 
need;  and  increasing  restrictions  on  educational  and  religious  travel. 
Because no reliable data are available, the impact of the new restrictions 
on travel to Cuba cannot be determined.

•Remittances  and gifts.  In 2004,  reflecting administration  policy,  OFAC 
and  BIS  tightened  restrictions  on  sending  cash  remittances  and  gift 
parcels to Cuba. Rule changes included restricting remittance recipients to 
senders’ immediate family, expanding the ban on remittances or gifts to 
senior Cuban government and Communist Party officials, and drastically 
reducing the value of remittances that travelers could carry to Cuba. Rule 
changes also restricted the recipients and contents of gift parcels. Because 
no  reliable  data  are  available,  the  impact  of  the  new  restrictions  on 
remittances and gifts to Cuba cannot be  determined. After the embargo 
rule changes in 2001 and 2004, BIS and OFAC licensing of exports and 
travel to Cuba increased. DHS’s Customs and Border Protection (CBP) 
inspections of exports to Cuba and of passengers arriving from Cuba also 
increased, reflecting administration policy, with the passenger inspections 
straining agency resources at Miami International Airport. 

•Licensing. Following implementation of the TSRA-related rule changes in 
mid-2001, the number of export license applications for Cuba that BIS 
processed each year doubled, from 263 in fiscal year 2001 to 544 in fiscal 
year 2006. Similarly, following implementation of the new restrictions in 
2004, the number of licenses that OFAC issued for travel to Cuba each 
year increased by 38 percent, from about 30,100 in 2003 to about 41,300 in 
2006.  The  impact  of  the  increased  export  licensing  workload  on  BIS 
resources is unclear because the agency lacks reliable staffing data  about 
some of its most difficult cases.7 OFAC responded to the increased travel 
licensing  workload  by  reassigning  staff  at  its  Miami  field  office  from 
auditing and public outreach activities,8 but like BIS, OFAC lacks reliable 
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staffing data. Recent OFAC audits have identified significant violations at 
some firms.

•Inspections.  Since 2004, consistent with changes in administration policy 
and  embargo  rules,  CBP has  screened  all  exports  to  Cuba  from Port 
Everglades9  and  conducted  intensive  (secondary)  inspections  of  more 
passengers and their baggage arriving from Cuba at Miami International 
Airport.10  According  to  CBP,  the  increase  in  secondary  inspections 
reflects  its  assessed  risk  of  Cuba  embargo  violations  by  arriving 
passengers after the 2004 rule changes.

•Exports.  According to CBP officials, CBP screens all shipments to Cuba 
from Port Everglades—about 50 shipments out of a total of 26,000 per 
month—with limited impact on agency resources at the port. CBP officials 
noted that Cuba-bound shipments at Port Everglades appear to be at low 
risk for embargo violations, given the repetitive nature of the shipments—
mostly agricultural products—and the observed high level of carrier and 
shipper compliance.

•Passengers.  CBP  said  that  it  increased  its  secondary  inspection  of 
passengers arriving from Cuba to reflect an increased risk of embargo 
violations  after  the  2004  rule  changes,  which,  among  other  things, 
eliminated the allowance for travelers to import  a small   show that  in 
fiscal year 2007, about 20 percent of passengers arriving at Miami from 
Cuba  were  referred  for  secondary  inspection,  compared  with  about  3 
percent of passengers arriving at the airport from other countries. 

•Investigations.  OFAC,  BIS’s  Office  of  Export  Enforcement  (BIS/OEE), 
and  ICE  reported  that  since  2001,  they  have  shifted  resources  from 
investigations of suspected Cuba embargo violations to higher priorities. 
Although the Cuba embargo is one of more than 20 sanctions programs 
OFAC  administers,13  embargo-related  cases  comprised  61  percent  of 
OFAC’s investigatory caseload from 2000 through 2006. OFAC officials 
said  that  Cuba  cases  require  fewer  resources  per  case  than  do 
investigations  of  suspected  violations  of  other  sanctions;  however,  they 
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were unable to provide data showing allocations for the Cuba embargo or 
other investigations. In contrast, Cuba embargo-related cases comprise a 
minor part of BIS/OEE’s and ICE’s investigation caseloads (3   percent 
and 0.2 percent, respectively); agency officials stated that cases related to 
controlling  the  spread  of  sensitive  technology  or  protecting  homeland 
security have been given higher priority.

•Penalties and prosecutions.  Although the Cuba embargo is one of more 
than 20 sanctions programs that OFAC administers, OFAC penalties for 
Cuba embargo violations represented more than 70 percent of its total 
penalties in 2000-2005, falling to 29 percent in 2006. Most Cuba embargo 
penalties were for infractions such as purchasing Cuban cigars and were, 
on  average,  smaller  than  the  penalties  for  violating  other  sanctions. 
Although OFAC could not provide reliable data showing its allocations for 
Cuba embargo cases versus other sanctions cases, it said that the Cuba 
embargo cases required relatively few resources. 

•U.S.  officials  and  others  cited  the  following  key  factors  as  hindering 
agencies’ enforcement of the U.S. embargo on Cuba: (1) lack of foreign 
support for, and cooperation with, the embargo; (2) divided U.S. public 
opinion  about  the  embargo,  particularly  the  recent  tightening  of 
restrictions; (3) the difficulty of detecting some embargo violations; and 
(4)  the embargo’s  complexity and changing rules.  In some cases,  these 
factors act in concert.

•Lack  of  foreign support  and cooperation.  The unilateral  nature  of  the 
embargo and a lack  of  multilateral  cooperation  hamper U.S.  agencies’ 
diplomatic  and  enforcement  efforts,  according  to  agency  officials.  For 
example, some governments have actively opposed the U.S. embargo by 
refusing to identify U.S. travelers making unauthorized visits to Cuba via 
third  countries,  complicating  agencies’  enforcement  activities,  or  have 
declined to limit  their  trade,  financial,  and travel  relations with Cuba, 
further undermining the embargo’s stated purpose
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•Divided  U.S.  public  opinion.  Agency  officials  said  that  divided  public 
opinion  about  the  embargo  has  contributed to  widespread,  small-scale 
violations  of  restrictions  on  family  travel  and  remittances  and  to  an 
environment in which some individuals can profit from illegal activities, 
such as  selling  fraudulent  religious  travel  licenses.  In addition,  human 
rights,  religious,  and  other  groups  have  criticized  the  increased 
restrictions on family travel and remittances; and several of these groups 
have  engaged  in  acts  of  civil  disobedience,  such  as  traveling  to  Cuba 
without a license.

•Difficulty of detecting some criminal violations.  Agency officials said that 
the difficulty of detecting certain embargo violations creates challenges to 
enforcing  the  embargo.  For  instance,  Treasury  licenses  and  other 
documents can be duplicated, and no system exists for quickly verifying 
their legitimacy; CBP has identified several thousand fraudulent licenses. 
Also, financial services technologies, such as stored-value cards and online 
money transfer services, and widespread money laundering in southern 
Florida create opportunities for transferring funds to Cuba illegally.

•Complexity  and  changing  rules.  Agency  officials  reported  that  the 
embargo’s complexity and rule changes have created public uncertainty, 
possibly reflected in small-scale violations of, and confusion about, rules 
on  travel,  cash  remittances,  and  allowable  baggage.  For  example, 
immediately after the travel rule changes in 2004, it was unclear to both 
passengers and CBP officers whether the new 44-pound limit on baggage 
for  family  travel  applied to medical  and personal  safety items such as 
wheelchairs, crutches, and child safety seats; in 2006, BIS clarified that the 
new limit did not include such items. 

We also recommend that the Secretary of the Treasury direct OFAC to 
assess its allocation of resources for investigating and penalizing violations 
of  the    Cuba  embargo  with  respect  to  the  numerous  other  sanctions 
programs it  administers.DHS,  Treasury,  State,  and Commerce  provided 
written comments regarding a draft of this report (see apps. VI through 
IX).  DHS said  that  although  CBP agreed  with  the  intent  of  our  draft 
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recommendation  that  they  use  a  risk-based  approach  in  allocating 
resources for secondary inspections at the Miami airport, they considered it 
unwarranted. CBP said that it allocated resources at the airport using a 
risk-based approach that reflects the increased risk of embargo violations 
after the 2004 rule changes.  Based on additional  data provided by CBP 
regarding its risk factors, we revised our report and recommendation. 

Background  

Cuba is the largest Caribbean nation, with a population of 11.4 million 
and  an  area  of  about  111,000  square  kilometers  (slightly  smaller  than 
Pennsylvania). Since Fidel Castro came to power in early 1959, Cuba has 
been a communist state characterized by a one-party political system and a 
centrally  planned  economy.  Per  capita  nominal  gross  domestic  product 
(GDP) was about $4,100 in 2006,15 and the economy is heavily dependent 
on  international  tourism,  Venezuelan  subsidies,  and  exports  of  natural 
resources.  As  we  have  previously  reported,  the  Cuban  government 
routinely violates its citizens’ human and political rights, controls the media 
and  jams  foreign  broadcasts,  and  harasses  and  imprisons  independent 
journalists and political dissidents.16  

Key Elements of the U.S.  Embargo of Cuba

The CACR, the designation of Cuba as a state sponsor of terrorism, 
several laws, and changes in administration policies since mid-2003 are key 
elements of the current U.S. embargo on Cuba.

•Cuban Assets Control Regulations.  In 1963, Treasury issued the CACR, 
which regulate all transactions involving property and services in which 
Cuba or a Cuban national has an interest, including travel, remittances, 
and other financial transactions with Cuba.17  After coming to power in 
1959, the Cuban government began seizing U.S. properties and businesses. 
The United States responded with increasingly tight restrictions on trade 
with Cuba, culminating in President Kennedy’s declaration in February 
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1962 of an almost complete embargo on Cuba.18  These rules have been 
revised many times since 1963 to reflect U.S. policy changes with regard to 
the Cuba embargo. For example, OFAC’s 1999 amendments to the CACR 
significantly expanded travel licensing. (See app. II for a timeline of key 
changes  to  the  CACR  and  other  events  in  the  evolution  of  the  U.S. 
embargo on Cuba since 1960.)

•Designation of Cuba as a state sponsor of terrorism.  In 1982, the United 
States  designated Cuba  a state  sponsor  of  terrorism,19  principally  for 
supporting terrorist groups in Latin America such as the M-19 movement 
in Colombia. Designated state sponsors of terrorism are subject to strict 
export  controls,  including  a  ban  on  the  export  of  arms-   related 
technologies and a policy of denial21 20  for dual-use exports. Financial 
transactions  with  state  sponsors  of  terrorism  also  are  restricted,  and 
designated countries are ineligible to receive U.S. foreign assistance. Many 
of these restrictions already applied to Cuba under the existing embargo 
at the time of its designation. The current U.S. embargo on Cuba is the 
most comprehensive regime of U.S. sanctions on any country, including 
the other countries designated by the U.S. government to be state sponsors 
of terrorism—Iran, North Korea, Sudan, and Syria. (See app. III for a 
comparison of U.S. sanctions on Cuba and these countries.)

•Cuban  Democracy  Act.  In  1992,  the  President  signed  the  Cuban 
Democracy Act,  22  intended to support  democracy in Cuba by further 
restricting U.S. trade with the Cuban government and encouraging other 
countries to limit their trade. The law permitted U.S. exports of medicine 
and medical supplies to Cuba, with certain exceptions. However, the law 
required that exporters obtain a specific license for such items and that 
the U.S. government be able to verify the items were used for the intended 
purposes and benefited the Cuban people. The law also restricted trade 
with Cuba by foreign subsidiaries of U.S. firms and prohibited any vessel 
unlicensed by Treasury from (1) loading or unloading freight in a U.S. 
port within 180 days after leaving a Cuban port where it engaged in trade 
of goods or services or (2) entering a U.S. port while carrying goods or 
passengers to or from Cuba or goods in which Cuba or a Cuban national 
had an interest.
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•Helms-Burton Act. In 1996, shortly after Cuban authorities shot down an 
aircraft flown by U.S. citizens, the President signed the Cuban Liberty and 
Democratic Solidarity (LIBERTAD) Act, commonly known as the  Helms-
Burton Act.23 This law codifies the CACR24 and allows the President to 
suspend the embargo only if he determines that a transition government is 
in  power in Cuba.  The law also  permits  U.S.  nationals  to  sue  in  U.S. 
federal  court  persons  trafficking  in  property  seized  by  the  Cuban 
government25  and provides for denying entry into the United States to 
aliens (and their immediate families) involved in the trafficking of seized 
property.26•

•Trade Sanctions Reform and Export Enhancement Act of 2000.  In 2000, 
Congress  passed TSRA,  which required the  President  to lift  unilateral 
U.S.  sanctions  on  the  export  of  food,  agricultural  commodities,  and 
medical products worldwide and permitted their export to Cuba27  and 
other designated state sponsors of terrorism subject to licensing.28  The 
legislation was introduced in Congress after lobbying by farm groups and 
agribusiness firms affected by declining agricultural  exports  and lower 
commodity prices in the late 1990s.  

•Administration  policy.  Since  mid-2003,  the  administration  has  taken 
actions, and plans to take additional actions, to tighten the embargo on 
Cuba.29  In October 2003, the President directed DHS to (1) strengthen 
enforcement of  the  embargo by increasing inspections  of  travelers and 
shipments to and from Cuba and (2) target those who travel illegally to 
Cuba via third countries or on private vessels. In May 2004, the President 
announced  new  measures  to  tighten  the  embargo  based  on 
recommendations of the Commission for Assistance to a Free Cuba.30 The 
President had established CAFC in October 2003 to identify (1) ways the 
U.S. government could hasten the end of the Castro dictatorship and (2) 
U.S.  programs  to  assist  the  Cuban  people  during  a  transition  to 
democracy. 

•2004 CAFC report. The report concluded that hard currency provided by 
U.S.  travelers’  spending  and  U.S.  residents’  remittances  and  gifts 
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contribute  to  keeping  the  Cuban  government  in  power.  The  Cuban 
government captures a percentage of travelers’ spending through state-
run airlines, state-run stores, and customs duties. Most U.S. travelers go to 
Cuba  to  visit  family;  however,  the  CAFC  report   found  that  some 
travelers  using  educational  travel  licenses  engage  in  tourist  activities, 
thereby spending money on the island without participating in the kind of 
meaningful  exchanges  with  the  Cuban  people  that  these  licenses  are 
designed to encourage. According to the report, the Cuban government 
profits from U.S. remittances through inflated fees for currency exchange 
and  state-run  stores  where  products  are  sold  for  hard  currency.  The 
report contained recommendations to tighten the embargo and prepare 
U.S. agencies to assist the Cuban people in a transition to democracy. For 
example,  the  report  recommended  restrictions  on  the  frequency  and 
duration of family visits and suggested new limits on recipients eligible for 
remittances.

•2006 CAFC report.  This report followed up on the findings of the 2004 
report  and  described  changes  in  Cuba  since  the  original  report.  The 
embargo-related  recommendations  of  the  2006  report  are  primarily 
focused on stricter enforcement of the embargo. For example, the report 
recommends  increased  enforcement  of  the  Helms-Burton  Act,  greater 
controls on medical equipment exported to Cuba, and the establishment of 
several  task forces  to identify  new ways to deny hard currency to the 
Cuban government.

Lack  of  Foreign  Support  Hampers  Diplomacy,  Investigations,  and 
Prosecutions

 Although most countries recognize the right of the United States to 
determine  its  own  foreign  policy  and  security  concerns,  the  embargo’s 
unilateral nature and a lack of multilateral cooperation with the embargo 
impede U.S. efforts to isolate the Cuban regime diplomatically and deny it 
hard  currency  resources.  Although  State  officials  have  testified  that 
sanctions are best implemented within a diplomatic framework based on 
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broad multilateral  consensus,  the department has been unable  to obtain 
such foreign support for the United States’ Cuba embargo policy.

•Many countries,  particularly  Canada,  Mexico,  and the  members of  the 
European Union, pursue different strategies in their diplomatic relations 
with Cuba.  Although the European Union and others share the United 
States’ ultimate  goal  of  a  free,  democratic,  and market-oriented Cuba, 
differences  remain  between  the  United  States  and  other  countries 
concerning the best method to encourage democracy and human rights on 
the island. In general, the governments of these countries favor a policy of 
cautious engagement with the Cuba, with normalization conditioned on 
evidence of improved human and political rights.

•Opposition  by  many  countries—particularly  Canada,  Mexico,  and  the 
members of  the European Union—to the extraterritorial  application  of 
U.S.  laws  and  regulations  under  the  Cuba  embargo105  has  created 
diplomatic  and  trade  disputes  as  well  as  problems  for  individual  U.S. 
firms.106 Cooperation with the U.S. embargo is explicitly illegal in some 
countries  and  may  violate  laws  in  other  countries  that  prohibit 
discrimination based on nationality.107 Over most of the past 16 years, an 
overwhelming  number  of  UN  member  states  have  voted  annually  to 
condemn the U.S.  embargo for,  among other issues,  its  extraterritorial 
effects108  (app.  V  summarizes  the  results  of  these  votes  from  1992 
through 2007). 

•Some  countries  have  taken  steps  to  undermine  the  embargo,111  for 
example, by refusing to identify U.S. travelers making unauthorized visits 
to  Cuba112  or  to allow their  citizens  to provide  evidence  or  testify  in 
embargo-related cases.113  These  countries  also have not  cooperated in 
efforts  to  block  the  export  of  U.S.-made  items  to  Cuba.  U.S.  officials 
reported  that  this  lack  of  cooperation  complicates  agencies’  embargo 
monitoring and investigatory work.

•Countries that do not support the U.S. embargo conduct  normal trade, 
financial,  and  travel  relations  with  Cuba,  and  some  governments  and 
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multilateral institutions provide development and economic assistance  to 
Cuba. These actions increase the amount of hard currency available to the 
Castro regime, undercutting one of the U.S. embargo’s stated purposes.
114  For example,  the Central Intelligence Agency reports that in 2006, 
Cuba  exported  an  estimated  $3  billion  in  commodities,  increasing  its 
exports  by  two-thirds  since  2000,115  and imported an estimated $10.2 
billion, nearly tripling its imports since 2000.116 In 2005, according to the 
UN  World  Tourism  Organization,  Cuba  hosted  nearly  2.3  million 
international  tourists,  generating income of  more than $1.9 billion—22 
percent  and 4  percent  more  tourists  and income,  respectively,  than in 
2003.117  Moreover, direct flights to Cuba are available from European 
and Latin American countries as well as from Canada.

                                     Conclusions  

The comprehensive U.S. embargo on Cuba has been in effect for nearly 
50 years as an expression of overall U.S. foreign policy toward the Castro 
regime and as a means of depriving Cuba of hard currency. At the same 
time, U.S. policymakers have provided certain exceptions to the embargo, 
both for Cuban Americans who seek to maintain ties with family members 
in  Cuba  through  travel,  cash  remittances,  and  gifts,  and  for  others 
participating in educational, religious, and informational exchanges. Since 
2004, the United States has tightened the rules governing these exceptions—
directly affecting Cuban Americans and other Americans who have sought 
to conduct authorized travel and cash remittances—to further deny Cuba 
hard currency. However, U.S. agencies cannot determine the  actual impact 
of the rule changes on the availability of hard currency to Cuba, in part 
because available data cannot reflect unauthorized travel and remittances
—travel  licenses  are  easily  counterfeited,  travelers  may  transit  through 
countries that oppose the embargo, and new technologies for remittances 
and other international money transfers make tracking such remittances 
impossible.

Following  the  September  2001  terrorist  attacks,  several  agencies 
redirected resources from enforcing the Cuba embargo to accomplishing 
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homeland  and  national  security  priorities,  such  as  stopping  terrorism, 
weapons  proliferation,  narcotics  trafficking,  and money laundering.  For 
example, reflecting DHS’s strategic emphasis on targeting its resources to 
priority  threats  and vulnerabilities,  ICE devoted 30 percent  fewer staff 
hours to investigating Cuba embargo violations in fiscal years 2002-2006 
than  in  the  previous  5  fiscal  years.  However,  reflecting  administration 
policy  and  embargo  rule  changes,  two  agencies  maintained  a  focus  on 
enforcing  the  Cuba  embargo.  Based  on  its  assessment  of  the  risk  of 
embargo  violations  after  2004,  DHS’s  CBP  increased  its  intensive, 
secondary  inspections  of  arrivals  from  Cuba  at  Miami  International 
Airport—one of the nation’s busiest—and, in fiscal year 2007, conducted 
secondary inspections of 20 percent of arrivals from Cuba versus 3 percent 
of arrivals from other countries. 

Our analysis of CBP data and interviews with CBP officials show that 
this intensive inspection of travelers and the numerous resulting seizures of 
small  amounts  of  Cuban-made  products  have  sometimes  occupied  a 
majority  of  the  airport’s  secondary  inspection  facilities  and  delayed 
inspections  of  other  passengers,  straining  the  agency’s  resources  for 
accomplishing  its  priority  mission:  keeping  terrorists,  criminals,  and 
inadmissible  aliens  out  of  the  country  while  facilitating  the  flow  of 
legitimate trade and travel.  This impact  is especially troublesome in the 
context of recent GAO reports of weaknesses in CBP’s inspections capacity 
at  major  ports  of  entry  nationwide,  which  increase  the  potential  of 
terrorists’  and  inadmissible travelers’  entering the country.  In addition, 
since 2000, Treasury’s OFAC—responsible for administering more than 20 
sanctions programs—has conducted more investigations and issued more 
penalties related to the Cuba embargo than for all of the other sanctions 
programs it administers. OFAC officials stated that Cuba embargo cases 
required fewer resources, but they could not provide data showing that the 
agency’s  resource  allocations  appropriately  support  its  responsibility  to 
enforce other sanctions, including those on countries engaged in terrorism, 
weapons proliferation, and narcotics trafficking.
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(Arms export controls and Dept. of State)

      GAO Report

Defense Trade -- State Department Needs to Conduct 
Assessment in the Arms Export Process

GAO- 08-89 (November 2007)

http://www.gao.gov/new.items/d0889.pdf

Results in Brief

Our analysis  pointed  to  three  key trends  in  the  processing  of  arms 
export cases in recent years. First, DDTC’s caseload increased 20 percent, 
from about 55,000 to 65,000 between fiscal years 2003 and 2006. Second, 
median processing times almost doubled in the same time period, from 14 
days to 26 days. Third, the number of open arms export cases increased 50 
percent, from about 5,000 in October 2002 to about 7,500 in April 2007, 
reaching  a  high  of  more  than  10,000  cases  in  September  2006.  At  the 
beginning of fiscal year 2007, DDTC launched a campaign to reduce the 
number of open cases. While DDTC was able to cut the number of open 
cases by over 40 percent over 3 months, it did so by extending work hours 
and canceling staff training and meetings and other activities to focus on 
the  mounting  number  of  open  cases.  However,  such  measures  are  not 
sustainable in the long term, do not address underlying inefficiencies and 
problems, and may adversely affect the mission.

Inefficiencies  and problems in the  license  review process  are  largely 
affected by procedural weaknesses, shortfalls with the electronic processing 
system, and human capital  challenges.  Lack of screening procedures for 
referring  arms  export  cases  outside  DDTC  have  resulted  in  cases 
languishing  for  weeks  before  any  action  is  taken.  While  DDTC’s  new 
electronic processing system, D-Trade, was intended to improve processing 
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times,  the  system has  not  been  the  panacea  the  agency  expected.  Our 
analysis shows that processing times for like types of cases are virtually the 
same, regardless of whether the case was submitted through D-Trade or on 
paper.  The system also lacks tools to aid the licensing officer to process 
cases  more  efficiently.  DDTC  also  faces  human  capital  challenges  in 
establishing and retaining a sufficient workforce with the experience and 
skills needed to efficiently and effectively process arms export cases. These 
factors have largely gone unaddressed because DDTC management does 
not  systematically  analyze  licensing  data  to  identify  inefficiencies  and 
develop solutions to manage its processes and more effectively structure the 
workforce. 

To  improve  the  efficiency  of  processing  arms  export  cases,  we  are 
recommending that State conduct systematic analyses of licensing data to 
identify potential  causes of  inefficiencies  and develop solutions  to better 
manage its workload, processes, and workforce structure. In commenting 
on a draft of this report, State concurred with our recommendation and 
indicated  that  it  has  initiated  efforts  to  improve  its  processes  and 
organizational alignment. Defense had no comments on the draft report.

Background

Under the authority of the Arms Export Control Act, State regulates 
and controls  arms exports  by U.S.  companies  to help ensure  that  those 
exports are consistent with national security and foreign policy interests.6 

This function has been delegated to DDTC within the Bureau of Political-
Military Affairs. DDTC’s staffing levels are allocated and funded by State. 
Funding for other DDTC activities and operations comes from two main 
sources: (1) appropriated funds that State then allocates to DDTC through 
the  Bureau of  Political-Military  Affairs,  and (2) registration fees,  which 
DDTC is  authorized  to  retain  to  help  fund certain  activities  related  to 
licensing, enforcement, and compliance. 7

Exporters submit arms export cases via paper or electronically through 
D-Trade, DDTC’s Web-based electronic processing system.8  Cases include 
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permanent  arms  export  licenses,  temporary  arms  exports  or  imports, 
agreements between U.S. industry and foreign entities to provide technical 
assistance  or  manufacturing  capability,  requests  for  amendments  to 
existing  licenses  or  agreements,  and  requests  to  determine  commodity 
jurisdiction.9  Cases vary in terms of complexity and time to process. For 
example, agreements generally take longer than other cases because they 
are  complex,  require  substantial  work  by  licensing  officers,  and  often 
require interagency review. 

Once cases are received, DDTC assigns them to one of five teams, based 
on  commodity  categories:  firearms,  aircraft,  missile  and  spacecraft, 
military electronics, and military vehicles and naval vessels. Team leaders, 
in turn, assign cases to a licensing officer, who conducts an initial review to 
determine whether the case needs a referral to an agency, such as DOD’s 
DTSA, and/or another State bureau for additional review—or whether the 
case  can be reviewed and analyzed internally.  Either  way,  the licensing 
officer  conducts  the  final  review and  determines  the  final  action.  Final 
action  on cases  can  only  be  taken by  licensing  officers  with  designated 
signature authority,  which DDTC officials  stated takes an average of 18 
months of training and experience to obtain. Prior to approving cases that 
involve exports meeting statutory dollar thresholds and involving selected 
countries, State must notify Congress.

Arms  Export  Caseload,  Processing  Times,  and  Open  Cases  Have  
Significantly Increased

Between fiscal years 2003 and 2006, the arms export caseload processed 
by DDTC has increased 20 percent, from about 55,000 to 65,000. DDTC 
officials  attributed  this  growth  to  several  possible  factors,  including 
increased globalization of the defense industry and an overall increase in 
arms exports. In addition, our analysis of the cases processed by DDTC 
shows that permanent export licenses constituted about two-thirds of all 
cases, thereby accounting for the major part of DDTC’s caseload activity. 
For  these  cases,  the  greatest  increase  occurred  in  aircraft  and  related 
components  among  the  various  types  of  controlled  commodities.  Our 

692 | Page



Sourcebook of Cases, Laws, Treaties & Documents

analysis also showed a high concentration of cases by country of destination
—almost half consisted of seven countries, with 25 percent involving Japan 
and the United Kingdom. In contrast, we found cases are not concentrated 
by major defense arms exporting companies. In fiscal year 2006, only 21 
percent of cases processed involved the top 10 arms exporting firms. (For 
additional analyses of cases, including type of case, commodities, countries, 
and expedited cases, see app. II.)

Overall, processing times for all types of cases have increased. Between 
fiscal years 2003 and 2006, median processing times nearly doubled, from 
14 days to 26 days. Some types of cases take longer to process than others, 
in  part  because  of  their  complexity.  For  example,  in  fiscal  year  2006, 
technical  assistance  agreements  took  a  median  of  94  days  to  process. 
However,  these  agreements  made  up  less  than  9  percent  of  the  cases 
processed for that year, and therefore may not be a significant driver of 
overall increased processing times. Permanent exports, which constituted 
the majority of cases, took a median of 25 days to process in fiscal year 
2006. 

For nonreferred cases,  which made up about two-thirds  of  all  cases, 
DDTC’s  in-house  processing  times  increased  significantly.  For  example, 
between  fiscal  years  2003  and  2006,  median  processing  times  for 
nonreferred cases increased from 8 to 19 days. For the first 7 months of 
fiscal year 2007, the median processing time was 17 days. Moreover, the 
number of nonreferred permanent export license cases taking longer than 2 
weeks to process increased from 26 percent in fiscal year 2003 to 72 percent 
in  fiscal  year  2006.  The  increase  in  the  percentage  of  nonreferred 
agreements  taking  longer  than  2  weeks  was  even  more  dramatic—
increasing from about 13 percent to 87 percent (see fig. 2).
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                                       Conclusions

The licensing of arms exports is a key component of the U.S. export 
control  system to  help  ensure  arms  do  not  fall  into  the  wrong  hands. 
Licensing officers  are  challenged to weigh national  security  and foreign 
policy  interests  on  thousands  of  cases  a  year  while  allowing  legitimate 
defense  trade  to  occur  in  an  efficient  manner.  However,  systemic 
inefficiencies in arms export licensing are straining the system and may be 
diminishing  licensing  officers’  capacity  to  process  cases  efficiently  and 
effectively.  To date,  DDTC has not  comprehensively analyzed its  export 
processing system to identify causes of inefficiencies and needed actions to 
address them. Unless DDTC systematically  analyzes its  licensing data in 
terms of drivers of workload and steps in the process, it will continue to 
ineffectively  and  inefficiently  manage  its  processes,  workload,  and 
resources.

Recommendation for Executive Action

To  improve  the  efficiency  of  processing  arms  export  cases,  we 
recommend  that  the  Secretary  of  State  direct  the  Deputy  Assistant 
Secretary  of  the  Directorate  of  Defense  Trade  Controls to  conduct 
systematic analyses of licensing data to assess root causes of inefficiencies 
and  to  identify  and  implement  actions  to  better  manage  workload, 
reexamine its processes, determine the most effective workforce structure, 
and target industry outreach.
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(War crimes and U.S. law)

         CRS 

                THE WAR CRIMES ACT: CURRENT ISSUES

RL33662 (September 25, 2006)

                           http://digital.library.unt.edu/govdocs/crs/permalink/meta-crs-9563:1

The War Crimes Act of 1996, as amended, makes it a criminal offense 
to commit  certain violations  of  the  laws  of  war when such offenses  are 
committed  by  or  against  U.S.  nationals  or  Armed  Service  members. 
Among other things, the Act prohibits violations of Common Article 3 of 
the 1949 Geneva Conventions, which sets out minimum standards for the 
treatment of detainees in armed conflicts of a non-international character. 
Common Article  3  prohibits  protected persons  from being subjected  to 
violence, outrages upon personal dignity, torture, and cruel, humiliating, or 
degrading  treatment.   In  the  2006  case  of  Hamdan  v.  Rumsfeld,  the 
Supreme Court rejected the Bush Administration’s long-standing position 
that Common Article 3 was inapplicable to the present armed conflict with 
Al Qaeda. As a result, questions have arisen regarding the scope of the War 
Crimes  Act  as  it  relates  to  violations  of  Common  Article  3  and  the 
possibility  that  U.S.  personnel  may  be  prosecuted  for  the  pre-Hamdan 
treatment of Al Qaeda detainees. 

This  report  provides  a  brief  overview of  these  issues  as  well  recent 
legislative proposals, including S. 3929 and S. 3930, which are both entitled 
the  Military  Commissions  Act of  2006,  introduced  by  Senator  Mitch 
McConnell on September 22, 2006; S. 3901, the Military Commissions Act 
of 2006, proposed by Senator John Warner and voted out of the Senate 
Armed Services Committee on September 14, 2006; S. 3861, the Bringing 
Terrorists  to  Justice  Act  of  2006,  and  S.  3886,  the  Terrorist  Tracking, 
Identification, and Prosecution Act of 2006, both introduced by Senator Bill 
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Frist; and H.R. 6054, the Military Commissions Act of 2006, introduced by 
Representative Duncan Hunter. 

The  1949  Geneva  Conventions  proscribe  certain  conduct  by  High 
Contracting  Parties  toward  specified  categories  of  vulnerable  persons 
during  armed  conflict.  High  Contracting  Parties  are  also  required  to 
provide  effective  penal  sanctions  against  any  person  who  commits  (or 
orders the  commission  of)  a “grave breach” of  one  of  the Conventions, 
which is defined to include the wilful killing, torture or inhuman treatment, 
and the causing of great suffering or serious injury to body or health of 
protected persons. Congress approved the War Crimes Act of 1996 (P.L. 
104-192) specifically to implement the Conventions’ penal requirements. 

The War Crimes Act (18 U.S.C. § 2441) 

The War Crimes Act imposes criminal penalties against persons who 
commit  certain offenses under the laws of war,  when those offenses are 
either  committed  by  or  against  a  U.S.  national  or  member  of  the  U.S. 
Armed Forces. The Act applies regardless of whether the offense occurs 
inside or outside the United States. Offenders are subject to  imprisonment 
for life or any term of years and may receive the death penalty if their 
offense results in death to the victim. 

Implications of Hamdan v. Rumsfeld 

There has been controversy concerning whether activities by military 
and intelligence personnel relating to captured Al Qaeda suspects might 
give rise to prosecution under the War Crimes Act, particularly in light of 
the Supreme Court’s ruling in the 2006 case of Hamdan v. Rumsfeld.5  The 
following sections provide relevant background and briefly discuss possible 
implications that the Court’s ruling may have on issues relating to the War 
Crimes Act. 

Application of  Common Article  3 to Al Qaeda.  At least since early 
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2002,  the  Bush  Administration  had  taken the  position  that  the  Geneva 
Conventions  did  not  apply  to  members  of  Al  Qaeda.   Specifically,  the 
Administration argued that the Conventions are applicable to international 
armed conflicts between High Contracting Parties and States that abide by 
Convention provisions, and therefore do not cover non-State actors such as 
Al  Qaeda.  The Administration  further  alleged that  the  conflict  with Al 
Qaeda is international  in scope, and Common Article  3 accordingly was 
inapplicable to the conflict because it only covers armed conflicts “not of an 
international nature.”6  The issue in Hamdan primarily concerned military 
tribunals convened by Presidential order to try detainees for violations of 
the laws of war. The Court held that such tribunals did not comply with the 
Uniform Code of Military Justice or the laws of war, including the Geneva 
Conventions.   However, the Court’s interpretation of Common Article 3 
had  broader  implications  for  U.S.  policy  towards  captured  Al  Qaeda 
suspects.  The  Court  rejected  the  Administration’s  interpretation  of 
Common Article 3 as not covering Al Qaeda members, concluding that the 
provision affords “some minimal protection, falling short of full protection 
under the Conventions, to [any] individuals ... who are i In the aftermath of 
the  Court’s  ruling,  the  Department  of  Defense  issued  new  treatment 
guidelines  concerning  military  detainees  (including  Al  Qaeda members) 
that  required,  at  minimum,  application  of  the  standards  articulated  by 
Common Article 3.8  

Scope of Prohibited Conduct under the War Crimes Act Relating to 
Common Article  3 Violations.  The United States  has  apparently  never 
prosecuted a person under the War Crimes Act.  Perhaps as a result, there 
is some question concerning the Act’s scope.  Some have suggested that the 
War Crimes Act be amended to specify that certain forms of treatment or 
interrogation violate the Act. They argue that the scope of the War Crimes 
Act is ambiguous, particularly as it relates to offenses concerning violations 
of  Common  Article  3.   In  a  September  2006  address,  President  Bush 
suggested  that  some  provisions  of  Common  Article  3  provide  U.S. 
personnel  with  inadequate  notice  as  to  what  interrogation  methods  can 
permissibly  be  used  against  detained  Al  Qaeda  suspects  and  requested 
legislation listing “specific, recognizable offenses that would be considered 
crimes under the War Crimes Act.”10  On the other hand, some argue that 
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amending the War Crimes Act to cover specific acts would overly restrict 
the  Act’s  scope,  making  certain  unspecified  conduct  legally  permissible 
even though it is as severe as conduct expressly prohibited by the Act. 

Liability under the War Crimes Act for U.S. Personnel on Account of 
Pre-Hamdan Activities.  Prior to the Court’s ruling in Hamdan, the Bush 
Administration did not apply Common Article 3 protections to captured Al 
Qaeda agents.  In some cases, such persons were allegedly subject to harsh 
treatment, especially in the context of interrogation, that might not have 
complied with Common Article 3 requirements.   As a result,  some have 
raised questions as to whether U.S. personnel might be criminally liable 
under  the  War  Crimes  Act  for  the  pre-Hamdan treatment  of  some  Al 
Qaeda detainees. 

Although not immune from prosecution, U.S. personnel who could be 
charged with violating the War Crimes Act would have several possible 
defenses to criminal liability, so long as their activities were conducted with 
the authorization of the Administration and under the reasonable (though 
mistaken)  belief  that  their  actions  were  lawful.  Section  1004(a)  of  the 
Detainee  Treatment  Act  of  2005  (DTA,  P.L.  109-148),  enacted  several 
months prior to the Hamdan decision, provides that 

In  any  civil  action  or  criminal  prosecution  against  an  officer, 
employee, member of the Armed Forces, or other agent of the United 
States Government who is  a United States person, arising out of the 
officer,  employee,  member  of   the  Armed Forces,  or  other  agent’s 
engaging in specific operational  practices, that involve detention and 
interrogation  of  aliens  who  the  President  or  his  designees  have 
determined  are  believed  to  be  engaged  in  or  associated  with 
international terrorist activity that poses a serious, continuing threat 
to  the  United  States  ...  and  that  were  officially  authorized  and 
determined to be lawful at the time that they were conducted, it shall 
be a defense that ... [the] agent did not know that the practices were 
unlawful and a person of ordinary sense and understanding would not 
know the practices were unlawful.  Good faith reliance  on advice of 
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counsel should be an important factor, among others, to consider in 
assessing whether a person of ordinary sense and understanding would 
have known the practices to be unlawful. Nothing in this section shall 
be construed to limit or extinguish any defense or protection otherwise 
available ... or to provide immunity from prosecution for any criminal 
offense by the proper authorities. 

It is unclear whether a reviewing court would interpret this defense to 
apply retroactively to conduct  occurring before the DTA’s enactment in 
December 2005. In addition to this statutory defense, a number of other 
legal defenses could be raised by U.S. personnel charged with War Crimes 
Act offenses  based  on  conduct  that  had  been  authorized  by  the  Bush 
Administration, assuming the defendants acted with government sanction 
and/or had been erroneously informed by responsible authorities that their 
conduct was legal.11 Similar defenses may exist for military personnel in 
courts martial proceedings.12 

Recent Legislative Activity 

A  number  of  bills  have  been  introduced  in  the  109th Congress  in 
response  to  the  Hamdan decision,  particularly  as  it  relates  to  the 
establishment of military tribunals to try detainees for violations of the laws 
of war.  Some of these bills contain provisions that would amend the War 
Crimes Act to more fully  protect  U.S. personnel  from criminal  liability. 
These bills include S. 3929 and S. 3930, which are both entitled the Military 
Commissions  Act of  2006,  introduced  by  Senator  Mitch  McConnell  on 
September  22,  2006;  S.  3901,  the  Military  Commissions  Act  of  2006, 
proposed by Senator  John Warner and voted out  of  the  Senate Armed 
Services  Committee  on  September  14,  2006;  S.  3861,  the  Bringing 
Terrorists  to  Justice  Act  of  2006,  and  S.  3886,  the  Terrorist  Tracking, 
Identification, and Prosecution Act of 2006, both introduced by Senator Bill 
Frist; and H.R. 6054, the Military Commissions Act of 2006, introduced by 
Representative Duncan Hunter. 

While the bills’ proposed modifications are largely similar, there are a 
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few notable differences.  Whereas S. 3861, S. 3886, and H.R. 6054 would 
only  prohibit  cruel  treatment  rising  to  the  level  of  torture,  and S.  3901 
would more broadly prohibit cruel treatment that violates the standards of  
the McCain Amendment ( i.e., cruel, inhuman, or degrading treatment of 
the kind prohibited under the Fifth, Eighth, and Fourteenth Amendments),
14 the scope of cruel treatment prohibited by S. 3929/S. 3930 would likely 
fall somewhere between these two standards. S. 3929/S. 3930 defines “cruel 
treatment” in a manner that  largely  mirrors  the definition of  “torture” 
contained in the Federal Torture Statute.  However, whereas a person is 
criminally liable for torture if he specifically intends to cause severe mental 
or physical pain and suffering, under S. 3929/S. 3930 a person would be 
criminally liable for inflictions of cruel treatment if he generally intended15 

to cause serious mental or physical pain and suffering to a person protected 
under Common Article 3.  

The amendments made by S. 3929/S. 3930, S. 3861, S. 3886, and H.R. 
6054 to the War Crimes Act would apply retroactively, possibly precluding 
prosecution of personnel for some (but not all) conduct falling under the 
more  general  scope  of  the  earlier  version  of  the  Act.  S.  3901  does  not 
contain a similar provision, but unlike the other bills, it would provide that 
the statutory defense contained in DTA § 1004 would cover any criminal 
prosecution under the War Crimes Act against U.S. personnel relating to 
the sanctioned treatment of detainees,  if  such conduct occurred between 
September 11, 2001, and December 30, 2005.  All six bills would specify that 
certain provisions of the War Crimes Act,  as amended, are inapplicable 
with respect to collateral damage or a lawful attack. S. 3929/S. 3930 and S. 
3901  would  also  specify  that  the  provision  of  the  War  Crimes  Act,  as 
amended, related to hostage taking does not apply to prisoner exchange 
during wartime.  All  six bills  would also amend the DTA to require the 
federal government to provide or employ counsel and pay fees related to 
any  prosecution  or  civil  action  against  U.S.  personnel  for  authorized 
detention or interrogation activities.  S. 3929/S. 3930 and S. 3901 would also 
prohibit U.S. courts from using foreign or international sources to serve as 
the  basis  for  interpreting  the  provisions  of  the  War  Crimes  Act,  as 
amended, defining “grave breaches” of Common Article 3. 
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In  addition,  all  six  bills  would  prevent  persons  from  invoking  the 
Geneva Conventions as a source of rights in certain judicial proceedings.  S. 
3929/S. 3930 would prohibit the Conventions from being invoked in habeas 
or civil proceedings to which the United States or a current or former agent 
of the United States is a party, 

S.  3901  would  more  narrowly  prevent  the  Conventions  from being 
invoked in a civil action against the United States or a U.S. agent, and  S. 
3861, S. 3886, and H.R. 6054 would more broadly prevent the Conventions 
from being invoked for any purpose in a habeas or other court action.
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(Use of force, U.S. law and international law)

                  CRS 

Response to Terrorism: Legal Aspects of  Use of Military Force

CRS -- RS21009   (September 13, 2001)

http://fpc.state.gov/documents/organization/6217.pdf

Summary 

The terrorist attack of September 11, 2001, has precipitated widespread 
calls for the use of military force in response. Under U.S. and international 
law a variety of legal considerations attach to such use. This report briefly 
summarizes several salient aspects. 

Legal  considerations  concerning  the  use  of  force  under  U.S.  and 
international law include the following: 

(1) Acts of war. War has been defined as “a condition of armed hostility 
between  States”1  or,  in  Grotius’  terms,  as  the  “state  or  condition  of 
governments contending by force.”2 An act of war, thus, involves the threat 
or use of force of some kind by one state against another. But whether a 
particular threat or use of force constitutes an act of war depends heavily 
on how the parties choose to characterize it. For the United States acts of 
foreign governments that have been deemed to constitute acts of war have 
ranged from the impressment of U.S.  seamen into service in the British 
navy to failure to honor U.S. neutrality in conflicts between other states to 
Japan’s attack on Pearl Harbor. 

(2)  Declaration  of  war. Article  I,  § 8,  of the Constitution confers on 
Congress the power to “declare War.” That power comprehends not only 
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the enactment of formal declarations of war but also the authorization of 
uses of military force which are not intended to rise to the level of a war. 
Congress has  enacted eleven formal  declarations  of  war relating to five 
different conflicts – the War of 1812, the Mexican-American War in 1846, 
the Spanish-American War in 1898, World War I, and World War II. It 
has also enacted numerous authorizations for the use of military force that 
have  not  constituted  declarations  of  war,  such  as  the  Tonkin  Gulf 
Resolution of 19643  and the 1991 “Authorization for Use of Military Force 
Against Iraq Resolution.”4 One domestic effect of a declaration of war is 
that  it  brings  into effect  a number of  statutes  that  confer discretionary 
authority on the President. 

(3)  President’s  authority  to  use  military  force. Article  II,  §  1,  of  the 
Constitution  vests  the  “executive  Power”  of  the  government  in  the 
President. Article II, § 2, states that the President “shall be Commander in 
Chief of the Army and Navy of the United States, and of the Militia of the 
several States, when called into the actual Service of the United States.” 
These clauses clearly empower the President to direct the conduct of a war 
or other military engagement authorized by Congress.   But it  has often 
been  argued  that  these  clauses,  as  well  as  the  inherent  authority  that 
accrues to the President by virtue of the existence of the United States as a 
sovereign nation, empower the President to initiate the use of force even 
absent  Congressional  authorization.   Others  contend  otherwise.  But 
however  that  debate  is  resolved  in  a  given  situation,  virtually  all 
commentators concur that the President has the constitutional authority to 
defend the United States from sudden attack even absent  Congressional 
authorization.  Whether  that  authority  is  wholly  defensive  or  can  also 
involve the use of offensive force in a given situation, however, has been the 
subject of dispute between Congress and the President. 

(4) War Powers Resolution. To protect its constitutional role regarding 
the  use  of  military  force,  Congress  in  1973  enacted  the  “War  Powers 
Resolution”  (WPR)5  over  President  Nixon’s  veto.  That  enactment 
specifically recognizes the President’s authority to use military force in “a 
national emergency created by attack upon the United States, its territories 
or  possessions,  or  its  armed  forces.”  But  it  requires  the  President  to 
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“consult with Congress ... in every possible instance” prior to employing 
force  and  to  submit  a  report  to  Congress  on  any  such  instance.  Most 
critically,  it  requires  the  President  to  terminate  U.S.  involvement  in 
hostilities within 60-90 days unless Congress has enacted a declaration of 
war or a specific authorization for such involvement, has extended the 60-
day period by statute, or is unable to meet because of an armed attack on 
the United States. Every President since Nixon has regarded the WPR as an 
unconstitutional intrusion on his prerogatives regarding the use of force. 

(5)  United Nations Charter. The UN Charter was adopted in part “to 
save succeeding generations  from the scourge of war” (Preamble).  As a 
consequence,  it  requires  its  Members  to  “refrain  in  their  international 
relations from the threat or use of force against the territorial integrity or 
political independence of any State, or in any other manner inconsistent 
with the Purposes of the United Nations” (Article 2(4)); and it provides for 
collective action under the auspices of the Security Council to maintain or 
restore  international  peace  and  security  (Chapter  VII).  However,  the 
Charter  also  recognizes  a  right  of  self-defense.  Article  51 provides  that 
“[n]othing  in  the  present  Charter  shall  impair  the  inherent  right  of 
individual  or collective  self-defence  if  an armed attack occurs  against  a 
Member  of  the  United  Nations,  until  the  Security  Council  has  taken 
measures necessary to maintain international peace and security ...”
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(Use of force and international law – 1980’s)

               REAGAN’S LAW AND FOREIGN POLICY, 1981 – 1987: 

                “ REAGAN COROLLARY” OF INTERNATIONAL LAW

By Stuart s. Malawer*

http://www.internationaltraderelations.com/Reagans%20Law.pdf

    (Harvard  International Law Journal 1988)

1. INTRODUCTION

The unilateralism of  the  Reagan Administration's  foreign policy  has 
influenced  its  treatment  of  international  law.  Just  as  it  has  rejected 
international cooperation in many instances in favor of unilateral pursuit of 
perceived national interests, the Reagan Administration has also attempted 
to mold international law to accommodate those interests. 2 I would call this 
challenge  to  the  international  legal  system the  "Reagan  Corollary"  of 
international law. 

The  Reagan  Corollary is  not  merely  a  careless  disregard  for  inter-
national law. On the contrary, it is an attempt to pressure the international 
legal system into changing in a manner beneficial to United States interests. 
In order to realize such change, the Reagan Administration has proffered 
new rules of international law, relied on previous versions of existing rules, 
and  reinterpreted  existing  rules  and  treaties  by  applying  them  in 
unprecedented contexts.  3  The common threads connecting these practices 
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are the assertion of unilateral state action and a broad right of self-defense, 
less reliance on international institutions such as the United Nations, and an 
emphasis on a state's right to pursue its national interests. 

The Reagan Corollary supplements the "Reagan Doctrine" in foreign 
affairs.4  The  Reagan  Doctrine  stresses  reliance  on  military  action  as  a 
prominent instrument of foreign policy. In particular, it calls for assistance 
to insurgencies opposing Marxist governments. 5 The Reagan Doctrine is 
an example of the kind of state action that the Reagan Corollary aims to 
justify under international law. 6 

Both the Reagan Doctrine and the Reagan Corollary are symptomatic 
of disillusionment with the dreams of collective security and great power 
cooperation of the period following World War 11.7 While Americans have 
always  hoped  for  a  world  ruled  by  reason  and  law,8  the  perceived 
irrelevance of the postwar international institutions and rules makes that 
ideal appear remote.9 

This article does not attempt to present a comprehensive analysis of the 
foreign policy events of the Reagan era. Neither is it intended as a treatise 
on the sources of international law or as a detailed analysis of the legality of 
each of the foreign policy incidents discussed below. 10 Rather, it is meant 
to provide an overview of the foreign policy of the Reagan Administration 
and  its  relation  to  international  law.  This  survey  of  important  foreign 
policy decisions,  in conjunction with the governing rules of international 
law, should illustrate the Reagan Corollary in practice,  help identify the 
United  States  challenge  to  international  law,  and  aid  in  assessing  the 
foreign policy of the Reagan Administration. 

II. METHODOLOGY 

I have selected the thirty-two foreign policy decisions analyzed below as 
among the most significant of the last seven years in terms of their impact 
on  the  international  legal  system.  In  many  instances  they  relate  to  the 
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international legal system as a restraint on state action, where the issues 
involved  are  a  state's  use  of  force  or  the  regulation  of  state  behavior 
implicating important national interests. I have not included routine policy 
decisions unless they deviate significantly from accepted rules or norms. 11 

Each decision is grouped into a category reflecting its relationship to 
accepted rules or norms of international  law. While  the precise  rules of 
international  law  are  open  to  interpretation  in  most  instances,  I  have 
measured  the  decisions  against  what  I  consider  to  be  the  prevailing 
standards of international law. The first category, "Compliance," includes 
the  foreign  policy  decisions  of  the  Reagan  Administration  that  follow 
generally accepted rules of international law or conform to the expectations 
of the international community. Under the traditional standards, there  is  
no doubt that the action in question is permissible. 

In the second category, "Modification," fall the foreign policy actions 
that the Reagan Administration has justified by "bending" the traditional 
rule of international law or applying that rule in an unprecedented context. 
12 

The  third  category,  "Significant  Deviation,"  includes  foreign  policy 
actions  that  are  in  clear  violation  of  the  generally  accepted  rules  or 
expectations of the international community. 

The  thirty-two  decisions,  numbered  according  to  their  place  in  the 
chronological  survey that  follows,  are  grouped by category  in  the  table 
below. 

This  survey  refers  to  a  broad  conception  of  international  law.  The 
traditional definition of international  law encompasses customary law as 
evidenced  by  state  practice.  13  In  this  light,  expectations  of  the 
international  community  are  relevant  because  they  reflect  developing 
customary  law.  Thus  the  unilateralism of  the  Reagan  Administration's 
foreign policy manifests itself not only in attempts to redefine and modify 
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traditional rules, but also in the defiance of expectations of international 
coperation. 

III. SURVEY OF FOREIGN POLICY DECISIONS 

1. Recognition of Iranian Hostage Agreements (Compliance) 

The  Reagan  Administration  resisted  an  opportunity  to  mold  inter-
national law by demonstrating good faith observance of the Iranian hostage 
agreements. 14 

In  1981,  the  Carter  Administration  concluded  executive  agreements 
with the government of Iran to secure the release of fifty-two Americans 
held  hostage  in  that  country  for  444  days.  15  The  traditional  rule  of 
international law requires the good faith observance of such agreements. 16 

The Reagan Administration  accordingly  issued various  executive  orders 
and regulations implementing the accords. 17 

The Reagan Administration failed, however, to invoke the "state duress 
exception"  to  the  traditional  rule.  18  According  to  emerging  customary 
international law, agreements concluded by the threat or use of force are 
voidable. 19 The Iranian government's involvement in the 1979 seizure of 
the  United States  Embassy  and its  personnel  arguably  constituted  state 
duress. 

2. Gulf of Sidra I: Downing of Libyan Planes (Modification) 

The United States Navy's downing of two Libyan planes in the Gulf of 
Sidra in 1981 was unusual, though not a violation of international law. 

Libya had claimed the Gulf of Sidra as territorial waters and warned 
the United States not to conduct naval maneuvers there. 20 When the United 
States  disregarded the  warning,  two Libyan jets  challenged  two United 
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States F14s. The F14s responded by shooting down both Libyan planes. 

The  actions  of  the  United  States  did  not  violate  international  law. 
Neither conventional  nor customary law of  the sea supports  the Libyan 
claim  of  the  Gulf  of  Sidra  as  territorial  waters.  21  International  law 
therefore permitted the United States planes to defend themselves while 
exercising  their  right  of  overflight  over  international  waters.  22  The 
Reagan Administration's decision to use force, especially in the context of 
its  political  campaign  against  Libya's  alleged  support  of  international 
terrorism, was nevertheless very unusual. 

3. Rejection of the Law of the Sea Treaty (Significant Deviation) 

The  Reagan  Administration  also  defied  the  expectations  of  the 
international community by rejecting the Law of the Sea Treaty. 23 

The Law of the Sea Treaty was drafted under the auspices of the United 
Nations and was near completion when President Reagan came into office.24 

The  general  expectation  in  the  United  States  and  abroad  was  that  the 
United States would join the growing international consensus in favor of 
the Treaty if accommodation could be reached on key issues.  25  However, 
the  Reagan  Administration  strongly  objected  to  the  provisions  of  the 
Treaty concerning international regulation of deep seabed mining. 26 The 
Reagan Administration's refusal to sign the Law of the Sea Treaty was a 
significant deviation from expectations of multilateral cooperation in favor 
of unilateral state action. 

4. Polish Trade Sanctions (Modification) 

Trade  sanctions  against  Poland  tested  the  limits  of  acceptable  in-
tervention in the internal affairs of other states. 

The Reagan Administration imposed sanctions in 1982 to protest the 
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Polish  government's  violation  of  the  human  rights  of  its  nationals.  27 

Although  customary  international  law  prohibits  intervention  in  the 
domestic affairs of other states,28 a state's violation of the human rights of 
its own population has become a justifiable subject of concern for other 
states. 29 The use of unilateral trade sanctions to manifest that concern is 
therefore acceptable but highly unusual. 30 

5. Trans-Siberian Pipeline Sanctions (Modification) 

Export  controls  on  products  sold  by  United  States  firms  and  their 
foreign  subsidiaries  to  Eastern  bloc  countries  posed  problems  of  inter-
ference in the internal affairs of United States allies in Western Europe. 

The  Reagan  Administration  imposed  the  controls31  ostensibly  in 
response to alleged Soviet pressure on the Polish government to suppress 
internal dissent.  32  Its underlying policy concern, however, was its fear of 
potential Soviet blackmail if the NATO allies became dependent on Soviet 
exports of oil and natural gas. 33 

Trade  sanctions  imposed  through  domestic  corporations  or  their 
foreign subsidiaries are not an unusual form of interference in the internal 
affairs of other states. 34 If such export controls are unreasonable, however, 
they violate international law as an interference with the principal interests 
of  the country where the foreign subsidiary is  located.  35  In the view of 
NATO allies, the extraterritorial application of these controls constituted 
interference  with  their  national  sovereignty.36  Such  extraterritorial 
application  of  United  States  law  is  also  objectionable  to  much  of  the 
international community. 37 

6. Deployment of Marines in Beirut (Modification) 

The Reagan Administration's deployment of United States marines in 
Beirut was a controversial use of national forces as peacekeepers in other 
countries.  The marines  were  deployed as  a  part  of  a  multilateral  force 
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formed in 1982 by France, Italy, and the United States to keep peace in 
Beirut in the wake of the 1981 Israeli invasion of Lebanon. 38 

Other countries have deployed peacekeeping forces, although primarily 
under  the  auspices  of  the  United  Nations.  39  Whether  such  forces  are 
unilateral or authorized by the United Nations, they are permitted under 
international law only with the consent of the host state.40 

The deployment of United States marines in Beirut raises two issues. 
First,  while  the  Lebanese  government  made  a  formal  request  for  the 
peacekeeping  force,  41  many  Lebanese  considered  the  government  ille-
gitimate. It was engaged in a civil war at the time and did not militarily 
control  most  of  its  territory.  The  validity  of  Lebanon's  consent  to  the 
presence  of  the  marines  is  therefore  subject  to  attack.  Second,  the 
deployment set a precedent for the use of national forces in a non-United 
Nations peacekeeping context. 

7. Invasion of Grenada (Significant Deviation) 

The  invasion  of  Grenada  was  a  far-reaching  deviation  from  the 
traditional  rules  governing  the  use  of  force  in  international  relations. 
United  States  marines  invaded  the  Caribbean  nation  of  Grenada  in 
October 1983.  The Reagan Administration's  justification of the invasion 
relied on a formal request by the Organization of Eastern Caribbean States 
(OECS).42 

Conflicting rules of international law applied to this situation. On the 
one hand, the principles of nonintervention and restraint on the use of force 
in international relations,  embodied in article  2(4) of the United Nations 
Charter,  prohibit  such an action.  On the other hand, there is a right of 
collective self-defense when authorized by a regional  organization and a 
right to use force when requested by a legitimate government.43 
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The dubious validity of the request for United States intervention,44 
however,  justifies  claims  that  the  Reagan  Administration  was  in  effect 
asserting the right to use military force to overthrow Marxist governments 
when the opportunity arises. The Grenada invasion was thus a revealing 
illustration  of  the  Reagan Doctrine,  which sanctions  the  use  of  force  in 
support of democratic revolutions. 

8. Policy Towards Nicaragua (Significant Deviation) 

The Reagan Administration's  policy  towards  Nicaragua represents  a 
significant deviation from even the broadest notions of self-defense. 

The Reagan Administration helped organize and support the  contras,  
an insurgency aimed at overthrowing the Sandinista government. 45 It also 
ordered the mining of Nicaraguan harbors.46 There is thus considerable 
reason to believe that the Reagan Administration's goal is the overthrow of 
the Nicaraguan government. 

While  there  is  a  broad right  of  self-defense  under Article  51 of  the 
United  Nations  Charter,  it  is  not  applicable  here.47  Article  51 permits 
collective self-defense only if a state is being attacked by armed or irregular 
forces. Nicaragua does not threaten an armed attack on the United States. 
Nor  does  the  alleged  Marxist  nature  of  its  government  justify  the 
organization  and  support  of  an  insurgency  intended  to  overthrow  it. 
Furthermore, the mining of harbors is traditionally considered an act of 
war. 48 

The  Reagan  Administration's  policy  towards  Nicaragua  is  the  cor-
nerstone of the Reagan Doctrine. It is the most egregious example of the 
Reagan Administration's disdain for existing international law, evidenced 
by reliance on new rules with little precedent. 

9. Buildup of United States Forces in Honduras (Modification) 
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The Reagan Administration has increased the number of United States 
forces in Honduras to train and conduct joint exercises with the Honduran 
army.49  In  reinforcing  United  States  forces  in  Honduras,  the  Reagan 
Administration has abided by the letter, if not the spirit, of international 
law. 

International law provides that a state may comply with a host state's 
request for the stationing of troops. 50 In this case, Honduras clearly gave 
its consent. 51 The underlying purpose of the buildup, however, is to exert 
pressure on Nicaragua, Honduras' neighbor. Such pressure is a violation of 
the international legal principle of restraint on the use of force. 52 

United  States  policy  in  Honduras  is  a  good  example  of  the  Reagan 
Administration's strategy of molding a traditional rule of international law 
to conform to its perception of national interests. 

10. Military Support of El Salvador (Modification) 

The  Reagan  Administration  has  sent  military  training  forces  to  El 
Salvador to assist the Salvadoran army in combatting domestic insurgents, 
which are apparently receiving some external support.  53  Such assistance 
extends the notion of collective security to a novel context. 

The applicable rule of international law in this situation is unclear. A 
state is permitted to exercise its right of collective security by stationing 
troops  in  other  countries  when  requested  to  do  so.  54  Yet  the  rule 
governing  the  stationing  of  troops  in  countries  engaged  in  civil  war  is 
unsettled.  55  Possible  external  subversion  would,  however,  justify  such 
support. 56 But the external aggression here is nevertheless not the classic 
type of cross-border movement of troops.  The Reagan Administration is 
therefore extending the traditional rule to a novel situation. 

11. Withdrawal from UNESCO (Significant Deviation) 
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The  United  States  withdrew  from  the  United  Nations  Educational, 
Scientific and Cultural Organization (UNESCO) to create pressure for a 
reformulation of its policies and programs. 57 While the applicable treaty 
provisions permitted the withdrawal,58 it was contrary to the long-standing 
United  States  policy  of  cooperation  with  the  specialized  United  Nations 
organizations.  Withdrawal  also  violated  the  international  community's 
expectations  of  meaningful  United  States  participation  in  multilateral 
organizations. This practice further illustrates the Reagan Administration's 
penchant for unilateral action concerning international organizations and 
its dependence on narrow interpretations of national interests to justify an 
otherwise lawful action. 

12. Nonpayment of United States Obligations to the United Nations 

(Significant Deviation) 

The  Reagan  Administration's  policy  on  payment  of  United  States 
budget obligations to the United Nations has deviated significantly from 
international rules and expectations. 

Since 1985 the Reagan Administration has refused to pay various items 
of the United Nations budget which have been assessed to the United States. 
It has taken this position because it believes that the United Nations is not 
sufficiently responsive to the interests and concerns of the United States. 59 

The Reagan Administration's policy of nonpayment does not conform 
to  international  rules  which  mandate  that  member  states  fulfill  their 
financial obligations to the United Nations when such obligations become 
due. 60 

13.  Withdrawal  from the  International  Court  of  Justice in  the  Nic-
aragua Case (Significant Deviation) 
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In 1984,  the government of  Nicaragua sued the United States in the 
International Court of Justice (IC)) for the illegal use of force, charging the 
United States with recruiting,  training,  arming,  financing,  and directing 
military  actions  in and against  Nicaragua.61  The Reagan Administration 
claimed that the IC) had no jurisdiction in matters concerning events in 
Central America.  62  It then withdrew the case from the IC)'s compulsory 
jurisdiction. 63 

The Reagan Administration's withdrawal violated both the compulsory 
jurisdiction provision of the Statute of the IC) (article 36(2)) and the United 
States'  optional  declaration of adherence to that provision.64  Pursuant to 
this latter declaration, the United States was required to give six months 
notice to the IC) if it wished to withdraw from compulsory jurisdiction. It 
never gave the requisite notice. 

In addition, the Reagan Administration's policy deviated significantly 
from that of most prior United States administrations, which promoted the 
development  of  the  IC)  and  advocated  adherence  to  international  law, 
especially international adjudication and arbitration. 65 

14. Withdrawal from the Compulsory Jurisdiction of the International 
Court of Justice (Significant Deviation) 

In  1985-, following its boycott of the case brought by Nicaragua,  the 
Reagan  Administration  withdrew  completely  from  the  compulsory 
jurisdiction of the IC].66 

Although article 36(2) of the Statute of the  IC] and the United States' 
optional declaration67  both permit the United States to unilaterally restrict 
its  future  adherence  to  compulsory  jurisdiction,  the  Reagan 
Administration's actions were inconsistent with traditional  United States 
support for the  IC]  and could serve as a precedent for similar steps by 
other states. 68 . 
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15. Restricting Nicaraguan Sugar Imports (Significant Deviation) 

In  1983, the Reagan Administration restricted imports of sugar from 
Nicaragua.  69  It  claimed  that  such  restrictions  were  legal  under  United 
States tariff legislation and international law. 70 

However,  the  General  Agreement  on  Tariffs  and  Trade  (GATT)11 
generally precludes such quota restrictions. 72 The Administration's actions 
violated United States obligations under this international agreement. 

16. Trade Embargo Against Nicaragua (Modification) 

In 1984, following the restriction on sugar imports from Nicaragua, the 
Reagan Administration  imposed a more general  trade embargo on that 
country. 73 It claimed that the embargo was justified by the United States' 
right of self-defense in its continuing conflict with Nicaragua.74 

Article XXI of the GATT permits the imposition of such measures as 
trade embargos when a state must protect  its  essential security interests.75 

Furthermore,  the  United  States  and  the  international  community  have 
witnessed numerous precedents of the imposition of trade embargos and 
sanctions. By broadly construing the security interests at stake, the Reagan 
Administration was able to claim that  its  action was in conformity with 
international norms. 

17.  Interception  of  Egyptian Airliner  and Capture  of  Achille  Lauro  
Pirates (Modification) 

In 1985, the Reagan Administration ordered United States military and 
intelligence  forces  to  intercept  an Egyptian airliner  which was carrying 
terrorists who had previously hijacked the Italian passenger ship  Achille  
Lauro. 76 
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Although there is  a universally recognized right to capture pirates ,77 
there is no recognized right or precedent for intercepting civilian aircraft in 
order to capture pirates.78 The interception was therefore an unprecedented 
action which violated existing international norms concerning freedom of 
aviation. 

18. ABM Treaty Reinterpretation and the Strategic Defense Initiative 
(Significant Deviation) 

Since 1985 the Reagan Administration has reinterpreted key provisions 
of the 1972 ABM Treaty79 to allow development and testing of elements of 
the Strategic Defense Initiative (SDI).80 The Administration's position has 
been in clear violation of the rules of treaty interpretation. 

According to international law, one method of interpreting a treaty's 
provisions is by the subsequent practice of its parties.81 In this case, both the 
Soviet Union and the United States acted until 1985 as if the ABM Treaty 
proscribed  the  development  and  testing  of  antiballistic  missile  systems. 
Such past behavior restricts new interpretations of the Treaty's provisions. 
82 

At this  point, development and testing are still in the early stages. The 
United States  will  be  in violation  of  the  ABM Treaty,  however,  once  it  
commences  significant  development  and  testing.  The  Reagan 
Administration's reliance on an interpretation which directly conflicts with 
prior  practice  marks  a  very  serious  deviation  from  the  accepted 
international rules of treaty interpretation. 

19. Criticism of Soviet Human Rights Violations (Compliance) 

The  Reagan  Administration  has  continuously  criticized  the  Soviet 
Union for violating the human rights of Soviet dissidents and minorities. 
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Although  there  is  a  general  principle  of  international  law  which 
mandates  noninterference  in  the  internal  affairs  of  other  states,  83  the 
treatment  of  minorities  is  now  generally  recognized  as  a  matter  of 
international concern when such treatment involves human rights.84 The 
position of the Reagan Administration on this matter thus does not deviate 
from the international norm. 

20.  Conditioning  Foreign  Aid  on  United  Nations  Voting  Record 
(Modification) 

In  1984,  the  Reagan  Administration  supported  legislation  which 
permits  the conditioning of foreign aid on a state's voting record in the 
United Nations.85 

Although there is no general rule of international law which requires 
the United States to grant foreign aid,86 there is an expectation that foreign 
aid will be granted regardless of a state's United Nations voting record.  87 

The Administration's  action  was  therefore  a  significant  development  in 
international law. 

21. Nonobservance of SALT II (Modification) 

In  1986,  the  Reagan  Administration  discontinued the  United  States' 
observance of the SALT II Treaty.88 Since the Senate never ratified the 
SALT II Treaty, it was not legally binding on the United States. However, 
because the United States observed the agreement for a number of years,89 
the discontinuance represents a change in United States policy. Although 
the  Reagan  Administration  did  not  violate  international  law,  it  did 
transgress world expectations. 

22. South African Trade Sanctions (Modification) 
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In  1985-86,  Congress  forced  the  Reagan  Administration  to  impose 
economic and trade sanctions on South Africa.90  Although it is true that 
sanctions  against  South  Africa  have  substantial  precedent  within  the 
international community91 and that traditional international law permits 
economic sanctions,92 the imposition of sanctions on a state for the purpose 
of changing its  internal  policies is  nevertheless international  behavior of 
questionable legality. 93 

23. Gulf of Sidra II: Bombing of Libya (Significant Deviation) 

The Reagan Administration ordered the bombing of the Libyan capital 
as retaliation for Libya's terrorist activities against the United States and 
other Western countries.  94  Customary international law does not condone 
the use of force for purposes of retaliation or deterrence.95 It permits the use 
of  force  only in self-defense and perhaps,  under some circumstances,  in 
preemptive or anticipatory self-defense. 96 But the strikes against Libya 
were  for  purely  retaliatory  purposes.  No matter  what  justifications  the 
Reagan Administration gave for its action or how effective it has been in 
counteracting  Libyan-supported  terrorism,  the  bombing  was  clearly  a 
deviation from the accepted international rules concerning the use of force 
by one state against another. 

Perhaps the bombing will lead to the development of a special set of 
international rules applicable to the use of force against terrorist states. At 
this point, however, such actions violate existing rules of international law. 

24. Trade Sanctions Against Libya, Syria, and Iran (Modification) 

The  Reagan  Administration  has  ordered  the  imposition  of  trade 
sanctions against Libya, Syria, and, most recently, Iran for their support of 
international  terrorism.97  Traditional  international  law does not  prohibit 
the use of economic and trade sanctions against hostile states.98 Since World 
War  II,  the  United  States  has  frequently  used economic  sanctions  as  a 
foreign policy weapon against such countries as North Korea, Cuba, South 
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Yemen,  and  the  Soviet  Union.99  However,  the  use  of  such  sanctions  in 
response  to  international  terrorism  amounts  to  a  new  application  of 
existing rules. 

25. Arms Sales to Iran (Compliance) 

As the Iran-Contra Hearings made clear,  the Reagan Administration 
secretly supplied arms to Iran for use in Iran's war against Iraq.l0 The 
traditional  law of  neutrality  forbids  a neutral  state  from supplying any 
belligerents with arms or war materiel in time of war or open hostilities. 
101 However, many countries, including the United States, have repeatedly 
supplied arms to belligerents in the past. 102 Although the secret arms sales 
to a hostile state like Iran may have violated the domestic law of the United 
States  and  were  a  significant  deviation  from  the  traditional  law  of 
neutrality,  they were not  inconsistent  with the  current  expectations  and 
practice of the international community. 103 

26. Changing Leaders in Haiti and the Philippines (Modification) 

In 1986, the Reagan Administration assisted in the transfer of power 
from  the  Marcos  dictatorship  in  the  Philippines  and  the  Duvalier 
dictatorship in Haiti. 104 

International law prohibits the interference by one state in the internal 
affairs of another. 105 Such interference includes assisting forces, whether 
democratic or antidemocratic,  seeking to depose an existing government. 
However, there is no rule prohibiting a state from responding to requests 
by  beleaguered  leaders  to  arrange  their  exit  to  other  countries,  thus 
assisting in a peaceful transfer of power. There is also no rule prohibiting a 
state  from  using  other  peaceful  means,  such  as  declaring  support  for 
opposition leaders, to facilitate such a transfer. 

While  the  United  States  thus  technically  adhered  to  the  applicable 
international rules, the approach it took to facilitating the formation of new 
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governments in the Philippines and Haiti  was a novel twist.  106 It  thus 
avoided the traditional prohibition against interference and established an 
important precedent. 

27. Support of Angolan and Afghan Insurgents (Modification) 

The  Reagan  Administration  has  provided  covert  military  aid  to 
insurgents  who  oppose  Soviet-backed  regimes  in  both  Angola  and 
Afghanistan (and, to a lesser extent, in Mozambique). 

The general  rule  of  customary  international  law prohibits  a  foreign 
state from intervening in an insurgency against an existing government. 108 

The support the United States has given to the insurgents in these countries 
is therefore a significant deviation from the accepted rules of international 
law. But since the support is limited in its form and scope, it cannot be said 
to be a blatant deviation. 

28. "Franchising" and "Privatization" (Compliance) 

The Reagan Administration, as the Iran-Contra Hearings indicated, has 
made significant use of other countries ("franchising") and private parties 
("privatization") to further its foreign policy objectives. 109 There is no 
rule of international law prohibiting a state from using either a third state 
or  a  private  party  to  conduct  its  own  diplomacy.  In  fact,  these  are 
traditional modes of state action which conform to the expectations of the 
international community. Thus, despite possible violations of domestic laws, 
the  Reagan  Administration  has  complied  with  the  traditional  rules  of 
international law and diplomacy. 

29. Indictment of a Foreign Diplomat (Significant Deviation) 

The  Reagan  Administration  has  sought  the  indictment  of  a  foreign 
diplomat in the United States for violations of United States criminal law. 
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110 It contends that the indictment will allow the United States to prosecute 
the diplomat if  he ever returns to the United States in a nondiplomatic 
capacity. III 

The  international  law  of  diplomatic  immunity,  as  contained  in  the 
Vienna Convention on Diplomatic  Relations112  and implementing federal 
legislation,113  absolutely  prohibits  all  criminal  actions  against  an 
accredited diplomat. 1l4 The Reagan Administration’s action is a significant 
deviation  from  the  law  of  diplomatic  immunity  as  understood  by  all 
countries.  While  some  in  the  Administration  justify  it  as  an  act  of 
deterrence against future violations of United States law, it is still grossly 
inconsistent with accepted international norms and the practice of all other 
states.  

30. Rejection of 1977 Geneva Protocol I (Modification) 

The proposed Protocol I to the 1949 Geneva Conventions would give 
combatant status to insurgents and terrorists. 115 The Protocol has won 
wide international  support  and the virtually  unanimous expectation was 
that the United States would ratify it.  116  However, as an expression of its 
proclaimed  antiterrorist  policies,  the  Reagan  Administration  refused  to 
ratify  Protocol  I  because  of  the  provisions  concerning the  treatment  of 
irregular forces as combatants. 117 

Failure to ratify a multinational agreement is obviously not a breach of 
international  law,  although there was a substantial  expectation that  this 
particular agreement would be adopted by all major countries. 

31.  Failure  to  Enter  Into  Negotiations  for  Further  Restrictions  on 
Nuclear Tests (Compliance) 

The Reagan Administration has refused to enter into negotiations over 
further  restrictions  on  future  nuclear  tests.  118  There  is  some  minimal 
obligation to do so under the Non-Proliferation Treaty. 119 However, the 
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obligation under the Treaty is, at the most, to continue negotiations with 
other nuclear powers. 120 

The United States is not unilaterally responsible for failing to enter into 
negotiations. Thus, the United States has not breached its legal obligations 
under the Non-Proliferation Treaty. 

32. "Reflagging" Kuwaiti Tankers (Significant Deviation) 

The Reagan Administration "reflagged" Kuwaiti oil tankers in order to 
protect perceived vital interests of the United States and  its  allies in the 
Persian Gulf and to pressure Iran to negotiate an end to the Iran-Iraq war. 
121 Laws governing neutral merchant vessels require they not supply war 
goods or assist a belligerent state or the active allies of a belligerent. 122 
Kuwait is an active de facto ally of Iraq. It provides Iraq with a port for off-
loading  military  supplies,  serves  as  a  transit  area  for  such  goods,  and 
furnishes needed capital.  The protection of Kuwaiti  ships by the United 
States in these circumstances violates the laws of maritime neutrality. 123 

In addition, the 1958 Geneva Convention on the High Sea requires the 
existence of a "genuine link" between a state and a ship before a state may 
extend its flag to a merchant vessel. 124 There is no genuine link here. The 
Kuwaiti  ships  are  not  owned  by  United  States  entities  and  have  been 
reflagged merely as a convenience to secure United States naval protection. 
Thus, this policy is a significant deviation from the traditionally accepted 
rules of international law. 

                                     IV. CONCLUSION 

These thirty-two incidents illustrate the implementation and breadth of 
the  Reagan  Corollary of  international  law.  They  demonstrate  that  the 
Reagan Administration has attempted to refashion the international legal 
system to loosen the restrictions that international law and international 
institutions place on unilateral state action. 
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The Reagan Administration has avoided the restrictions of international 
legal rules in three ways: by "bending" traditional rules or applying them 
to  unprecedented  situations;  by  reinterpreting  treaty  obligations;  and, 
occasionally, by advocating new rules of international law. 

If the thirty-two incidents examined above are indicative, the Reagan 
Administration's favored approach is to "bend" international legal norms 
to  suit  United  States  interests  by  applying  them  in  an  unprecedented 
manner.  The  imposition  of  economic  sanctions  against  Poland,  South 
Africa,  Libya,  Syria,  and Iran established an important precedent for a 
practice  whose  legality  was  once  questionable.  The  Reagan 
Administration's  actions  in  the  Gulf  of  Sidra,  Lebanon,  Honduras,  El 
Salvador, Angola, Afghanistan, and during the Achille Lauro incident were 
similarly intended to test the limits on the internationally acceptable use of 
force. 

The Reagan Administration has also attempted to avoid international 
legal  strictures by reinterpreting treaty commitments.  It  has  interpreted 
the  ABM  Treaty  to  allow  development  of  SDI;  it  has  minimized  its 
obligation  under  the  Nuclear  Non-Proliferation  Treaty  to  negotiate  a 
nuclear test ban with the Soviet Union; and it has read the GATT to permit 
restrictions  on  Nicaraguan  sugar  imports  and  a  trade  embargo  against 
Nicaragua for reasons of national security. 

In a few instances the Reagan Administration has openly defied existing 
rules  of  international  law  and  offered  in  their  place  new  norms  of 
international  behavior.  It  has  sought  to  indict  an  accredited  foreign 
diplomat in disregard of the Vienna Convention on Diplomatic Relations. It 
has also established a pattern of using force, directly and by proxy, in clear 
violation of existing international law. It has implicitly asserted a right to 
use force to deter Libyan terrorism, to overthrow a Marxist government in 
Grenada, and to exercise a broad notion of self-defense against Nicaragua. 

The  Reagan  Administration  has  demonstrated  its  irritation  at  the 
restraints  imposed  by  international  institutions  by  refusing  to  sign  the 
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United Nations Law of the Sea Convention, withdrawing from UNESCO, 
failing  to  fulfill  its  financial  obligations  to  the  United  Nations,  and 
withdrawing  its  acceptance  of  the  compulsory  jurisdiction  of  the 
International Court of Justice. Some of these actions were patently illegal, 
while  others  represented  a  more  nebulous  violation  of  expectations  of 
multilateral cooperation. 

Because  the  formulation  of  international  law  and  the  vitality  of 
international  institutions  depend so much on state  practice,  the  Reagan 
Corollary is likely to have a significant impact on the international legal 
system. Viewed in the most favorable light, the Reagan Corollary has the 
potential  for  encouraging adherence  to international  norms by allowing 
individual states to impose costs on other states for noncompliance. In this 
sense it could be seen as a surrogate for the weak enforcement mechanism 
of the international legal system. In the long term, however, the Reagan 
Corollary creates a risk of anarchy because the new rules that it seeks to 
create  would  authorize  all  states  to  apply  and  enforce  their  particular 
interpretations  of  international  norms.  Although  intended to  modify  or 
replace  existing rules,  the Reagan Corollary does not  represent a viable 
alternative to the current legal order because it would work best, if at all, if 
the  new rules  applied  only  to  the  United  States.  The legacy  of  Reagan 
Administration's foreign policy is one of excessive unilateralism with little 
regard for international law or the future development of the international 
legal system. This legacy is contrary to traditional United States support for 
international  law  and  multilateral  cooperation.  It  remains  for  the  next 
administration to revert to foreign policies more reflective of traditional 
United States global interests, policies which support the development of an 
efficient and effective pluralistic international legal system. 
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(Money laundering, terrorism and U.S. law)

           GAO Report 

COMBATING MONEY LAUNDERING

GAO-03-813  (September 2003)

                                       http://www.gao.gov/new.items/d03813.pdf

While money laundering first became a federal crime in 1986 with the 
passage of the Money Laundering Control Act,2  law enforcement and the 
federal financial regulators had sought to protect the U.S. financial system 
from  certain  types  of  criminal  activity  since  the  passage  of  the  Bank 
Secrecy  Act  (BSA)  in  1970,  which  instituted  currency  reporting 
requirements.3  By  periodically  amending  the  BSA,  Congress  has  added 
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anti-money  laundering  requirements  for  many  types  of  financial 
institutions  and  transactions.  Such  amendments  and  the  resulting 
regulations  have  increased  the  number  of  federal  agencies  with 
responsibility  for  ensuring  compliance  with  anti-money  laundering 
requirements,  thereby  creating  a  need  to  coordinate  the  efforts  of 
numerous financial regulatory and law enforcement agencies. Appendix II 
describes major anti-money laundering legislation since 1970.

The Strategy Act requires the President—acting through the Secretary 
of the Treasury and in consultation with the Attorney General and other 
relevant federal, state, and local law enforcement and regulatory officials—
to develop and submit the annual NMLS to Congress by February 1 of each 
year from 1999 through 2003. The goal of the Strategy Act is to increase 
coordination  and  cooperation  among  the  various  regulatory  and 
enforcement  agencies  and  to  effectively  distribute  resources  to  combat 
money  laundering.  The  Strategy  Act  requires  the  NMLS  to  define 
comprehensive,  research-based  goals,  objectives,  and  priorities  for 
reducing  money  laundering  and  related  financial  crime  in  the  United 
States.  The  NMLS has  generally  included multiple  priorities  to  combat 
money laundering to guide federal agencies’ activities. 

In  the  wake  of  the  September  11,  2001,  terrorist  attacks,  Congress 
passed the Uniting and Strengthening America by Providing Appropriate 
Tools  Required to Intercept  and Obstruct  Terrorism Act  of  2001 (USA 
PATRIOT Act) to, among other things, both fight terrorist financing and 
increase anti-money laundering efforts through further expansion of the 
types  of  financial  institutions  and transactions  that  are  subject  to  anti-
money laundering record keeping and reporting requirements.5 The NMLS 
has  also  changed  to  reflect  new  federal  priorities  in  the  aftermath  of 
September 11, 2001, including a goal to combat terrorist financing in 2002. 

To assist in congressional deliberations on whether there is a continuing 
need for an annual NMLS, this report discusses the results of our review of 
the development and implementation of the 1999 through 2002 strategies. 
Specifically, as agreed with your offices, our objectives were to determine 
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(1)  agency  perspectives  on  the  benefit  of  the  NMLS  and  factors  that 
affected its development and implementation, (2) whether the strategy has 
served as a useful mechanism for guiding the coordination of federal law 
enforcement agencies’ efforts to combat  money laundering and terrorist 
financing,  (3)  the  role  of  the  NMLS  in  influencing  the  anti-money 
laundering  and  antiterrorist  financing  activities  of  the  federal  financial 
regulators, and (4) whether the NMLS has reflected the critical components 
we have found to be necessary for the development and implementation of 
such a strategy. 

To  determine  agency  perspectives  on  the  benefit  of  the  NMLS,  we 
interviewed responsible officials  at and reviewed relevant documentation 
obtained from the principal law enforcement components with anti-money 
laundering responsibilities at the Departments of the Treasury, Justice, and 
Homeland  Security and  the  federal  financial  regulatory  agencies.6  In 
general,  our  work  reviewing  the  strategy’s  usefulness  for  guiding  the 
coordination  of  law  enforcement  agencies’  efforts  consisted  of  (1) 
examining the structure and operation of HIFCA task forces, (2) analyzing 
the  implementation  of  NMLS  initiatives  to  enhance  interagency 
coordination,  and  (3)  assessing  the  extent  to  which  the  2002  NMLS 
addressed agency roles in combating terrorist  financing.  We did this  by 
interviewing  relevant  agency  officials,  reviewing  agency  policies  for 
coordination,  evaluating  staffing  levels  and  other  resources  devoted  to 
NMLS initiatives, and reviewing the NMLS. Our work determining the role 
of the NMLS in influencing the efforts of the federal financial regulators 
focused primarily on the NMLS goal that sought to coordinate their efforts. 
In 2002, the goal was, “Prevent Money Laundering Through Cooperative 
Public-Private Efforts and Necessary Regulatory Measures.” 

This goal had similar titles in earlier strategies (see table 1). We also 
examined the role the financial regulators played in supporting Treasury’s 
efforts  under the NMLS goal  to strengthen international  cooperation to 
fight money laundering. To do this,  we interviewed financial  regulatory, 
Treasury,  and  law  enforcement  agency  officials.  We  also  reviewed 
regulatory examination guidelines, policies,  and training information. To 
determine  whether  the  NMLS  reflected  components  we  have  found 
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necessary for national strategies, we reviewed drafts of the strategies from 
1999  to  2002,  interviewed  officials  that  had  been  involved  in  the 
development  and  implementation  of  the  strategies,  and  compared  the 
results from this work with findings from our past work reviewing national 
strategies and their implementation. 

We conducted our work from June 2002 to August 2003 in accordance 
with  generally  accepted  government  auditing  standards.  Additional 
information on our scope and methodology is discussed in appendix I.

Results in Brief

The  Treasury,  Justice,  and  financial  regulatory  agency  officials  we 
interviewed generally  agreed that  the NMLS was initially  beneficial  but 
that,  over time,  certain factors  and events  affected its  development  and 
implementation.  The  officials  endorsed  the  concept  of  a  strategy  to 
coordinate the federal government’s efforts to combat money laundering 
and related financial  crimes. Generally, the officials  commented that the 
annual NMLS probably was more beneficial in the first 2 years (1999 and 
2000) than in the subsequent years (2001 and 2002). For example, Treasury 
officials said that the NMLS was initially instrumental in focusing on the 
need to combat money laundering systemically and not solely on a case-by-
case basis. However, different agency views emerged about the appropriate 
scope of the NMLS and the level of agency commitment to the strategy that 
was required. Thus, the officials said the strategy did not reach its potential 
for  integrating  and  harmonizing  the  nation’s  efforts  to  combat  money 
laundering and related financial crimes. 

As  a  mechanism  for  guiding  the  coordination  of  federal  law 
enforcement  agencies’  efforts  to  combat  money  laundering  and  related 
financial crimes, the NMLS has had mixed results but generally has not 
been as useful as envisioned by the Strategy Act. For example, although 
expected to have a central role in coordinating law enforcement agencies’ 
efforts to combat money laundering, HIFCA task forces generally had not 
yet been structured and operating as intended and had not reached their 
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expectations for leveraging investigative resources or creating investigative 
synergies.  In  some  cases,  federal  law  enforcement  agencies  had  not 
provided the levels of commitment and staffing to the task forces called for 
by the  strategy.  Further,  while  Treasury and Justice  made progress  on 
some NMLS initiatives  designed to enhance  interagency  coordination  of 
money laundering investigations,  most had not achieved the expectations 
called for in the annual strategies, including plans to (1) use a centralized 
system to coordinate investigations and (2) develop uniform guidelines for 
undercover investigations.  Headquarters  officials  cited differences  in the 
various agencies’ anti-money laundering priorities as a primary reason why 
initiatives had not achieved their expectations. 

Moreover, due to difficulties in reaching agreement over which agency 
should lead investigations, the 2002 NMLS did not address agency and task 
force  roles  and  interagency  coordination  procedures  for  investigating 
terrorist  financing.  Law  enforcement  officials  told  us  that  the  lack  of 
clearly  defined  roles  and  coordination  procedures  contributed  to 
duplication  of  efforts  and disagreements over which agency should lead 
investigations. To help resolve these long-standing jurisdictional issues, in 
May 2003, the Attorney General and the Secretary of Homeland Security 
signed a memorandum of agreement regarding roles and responsibilities in 
investigating terrorist  financing.  It is too soon to determine whether the 
agreement will be successful in resolving these issues. 

Most financial regulators we interviewed said that the NMLS had some 
influence  on  their  anti-money  laundering  efforts  because  it  provided  a 
forum  for  enhanced  coordination,  particularly  with  law  enforcement 
agencies. Law enforcement agency officials said the level of coordination 
between their agencies and the financial regulators was good. However, the 
financial regulators also said that other factors had more influence on them 
than the strategy. For example, the financial regulators cited their ongoing 
oversight  responsibilities  in  ensuring  compliance  with  the  BSA  as  a 
primary  influence  on  them.  Another  influence  has  been  anti-money 
laundering working groups, some of which were initiated by the financial 
regulators or law enforcement agencies prior to enactment of the Strategy 
Act. 
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In recent years, our work in reviewing national strategies for various 
crosscutting issues  has  identified several  critical  components  needed for 
their development and implementation, including effective leadership, clear 
priorities, and accountability mechanisms.7  For a variety of reasons, these 
critical  components  generally  have  not  been  fully  reflected  in  the 
development and implementation of the annual NMLS. For example, the 
joint Treasury-Justice leadership structure that was established to oversee 
NMLS-related  activities  generally  has  not  resulted  in  (1)  reaching 
agreement on the appropriate scope of the strategy; (2) ensuring that target 
dates  for  completing  strategy  initiatives  were  met;  and  (3)  issuing  the 
annual NMLS by February 1 of each year, as required by the Strategy Act. 
Although  Treasury  generally  took  the  lead  role  in  strategy-related 
activities,  the  department  had  no  incentives  or  authority  to  get  other 
departments and agencies to provide necessary resources and participation. 
Also, the annual strategies have not identified and prioritized issues that 
required the most immediate attention. 

If  Congress  reauthorizes  the requirement for  an annual  NMLS, this 
report  provides  recommendations  for  the  Secretary  of  the  Treasury, 
working  with  the  Attorney  General and  the  Secretary  of  Homeland 
Security, to (1) strengthen the leadership structure responsible for strategy 
development  and  implementation,  (2)  ensure  that  clear  priorities  are 
identified, and (3) establish accountability mechanisms, so that the NMLS 
better meets its interagency coordination and cooperation expectations. 

In  commenting  on  a  draft  of  this  report,  Treasury  said  that  our 
recommendations  are  important,  should  Congress  reauthorize  the 
legislation requiring future strategies; Justice said that  our observations 
and  conclusions  will  be  helpful  in  assessing  the  role  that  the  strategy 
process has played in the federal government’s efforts to combat money 
laundering; and DHS said that it agreed with our recommendations. The 
seven  federal  financial  regulatory  agencies  did  not  address  our 
recommendations,  although  the  Federal  Deposit  Insurance  Corporation 
(FDIC) noted that should a national money laundering strategy continue, 
annual  goals  should  be  achievable  and roles  and responsibilities  clearly 
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defined. The National Security Council did not respond to our request for 
comments.

                                       Background

Money laundering is the process used to transform monetary proceeds 
derived from criminal activities into funds and assets that appear to have 
come from legitimate  sources.  Although the magnitude of  global  money 
laundering  is  unknown,  many  estimates  suggest  annual  ranges  in  the 
hundreds of billions of dollars. The process of money laundering generally 
takes place  in three stages:  placement,  layering,  and integration.  In the 
placement  stage,  cash  is  converted  into  monetary  instruments,  such  as 
money orders or traveler’s checks, or deposited into financial  institution 
accounts. In the layering stage, these funds are transferred or moved into 
other accounts or other financial institutions to further obscure their illicit 
origin. In the integration stage, the funds are used to purchase assets in the 
legitimate economy or to fund further activities. All financial sectors and 
certain commercial businesses can be targeted during one or more of these 
stages. 

Terrorist financing is generally characterized by different motives than 
money laundering and the funds involved often originate from legitimate 
sources.  However,  the  techniques  for  hiding  the  movement  of  funds 
intended to be used to finance terrorist activity—techniques to obscure the 
origin of funds and the ultimate destination—are often similar to those used 
to launder money. Therefore, Treasury, law enforcement agencies, and the 
federal  financial  regulators  often  employ  similar  approaches  and 
techniques  in  trying  to  detect  and  prevent  both  money  laundering  and 
terrorist financing.

Many Agencies Are Responsible for Combating Money Laundering and 
Terrorist Financing
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Agencies  under  the  Departments  of  the  Treasury,  Justice,  and 
Homeland Security are to coordinate with each other and with financial 
regulators in combating money laundering. Within Treasury, the Financial 
Crimes Enforcement Network (FinCEN) was established in 1990 to support 
law  enforcement  agencies  by  collecting,  analyzing,  and  coordinating 
financial intelligence information to combat money laundering. In addition 
to  FinCEN,  Treasury  components  actively  involved  in  anti-money 
laundering and antiterrorist financing efforts include the Executive Office 
for Terrorist Financing and Financial Crimes, the Office of International 
Affairs,  and the Internal Revenue Service and its Criminal Investigation 
unit (IRS-CI).8 

Department of Justice components involved in efforts to combat money 
laundering and terrorist  financing include the Criminal  Division’s  Asset 
Forfeiture and Money Laundering Section (AFMLS) and Counterterrorism 
Section, the Federal Bureau of Investigation (FBI), the Drug Enforcement 
Administration  (DEA),  and  the  Executive  Office  for  U.S.  Attorneys 
(EOUSA) and U.S. Attorneys Offices.9 With the creation of DHS in March 
2003,  anti-money  laundering  activities  of  the  Customs  Service  were 
transferred from Treasury to DHS’s Bureau of Immigration and Customs 
Enforcement (ICE). 

The financial regulators who oversee financial institutions’ anti-money 
laundering efforts include the depository institution financial regulators— 
the Federal Reserve Board (FRB), FDIC, Office of the Comptroller of the 
Currency  (OCC),  Office  of  Thrift  Supervision  (OTS),  and  the  National 
Credit  Union  Administration  (NCUA)—and  also  the  Securities  and 
Exchange Commission (SEC), which regulates the securities markets, and 
the  Commodity  Futures  Trading  Commission  (CFTC),  which  regulates 
commodity futures and options markets. While OCC and OTS are bureaus 
within Treasury, the FRB, FDIC, NCUA, SEC, and CFTC are independent 
agencies that are not part of the executive branch. Conclusions

The annual NMLS has had mixed results in guiding the efforts of law 
enforcement and financial regulators in the fight against money laundering 
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and,  more recently,  terrorist  financing.  Through our work in reviewing 
other national strategies, we have identified critical components needed for 
successful development and implementation; but, to date, these components 
have  not  been  well  reflected  in  the  annual  NMLS.  We  believe  that 
incorporating these critical components into the NMLS would improve its 
development  and  implementation.  For  example,  the  current  NMLS 
leadership  structure  has  not  reached  consensus  on  the  approach  the 
strategy should take or ensured that goals and objectives are met, and has 
failed to issue any of the annual strategies on time. A clearly defined high-
level  leadership  structure  could  better  ensure  that  resources  are 
appropriately marshaled for achieving the strategy’s vision and goals. 

In  sum,  if  Congress  decides  to  reauthorize  the  requirement  for  an 
annual NMLS, adoption of these critical components in the agencies’ future 
efforts could help to resolve or mitigate the deficiencies we identified.

                  Recommendations for Executive Action

If  Congress  reauthorizes  the  requirement  for  an  annual  NMLS,  we 
recommend that the Secretary of the Treasury, working with the Attorney 
General and the Secretary of Homeland Security, take appropriate steps to 

• strengthen the leadership structure responsible for strategy development 
and  implementation  by establishing  a  mechanism that  would  have  the 
ability  to  marshal  resources  to  ensure  that  the  strategy’s  vision  is 
achieved, resolve disputes between agencies, and ensure accountability for 
strategy implementation; 

• link the strategy to periodic assessments of threats and risks, which would 
provide  a  basis  for  ensuring  that  clear  priorities  are  established  and 
focused on the areas of greatest need; and 

• establish accountability mechanisms, such as (1) requiring the principal 
agencies to develop outcome-oriented performance measures that must be 
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linked to the NMLS’s goals and objectives and that also must be reflected 
in the  agencies’  annual  performance  plans  and (2) providing Congress 
with periodic reports on the strategy’s results. 

      

(Use of military and national emergencies)

            CRS 

Martial Law and National Emergency

RS21024 (January 2005)

http://digital.library.unt.edu/govdocs/crs/permalink/meta-crs-6200:1

Summary 

Crises in public order, both real and potential, often evoke comments 
concerning a resort to martial law.  While some ambiguity exists regarding 
the  conditions  of  a  martial  law setting,  such a prospect,  nonetheless,  is 
disturbing to many Americans who cherish their liberties, expect civilian 
law  enforcement  to  prevail,  and  support  civilian  control  of  military 
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authority.   An  overview  of  the  concept  of,  exercise  of,  and  authority 
underlying martial law is provided in this report, which will be updated as 
events warrant. 

Occasionally, when some national emergency or crisis threatens public 
order in the United States, the comment is made that the President may 
ultimately resort to imposing martial  law in order to preserve discipline 
and good behavior.  Such was the case when it was thought that year 2000 
(Y2K)  technology  problems  might  result  in  situations  threatening  life, 
property, or the general welfare in American society.  The almost flawless 
transition to the year 2000, of course, rendered such an action unnecessary. 
More  recently,  at  least  one  newspaper  erroneously  reported  that  the 
September  14,  2001,  declaration  of  a  national  emergency  by  President 
George W. Bush in response to terrorist  attacks in New York City and 
Washington, DC, “activated some 500 dormant legal provisions, including 
those allowing him to impose censorship and martial law.”1  In accordance 
with the  requirements  of  the  National  Emergencies Act,  the  President’s 
declaration  actually  activated  nine  selective  provisions  of  statutory  law, 
identified  in  his  proclamation,  pertaining  to  military  and  Coast  Guard 
personnel.2 

A regime of martial law may be compendiously, if not altogether 
accurately, defined as one in which the ordinary law, as administered 
by the ordinary courts, is superseded for the time being by the will of a 
military commander.  It follows that, when martial law is instituted 
under national authority, it rests ultimately on the will of the President 
of the United States in his capacity as Commander-in-Chief.  It should 
be added at once,  nevertheless, that the subject is one in which the 
record of actual practice fails often to support the niceties of theory. 
Thus, the employment of the military arm in the enforcement of the 
civil law does not invariably, or even usually, involve martial law in the 
strict sense, for ... soldiers are often placed simply at the disposal and 
direction of the civil authorities as a kind of supplementary police, or 
posse comitatus; on the other hand, by reason of the discretion that the 
civil  authorities  themselves  are  apt  to  vest  in  the  military  in  any 
emergency  requiring  its  assistance,  the  line  between  such  an 
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employment of the military and a regime of martial law is frequently 
any but a hard and fast one.4 

The Record of Practice 

Probably utilized by the federal government for the first time in 1814 
when proclaimed by the victorious General Andrew Jackson, martial law 
was not part of the experience of a great many Americans in the period 
prior  to  the  Civil  War,  and,  therefore,  its  potentially  arbitrary  and 
authoritarian nature was not especially fearsome to the populace. In this 
regard, an observation by historian James G. Randall might be recalled. 

That martial law was not always considered oppressive is shown by 
the fact that citizens sometimes petitioned for it.  Some Philadelphians, 
for instance,  requested the President to declare martial  law in their 
city at the time of [Confederate General Robert E.] Lee’s invasion to 
enable them to put the city in a proper state of defense. Nor should we 
suppose  that  the  existence  of  martial  law  necessarily  involved  a 
condition of extensive or continuous military restraint.  Beginning with 
September, 1863, the District  of Columbia was subjected to martial 
law,  and  this  state  of  affairs  continued throughout  the  war,  but  it 
should not be supposed that residents of the capital city were usually 
conscious of serious curtailment of their liberties.  The condition of 
martial  law  was  here  used  as  a  means  of  military  security.  That 
martial law should be declared in areas of actual military operations 
was, of course, not remarkable.5 

These occasional invocations of martial law during the post-Civil War 
period  occurred  most  often  in  labor  disputes,  but,  as  one  chronicler 
recounts, other disturbances of the public order were involved as well. 

Qualified  martial  law was  twice  declared ...  by  federal  military 
officers in the period after the [first]  World War when presidential 
control  of  troop activities  was so greatly  relaxed.  According to the 
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report of the Secretary of War, as a result of the race riot in Omaha, 
Nebraska,  General  Leonard  Wood  “took  personal  charge  of  the 
situation, and on October 1, 1919, proclaimed the city under qualified 
martial  law.”  Five days later,  because of the danger of violence in 
Gary, Indiana, during the steel strike, General Wood, after conferring 
with the municipal  authorities,  placed that city also under qualified 
martial law. 

There  have  been  other  instances  where  the  modified  form  of 
martial  law  existed  in  fact,  though  undeclared.   General  Merriam 
placed  restrictions  on  travel  into  and  out  of  the  mining  camps  of 
Idaho’s Coeur d’Alene in 1899.  In the Colorado disturbance of 1914, 
saloons  were  closed  (a  common  practice),  the  sale  of  arms  was 
forbidden,  arms  and  ammunition  were  seized,  and  the  opening  of 
mines was forbidden as was also the importation of strike-breakers. 
Public assemblies were forbidden and arms were taken in the West 
Virginia strike zone in 1921.7 

The military has been utilized on a number of occasions since World 
War I when Presidents have sought to maintain public order, but have not 
invoked martial law.  Such examples include the routing of the Bonus Army 
in  1932  in  the  District  of  Columbia;  maintaining  public  order  during 
desegregation  efforts  at  Little  Rock,  AR,  in  1957,  the  University  of 
Mississippi in 1962, and the University of Alabama the following year; and 
quelling  civil  disturbances  within  Washington,  Detroit,  Chicago,  and 
Baltimore during 1967 and 1968. 

With the bombing of Pearl Harbor on December 7, 1941, the territorial 
governor declared a condition of martial law, which “was approved by the 
President.”8 The action was authorized by the Organic Act of the Territory 
of Hawaii, which provided for a declaration of martial law by the governor, 
with the President being informed of such action.9  The military remained 
in control of the islands until October 24, 1944. 
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Since  the  conclusion  of  World  War  II,  martial  law  has  not  been 
presidentially  directed  or  approved  for  any  area  of  the  United  States. 
Federal  troops  have  been  dispatched  to  domestic  locales  experiencing 
unrest or riot, but in these situations the military has remained subordinate 
to federal civilian management.  Technological corrections and adjustments 
averted the need to invoke martial law due to Y2K failures and resulting 
public disorder.  The September 11 terrorist attacks on the World Trade 
Center  in  New  York  City  clearly  demonstrated  that  civilian  law 
enforcement authorities were adequate to managing the situation without 
resort to martial law or even the introduction of federal troops. 

Relevant Authority 

In  fulfilling  constitutional  responsibilities  to  put  down  insurrection, 
rebellion, or invasion,  the President may resort to invoking martial  law. 
His action, in this regard, is subject to judicial review.14 The President may 
also  exercise  certain  authority  to  create  a  condition  similar  to,  but  not 
actually  one of,  martial  law.   In the event “the President considers that 
unlawful obstructions, combinations, or assemblages, or rebellion against 
the authority of the United States make it impracticable to enforce the laws 
of the United States in any State or Territory by the ordinary course of 
judicial proceedings, he may call into Federal service such of the militia of 
any State, and use such of the armed forces, as he considers necessary to 
enforce those laws or to suppress the rebellion.”15  Such use of troops may 
be under the management of federal civilian authorities, such officials of 
the Department of Justice, or, in the event circumstances so merit, under 
armed forces command, in which case the commanding officer in the field 
may be ordered, at least temporarily, to invoke martial law.  The President 
may order units of the Ready Reserve to active duty status16 or call units of 
the National  Guard into federal service.17  As active duty military,  these 
forces could also be deployed to enforce federal law. 

Page | 739



U.S. National Security Law

While some ambiguity exists regarding the conditions of a martial law 
setting, such a prospect, nonetheless, is disturbing to many Americans who 
cherish  their  liberties,  expect  civilian  law  enforcement  to  prevail,  and 
support  civilian  control  of  military  authority.   As  long  ago  as  1962, 
sensitivity to these values was apparent when the Kennedy Administration 
reportedly  instructed  a  high-level  emergency  planning  committee  that 
“nationwide  martial  law  is  not  an  acceptable  planning  assumption”  in 
preparing for the survival of the nation following a nuclear attack.

 

(Domestic litigation & terrorism)

    CRS 

Lawsuits against State Supporters of Terrorism: An Overview

  RS22094 (Updated April 4, 2005)

         http://fpc.state.gov/documents/organization/45186.pdf

Summary

     Since  1996,  American  victims  of  international  terrorist  acts 
supported  by  certain  States  designated  by  the  State  Department  as 
supporters of terrorism — Cuba, Iran, Libya, North Korea, Sudan, Syria, 
and until recently, Iraq — have had the option of bringing suit in federal 
court to seek monetary damages. Holders of judgments against these States, 
however,  have  encountered difficulties  in  their  efforts  to collect,  despite 
congressional efforts to make blocked (or “frozen”) assets of such States 
available for attachment by judgment creditors.  A recent court  decision 
invalidating  plaintiffs’  cause  of  action  under  the  1996  law  raises 
uncertainties  about  the  future  of  lawsuits  against  terrorist  States.  This 
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report  provides  an  overview of  these  issues,  including  a  summary  of  a 
lawsuit against Iran by former hostages, Roeder v. Islamic Republic of Iran, 
and a lawsuit against Iraq by former prisoners of war (POWs),  Acree v.  
Republic of Iraq, as well as a brief synopsis of relevant legislative proposals 
(H.R. 1321, H.R. 865, H.Con.Res. 93). These issues are covered in greater 
depth in CRS Report RL31258, Suits Against Terrorist States By Victims of  
Terrorism. The report will be updated. 

Ordinarily,  foreign  States,  including  their  agencies  and 
instrumentalities, may not be sued in U.S. courts unless they waive their 
sovereign  immunity  or  an  exception  under  the   Foreign  Sovereign 
Immunities  Act  (FSIA)  (28  U.S.C.  §§  1602  et  seq.)  applies.  The  FSIA 
provides a list of circumstances where U.S. federal courts will not recognize 
foreign  sovereign  immunity.  In  these  circumstances,  U.S.  courts  may 
exercise jurisdiction over a dispute and treat a foreign state as if it were a 
private entity. It does not establish liability or a cause of action; it merely 
removes foreign sovereign immunity as a defense to the courts’ jurisdiction. 
The property of foreign States is also immune from judicial attachment to 
enforce judgments, unless the property is excepted under 28 U.S.C. § 1610.

      In 1996 Congress amended the FSIA to allow civil suits by U.S. 
victims  of  terrorism  against  designated  State  sponsors  of  terrorism 
(DSST)1  responsible  for,  or  complicit  in,  such  terrorist  acts  as  torture, 
extrajudicial killing, aircraft sabotage, and hostage taking. 28 U.S.C. § 1605(a)
(7). After a court found that the waiver of sovereign immunity did not itself 
create a cause of action,2 Congress passed the “Flatow Amendment” (28 
U.S.C.A. § 1605 note), to create a cause of action for such cases. Courts 
initially interpreted the statute as creating a cause of action against foreign 
States and their agencies and instrumentalities, although its plain language 
referred only to officials, employees, and agents of such States. Numerous 
court  judgments,  generally  rendered  after  the  defendants’  default, 
succeeded  under  the  exception,  resulting  in  awards  to  plaintiffs  of 
substantial damages.3
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     Future plaintiffs will likely find it more difficult to prevail in lawsuits 
against DSSTs after the D.C. Circuit Court of Appeals held in  Cicippio-
Puelo v. Islamic Republic of Iran4 that neither the terrorism exception to 
the  FSIA nor the  Flatow Amendment creates  a  private  right  of  action 
against  the  foreign  government  itself,  including  its  agencies  and 
instrumentalities.  Despite  the  language  in  the  Flatow  Amendment 
seemingly  to  the  contrary,5  the  court  found  that  agents,  officials  or 
employees retain immunity for conduct performed in their official capacity. 
Under this  ruling,  plaintiffs  seeking recovery for state-supported acts  of 
terrorism under  the  Flatow  Amendment  must  file  suit  against  specific 
foreign officials or agents who are alleged to be responsible for the terrorist 
acts  causing  their  injuries.  Additionally,  judgments  may  be  harder  to 
collect because the foreign State might not be liable to pay the judgment.

     Victims of terrorism can continue to bring lawsuits against DSSTs, 
including their agencies and instrumentalities, but they must assert causes 
of  action  arising  from other  statutes  or  common  law.  Even  if  officials, 
employees and agents of DSSTs are held to be potentially liable for their 
official acts, however, it appears that the most frequently asserted cause of 
action, based on the provision of material support to terrorists, would be 
unavailable against the officers and employees allegedly responsible.6 The 
Supreme Court will have an opportunity to decide the issue, if it agrees to 
hear a case involving former POWs who had won a judgment against Iraq.
7

           Enforcement of Judgments against Terrorist States

     When the claimants in the initial suits against Cuba and Iran in 1997 
and  1998  sought  to  satisfy  their  judgments  by  attaching  the  States’ 
diplomatic and consular property as well as their assets in the United States 
that  had  been  blocked  pursuant  to  the  Trading  with  the  Enemy  Act 
(TWEA) (50 App. U.S.C.A. § 5), or the International Economic Emergency 
Powers  Act (IEEPA)  (50  U.S.C.A.  §§  1701  et  seq.),  the  Clinton 
Administration  intervened  to  oppose  the  attachments,  arguing  that  the 
United States has international treaty obligations to protect all countries’ 
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diplomatic and consular properties, that the blocked assets of foreign States 
provide useful diplomatic leverage and should remain available for future 
use, that the attachment of the blocked assets by early claimants under the 
FSIA exception  would  mean  that  nothing  would  be  left  to  compensate 
future claimants,  and that the attachment of both kinds of assets would 
expose U.S. assets to reciprocal action in certain foreign States. The courts 
agreed.

     The plaintiffs and their attorneys then sought Congress’ help in 
collecting on their judgments; and Congress has repeatedly responded. In 
section 117 of the Treasury and General Government Appropriations Act 
for  Fiscal  Year  1999  (P.L.  105-277),  the  105th Congress  provided  that 
victims who obtained judgments against terrorist States could attach both 
the  terrorist  States’  frozen  assets  and  their  diplomatic  and  consular 
property.  But  because  of  the  Administration’s  continuing  objections, 
section 117 also gave the President authority to waive these provisions in 
the  interest  of  national  security,  which  President  Clinton  exercised  on 
signing the bill into law.

     In response, the 106th Congress enacted legislation to pay portions of 
selected judgments largely out of U.S. funds. Section 2002 of the Victims of 
Trafficking and Violence Protection Act of 2000 (VTVPA) (P.L. 106-386), 
directed the Secretary of the Treasury to pay the compensatory damages 
portion of one judgment against Cuba8 out of Cuba’s frozen assets. The 
VTVPA further directed that the compensatory damages portions of ten 
judgments  against  Iran  be  made  out  of  appropriated  funds  (up  to  a 
maximum of about $400 million) and that the United States would then be 
obligated to seek reimbursement for those payments from Iran. Claimants 
could opt to receive an amount equal to 110 percent of their compensatory 
damages, but had to relinquish the right to seek to enforce the judgment in 
court. 

Claimants could also opt to receive an amount equal to 100 percent of 
the compensatory damages, in which case they could continue to pursue 
enforcement of the punitive damages, but relinquished the right to attach 
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certain  property  of  the  DSST,  including  blocked  assets  and  diplomatic 
property. As a consequence, $96.7 million of the Cuban assets frozen in this 
country was paid to the claimants in the one judgment against Cuba; and 
more than $380 million in U.S. funds was paid out with respect to the ten 
judgments against Iran.

     The TVTPA did  not  satisfy  all  claimants.  Its  ad  hoc  coverage 
provided relief in only eleven designated suits; it provided no compensation 
to other claimants who had obtained, or might obtain, judgments under the 
terrorist state exception to the FSIA. It did not provide any compensation 
for  the  nearly  six  thousand claims  against  Cuba for  death,  injury,  and 
expropriation during and after Castro’s takeover, which were determined 
to be  legitimate by the Foreign Claims Settlement Commission (FCSC) in 
the late 1960s, but depleted Cuba’s frozen assets in the United States by 
half.  Additionally,  the payment of the ten judgments against Iran out of 
U.S.  funds  seemed  to  some  observers  to  contradict  one  of  the  major 
justifications for enacting the terrorist state exception to the FSIA in the 
first place, namely, to force terrorist States to pay a price for their actions 
and to deter them from engaging in such acts in the future. 

     The  107th  Congress  directed  the  Administration  to  submit  a 
legislative proposal to establish “a comprehensive program to ensure fair, 
equitable,  and  prompt  compensation  for  all  United  States  victims  of 
international  terrorism”  with  its  proposed  budget  for  FY2003  (P.L. 
107-77), but none was offered. Congress added more suits to those listed as 
compensable under §2002 and sought to make more frozen assets available 
to satisfy judgments. The Terrorism Risk Insurance Act of 2002 (TRIA) (P. 
L. 107-297) made more frozen assets of DSSTs available for attachment by 
restricting  the  presidential  waiver  authority  to  property  protected  by 
international treaty.

     In  the  108th  Congress,  Senator  Lugar  (R-IN)  introduced  an 
Administration proposal that would establish an administrative procedure 
to provide compensation to victims of international terrorism. The measure 
would have made DSSTs’ blocked assets unavailable
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for future judgment holders, but would have established the “Benefits 
for Victims of International Terrorism Program,” which would have been 
authorized to pay up to $262,000 per claim. The bill was the subject of a 
hearing by the  Senate  Committee  on  Foreign Relations,  but  no further 
action was taken.

The Iran Hostages

     A further complication arose in connection with a suit against Iran 
by those who were held hostage from 1979-81, whose previous efforts to sue 
Iran for their ordeal had failed due to Iran’s sovereign immunity. In late 
2000, the 52 persons who were held hostage and their families initiated a 
new suit against Iran under the terrorist state exception to the FSIA. After 
a federal district court held Iran to be liable but before it assessed damages 
in 2001, the U.S. government intervened and argued that the case should be 
dismissed because Iran had not been designated a terrorist state at the time 
of the hostage incident — one of the requirements of the FSIA exception 
allowing suits against terrorist States — and because one part of the Algiers 
Accords that led to the hostages’ release in 1981 required the United States 
to bar any suits from being adjudicated based on the incident.

 Congress enacted riders to pending appropriations bills to allow the 
suit to proceed. Nonetheless, the federal district court in 2002 dismissed the 
suit on the grounds the Algiers Accords, although entered into as a series of 
executive agreements, are binding on the United States and Congress had 
not acted with sufficient clarity to abrogate the provision precluding suit.9 
Subsequent efforts in the 107th and 108th Congress expressly to abrogate 
the Algiers Accords did not succeed. 

Suits Against Iraq
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     The ouster of  Saddam Hussein’s  regime raised new issues with 
respect to judgments or claims against Iraq, namely, whether Congress and 
the  President  can  retroactively  restore  sovereign  immunity  to  Iraq  for 
causes  of  action  that  arose  prior  to  the  war.  President  Bush  issued 
Executive Order 13290 providing for the confiscation and vesting of Iraq’s 
$1.7 billion  in frozen assets  and directing that  they be  deposited in the 
Development Fund for Iraq and used for Iraq’s reconstruction.

     Subsequently,  on  the  basis  of  a  provision  in  the  Supplemental 
Appropriations  Act  for  Fiscal  2003  (P.L.  108-11),  President  Bush  then 
issued  a  Presidential  Determination  declaring  a  number  of  provisions 
concerning terrorist States, including the FSIA  exception and the provision 
for payment of judgments out of blocked assets, inapplicable to Iraq.10 He 
also issued Executive Order 13303 providing that the Development Fund of 
Iraq cannot  be  attached  or  made  subject  to  any  other  kind of  judicial 
process. The validity of these actions has been contested in two lawsuits.

World Trade Center Victims. Plaintiffs who were awarded $64 million 
against Iraq in connection with the September, 2001 attacks on the World 
Trade Center (WTC) were rebuffed in their effort to attach the vested Iraqi 
assets.11 The Second Circuit Court of Appeals affirmed the district court’s 
finding that  those assets,  after their transfer to the U.S.  Treasury, were 
protected  by  U.S.  sovereign  immunity,  and  validated  the  President’s 
determination making them unavailable for judicial attachment.

     Former U.S. POWs in Iraq.  Seventeen Americans who were held 
captive and brutally tortured by Iraq during the first Gulf War and their 
families,  who  were  awarded  nearly  $1  billion  in  damages,12  initially 
obtained a temporary restraining order (TRO) requiring the government to 
retain  at  least  $653  million  of  Iraq’s  assets  (enough  to  cover  the 
compensatory damages) pending further decision by the court. The Justice 
Department sought to intervene, arguing that Iraq was entitled to sovereign 
immunity  in  court  actions  by  terrorism  victims  after  the  President’s 
determination, and that the funds were needed for the reconstruction of 
Iraq. After an expedited hearing on the matter, the court held that the Iraqi 
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assets were not subject to attachment by the plaintiffs  and dissolved the 
TRO, but declined to vacate the judgment, holding that only Iraq could 
assert a defense based on sovereign immunity, and that Congress and the 
President  could  not  retroactively  restore  Iraq’s  previously  abrogated 
sovereign immunity. The Justice Department appealed the decision denying 
its motion to intervene, while plaintiffs appealed the decision that frozen 
Iraqi funds were unavailable to satisfy their judgment.

     On appeal, the Court of Appeals for the D.C. Circuit held that the 
district court had abused its discretion by denying the government’s motion 
to intervene.13 However, the court reversed the President’s Determination 
insofar as it nullified the FSIA provisions with respect to Iraq, finding that 
Congress  had  not  intended  to  permit  the  President  to  revoke  those 
provisions. The plaintiffs were prevented from collecting, however, because 
the court of appeals vacated their judgment based on their failure to state a 
valid cause of action against Iraq, and because Saddam Hussein retained 
immunity for official conduct. The court followed its precedent in Cicippio-
Puelo  to hold  that  the  terrorism exception to the  FSIA and the  Flatow 
Amendment do not create a cause of action against Iraq or against Saddam 
Hussein.  The  Plaintiffs  have  asked the  Supreme Court  to  overturn  the 
appellate  court’s  decision  with  respect  to  the  cause  of  action.  The 
government has asked the Court to overturn the ruling with respect to the 
Presidential Determination.

Proposed  Legislation.  One  bill  was  introduced  in  the  House  of 
Representatives  in  the  108th  Congress  to  provide  relief  for  the  former 
POWs. H.R. 2224, the “Prisoner of War Protection Act of 2003,” would 
have allowed the plaintiffs, as well as any POWs who might later assert a 
cause of action in the more recent war against Iraq, to recover damages out 
of the $1.73 billion in frozen Iraqi assets that were vested by order of the 
President to pay for the reconstruction of Iraq. No similar bill has yet been 
introduced in the 109th Congress, but H.Con.Res. 93 would “express[] the 
sense of the Congress that the Department of Justice should halt efforts to 
block  compensation  for  torture  inflicted  by the  Government  of  Iraq on 
American  prisoners  of  war  during  the  1991  Gulf  War.”  H.R.  1321, 
introduced March 15,  2005,  would  authorize  the  payment  of  $1 million 
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dollars  to  each  of  the  seventeen  plaintiffs  out  of  unobligated  funds 
appropriated under the heading of “Iraq Relief and Reconstruction Fund” 
in the 2004 Emergency Supplemental.14

(Reorganization of intelligence community)

http://www.whitehouse.gov/index.html

Background Briefing  on the Revision of E.O. 12333

(U.S. Intelligence Activities) (July 31, 2008)

http://www.whitehouse.gov/news/releases/2008/07/20080731-8.html

SENIOR ADMINISTRATION OFFICIAL:  Good morning.  As  all  of 
you  know  at  this  point,  the  President  approved  yesterday  afternoon 
revisions to Executive Order 12333. I'd like to give you a brief road map of 
what we'll do while we're chatting with you this morning before we turn to 
your questions. 
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I'd like to say a word about the background to this executive order. 
Some  of  you  will  be  familiar  with  it;  others  may  not.  Highlight  a  few 
significant points or points that we believe are significant about the actions 
taken by the President,  summarize the process that led to these specific 
revisions, because there's been some interest in that, and then I'll talk very 
briefly about some of the structural changes that you'll find when you have 
an opportunity to review the order in its Part 1. 

Now, some of you will be familiar with the structure of this executive 
order,  but  it  contains  three  parts.  Part  1  is  where  a  number  of  the 
intelligence  community  structures  are  described;  the  relationships  and 
roles  and  responsibilities  of  various  senior  officials  in  the  intelligence 
community.  In  Part  2,  this  is  where  you'll  find  the  longstanding  and 
extremely significant protections for Americans' civil liberties. And then in 
Part 3, you'll find a series of definitions that largely track the statute. 

I would say at the outset that this is an exceptionally complex executive 
order. I'm not sure -- depending on how you print it, it's either 26 or 28 
pages,  single-spaced.  It's  a  foundational  document  for  the  intelligence 
community.  So it  may be that  some of your questions we're not able to 
address  completely  here  today,  but  we'll  take  those  back  and  get  you 
responses after we've had a chance to look further. We may also refer you 
to  the  Office  for  the  Director  of  National  Intelligence  or  the  Justice 
Department for more detailed explanations in areas where they're going to 
be expert in how the order will be implemented. 

The background, I think, most of you will know by now. This is a 1981 
executive order signed by President Reagan. It's been amended two times 
during this  administration,  I  would  say  to  make  technical  adjustments, 
principally. So this is the first significant adjustment in the executive order 
in several decades. 

With the passage by the Congress and signature by the President in the 
fall  of  2004,  the  Intelligence  Reform  and  Terrorist  Prevention  Act  -- 
significant provisions in this executive order became out of date. And so one 
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of  the  things  we'll  stress,  that  it  was absolutely  necessary to revise  and 
update -- modernize this order. And that's of course one of the reasons we 
undertook it. 

The objectives of the order are fairly simply stated in the text itself, but 
as I said, it is a foundational document. It has a daily and significant impact 
on the activities of the intelligence community and the relationships in that 
important community.  At the highest level, of course, the aim here is to 
create a more effective intelligence community, where these 16 agencies can 
be better integrated, work more collaboratively with one another, and also 
share more information freely. And these are themes you'll recognize from 
the reports of the 9/11 and WMD commissions, and also themes that the 
Director of National Intelligence Mike McConnell has stressed repeatedly 
in  public  remarks  and  appearances  before  the  congressional  oversight 
committees. 

At the end of the day, though, we don't want to lose sight of the fact that 
the  goal  of  all  of  our  nation's  intelligence  activities  is  to  provide  the 
President with information that's accurate, timely, and presented to him in 
a useful form that allows him to make better national security decisions. 

So the question that's arisen that we'll take on up front is, why do this 
now? There are a number of reasons -- I think all combined they make a 
compelling case, but we'll be happy to take your questions on it. 

The first, as I mentioned, is the order was simply out of date. It needed 
to  be  updated  to  conform  to  the  new  intelligence  structures,  to  the 
intelligence reform law passed in 2004, reflect the roles and responsibilities 
of  the  Director  of  National  Intelligence,  and  also  provide  implementing 
guidelines for a number of  the recommendations from the 9/11 and the 
WMD commissions. 

Another reason why it's taking place at this point is frankly we have 
three years of experience under our belts with the new structures under the 
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IRTPA,  so  we've  had  an  opportunity  --  with,  of  course,  the  advice  of 
Director  McConnell,  to  judge where  we've made progress,  where we've 
been slow in making progress, and to make adjustments and clarifications 
that can help push these important reforms forward. 

Another not insignificant point I'd mention to you is we have a fairly 
unique set of advisors at senior levels of the national security establishment 
right now with many decades of intelligence experience. Obviously, Mike 
McConnell  is  a  superbly  qualified  director  with  decades  of  experience, 
leadership experience in the intelligence community. He's worked closely 
throughout  this  process  with  Secretary  Gates,  with  a  distinguished  -- 
obviously a distinguished intelligence community background. The Under 
Secretary of Defense Jim Clapper, who's led a number of agencies in the 
intelligence community, and General Mike Hayden, who's, of course, doing 
a superb job leading the CIA. 

So  these  four  advisors  really  played  a  key  role  in  developing  these 
revisions  to  the  executive  order.  And their  presence  on  the  President's 
national security team made this all the more important to do now. 

Finally, I'd remind you that the IRTPA itself in section 1018 directed 
the President to issue guidelines concerning how the Director of National 
Intelligence would implement his authorities -- in particular, to ensure that 
nothing  he  did  in  that  regard  would  abrogate  the  authorities  of  other 
department heads. So, in our view, these guidelines satisfy that requirement 
and constitute those guidelines. 

Maybe  the  most  important  thing  I  can  say  is  that,  of  course,  the 
President is anxious to institutionalize a number of important tools that he 
and his successors are going to need to fight and win the war on terrorism. 
Recently  passed  the  new  FISA legislation,  which  was  an  important 
milestone,  and  ensuring  that  our  intelligence  community  is  organized 
correctly  and as effective as it  can be is another significant  step in that 
direction. 
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With respect to the process, I think it would be unfair to say that this 
process  either  started  this  summer  or  was  rushed  to  completion  this 
summer. Rather,  this all  started early last fall  with a project within the 
intelligence community in the Office of Director of National Intelligence, 
where  they  consulted  with  their  intelligence  community  colleagues  and 
developed  a  set  of  recommendations  that  they  brought  forward  to  the 
National Security Council. 

It's been an extensive interagency process over many months with all of 
the relevant agencies participating fully.  We've had good discussions,  as 
you would expect; lively discussions as well. The principals, including those 
individuals I named earlier in the call, have been extensively involved in all 
of this, solving some of the hard problems, and literally met, discussed, and 
played a role in resolving issues at every stage of this process. 

Finally, the President, of course, authorized these revisions, authorized 
the process,  and was involved in every stage leading up to his approval 
yesterday afternoon of the final revisions. 

Another point I would highlight to you is that because this is such a 
complex  area,  these  relationships  are  complicated,  the  work  they  do  is 
important,  these  revisions  have  truly  been  in  the  hands  of  intelligence 
professionals almost from the start, right up through the principals where 
you  had  these  very  extremely  experienced  individuals  providing  the 
President advice. So, for all of those reasons, we felt it was necessary to take 
this opportunity to revise, update and modernize the order this summer. 

The  last  several  weeks,  I  would  just  note  we've  been  engaged  in 
conversations with the relevant committees on Capitol Hill, a series of calls, 
staff-level briefings. I believe Director McConnell is appearing today before 
the House and Senate intelligence oversight committees to answer some of 
their questions in this area. 
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Although  there's  been  a  --  frankly  a  flurry  of  discussion  and 
conversation  with  the  Congress  over  the  last  several  weeks,  I  would 
highlight  to  you  that  we've  literally  been  in  a  conversation  with  the 
Congress  and  with  the  American  people  about  the  functioning  of  the 
intelligence  community  since  the  fall  of  2004.  I  would  direct  you  to  a 
February session that Director McConnell had with the Senate committee, 
specifically  on  his  authorities,  the  progress  being  made  towards 
implementing  these  intelligence  reforms.  The  issue  was  also  raised  at 
Secretary Gates's confirmation. 

And today we've received relatively  positive,  favorable  reviews from 
our engagements with the Congress. They think we're doing the right thing, 
and we believe we are as well. 

I want to say a couple of words about some of the pieces of Part 1 before 
I turn it over to a colleague who will address the provisions that you'll find 
in Part 2 of this order. First I would ask you not to overlook the preamble. 
There's  some very significant  activity  in  the  preamble  of  this  executive 
order; some of it consistent with the original executive order, certain parts 
of it new. 

But most importantly I'd say the President is charging his intelligence 
community  to  use  all  reasonable  and  lawful  means  to  gather  the 
information that we need to protect the nation. And also we've highlighted 
in the preamble the fact that all of the intelligence activities authorized by 
this order are to be undertaken in a manner that protects the constitutional 
rights of Americans. That's extremely important to us. 

The second piece I'd draw your attention to -- and I apologize if you 
don't have a copy of the order in front of you; you will shortly -- in the 
goals section, you'll note there's a specific reference to the intelligence needs 
of state, local and tribal elements. This is an example of something that's 
changed, an important reform and recommendation coming out of the 9/11 
and WMD commission, the work of the WMD and 9/11 commissions. And 
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so it specifically called out that the work of the intelligence community is to 
take account of their needs. 

And next I'd direct  you to section 1.3 of the executive order.  That's 
where  you'll  find  a  delineation  of  the  authorities  for  the  Director  of 
National Intelligence. There are 24, in some cases detailed, provisions under 
that section. In each case, the Director of National Intelligence is either told 
he  "shall"  or  he  "may,"  depending  on  the  topic,  undertake  certain 
activities. 

Now, you'll want to spend some time looking at these, because they are 
complicated and it's very much the core of the executive order. I'll highlight 
just a few to you here today before we move on to Part 1. 

The  first  is,  in  1.3(a)(1),  you'll  find  that  the  Director  of  National 
Intelligence  is  authorized to  play  a  role  in  defining  the  term "national 
intelligence," what constitutes national intelligence. This was a new term 
coined in the intelligence reform law in 2004, and it allows the Director to 
issue guidelines that will tell the rest of the government when information 
pertains to more than one agency, which is the statutory definition. 

The Director is also authorized to issue guidelines for the intelligence 
community obtaining access to that information, whether it resides in an 
intelligence  community agency or outside of  the intelligence  community. 
And  with  respect  to  intelligence  community  access  to  information  that 
doesn't reside in the intelligence community, other agencies in government 
that might be useful for intelligence analysts to have, the Attorney General 
will be approving those guidelines because it might pertain to U.S. persons 
or other protected information. 

Second area I'd direct your attention to is in 1.3(b)(12); the Director is 
given the flexibility to appoint functional and mission managers. This is an 
important management tool within the intelligence community. And while 
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the Director may exercise his discretion to appoint these functional mission 
managers, the President acted in this order to actually name three of them. 

The  CIA  Director  is  named  as  the  functional  manager  for  human 
intelligence, HUMINT. The NSA Director, of course, as he has been, is the 
functional manager for signals intelligence, or SIGINT. And the Director 
for  the  NGA  is  appointed  the  functional  manager  for  geospatial 
intelligence. 

Next, I'd turn your attention to 1.3(b), sections 20 and 21. These are 
important provisions regarding the coordination of intelligence activities. 
The first  thing I'd highlight  to you is  that  the overall  responsibility  for 
ensuring that  intelligence  activities,  whether they are  undertaken in the 
United States or overseas,  are de-conflicted,  coordinated and integrated, 
rests with the Director of National Intelligence; core responsibility essential 
for the efficient functioning of our community. 

Underneath that overall responsibility, you'll find specific roles assigned 
to  the  FBI  and  the  CIA  in  human  and  human-enabled  collection  of 
intelligence  in the  United States,  in  the  case  of  the  FBI,  and a parallel 
responsibility for the CIA overseas. And you'll note that's consistent with 
the section regarding the CIA Director's responsibilities in the IRTPA. 

In section 21, the Director of National Intelligence is directed to work 
with other department and agency heads to ensure that the activities of our 
intelligence  community,  overseas  and  domestically,  are  de-conflicted, 
coordinated and integrated  with  the  activities,  related  activities  of  non-
intelligence community entities. And this will be one of many areas where 
the DNI will be directing his attention in the coming months to develop and 
issue guidelines that respond to this direction. 

The next section I'd turn to -- and we're almost finished with the fast 
sweep through Part 1 -- is in 1.3(c). That's the issue that addresses issues in 
the IRTPA section 1018 concerning the fact that the DNI, in exercising his 

Page | 755



U.S. National Security Law

authorities,  is  obligated  to  respect  and  not  abrogate  the  authorities, 
statutory authorities, of the department heads. 

And what we've done here is repeated a statutory restriction in that 
regard, and then created a procedure by which the Director can go forward 
with  important  guidelines  that  he  feels  it's  important  to  issue,  new 
procedures  he  needs  to  put  in  place  to  better  integrate  the  intelligence 
community, and then allow a department head, if he feels that some action, 
some  guideline,  some  procedure  by  the  Director  impairs  his  statutory 
authorities, to raise that with the Director, the National Security Council, 
and ultimately the President. And we think this construction will allow the 
Director to move out relatively expeditiously with some of the important 
reforms that need to take place for the community to go about its business 
more collaboratively in a more closely integrated manner. 

Finally, an area that's gotten some attention I know in the press that we 
saw this morning, and that concerns the Director's authorities with respect 
to appointments and removals of senior intelligence community officials. 
You'll recall the IRTPA assigned the Director a certain role in the selection 
of certain intelligence community senior officials. Those are by and large 
replicated in this section. You'll want to read it very closely. It was an area 
where we spent a good bit of time and it's somewhat complicated, so work 
your way through it slowly, and if you have questions we'll probably refer 
you to the Office of the DNI for more detail. 

But what you'll notice is different about this over and above what you'll 
find in the intelligence reform law is that the Director is also given a voice 
in the  removal,  when that  proves  to be necessary,  of  senior  intelligence 
officials. This provision also addresses the position of the Under Secretary 
of Defense for Intelligence, which was not referred to in the IRTPA. 
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 (U.S. strategy and international terrorism)

NATIONAL STRATEGY FOR COMBATING TERRORISM

(SEPTEMBER 2006)

            HTTP://WWW.WHITEHOUSE.GOV/NSC/NSCT/2006/SECTIONVI.HTML

INSTITUTIONALIZING OUR STRATEGY FOR LONG-TERM SUCCESS

The War on Terror will be a long war. Yet we have mobilized to win 
other long wars, and we can and will win this one. During the Cold War we 
created an array of domestic and international institutions and enduring 
partnerships to defeat the threat of communism. Today, we require similar 
transformational structures to carry forward the fight against terror and to 
help ensure our ultimate success: 

• Establish and maintain international standards of accountability. States 
that have sovereign rights also have sovereign responsibilities, including 
the  responsibility  to  combat  terrorism.  The international  community 
has developed a compelling body of international obligations relating to 
counterterrorism. Twelve universal conventions and protocols in force 
against terrorism have been developed under the auspices of the United 
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Nations as well as various U.N. Security Council Resolutions related to 
combating terror. These include UNSCR 1373, which imposes binding 
obligations  on all  states  to  suppress  and prevent  terrorist  financing, 
improve their border controls,  enhance information sharing and law 
enforcement  cooperation,  suppress  the  recruitment  of  terrorists,  and 
deny them sanctuary.

• The Group of Eight (G-8) along with other multilateral and regional 
bodies  also  have  been  instrumental  in  developing  landmark 
counterterrorism standards and best practices that have been adopted 
by international standard-setting organizations. But our obligations are 
not static. We will collaborate with our partners to update and tailor 
international  obligations  to meet the evolving nature  of  the  terrorist 
enemies and threats we face.  We also will  work to ensure that  each 
country  is  both  willing  and  able  to  meet  its  counterterrorist 
responsibilities. Finally, we will not just continually monitor whether we 
and  the  community  of  nations  are  meeting these  standards  but  will 
evaluate if we are achieving results both individually and collectively. 

• Strengthen coalitions and partnerships. Since September 11, most of our 
important successes against al-Qaida and other terrorist organizations 
have  been  made  possible  through  effective  partnerships.  Continued 
success  depends  on  the  actions  of  a  powerful  coalition  of  nations 
maintaining a united front against terror. Multilateral groups such as 
the  International  Maritime  Organization  and  the  International  Civil 
Aviation Organization,  as  well  as  regional  organizations  such as  the 
Asia-Pacific  Economic  Cooperation,  the  Organization  of  American 
States,  NATO,  the  European  Union,  the  African  Union,  and  the 
Association  of  South  East  Asia  Nations,  among others,  are  essential 
elements of this front. 

• We  will  ensure  that  such  international  cooperation  is  an  enduring 
feature of the long war we will fight. We will continue to leverage the 
comparative  advantage  of  these  institutions  and  organizations  – 
drawing  on  what  each  does  best  in  counterterrorism,  from  setting 

758 | Page



Sourcebook of Cases, Laws, Treaties & Documents

standards  to  developing  regional  strategies  to  providing  forums  for 
training and education. Indeed, a significant part of this effort includes 
expanding  partnership  capacity.   We  are  building  the  capacity  of 
foreign partners in all  areas  of  counterterrorism activities,  including 
strengthening their ability to conduct law enforcement, intelligence, and 
military  counterterrorism  operations.  Through  the  provision  of 
training, equipment, and other assistance, the United States, along with 
a coalition of willing and able states and organizations, will enhance the 
ability of partners across the globe to attack and defeat terrorists, deny 
them  funding  and  freedom  of  movement,  secure  their  critical 
infrastructures,  and deny terrorists  access  to  WMD and safehavens. 
Ultimately,  it  will  be  essential  for  our  partners  to  come  together  to 
facilitate appropriate international, regional, and local solutions to the 
challenges of terrorism. 

• Enhance government architecture and interagency collaboration. In the 
aftermath of  September 11,  we have enhanced our counterterrorism 
architecture  and  interagency  collaboration  by  setting  clear  national 
priorities and transforming the government to achieve those priorities. 
We have established the Department of Homeland Security, bringing 
under  one  authority  22  Federal  entities  with  vital  roles  to  play  in 
preventing terrorist attacks within the Homeland, reducing America’s 
vulnerability to terrorism, and minimizing the damage and facilitating 
the  recovery  from attacks  that  do  occur.  We  have  reorganized  the 
Intelligence Community. 

• The  transformation  extends  to  the  Federal  Bureau  of  Investigation, 
which, with the help of legislation such as the USA PATRIOT Act, is 
now  more  fully  integrated  with  the  Intelligence  Community,  has 
refocused its  efforts on preventing terrorism, and has been provided 
important  tools  to pursue this  mission.  CIA also has transformed to 
fulfill  its  role  to  provide  overall  direction  for  and  coordination  of 
overseas  human  intelligence  operations  of  Intelligence  Community 
elements.  In  addition,  the  Department  of  the  Treasury  created  the 
Office of Terrorism and Financial Intelligence to arm ourselves for the 
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long  term with  the  intelligence  and  tools  to  undercut  the  financial 
underpinnings of terrorism around the world.

• The Department of Defense also is preparing to meet a wider range of 
asymmetric challenges by restructuring its capabilities, rearranging its 
global posture, and adapting its forces to be better positioned to fight 
the  War  on  Terror.  This  includes  significantly  expanding  Special 
Operations  Forces,  increasing  the  capabilities  of  its  general  purpose 
forces to conduct irregular warfare operations, and initiating the largest 
rearrangement of its global force posture since the end of World War 
II. 

The Department of State is implementing a new framework for foreign 
assistance to establish more integrated and coherent strategic direction and 
tactical  plans  to  meet  our  current  and  long-term challenges,  including 
terrorism.  The  State  Department  also  is  repositioning  its  domestic  and 
overseas staff to better promote America’s policies and interests and have 
more direct  local  and regional  impact.  This  transformational  diplomacy 
positions State to work with partners around the world to build and sustain 
democratic,  well-governed states  that  will  respond to the  needs of  their 
people and conduct themselves responsibly in the international system.

We will  sustain  the  transformation  already under way in these  and 
other departments and agencies. Moreover, we will continue to build and 
strengthen a unified team across the counterterrorism community, and a 
key  component  of  this  effort  will  be  fostering  “jointness.”  Where 
practicable,  we  will  increase  interagency  and  intergovernmental 
assignments for personnel in counterterrorism-related positions. This will 
help to break down organizational stovepipes and advance the exchange of 
ideas and practices for more effective counterterrorism efforts. 

• Foster intellectual and human capital. To better prepare ourselves for a 
generational  struggle  against  terrorism and  the  extremist  ideologies 
fueling  it,  we  will  create  an  expert  community  of  counterterrorism 
professionals. We will continue to establish more systematic programs 
for  the  development  and  education  of  current  professionals  in 
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counterterrorism-related  fields.  We  will  substantively  expand  our 
existing  programs  with  curricula  that  includes  not  only  training  in 
counterterrorism  policies,  plans  and  planning,  strategies,  and  legal 
authorities,  but  continuing  education  in  appropriate  area  studies, 
religious  philosophies,  and  languages.  We  also  will  ensure  that 
personnel throughout all levels of government and in all fields related to 
combating terror are invited to participate.

• Yet such development and education programs must not be restricted to 
current counterterrorism personnel. We will support multidisciplinary 
studies  throughout  our educational  system to build  a knowledgeable 
pool  of counterterrorism recruits  for the future.  The recent National 
Security Language Initiative is an essential step forward. It will help to 
expand U.S. foreign language education beginning in early childhood 
and continuing throughout  formal  schooling and into the workforce. 
Our efforts  to  foster intellectual  and human capital  also will  extend 
beyond our borders – to academic and non-governmental forums with 
our international partners to discuss and enhance our knowledge about 
the critical counterterrorism challenges we confront.

• In the War on Terror, there is also a need for all elements of our Nation 
– from Federal, State, and local governments to the private sector to 
local  communities  and individual  citizens – to help create and share 
responsibilities  in  a  Culture  of  Preparedness.  This  Culture  of 
Preparedness, which applies to all catastrophes and all hazards, natural 
or man-made, rests on four principles: a shared acknowledgement of 
the certainty of future catastrophes and that creating a prepared Nation 
will  be  a  continuing  challenge;  the  importance  of  initiative  and 
accountability at all levels of society; the role of citizen and community 
preparedness; and finally, the roles of each level of government and the 
private sector in creating a prepared Nation. Built upon a foundation of 
partnerships, common goals, and shared responsibility, the creation of a 
Culture  of  Preparedness  will  be  among  our  most  profound  and 
enduring transformations in the broader effort to protect and defend 
the Homeland. 
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(U.S. national security strategy,  international economic relations & globalization)

http://www.whitehouse.gov/index.html

THE NATIONAL SECURITY STRATEGY

(MARCH 2006)

        HTTP://WWW.WHITEHOUSE.GOV/NSC/NSS/2006/

IGNITE A NEW ERA OF GLOBAL ECONOMIC GROWTH THROUGH 
FREE MARKETS AND FREE TRADE

A. Summary of National Security Strategy 2002

Promoting  free  and  fair  trade  has  long  been  a  bedrock  tenet  of 
American  foreign  policy.  Greater  economic  freedom  is  ultimately 
inseparable  from  political  liberty.  Economic  freedom  empowers 
individuals,  and  empowered  individuals  increasingly  demand  greater 
political freedom. Greater economic freedom also leads to greater economic 
opportunity and prosperity for everyone. History has judged the market 
economy as  the  single  most  effective  economic  system and  the  greatest 
antidote to poverty. To expand economic liberty and prosperity, the United 
States  promotes  free  and  fair  trade,  open  markets,  a  stable  financial 
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system,  the  integration of  the  global  economy,  and secure,  clean energy 
development. 

B. Current Context: Successes and Challenges

The global economy is more open and free, and many people around the 
world have seen their lives improve as prosperity and economic integration 
have  increased.  The  Administration  has  accomplished  much  of  the 
economic freedom agenda it set out in 2002: 

Seizing the  global  initiative.   We have  worked to open markets  and 
integrate  the  global  economy through launching the  Doha Development 
Agenda negotiations of the World Trade Organization (WTO). The United 
States  put  forward  bold  and  historic  proposals  to  reform  global 
agricultural  trade,  to eliminate farm export subsidies and reduce trade-
distorting  support  programs,  to  eliminate  all  tariffs  on  consumer  and 
industrial goods, and to open global services markets. When negotiations 
stalled in 2003, the United States took the initiative to put Doha back on 
track, culminating in a successful framework agreement reached in Geneva 
in 2004. As talks proceed, the United States continues to lead the world in 
advancing bold proposals for economic freedom through open markets. We 
also have led the way in helping the accessions of new WTO members such 
as Armenia, Cambodia, Macedonia, and Saudi Arabia. 

Pressing regional and bilateral trade initiatives. We have used FTAs to 
open markets,  support economic reform and the rule of law, and create 
new opportunities for American farmers and workers. 

Pressing for open markets, financial stability, and deeper integration of 
the  world economy. We have partnered with Europe,  Japan,  and other 
major  economies  to promote  structural  reforms that  encourage  growth, 
stability, and opportunity across the globe. 
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Enhancing energy security and clean development. The Administration 
has  worked with  trading partners  and energy producers  to  expand the 
types and sources of energy, to open markets and strengthen the rule of 
law,  and to  foster  private  investment  that  can help  develop the  energy 
needed to meet global demand. 

Several challenges remain: 

• Protectionist impulses in many countries put at risk the benefits of open 
markets and impede the expansion of free and fair trade and economic 
growth. 

• Nations  that  lack  the  rule  of  law  are  prone  to  corruption,  lack  of 
transparency,  and  poor  governance.  These  nations  frustrate  the 
economic  aspirations  of  their  people  by  failing  to  promote 
entrepreneurship, protect intellectual property, or allow their citizens 
access to vital investment capital. 

• Many  countries  are  too  dependent  upon  foreign  oil,  which  is  often 
imported from unstable parts of the world. 

• Economic integration spreads wealth across the globe, but also makes 
local economies more subject to global market conditions. 

• Some governments restrict the free flow of capital, subverting the vital 
role that wise investment can play in promoting economic growth. This 
denies investments, economic opportunity, and new jobs to the people 
who need them most. 

C. The Way Ahead

Economic  freedom is  a  moral  imperative.  The  liberty  to  create  and 
build or to buy, sell, and own property is fundamental to human nature and 
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foundational to a free society. Economic freedom also reinforces political 
freedom. It creates diversified centers of power and authority that limit the 
reach of government. It expands the free flow of ideas; with increased trade 
and foreign investment comes exposure to new ways of thinking and living 
which give citizens more control over their own lives. 

To  continue  extending  liberty  and  prosperity,  and  to  meet  the 
challenges that remain, our strategy going forward involves: 

          1. Opening markets and integrating developing countries.

While most of the world affirms in principle  the appeal of economic 
liberty,  in  practice  too  many  nations  hold  fast  to  the  false  comforts  of 
subsidies and trade barriers. Such distortions of the market stifle growth in 
developed  countries,  and  slow  the  escape  from  poverty  in  developing 
countries. Against these short-sighted impulses, the United States promotes 
the enduring vision of a global economy that welcomes all participants and 
encourages the voluntary exchange of goods and services based on mutual 
benefit, not favoritism. 

We will continue to advance this agenda through the WTO and through 
bilateral and regional FTAs. 

• The  United  States  will  seek  completion  of  the  Doha  Development 
Agenda  negotiations.  A  successful  Doha  agreement  will  expand 
opportunities for Americans and for others around the world.  Trade 
and  open  markets  will  empower  citizens  in  developing  countries  to 
improve their lives, while reducing the opportunities for corruption that 
afflict state-controlled economies. 

• We  will  continue  to  work  with  countries  such  as  Russia,  Ukraine, 
Kazakhstan,  and Vietnam on the market reforms needed to join the 
WTO.  Participation  in  the  WTO  brings  opportunities  as  well  as 
obligations – to strengthen the rule of law and honor the intellectual 
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property rights  that  sustain the modern knowledge economy,  and to 
remove tariffs,  subsidies, and other trade barriers that distort global 
markets and harm the world’s poor. 

• We will advance MEFTA by completing and bringing into force FTAs 
for Bahrain, Oman, and the United Arab Emirates and through other 
initiatives to expand open trade with and among countries in the region. 

• In Africa, we are pursuing an FTA with the countries of the Southern 
African Customs  Union:  Botswana,  Lesotho,  Namibia,  South  Africa, 
and Swaziland. 

• In Asia, we are pursuing FTAs with Thailand, the ROK, and Malaysia. 
We will also continue to work closely with China to ensure it honors its 
WTO commitments and protects intellectual property. 

• In our own hemisphere, we will advance the vision of a free trade area 
of the Americas by building on North American Free Trade Agreement, 
CAFTA-DR, and the FTA with Chile. We will complete and bring into 
force FTAs with Colombia, Peru, Ecuador, and Panama. 

       2. Opening, integrating, and diversifying energy markets to ensure 
energy independence.

Most of the energy that drives the global economy comes from fossil 
fuels, especially petroleum. The United States is the world’s third largest oil 
producer,  but  we rely on international  sources  to supply  more  than 50 
percent  of  our  needs.  Only  a  small  number  of  countries  make  major 
contributions to the world’s oil supply. 

The world’s dependence on these few suppliers is neither responsible 
nor sustainable over the long term. The key to ensuring our energy security 
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is  diversity in the regions from which energy resources come and in the 
types of energy resources on which we rely. 

• The Administration will work with resource-rich countries to increase 
their  openness,  transparency,  and  rule  of  law.  This  will  promote 
effective democratic governance and attract the investment essential to 
developing their resources and expanding the range of energy suppliers. 

• We will  build  the  Global  Nuclear  Energy Partnership to work with 
other nations to develop and deploy advanced nuclear recycling and 
reactor technologies. This initiative will help provide reliable, emission-
free  energy with  less  of  the  waste  burden of  older  technologies  and 
without making available separated plutonium that could be used by 
rogue states or terrorists for nuclear weapons. These new technologies 
will make possible a dramatic expansion of safe, clean nuclear energy to 
help meet the growing global energy demand. 

• We  will  work  with  international  partners  to  develop  other 
transformational  technologies  such  as  clean  coal  and  hydrogen. 
Through projects  like our FutureGen initiative,  we seek to turn our 
abundant  domestic coal  into emissions-free sources of  electricity and 
hydrogen,  providing  our  economies  increased  power  with  decreased 
emissions. 

• On  the  domestic  front,  we  are  investing  in  zero-emission  coal-fired 
plants; revolutionary solar and wind technologies; clean, safe nuclear 
energy; and cutting-edge methods of producing ethanol. 

Our comprehensive  energy strategy puts  a  priority  on reducing our 
reliance on foreign energy sources. Diversification of energy sources also 
will help alleviate the “petroleum curse” – the tendency for oil revenues to 
foster  corruption  and prevent  economic  growth and  political  reform in 
some oil-producing states. In too many such nations,  ruling elites enrich 
themselves while denying the people the benefits of their countries’ natural 
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wealth. In the worst cases, oil revenues fund activities that destabilize their 
regions or advance violent ideologies. Diversifying the suppliers within and 
across  regions  reduces  opportunities  for  corruption  and  diminishes  the 
leverage of irresponsible rulers. 

       3. Reforming the International Financial System to Ensure Stability 
and Growth

In our interconnected world, stable and open financial markets are an 
essential feature of a prosperous global economy. We will work to improve 
the stability and openness of markets by:

• Promoting  Growth-Oriented  Economic  Policies  Worldwide.  Sound 
policies  in  the  United  States  have  helped  drive  much  international 
growth. We cannot be the only source of strength, however. We will 
work with the world’s other major economies,  including the EU and 
Japan,  to  promote  structural  reforms  that  open  their  markets  and 
increase productivity in their nations and across the world. 

• Encouraging Adoption of Flexible Exchange Rates and Open Markets 
for Financial Services. The United States will help emerging economies 
make the transition to the flexible exchange rates appropriate for major 
economies. In particular, we will continue to urge China to meet its own 
commitment to a market-based, flexible exchange rate regime. We will 
also  promote  more  open financial  service  markets,  which  encourage 
stable and sound financial practices. 

• Strengthening  International  Financial  Institutions.  At the  dawn of  a 
previous era 6 decades ago, the United States championed the creation 
of the World Bank and the International Monetary Fund (IMF). These 
institutions were instrumental in the development of the global economy 
and an expansion of prosperity unprecedented in world history. They 
remain vital today, but must adapt to new realities: 
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o For the World Bank and regional development banks, we will 
encourage  greater  emphasis  on  investments  in  the  private 
sector. We will urge more consideration of economic freedom, 
governance, and measurable results in allocating funds. We will 
promote  an increased use  of  grants  to  relieve  the  burden of 
unsustainable debt. 

o For  the  IMF,  we will  seek to  refocus  it  on  its  core  mission: 
international  financial  stability.  This means strengthening the 
IMF’s ability to monitor the financial system to prevent crises 
before they happen. If  crises occur,  the IMF’s response must 
reinforce  each  country’s  responsibility  for  its  own  economic 
choices.  A refocused IMF will  strengthen market  institutions 
and  market  discipline  over  financial  decisions,  helping  to 
promote a stable and prosperous global economy. By doing so, 
over time markets and the private sector can supplant the need 
for the IMF to perform in its current role. 

• Building  Local  Capital  Markets  and  the  Formal  Economy  in  the 
Developing World. The first place that small businesses in developing 
countries  turn  to  for  resources  is  their  own  domestic  markets. 
Unfortunately,  in too many countries these resources are unavailable 
due  to  weak  financial  systems,  a  lack  of  property  rights,  and  the 
diversion of economic activity away from the formal economy into the 
black  market.  The  United  States  will  work  with  these  countries  to 
develop  and  strengthen  local  capital  markets  and  reduce  the  black 
market. This will provide more resources to helping the public sector 
govern effectively and the private sector grow and prosper. 

 (National security and intelligence sharing)
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http://www.whitehouse.gov/index.html

NATIONAL STRATEGY FOR INFORMATION SHARING

(OCTOBER 2007)

http://www.whitehouse.gov/nsc/infosharing/index.html

INTRODUCTION AND OVERVIEW

Our success  in preventing future terrorist  attacks depends upon our 
ability to gather, analyze, and share information and intelligence regarding 
those who want to attack us, the tactics that they use, and the targets that 
they intend to attack.  Our National  Strategy for  Combating Terrorism, 
issued in September 2006, recognizes that the War on Terror is a different 
kind of war,  which requires a paradigm shift  and the application of  all 
elements  of  our  national  power  and  influence.  The  intelligence  and 
information sharing structures that once enabled the winning of the Cold 
War now require greater flexibility and resilience to confront the threats 
facing our Nation from a transnational terrorist movement determined to 
destroy our people, our freedoms, and our way of life.

For  the  past  six  years,  this  Administration  has  worked  within  the 
Federal Government, and with our State, local, tribal, private sector, and 
foreign partners  to transform our policies,  processes,  procedures,  and—
most importantly—our workplace cultures to reinforce the imperative of 
improved information sharing. The exchange of information should be the 
rule,  not  the  exception,  in  our  efforts  to  combat  the  terrorist  threat. 
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Substantial  improvements  have occurred within  individual  agencies  and 
disciplines,  but  there  is  still  more  to  be  done.  Improving  information 
sharing  in  the  post–September  11  world  requires  an  environment  that 
supports  the  sharing  of  information  across  all  levels  of  government, 
disciplines,  and security domains.  As with our achievements to date,  an 
improved  information  sharing  environment  will  not  be  constructed 
overnight, but rather will evolve over time and will be the fruit of careful 
cultivation.  An  improved  information  sharing  environment  also  will  be 
constructed upon a foundation of trusted partnerships among all levels of 
government, the private sector, and our foreign allies—partnerships based 
on a shared commitment to detect, prevent, disrupt, preempt, and mitigate 
the effects of terrorism. This Strategy sets forth the Administration’s vision 
of what improvements are needed and how they can be achieved.

The  Strategy was  developed  with  the  understanding  that  homeland 
security  information,  terrorism  information,  and  law  enforcement 
information related to terrorism can come from multiple sources, all levels 
of  government,  as well  as from private sector organizations and foreign 
sources. Federal, State, local, and tribal government organizations use such 
information  for  multiple  purposes.  In  addition  to  traditional  law 
enforcement uses, such information is used to (1) support efforts to prevent 
terrorist  attacks,  (2)  develop  critical  infrastructure  protection  and 
resilience  plans,  (3)  prioritize  emergency  management,  response,  and 
recovery planning activities, (4) devise training and exercise programs, and 
(5) determine the allocation of funding and other resources for homeland 
security-related purposes.

THE NEED FOR A NATIONAL STRATEGY
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While  improved  information  sharing  has  been  an  Administration 
priority since the September 11 attacks, this Strategy reflects the first time 
the Administration has articulated the full contours of its vision in a single 
document.  Memorializing  the  Strategy in  a  single  document  not  only 
provides  information  to  others  about  the  Administration’s  plans  and 
outlook,  but  also  guides  our efforts  as  we continue  to implement  many 
programs and initiatives designed to advance and facilitate the sharing of 
terrorism-related information.

This  Strategy will  assist the Administration in ensuring that Federal, 
State, local and tribal government employees responsible for protecting our 
Nation  from  future  attacks  or  responding  should  an  attack  occur 
understand  the  Administration’s  expectations  and  plans  for  achieving 
improvements  in  the  gathering  and  sharing  of  information  related  to 
terrorism.

Accordingly, while this Strategy describes the vision that has guided the 
Administration for the past six years, it also sets forth our plan to build 
upon  progress  and  establish  a  more  integrated  information  sharing 
capability to ensure that those who need information to protect our Nation 
from terrorism will  receive it  and those who have that  information will 
share it. We will improve interagency information sharing at the Federal 
level,  while  building  information  sharing  bridges  between  the  Federal 
Government and our non-Federal partners.

GUIDING PRINCIPLES

Those responsible for combating terrorism must have access to timely 
and accurate  information  regarding those  who want  to attack  us,  their 
plans  and  activities,  and  the  targets  that  they  intend  to  attack.  That 
information guides our efforts to:

• Identify rapidly both immediate and long-term threats; 
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• Identify persons involved in terrorism-related activities; and 

• Implement  information-driven  and  risk-based  detection,  prevention, 
deterrence, response, protection, and emergency management efforts. 

Experience  has  shown that  there is  no single  source  for information 
related  to  terrorism.  It  is  derived  by  gathering,  fusing,  analyzing,  and 
evaluating  relevant  information  from  a  broad  array  of  sources  on  a 
continual basis. Important information can come through the efforts of the 
Intelligence Community, Federal, State, tribal, and local law enforcement 
and  homeland  security  authorities,  other  government  agencies  (e.g.,  the 
Department  of  Transportation,  the  Department  of  Health  and  Human 
Services),  and  the  private  sector  (e.g.,  the  transportation,  healthcare, 
financial,  and information technology sectors).  Commonly referred to as 
homeland security information, terrorism information, or law enforcement 
information, this wide-ranging information can be found across all levels of 
government as well as in the private sector.

This Strategy provides the vision for how our Nation will best use and 
build upon the information sharing innovations which have emerged post-
September  11  in  order  to  develop  a  fully  coordinated  and  integrated 
information  sharing  capability  that  supports  our  efforts  to  combat 
terrorism.  The  Strategy is  founded on the  following core  principles  and 
understandings:

• Effective  information  sharing  comes  through  strong  partnerships 
among  Federal,  State,  local,  and  tribal  authorities,  private  sector 
organizations, and our foreign partners and allies; 

• Information acquired for one purpose, or under one set of authorities, 
might  provide  •  unique insights  when combined,  in accordance  with 
applicable  law,  with  seemingly  unrelated  information  from  other 
sources, and therefore we must foster a culture of awareness in which 
people at all levels of government remain cognizant of the functions and 
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needs of others and use knowledge and information from all sources to 
support counterterrorism efforts; 

• Information sharing must be woven into all aspects of counterterrorism 
activity,  including  preventive  and  protective  actions,  actionable 
responses, criminal and counterterrorism investigative activities, event 
preparedness, and response to and recovery from catastrophic events; 

• The  procedures,  processes,  and  systems  that  support  information 
sharing must draw • upon and integrate existing technical capabilities 
and must respect established authorities and responsibilities; and 

• State  and  major  urban  area  fusion  centers  represent  a  valuable 
information  sharing  •  resource  and should  be  incorporated into  the 
national information sharing framework, which will require that fusion 
centers achieve a baseline level of capability to gather, process, share, 
and  utilize  information  and  operate  in  a  manner  that  respects 
individuals’ privacy rights and other legal rights protected by U.S. laws. 
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(Defense Dept. & national defense strategy)

NATIONAL DEFENSE STRATEGY

(June 2008)

http://www.defenselink.mil/news/2008%20National%20Defense%20Strategy.pdf

2008 National Defense Strategy

Introduction 

A core responsibility of the U.S. Government is to protect the American 
people – in the words of the framers of our Constitution, to “provide for the 
common defense.” For more than 230 years, the U.S. Armed Forces have 
served  as  a  bulwark  of  liberty,  opportunity,  and  prosperity  at  home. 
Beyond our shores, America shoulders additional responsibilities on behalf 
of the world. For those struggling for a better life, there is and must be no 
stronger advocate than the United States.  We remain a beacon of light for 
those in dark places,  and for this  reason we should remember that  our 
actions and words signal the depth of our strength and resolve. For our 
friends and allies, as well as for our enemies and potential adversaries, our 
commitment  to  democratic  values  must  be  matched  by  our  deeds.  The 
spread of liberty both manifests our ideals and protects our interests. 
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The  United  States,  our  allies,  and  our  partners  face  a  spectrum of 
challenges,  including  violent  transnational  extremist  networks,  hostile 
states  armed with  weapons  of  mass  destruction,  rising  regional  powers, 
emerging space and cyber threats, natural and pandemic disasters, and a 
growing  competition  for  resources.  The  Department  of  Defense  must 
respond to these challenges while anticipating and preparing for those of 
tomorrow. We must balance strategic risk across our responses, making the 
best use of the tools at hand within the U.S. Government and among our 
international  partners.   To  succeed,  we  must  harness  and  integrate  all 
aspects  of  national  power and work closely with a wide range of  allies, 
friends and partners. We cannot prevail if we act alone.  

The  President’s  2006  National  Security  Strategy (NSS)  describes  an 
approach founded on two pillars: promoting freedom, justice, and human 
dignity  by working to  end tyranny,  promote  effective  democracies,  and 
extend prosperity; and confronting the challenges of our time by leading a 
growing  community  of  democracies.  It  seeks  to  foster  a  world  of  well-
governed  states  that  can  meet  the  needs  of  their  citizens  and  conduct 
themselves  responsibly  in  the  international  system.  This  approach 
represents  the  best  way  to  provide  enduring security  for  the  American 
people. 

The  National  Defense  Strategy (NDS)  serves  as  the  Department’s 
capstone  document  in  this  long-term effort.  It  flows  from the  NSS and 
informs the National Military Strategy. It also provides a framework for 
other DoD strategic  guidance,  specifically  on campaign and contingency 
planning, force development, and intelligence. It reflects the results of the 
2006  Quadrennial  Defense Review (QDR) and lessons  learned from on-
going operations in Iraq, Afghanistan, and elsewhere. It addresses how the 
U.S. Armed Forces will fight and win America’s wars and how we seek to 
work  with  and  through  partner  nations  to  shape  opportunities  in  the 
international environment to enhance security and avert conflict. 

The NDS describes our overarching goals and strategy. It outlines how 
DoD will support the objectives outlined in the NSS, including the need to 
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strengthen alliances and build new partnerships to defeat global terrorism 
and prevent attacks against  us,  our allies,  and our friends; prevent our 
enemies from threatening us, our allies, and our friends with weapons of 
mass  destruction (WMD); work with others to defuse regional  conflicts, 
including conflict intervention; and transform national security institutions 
to face the challenges of the 21st century. The NDS acts on these objectives, 
evaluates the strategic environment, challenges, and risks we must consider 
in achieving them, and maps the way forward. 

The Strategic Environment 

For the foreseeable future, this environment will be defined by a global 
struggle  against  a  violent  extremist  ideology  that  seeks  to  overturn  the 
international state system. Beyond this transnational struggle, we face other 
threats,  including  a  variety  of  irregular  challenges,  the  quest  by  rogue 
states for nuclear weapons, and the rising military power of other states. 
These are long-term challenges.  Success in dealing with them will require 
the orchestration of national and international power over years or decades 
to come. 

Violent  extremist  movements  such  as  al-Qaeda  and  its  associates 
comprise a complex and urgent challenge.  Like communism and fascism 
before it, today’s violent extremist ideology rejects the rules and structures 
of the international system. Its adherents reject state sovereignty, ignore 
borders,  and  attempt  to  deny  self-determination  and  human  dignity 
wherever  they  gain  power.  These  extremists  opportunistically  exploit 
respect for these norms for their own purposes, hiding behind international 
norms and national  laws when it  suits  them,  and attempting to subvert 
them when it does not.  Combating these violent groups will require long-
term, innovative approaches. 

The inability of many states to police themselves effectively or to work 
with their neighbors to ensure regional security represents a challenge to 
the international  system.  Armed sub-national  groups,  including but not 
limited to those inspired by violent extremism, threaten the stability and 
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legitimacy of key states. If left unchecked, such instability can spread and 
threaten regions of  interest to the United States,  our allies,  and friends. 
Insurgent  groups  and  other  non-state  actors  frequently  exploit  local 
geographical,  political,  or social conditions to establish safe havens from 
which  they  can  operate  with  impunity.  Ungoverned,  under-governed, 
misgoverned, and contested areas offer fertile ground for such groups to 
exploit the gaps in governance capacity of local regimes to undermine local 
stability and regional security. Addressing this problem will require local 
partnerships and creative approaches to deny extremists the opportunity to 
gain footholds. 

Rogue  states  such  as  Iran  and  North  Korea  similarly  threaten 
international  order.  The  Iranian  regime  sponsors  terrorism  and  is 
attempting to disrupt the fledgling democracies in Iraq and Afghanistan. 
Iran’s pursuit of nuclear technology and enrichment capabilities poses a 
serious  challenge  to  security  in  an  already  volatile  region.  The  North 
Korean  regime  also  poses  a  serious  nuclear  and  missile  proliferation 
concern for the U.S. and other responsible international stakeholders. The 
regime threatens the Republic of Korea with its military and its neighbors 
with its missiles. Moreover, North Korea creates instability with its illicit 
activity, such as counterfeiting U.S. currency and trafficking in narcotics, 
and brutal treatment of its own people.   

We must also consider the possibility of challenges by more powerful 
states. Some may actively seek to counter the United States in some or all 
domains  of  traditional  warfare  or  to  gain  an  advantage  by  developing 
capabilities that offset our own. Others may choose niche areas of military 
capability  and  competition  in  which  they  believe  they  can  develop  a 
strategic  or  operational  advantage.  That  some  of  these  potential 
competitors also are partners in any number of diplomatic,  commercial, 
and security  efforts  will  only  make these relationships  more  difficult  to 
manage. 

China is one ascendant state with the potential for competing with the 
United States.  For the foreseeable future,  we will  need to hedge against 

778 | Page



Sourcebook of Cases, Laws, Treaties & Documents

China’s  growing  military  modernization  and the  impact  of  its  strategic 
choices upon international security. It is likely that China will continue to 
expand its conventional military capabilities, emphasizing anti-access and 
area denial assets including developing a full range of long-range strike, 
space, and information warfare capabilities. 

Our interaction with China will  be long-term and multi-dimensional 
and will involve peacetime engagement between defense establishments as 
much  as  fielded  combat  capabilities.  The  objective  of  this  effort  is  to 
mitigate near term challenges while preserving and enhancing U.S. national 
advantages over time.   

Russia’s retreat from openness and democracy could have significant 
security implications for the United States, our European allies, and our 
partners  in  other  regions.  Russia  has  leveraged  the  revenue  from,  and 
access  to,  its  energy  sources;  asserted  claims  in  the  Arctic;  and  has 
continued to bully its neighbors, all of which are causes for concern. Russia 
also has begun to take a more active military stance, such as the renewal of 
long-range bomber flights, and has withdrawn from arms control and force 
reduction treaties, and even threatened to target countries hosting potential 
U.S. anti-missile bases.  Furthermore, Moscow has signaled an increasing 
reliance on nuclear weapons as a foundation of its security.  All  of these 
actions suggest a Russia exploring renewed influence, and seeking a greater 
international role. 

U.S.  dominance  in  conventional  warfare  has  given  prospective 
adversaries, particularly non-state actors and their state sponsors, strong 
motivation to adopt asymmetric methods to counter our advantages. For 
this reason, we must display a mastery of irregular warfare comparable to 
that which we possess in conventional combat. Our adversaries also seek to 
develop  or  acquire  catastrophic  capabilities:  chemical,  biological,  and 
especially  nuclear  weapons.   In  addition,  they  may  develop  disruptive 
technologies  in  an  attempt  to  offset  U.S.  advantages.  For  example,  the 
development and proliferation of anti-access technology and weaponry is 
worrisome as it can restrict our future freedom of action. These challenges 
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could come not  only in the obvious forms we see today but also in less 
traditional forms of influence such as manipulating global opinion using 
mass  communications  venues  and  exploiting  international  commitments 
and  legal  avenues.  Meeting  these  challenges  require  better  and  more 
diverse capabilities in both hard and soft power, and greater flexibility and 
skill in employing them. 

These modes of  warfare may appear individually or in combination, 
spanning the spectrum of warfare and intertwining hard and soft power. 
In some instances, we may not learn that a conflict is underway until it is 
well advanced and our options limited. We must develop better intelligence 
capabilities to detect, recognize, and analyze new forms of warfare as well 
as explore joint approaches and strategies to counter them. 

Increasingly,  the  Department will  have to plan for  a future  security 
environment shaped by the interaction of powerful strategic trends.  These 
trends  suggest  a  range  of  plausible  futures,  some  presenting  major 
challenges and security risks.   

Over the next twenty years physical pressures – population, resource, 
energy,  climatic  and  environmental  –  could  combine  with  rapid  social, 
cultural,  technological  and  geopolitical  change  to  create  greater 
uncertainty.   This uncertainty is exacerbated by both the unprecedented 
speed and scale  of change, as well as by the unpredictable and complex 
interaction  among  the  trends  themselves.   Globalization and  growing 
economic  interdependence,  while  creating  new  levels  of  wealth  and 
opportunity,  also create a web of interrelated vulnerabilities and spread 
risks even further, increasing sensitivity to crises and shocks around the 
globe and generating more uncertainty regarding their speed and effect. 
Current defense policy must account for these areas of uncertainty.  As we 
plan,  we  must  take  account  of  the  implications  of  demographic  trends, 
particularly population growth in much of the developing world and the 
population deficit in much of the developed world.  The interaction of these 
changes  with  existing  and  future  resource,  environmental,  and  climate 
pressures  may  generate  new  security  challenges.  Furthermore,  as  the 
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relative balance of economic and military power between states shifts, some 
propelled  forward  by  economic  development  and  resource  endowment, 
others  held  back  by  physical  pressures  or  economic  and  political 
stagnation, new fears and insecurities will arise, presenting new risks for 
the international community.   

These  risks  will  require  managing  the  divergent  needs  of  massively 
increasing energy demand to maintain economic development and the need 
to tackle climate change. Collectively, these developments pose a new range 
of  challenges  for  states  and  societies.  These  trends  will  affect  existing 
security  concerns  such  as  international  terrorism  and  weapons 
proliferation.   At  the  same  time,  overlaying  these  trends  will  be 
developments within science and technology, which, while presenting some 
potential threats, suggest a range of positive developments that may reduce 
many of the pressures and risks suggested by physical trends.  How these 
trends  interact  and  the  nature  of  the  shocks  they  might  generate  is 
uncertain; the fact that they will influence the future security environment 
is not. 

Whenever possible, the Department will position itself both to respond 
to and reduce uncertainty. This means we must continue to improve our 
understanding  of  trends,  their  interaction,  and  the  range  of  risks  the 
Department may be called upon to respond to or manage.  We should act to 
reduce risks by shaping the development of trends through the decisions we 
make regarding the equipment and capabilities we develop and the security 
cooperation, reassurance, dissuasion, deterrence, and operational activities 
we pursue. The Department should also develop the military capability and 
capacity  to  hedge  against  uncertainty,  and  the  institutional  agility  and 
flexibility  to  plan  early  and  respond  effectively  alongside 
interdepartmental, non-governmental and international partners. 

The Strategic Framework 
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Since World War II, the United States has acted as the primary force to 
maintain international security and stability, leading first the West in the 
Cold  War  confrontation  with  the  Soviet  Union  and,  more  recently, 
international  efforts  to  confront  violent  extremism.  This  has  been 
accomplished through military, diplomatic, and economic means.  Driving 
these efforts has been a set of enduring national interests and a vision of 
opportunity and prosperity for the future.  U.S. interests include protecting 
the nation and our allies from attack or coercion, promoting international 
security to reduce conflict and foster economic growth, and securing the 
global commons and with them access to world markets and resources. To 
pursue  these  interests,  the  U.S.  has  developed  military  capabilities  and 
alliances  and  coalitions,  participated  in  and  supported  international 
security and economic institutions, used diplomacy and soft power to shape 
the behavior of individual states and the international system, and using 
force when necessary. These tools help inform the strategic framework with 
which the United States plans for the future, and help us achieve our ends. 

The security of the United States is tightly bound up with the security of 
the broader international system. As a result, our strategy seeks to build 
the capacity of fragile or vulnerable partners to withstand internal threats 
and external aggression while improving the capacity of the international 
system itself to withstand the challenge posed by rogue states and would-be 
hegemons.      

Objectives 

Defend the Homeland 

The core responsibility of the Department of Defense is to defend the 
United  States  from attack  upon  its  territory  at  home and to  secure  its 
interests abroad.  The 

U.S. Armed Forces protect the physical integrity of the country through 
an active  layered defense.  They also deter attacks  upon it,  directly  and 
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indirectly, through deployments at sea, in the air, on land, and in space. 
However, as the spreading web of globalization presents new opportunities 
and challenges, the importance of planning to protect the homeland against 
previously  unexpected  threats  increases.  Meeting  these  challenges  also 
creates a tension between the need for security and the requirements of 
openness  in commerce  and civil  liberties.  On the  one hand,  the flow of 
goods, services, people, technology and information grows every year, and 
with it the openness of American society. On the other hand, terrorists and 
others wishing us harm seek to exploit that openness.   

As noted in the 2006 QDR, state actors no longer have a monopoly over 
the catastrophic use of violence.  Small groups or individuals can harness 
chemical, biological, or even crude radiological or nuclear devices to cause 
extensive damage and harm. Similarly, they can attack vulnerable points in 
cyberspace  and  disrupt  commerce  and  daily  life  in  the  United  States, 
causing  economic  damage,  compromising  sensitive  information  and 
materials, and interrupting critical services such as power and information 
networks. National security and domestic resources may be at risk, and the 
Department must  help respond to protect  lives and national  assets.  The 
Department will continue to be both bulwark and active protector in these 
areas. Yet, in the long run the Department of Defense is neither the best 
source  of  resources  and  capabilities  nor  the  appropriate  authority  to 
shoulder  these  tasks.  The  comparative  advantage,  and  applicable 
authorities, for action reside elsewhere in the U.S. Government, at other 
levels of government, in the private sector, and with partner nations. DoD 
should expect  and plan to play a key supporting role  in an interagency 
effort  to  combat  these  threats,  and  to  help  develop  new capacities  and 
capabilities, while protecting its own vulnerabilities.    

While  defending  the  homeland  in  depth,  the  Department  must  also 
maintain  the  capacity  to  support  civil  authorities  in  times  of  national 
emergency  such  as  in  the  wake  of  catastrophic  natural  and  man-made 
disasters.   The  Department  will  continue  to  maintain  consequence 
management  capabilities  and  plan  for  their  use  to  support  government 
agencies.   Effective  execution  of  such  assistance,  especially  amid 
simultaneous,  multi-jurisdictional  disasters,  requires  ever-closer  working 
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relationships  with  other  departments  and  agencies,  and  at  all  levels  of 
government. To help develop and cultivate these working relationships, the 
Department will continue to support the Department of Homeland Security 
(DHS),  which  is  responsible  for  coordinating  the  Federal  response  to 
disasters.  DoD  must  also  reach  out  to  non-governmental  agencies  and 
private sector entities that play a role in disaster response and recovery.  

Win the Long War 

For  the  foreseeable  future,  winning  the  Long  War  against  violent 
extremist movements will  be the central  objective of the U.S.  We must 
defeat violent extremism as a threat to our way of life as a free and open 
society and foster an environment inhospitable to violent extremists and all 
those who support them. We face an extended series of campaigns to defeat 
violent extremist groups, presently led by al-Qaeda and its associates. In 
concert with others, we seek to reduce support for violent extremism and 
encourage moderate voices, offering a positive alternative to the extremists’ 
vision for the future.  Victory requires us to apply all elements of national 
power  in  partnership  with  old  allies  and  new  partners.  Iraq  and 
Afghanistan remain the central fronts in the struggle, but we cannot lose 
sight of the implications of fighting a long-term, episodic, multi-front, and 
multi-dimensional conflict more complex and diverse than the Cold War 
confrontation with communism. Success in Iraq and Afghanistan is crucial 
to winning this conflict, but it alone will not bring victory. We face a clash 
of arms, a war of ideas, and an assistance effort that will require patience 
and innovation. In concert with our partners, we must maintain a long-
term commitment to undermining and reducing the sources of support for 
extremist groups,  and to countering the ideological  totalitarian messages 
they build upon.  

We  face  a  global  struggle.  Like  communism and  fascism before  it, 
extremist  ideology  has  transnational  pretensions,  and  like  its  secular 
antecedents, it draws adherents from around the world. The vision it offers 
is  in opposition to globalization and the expansion of freedom it  brings. 
Paradoxically,  violent  extremist  movements  use  the  very  instruments  of 
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globalization – the  unfettered flow of  information and ideas,  goods  and 
services, capital, people, and technology 

– that they claim to reject to further their goals.  Although driven by 
this  transnational  ideology,  our  adversaries  themselves  are,  in  fact,  a 
collection  of  regional  and  local  extremist  groups.  Regional  and  local 
grievances  help  fuel  the  conflict,  and  it  thrives  in  ungoverned,  under-
governed, and mis-governed areas. 

This conflict is a prolonged irregular campaign, a violent struggle for 
legitimacy and influence over the population.  The use of force plays a role, 
yet military efforts to capture or kill terrorists are likely to be subordinate 
to measures to promote local  participation in government and economic 
programs to spur development, as well as efforts to understand and address 
the grievances that often lie at the heart of insurgencies. For these reasons, 
arguably the most important military component of the struggle against 
violent extremists is not the fighting we do ourselves, but how well we help 
prepare our partners to defend and govern themselves. 

Working with and through local actors whenever possible to confront 
common security challenges is the best and most sustainable approach to 
combat  violent  extremism.  Often  our  partners  are  better  positioned  to 
handle a given problem because they understand the local geography, social 
structures, and culture better than we do or ever could. In collaboration 
with interagency and international partners we will assist vulnerable states 
and local populations as they seek to ameliorate the conditions that foster 
extremism and dismantle the structures that support and allow extremist 
groups to grow. We will adopt approaches tailored to local conditions that 
will vary considerably across regions. We will help foster security and aid 
local  authorities  in  building  effective  systems  of  representational 
government. By improving conditions, undermining the sources of support, 
and  assisting  in  addressing  root  causes  of  turmoil,  we  will  help  states 
stabilize threatened areas. Countering the totalitarian ideological message 
of  terrorist  groups  to  help  further  undermine  their  potency  will  also 
require  sensitive,  sophisticated  and  integrated  interagency  and 
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international  efforts.  The  Department  will  support  and  facilitate  these 
efforts. The struggle against violent extremists will not end with a single 
battle  or  campaign.  Rather,  we  will  defeat  them  through  the  patient 
accumulation  of  quiet  successes and the orchestration of all  elements  of 
national and international power. We will succeed by eliminating the ability 
of extremists to strike globally and catastrophically while also building the 
capacity  and  resolve  of  local  governments  to  defeat  them  regionally. 
Victory  will  include  discrediting  extremist  ideology,  creating  fissures 
between and among extremist groups and reducing them to the level of 
nuisance  groups  that  can  be  tracked  and  handled  by  law  enforcement 
capabilities. 

Promote Security 

The best way to achieve security is to prevent war when possible and to 
encourage peaceful change within the international system.  Our strategy 
emphasizes building the capacities of a broad spectrum of partners as the 
basis for long-term security. We must also seek to strengthen the resiliency 
of the international system to deal with conflict when it occurs. We must be 
prepared  to  deal  with  sudden  disruptions,  to  help  prevent  them  from 
escalating or endangering international security, and to find ways to bring 
them swiftly to a conclusion.   

Local  and  regional  conflicts  in  particular  remain  a  serious  and 
immediate problem. They often spread and may exacerbate transnational 
problems such as trafficking in persons,  problems such as trafficking in 
persons, drug-running, terrorism, and the illicit arms trade. Rogue states 
and extremist groups often seek to exploit the instability caused by regional 
conflict,  and  state  collapse  or  the  emergence  of  ungoverned  areas  may 
create  safe  havens  for  these  groups.  The  prospect  that  instability  and 
collapse in a strategic state could provide extremists access to weapons of 
mass destruction or result in control of strategic resources is a particular 
concern. 

To preclude such calamities, we will help build the internal capacities of 
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countries at risk. We will work with and through like-minded states to help 
shrink the ungoverned areas of the world and thereby deny extremists and 
other hostile parties sanctuary. By helping others to police themselves and 
their  regions,  we  will  collectively  address  threats  to  the  broader 
international system.   

We must also address the continuing need to build and support long-
term international security. As the 2006 NSS underscores, relations with 
the most powerful countries of the world are central to our strategy. We 
seek  to  pursue  U.S.  interests  within  cooperative  relationships,  not 
adversarial  ones,  and  have  made  great  progress.  For  example,  our 
relationship with India has evolved from an uneasy co-existence during the 
Cold War to a growing partnership today. We wish to use the opportunity 
of an absence of fundamental conflict between great powers to shape the 
future, and to prevent the re-emergence of great power rivalry.  

The  United  States  welcomes  the  rise  of  a  peaceful  and  prosperous 
China, and it encourages China to participate as a responsible stakeholder 
by taking on a greater share of burden for the stability,  resilience,  and 
growth of the international system. However, much uncertainty surrounds 
the future course China’s leaders will set for their country. Accordingly, 
the NSS states that “our strategy seeks to encourage China to make the 
right  strategic  choices  for  its  people,  while  we  hedge  against  other 
possibilities.” A critical component of this strategy is the establishment and 
pursuit of continuous strategic dialogue with China to build understanding, 
improve communication, and to reduce the risk of miscalculation.  

China  continues  to  modernize  and  develop  military  capabilities 
primarily  focused  on  a  Taiwan  Strait  conflict,  but  which  could  have 
application in other contingencies. The Department will respond to China’s 
expanding military power, and to the uncertainties over how it might be 
used, through shaping and hedging. This approach tailors investment of 
substantial, but not infinite, resources in ways that favor key enduring U.S. 
strategic advantages.  At the same time, we will continue to improve and 
refine our capabilities to respond to China if necessary. 
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We will continue to press China to increase transparency in its defense 
budget expenditures, strategies, plans and intentions. We will  work with 
other elements of the U.S. Government to develop a comprehensive strategy 
to shape China’s choices. 

In  addition,  Russia’s  retreat  from  democracy  and  its  increasing 
economic and political intimidation of its neighbors give cause for concern. 
We do not expect Russia to revert to outright global military confrontation, 
but the risk of miscalculation or conflict arising out of economic coercion 
has increased.   

We also share interests with Russia,  and can collaborate with it in a 
variety of ways. We have multiple opportunities and venues to mold our 
security  relationship  and  to  cooperate  –  such  as  in  countering  WMD 
proliferation and extremist groups. 

At the same time, we will seek other ways to encourage Russia to act as 
a  constructive  partner,  while  expressing our  concerns  over  policies  and 
aspects of its international behavior such as the sale of disruptive weapons 
technologies and interference in and coercion of its neighbors. 

Both China and Russia are important partners for the future and we 
seek to build collaborative and cooperative relationships with them. We will 
develop  strategies  across  agencies,  and  internationally,  to  provide 
incentives  for  constructive  behavior  while  also  dissuading  them  from 
destabilizing actions. 

Deter Conflict 

Deterrence  is  key  to  preventing  conflict  and  enhancing  security.  It 
requires  influencing  the  political  and  military  choices  of  an  adversary, 
dissuading it from taking an action by making its leaders understand that 
either  the  cost  of  the  action  is  too  great,  is  of  no  use,  or  unnecessary. 
Deterrence  also  is  based upon credibility:  the  ability  to  prevent  attack, 
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respond decisively to any attack so as to discourage even contemplating an 
attack upon us, and strike accurately when necessary.  

For nearly half  a century,  the United States approached its  security 
focused on a single  end: deterring the  Soviet  Union from attacking the 
United States  and our  allies  in  what  could  have escalated into a global 
thermonuclear catastrophe.  To that purpose we built our deterrent upon a 
diverse and survivable nuclear force, coupled with a potent conventional 
capability,  designed  to  counter  the  military  power  of  one  adversary. 
Likewise,  our  assumptions  and calculations  for shaping deterrence were 
based largely upon our understanding of the dynamics and culture of the 
Soviet Union alone. All potential conflict was subsumed and influenced by 
that confrontation and the fear of escalation within it. Even so, there were 
limits.  Military capabilities alone were, and are, no panacea to deter all 
conflict: despite the enormous strength of both the United States and the 
Soviet Union, conflicts arose; some were defused, while others spilled over 
into local wars.  

In  the  contemporary  strategic  environment,  the  challenge  is  one  of 
deterring  or  dissuading  a  range  of  potential  adversaries  from taking  a 
variety  of  actions  against  the  U.S.  and  our  allies  and  interests.  These 
adversaries  could  be  states  or  non-state  actors;  they could  use  nuclear, 
conventional, or unconventional weapons; and they could exploit terrorism, 
electronic,  cyber and other forms of warfare. Economic interdependence 
and the growth of global communications further complicate the situation. 
Not only do they blur the types of threats, they also exacerbate sensitivity to 
the effects of attacks and in some cases make it more difficult to attribute 
or trace them. Finally, the number of potential adversaries, the breadth of 
their capabilities, and the need to design approaches to deterrence for each, 
create new challenges.  

We must tailor deterrence to fit particular actors, situations, and forms 
of  warfare.  The  same  developments  that  add  to  the  complexity  of  the 
challenge also offer us a greater variety of capabilities and methods to deter 
or dissuade adversaries. This diversity of tools, military and non-military, 
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allows  us  to  create  more  plausible  reactions  to  attacks  in  the  eyes  of 
opponents and a more credible deterrence to them. In addition, changes in 
capabilities,  especially  new technologies,  permit us to create increasingly 
credible  defenses  to  convince  would-be  attackers  that  their  efforts  are 
ultimately futile. 

Our ability to deter attack credibly also reassures the American people 
and  our  allies  of  our  commitment  to  defend  them.  For  this  reason, 
deterrence  must  remain  grounded  in  demonstrated  military  capabilities 
that can respond to a broad array of challenges to international security. 
For  example,  the  United  States  will  maintain  its  nuclear  arsenal  as  a 
primary  deterrent  to  nuclear  attack,  and  the  New  Triad  remains  a 
cornerstone  of  strategic  deterrence.  We  must  also  continue  to  field 
conventional capabilities to augment or even replace nuclear weapons in 
order to provide our leaders a greater range of credible responses. Missile 
defenses not only deter an attack, but can defend against such an attack 
should deterrence fail. Precision-guided munitions allow us great flexibility 
not only to react to attacks, but also to strike preemptively when necessary 
to  defend  ourselves  and  our  allies.  Yet  we  must  also  recognize  that 
deterrence has its limits, especially where our interests are ill-defined or the 
targets  of  our  deterrence  are  difficult  to  influence.  Deterrence  may  be 
impossible in cases where the value is not in the destruction of a target, but 
the attack and the very means of attack, as in terrorism.  

We must build both our ability to withstand attack – a fundamental and 
defensive  aspect  of  deterrence  –  and improve  our  resiliency  beyond  an 
attack. An important change in planning for the myriad of future potential 
threats must be post-attack recovery and operational capacity. This, too, 
helps  demonstrate  that  such  attacks  are  futile,  as  does  our  ability  to 
respond with strength and effectiveness to attack.  

For  the  future,  the  global  scope  of  problems,  and  the  growing 
complexity  of  deterrence  in  new  domains  of  conflict,  will  require  an 
integrated interagency and international approach if we are to make use of 
all the tools available to us.  We must consider which non-lethal actions 
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constitute an attack on our sovereignty, and which may require the use of 
force in response. We must understand the potential  for escalation from 
non-lethal to lethal confrontation, and learn to calculate and manage the 
associated risks. 

Win our Nation’s Wars 

Despite  our  best  efforts  at  prevention  and  deterrence,  we  must  be 
prepared to act together with  likeminded states against states when they 
threaten  their  neighbors,  provide  safe  haven  to  terrorists,  or  pursue 
destabilizing  weapons.  Although  improving  the  U.S.  Armed  Forces’ 
proficiency in irregular warfare is the Defense Department’s top priority, 
the United States does not have the luxury of preparing exclusively for such 
challenges.  Even though the likelihood of interstate conflict has declined in 
recent years, we ignore it at our peril. Current circumstances in Southwest 
Asia  and  on  the  Korean  Peninsula,  for  example,  demonstrate  the 
continuing possibility of conflict.  When called upon, the Department must 
be positioned to defeat enemies employing a combination of capabilities, 
conventional and irregular, kinetic and non-kinetic, across the spectrum of 
conflict. We must maintain the edge in our conventional forces. 

Rogue states will remain a threat to U.S. regional interests. Iran and 
North Korea continue to exert coercive pressure in their respective regions, 
where each seek to challenge or reduce U.S. influence.  Responding to and, 
as necessary, defeating these, and potentially other, rogue states will remain 
a major challenge. We must maintain the capabilities required to defeat 
state adversaries, including those armed with nuclear weapons. 

Achieving Our Objectives 

We will  achieve our objectives  by shaping the  choices  of  key states, 
preventing adversaries from acquiring or using WMD, strengthening and 
expanding alliances  and partnerships,  securing U.S.  strategic  access  and 
retaining freedom of action, and integrating and unifying our efforts.  
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Shape the Choices of Key States 

Although the role  of  non-state actors  in world affairs  has  increased, 
states will continue to be the basis of the international order. In cooperation 
with  our  allies  and  friends,  the  United  States  can  help  shape  the 
international  environment,  the  behavior  of  actors,  and  the  choices  that 
strategic  states face  in ways that  foster accountability,  cooperation,  and 
mutual trust.   

Shaping choices contributes to achieving many of our objectives.  It is 
critical to defending the homeland by convincing key states that attacking 
the  United  States  would  be  futile  and  ultimately  self-defeating.   Our 
deterrence posture is designed to persuade potential aggressors that they 
cannot meet their objectives through an attack on the United States and 
that such actions would result in an overwhelming response. Our posture 
and  capabilities  also  contribute  to  deterring  conflict  of  other  types, 
particularly with potential adversary states. We can also promote security 
by helping shape the  choices that strategic states make, encouraging them 
to avoid destabilizing paths and adhering to international norms on the use 
of force, the promotion of peace and amity, and acting as good stewards of 
the public good within their own borders. 

We shall seek to anchor China and Russia as stakeholders in the system. 
Similarly, we look to India to assume greater responsibility as a stakeholder 
in  the  international  system,  commensurate  with  its  growing  economic, 
military, and soft power. ….

Strengthen and Expand Alliances and Partnerships 

The  United  States  also  must  strengthen  and  expand  alliances  and 
partnerships. The U.S. alliance system has been a cornerstone of peace and 
security for more than a generation and remains the key to our success, 
contributing significantly to achieving all U.S. objectives.
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Allies  often  possess  capabilities,  skills,  and  knowledge  we  cannot 
duplicate. We should not limit ourselves to the relationships of the past. We 
must  broaden  our  ideas  to  include  partnerships  for  new  situations  or 
circumstances,  calling  on  moderate  voices  in  troubled  regions  and 
unexpected partners. In some cases, we may develop arrangements limited 
to specific objectives or goals, or even of limited duration.  Although these 
arrangements will vary according to mutual interests, they should be built 
on respect, reciprocity, and transparency. 

The capacities of our partners vary across mission areas. We will be 
able  to  rely  on  many  partners  for  certain  low-risk  missions  such  as 
peacekeeping  and  humanitarian  assistance,  whereas  complex 
counterinsurgency and high-end conventional operations are likely to draw 
on fewer partners with the capacity, will, and capability to act in support of 
mutual  goals.  We will  support,  train,  advise and equip partner security 
forces to counter insurgencies, terrorism, proliferation, and other threats. 
We  will  assist  other  countries  in  improving  their  capabilities  through 
security cooperation, just as we will learn valuable skills and information 
from others better situated to understand some of the complex challenges 
we face together. 

We must also work with longstanding friends and allies to transform 
their capabilities. Key to transformation is training, education and, where 
appropriate, the transfer of defense articles to build partner capacity. We 
must work to develop new ways of operating across the full spectrum of 
warfare. Our partnerships must be capable of applying military and non-
military  power  when  and  where  needed  –  a  prerequisite  against  an 
adaptable transnational enemy.    

Secure U.S. strategic access and retain freedom of action 

For more than sixty years,  the United States has  secured the  global 
commons for the benefit of all. Global prosperity is contingent on the free 
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flow of ideas, goods, and services. The enormous growth in trade has lifted 
millions  of  people  out  of  poverty  by  making  locally  produced  goods 
available  on  the  global  market.   Low  barriers  to  trade  also  benefit 
consumers  by  reducing  the  cost  of  goods  and  allowing  countries  to 
specialize.  None of this is possible without a basic belief that goods shipped 
through  air  or  by  sea,  or  information  transmitted  under  the  ocean  or 
through space, will arrive at their destination safely. The development and 
proliferation of anti-access technologies and tactics threatens to undermine 
this belief. 

The United States requires freedom of action in the global commons 
and strategic access to important regions of the world to meet our national 
security needs. The well-being of the global economy is contingent on ready 
access  to  energy  resources.  Notwithstanding  national  efforts  to  reduce 
dependence  on  oil,  current  trends  indicate  an  increasing  reliance  on 
petroleum products  from areas  of  instability  in  the  coming  years,  not 
reduced reliance.  The United States will continue to foster access to and 
flow  of  energy  resources  vital  to  the  world  economy.  Further,  the 
Department is examining its own energy demands and is taking action to 
reduce  fuel  demand  where  it  will  not  negatively  affect  operational 
capability.  Such efforts will  reduce DoD fuel costs and assist  wider U.S. 
Government energy security and environmental objectives.  

We will continue to transform overseas U.S. military presence through 
global  defense  posture  realignment,  leveraging  a  more  agile  continental 
U.S.  (CONUS)based  expeditionary  total  force  and  further  developing  a 
more  relevant  and  flexible  forward  network  of  capabilities  and 
arrangements with allies and partners to ensure strategic access. ….

               Future Challenges Risk

An  underlying  assumption  in  our  understanding  of  the  strategic 
environment is that the predominant near-term challenges to the United 
States  will  come  from  state  and  non-state  actors  using  irregular  and 
catastrophic capabilities.   Although our advanced space and cyber-space 
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assets give us unparalleled advantages on the traditional battlefield, they 
also entail vulnerabilities. 

China is developing technologies to disrupt our traditional advantages. 
Examples  include  development  of  anti-satellite  capabilities  and  cyber 
warfare.   Other  actors,  particularly  non-state  actors,  are  developing 
asymmetric tactics, techniques, and procedures that seek to avoid situations 
where our advantages come into play. 

       Conclusion

The strategy contained in this document is the result of an assessment of 
the  current  and  future  strategic  environment.  The  United  States,  and 
particularly  the  Department  of  Defense,  will  not  win the  Long War or 
successfully  address  other  security  challenges  alone.  Forging  a  new 
consensus for a livable world requires constant effort and unity of purpose 
with our Allies and partners.  The Department stands ready to fulfill  its 
mission. 
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(Private Security contractors and liability)

  GAO Report

PRIVATE SECURITY CONTRACTORS IN IRAQ

                                           GAO-08-966 (July 2008)

           http://www.gao.gov/new.items/d08966.pdf

An Overview of the Legal Framework for Holding Private Security

Contractor Employees Accountable for Their Actions in Iraq

     Various laws exist to hold PSC employees accountable for criminal 
acts committed in a wartime environment beyond the borders of the United 
States.  These  laws  include  U.S.  criminal  laws  that  may  be  applied 
extraterritorially, the Military Extraterritorial Jurisdiction Act21  (MEJA), 
the Uniform Code of Military Justice22  (UCMJ), international law, as well 
as  Iraqi  laws.  Whether  a  particular  law  provides  extra-territorial 
jurisdiction over a criminal act by a PSC employee depends on the specific 
facts of the incident, such as the time, nature and location of the alleged 
crime, the nature of the contractor’s employment and the nationality of the 
accused. For example, an employee of a DOD contractor, whether a U.S. 
citizen  or  Third  Country  National,  who  commits  a  felony  while 
accompanying the Armed Forces in Iraq during a contingency operation 
may be charged under the UCMJ or MEJA. With regard to other than 
DOD contractor employees, a panel of State Department representatives 
reporting on protective services in Iraq concluded in October 2007 that the 
legal  framework  for  holding  non-Department  of  Defense  contractor 
employees accountable under U.S. law is inadequate. Congress is presently 
considering  legislation  that  would  clarify  and  extend  U.S.  criminal 
jurisdiction over individuals employed under a contract awarded by any 
U.S. department or agency where contract performance is located in the 
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area  of  a  contingency  operation.  In  addition  to  U.S.  law,  the  legal 
framework for holding PSCs accountable includes applicable international 
law, including the law of war, and Iraqi law. Also, contract provisions serve 
to regulate contractor behavior.

U.S. Laws May Be Applied Extraterritorially in Certain Instances

Congress has the authority to enact laws that have effect beyond the 
territorial boundaries of the United States.23 However, it is a long standing 
principle that a law of the United States is meant to apply only within the 
territorial jurisdiction of the United States, unless there is a clear where the 
offense is committed by a person employed by or accompanying the Armed 
Forces or a member of the Armed Forces, as defined in MEJA. Therefore, 
the statute essentially exempts people who are already subject to MEJA (in 
other  words,  giving  preference  to  MEJA as  the  source  of  jurisdiction). 
expression of congressional intent to the contrary.24 Certain federal statutes 
prescribe  criminal  sanctions  for  offenses  committed  by  or  against  U.S. 
nationals  overseas,  such  as  the  War  Crimes Act of  1996,  which  makes 
murder,  rape,  torture,  and  other  grave  breaches  punishable  during  an 
armed conflict.25 The United States also has jurisdiction over U.S. nationals 
for crimes committed outside U.S. territory through special maritime and 
territorial provisions for certain offenses clearly identified in the U.S. Code, 
such as maiming, assault, kidnapping, murder, and manslaughter. In the 
U.S. Code, the definition of ”special maritime and territorial jurisdiction” 
includes any lands reserved or acquired for use of the United States or any 
place acquired by the United States for the erection of a building.26 

In addition,  effective October 26,  2001,  the definition of the “special 
maritime  and  territorial  jurisdiction”  was  expanded  to  include  U.S. 
diplomatic, consular, military or other U.S. missions or entities in foreign 
states  including  leased  buildings  or  residences  with  respect  to  offenses 
committed  by or  against  a  U.S.  national,  except  27  where  the  offense  is 
committed by a person employed by or accompanying the Armed Forces or 
a member of the Armed Forces, as defined in MEJA. Therefore, the statute 
essentially  exempts  people  who  are  already  subject  to  MEJA (in  other 
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words, giving preference to MEJA as the source of jurisdiction). 27

  MEJA Applies to Contractors Supporting DOD’s Mission Overseas

In 2000, Congress enacted MEJA in part due to a disagreement among 
federal courts interpreting the breadth of special maritime and territorial 
jurisdiction.  28  MEJA extended  U.S.  criminal  jurisdiction  over  civilians 
employed by or accompanying the Armed Forces outside the United States 
who  commit  offenses  outside  the  United  States  that  would  have  been 
punishable by imprisonment for more than 1 year had the offense occurred 
within the special maritime and territorial jurisdiction of the United States. 
The statute is applicable to DOD contractors, including subcontractors at 
any tier, and, beginning in 2004,29 to contractors of any other U.S. agency to 
the extent that the contractor employee’s employment relates to supporting 
the mission of the DOD overseas. The law is not applicable to individuals 
who are nationals of or ordinarily resident in the host nation. DOD has 
issued regulations and an instruction implementing policies and procedures 
under MEJA.30 

Among  other  things,  the  regulation  states  that  the  DOD  General 
Counsel shall provide initial coordination and liaison with the departments 
of Justice and State, on behalf of the military departments, regarding a case 
for which investigation and/or federal criminal prosecution under MEJA is 
contemplated.31  The  regulation  further  states  that  the  DOD  Inspector 
General  shall  report  to  the  Attorney  General whenever  the  Inspector 
General  has  reasonable  grounds  to  believe  that  a  violation  of  federal 
criminal law has occurred and to ensure that DOD criminal investigative 
organizations fulfill their responsibilities outlined in the memorandum of 
understanding  between  the  Department  of  Justice and  DOD.  The 
regulation  also  notes  that  a  question  remains  as  to  whether  MEJA 
jurisdiction should be applied to persons who are Third Country Nationals 
but have a tenuous nexus to the United States. 

The Report  of  the Secretary of  State’s Panel  on Personal  Protective 
Services  in  Iraq stated among its  principal  findings  that  the  panel  was 
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unaware  of  a  clear  legal  basis  for  holding  non-Department  of  Defense 
contractors  accountable  under  U.S.  law  and  recommended  the  State 
Department  urgently  engage  with  other  administration  agencies  to 
establish a clear legal basis for holding contractors accountable under U.S. 
law. A number of bills have been introduced during the 110th Congress, 
including  one  that  was  passed  in  the  U.S.  House  of  Representatives  in 
October 2007, to broaden the applicability of MEJA beyond members of 
the  Armed  Forces  and  individuals  employed  by  or  accompanying  the 
Armed Forces outside the United States, to include individuals employed 
under  a  contract  or  subcontract  awarded  by  any  U.S.  department  or 
agency where the employment is carried out in or near an area where the 
Armed Forces are conducting a contingency operation.32  DOD officials we 
interviewed expressed concern that the pending legislation is imprecise and 
contains  nebulous  language  that  needs  refinement.  State,  Defense  and 
Justice Department officials we interviewed all confirmed that alternative 
language is being jointly prepared in an effort to clarify the jurisdictional 
boundaries under MEJA.

Certain Contractors May Be Subject to Prosecution under the UCMJ

Contractor personnel may be subject to prosecution by court-martial 
under the Uniform Code of Military Justice (UCMJ) for conduct that takes 
place during a contingency operation in certain circumstances. The John 
Warner  National  Defense  Authorization  Act  for  Fiscal  Year  2007 
broadened the applicability of the UCMJ regarding persons serving with or 
accompanying an armed force in the field,33  from “in time of war”34  to “in 
time  of  declared  war  or  a  contingency  operation.”  According  to  DOD 
officials we interviewed, the trial of civilian contractors by courts-martial 
will likely be challenged on constitutional grounds, particularly in light of 
variations between the rules of  courts-martial  and civilian trials  on key 
issues such as jury composition and due process. On March 10, 2008, the 
Secretary  of  Defense  issued  guidance  regarding  expanded  UCMJ 
jurisdiction over DOD contractor personnel and other persons serving with 
or accompanying the Armed Forces overseas. The memorandum clarifies 
the broad scope of command authority to act whenever criminal activity 
may relate to or affect the commander’s responsibilities. It requires that 
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when alleged offenses committed by civilians violate U.S. federal criminal 
laws, DOD notify responsible Department of Justice authorities to afford 
them the opportunity to pursue prosecution of the case in federal district 
court. The memorandum also specifically notes that the unique nature of 
extended  UCMJ  jurisdiction  requires  sound  management  over  when, 
where, and by whom such jurisdiction is exercised. According to MNF-I 
officials,  on  June  22,  2008,  the  Army for  the  first  time  tried  a civilian 
defense contractor employee by court-martial under the expanded UCMJ 
authority. MNF-I officials informed us that an interpreter with U.S. armed 
forces in Iraq was originally charged with aggravated assault for allegedly 
stabbing another  contractor  at  a  combat  outpost,  but  pleaded guilty  to 
wrongfully  taking  a  soldier’s  knife,  obstructing  justice,  and  lying  to 
investigators.  After  the  military  judge  accepted  the  guilty  plea,  the 
government dismissed the assault charge and the contractor employee was 
found  guilty  of  all  remaining  charges  and  sentenced  to  5  months 
confinement.

International Law

The  part  of  international  law  that  addresses  the  conduct  of  armed 
hostilities is referred to as the law of war. The law of war encompasses all 
international law for the conduct of hostilities binding on the United States 
or its individual citizens, such as treaties and international agreements to 
which the United States is a party. According to DOD policy, the law of war 
obligations of the United States are observed and enforced by the DOD 
components and DOD contractors assigned to or accompanying deployed 
Armed Forces.35  This DOD policy also requires the service secretaries to 
develop internal policies and procedures to forward all reports of suspected 
or  alleged  violations  of  the  law  of  war  involving  contractors  or 
subcontractors assigned to or accompanying the Armed Forces to the DOD 
General  Counsel  for  review for  prosecutorial  action  under the  criminal 
jurisdiction of the United States.

    PSCs in Iraq Operate under the Law of the Government of Iraq
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PSCs who perform services for U.S. agencies, for any member of the 
multinational force, or for diplomatic entities in Iraq operate under the law 
of the government of Iraq, which includes orders issued by the Coalition 
Provisional Authority (CPA) that have not been rescinded. PSCs, however, 
currently enjoy legal protections by virtue of CPA Order 17, which was 
revised on June 27, 2004. CPA Order 17 provides that PSCs are not subject 
to Iraqi laws or regulations on matters relating to the terms and conditions 
of their contracts, as long as they comply with CPA Orders and instructions 
governing  the  activities  of  PSCs in  Iraq.  Those  orders  and instructions 
include the registration and licensing of weapons and firearms. One such 
instruction,  CPA Memorandum17,  provides binding rules for the use of 
force and a code of conduct that must be followed by all PSCs. CPA Order 
17 further recognizes that the United States shall have the right to exercise 
within Iraq any criminal  and disciplinary jurisdiction conferred by U.S. 
law over persons subject to U.S. military law. 

        Contract Provisions Also Regulate Contractor Behavior

Contracts  specify  the  terms  of  conduct  and  employment  by  which 
contractors must abide. For example, PSC contracts typically provide that 
a  contractor  is  responsible  for  ensuring  that  its  personnel  who  are 
authorized to carry weapons are adequately trained to carry and use them 
safely,  adhere  to  the  rules  on  the  use  of  force,  comply  with  law  and 
agreements,  and  are  not  barred  from  possession  of  a  firearm. 
Inappropriate use of force could subject a contractor, its subcontractors, or 
its employees to prosecution or civil liability under the laws of the United 
States  and  the  host  nation.  A  Defense  Federal  Acquisition  Regulation 
Supplement  clause,  which  is  required  to  be  included  in  contracts  that 
authorize contractor personnel to accompany U.S. Armed Forces outside 
the  United  States  in  contingency  operations,  reminds  such  contractor 
personnel that they must comply with, and ensure that deployed personnel 
are  familiar  with  and  comply  with,  all  applicable  laws,  rules,  and 
regulations,  including  those  of  the  host  country,  all  treaties  and 
international  agreements,  all  U.S.  regulations,  and all  orders,  directives, 
and  instructions  issued  by  the  combatant  commander.36  A  Federal 
Acquisition Regulation clause, which is required to be included in contracts 
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that require contractor personnel to perform outside the United States in a 
designated operational area during contingency operations, creates similar 
requirements for contractor personnel supporting a diplomatic or consular 
mission outside the United States.37 The requirements of these clauses apply 
to subcontractors as well. As discussed earlier in this report, Fragmentary 
Order 07-428 also identifies language that must be incorporated into all 
DOD  contracts  where  arming  of  employees  is  contemplated  in  Iraq, 
including a statement that the contractors and their subcontractors agree 
to  obey all  existing  and  future  laws,  regulations,  orders,  and  directives 
applicable to the use of private security personnel in Iraq.

            Conclusions

Given  the  security  situation  in  Iraq  and  the  shortage  of  available 
military personnel and Department of State diplomatic security personnel 
to provide security,  private security contractors  play an integral  role  in 
providing the security. The September 16, 2007, incident in Nisour Square 
demonstrated the importance of having in place a coordinated system of 
oversight  and  coordination  over  U.S.  government-hired  private  security 
contractors. Since that incident, DOD and the State Department have taken 
steps  to  increase  oversight  and  coordination  over  PSCs,  including 
establishing  the  Armed  Contractor  Oversight  Division  and  Contractor 
Operations Cell systems and increasing the number of personnel devoted to 
PSC oversight  functions in Iraq.  The improvements  DOD and the State 
Department have made may reduce the number of PSC incidents in Iraq. 
However, these enhancements may not eliminate incidents. Moreover, while 
the increase in the number of DOD personnel devoted to PSC oversight in 
Iraq should improve oversight,  more efforts are required to ensure that 
that these personnel are well-trained and qualified, and that positions are 
filled  and  sustained  over  time.  Furthermore,  unless  DOD ensures  that 
military units deploying to Iraq understand both their expanded oversight 
and  coordination  responsibilities  problems  in  managing  and  overseeing 
PSCs may continue. By ensuring that these efforts are sustained, the U.S. 
government  can  strengthen  its  framework  of  PSC  oversight  and 
coordination  in  Iraq  and  can  better  prepare  to  respond  effectively  to 
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incidents and to apply this  framework to future contingency operations, 
should they occur, and overseas diplomatic missions in high threat areas.

                   Recommendations for Executive Action

To ensure that DOD sustains its current efforts to strengthen oversight 
for private security contractors in Iraq, we recommend that the Secretary 
of Defense develop and implement a strategy to fill authorized positions for 
the Joint Contracting Command – Iraq/Afghanistan and DCMA. 

To ensure that units and military commanders deploying to Iraq are 
aware  of  their  new  oversight  and  coordination  responsibilities,  we 
recommend that the Secretary of Defense direct the service Secretaries to 
update the information being provided on PSCs at unit mission-rehearsal 
exercises and predeployment training to include information regarding the 
operations of the Armed Contractor Oversight Division and the Contractor 
Operations Cells along with the role of military units in providing contract 
oversight,  incident  investigation,  and  PSC  coordination  procedures. 
Further,  we  recommend  that  DOD  fully  implement  our  2005 
recommendation  by  including  information  on  PSC  typical  operating 
procedures and the military’s responsibilities to PSCs.
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(Defense Dept., War on Terrorism  & Obligations)

                                              GAO Report

Global War on Terrorism: Reported Obligations for DOD

                GAO-08-853R (June 13, 2008)

                http://www.gao.gov/new.items/d08853r.pdf

Since 2001, Congress has provided the Department of Defense (DOD) 
with  hundreds  of  billions  of  dollars  in  supplemental  and  annual 
appropriations for military operations in support  of  the Global  War on 
Terrorism (GWOT).1  DOD’s reported annual obligations2 for GWOT have 
shown a steady increase from about $0.2 billion in fiscal year 2001 to about 
$139.8  billion  in  fiscal  year  2007.  To  continue  GWOT  operations,  the 
President requested $189.3 billion in appropriations for DOD in fiscal year 
2008. As of May 2008, Congress has provided DOD with about $86.8 billion 
of  this  request,  including  $16.8  billion  for  Mine  Resistant  Ambush 
Protected  vehicles.  Congress  has  not  finalized  action  on  the  remaining 
$102.5 billion. In addition, the President also requested about $66 billion in 
appropriations  for  DOD  in  fiscal  year  2009  for  GWOT,  which  was 
submitted along with DOD’s annual budget request. 

The  United  States’  commitments  to  GWOT  will  likely  involve  the 
continued investment of significant resources, requiring decision makers to 
consider difficult  trade-offs  as the nation faces an increasing long-range 
fiscal challenge. The magnitude of future costs will depend on several direct 
and indirect cost variables and, in some cases, decisions that have not yet 
been made.  DOD’s future  costs  will  likely  be  affected by the  pace  and 
duration  of  operations,  the  types  of  facilities  needed  to  support  troops 
overseas, redeployment plans, and the amount of equipment to be repaired 
or replaced.3 
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DOD  compiles  and  reports  monthly  and  cumulative  incremental 
obligations  incurred to support  GWOT in a monthly  Supplemental  and 
Cost of War Execution Report. DOD leadership uses this report, along with 
other  information,  to  advise  Congress  on  the  costs  of  the  war  and  to 
formulate future GWOT budget requests. DOD reports these obligations 
by appropriation, contingency operation,4  and military service or defense 
agency. The monthly cost reports are typically compiled within the 45 days 
after the end of the reporting month in which the obligations are incurred.5 

DOD has  prepared  monthly  reports  on  the  obligations  incurred for  its 
involvement in GWOT since fiscal year 2001. 

Section 1221 of the National Defense Authorization Act for Fiscal Year 
20066  requires us to submit quarterly updates to Congress on the costs of 
Operation  Iraqi  Freedom  and  Operation  Enduring  Freedom  based  on 
DOD’s monthly  Supplemental  and  Cost  of  War  Execution  Reports.  This 
report, which responds to this requirement, contains our analysis of DOD’s 
reported obligations for military operations in support of GWOT through 
March 2008. Specifically, we assessed (1) DOD’s cumulative appropriations 
and reported obligations for military operations in support of GWOT and 
(2) DOD’s fiscal year 2008 reported obligations through March 2008, the 
latest  data  available  for  GWOT  by  military  service  and  appropriation 
account. 

Over  the  years,  we  have  conducted  a  series  of  reviews  examining 
funding  and  reported  obligations  for  military  operations  in  support  of 
GWOT.  Our  prior  work7  has  found  the  data  in  DOD’s  monthly 
Supplemental  and  Cost  of  War  Execution  Report  to  be  of  questionable 
reliability.  Consequently,  we are  unable  to ensure  that  DOD’s reported 
obligations  for  GWOT  are  complete,  reliable,  and  accurate,  and  they 
therefore  should be considered approximations.  Based on this  work,  we 
have  made  a  number  of  recommendations  to  the  Secretary  of  Defense 
intended to  improve  the  transparency  and  reliability  of  DOD’s  GWOT 
obligations. For example we have recommended that DOD (1) revise the 
cost reporting guidance so that large amounts of reported obligations are 
not shown in “other” miscellaneous categories and (2) take steps to ensure 
that reported GWOT obligations are reliable. In response, DOD is taking 
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steps to improve GWOT cost reporting. For example, DOD has modified its 
guidance to more clearly define some of the cost categories and is taking 
additional steps to strengthen the oversight and program management of 
the cost reporting. 

Specifically, DOD has taken steps to improve transparency by requiring 
components  to analyze  variances  in reported obligations and to disclose 
reasons  for  significant  changes,  and  to  affirm  that  monthly  reported 
GWOT  obligations  provide  a  fair  representation  of  ongoing  activities. 
Furthermore, in February 2007 DOD established a Senior Steering Group 
including representatives from DOD, the Defense Finance and Accounting 
Service (DFAS), and the military services in an effort to standardize and 
improve the GWOT cost-reporting process and to increase management 
attention to the process. DOD established a GWOT Cost-of-War Project 
Management Office to monitor work performed by auditing agencies and 
to  report  possible  solutions  and  improvements  to  the  Senior  Steering 
Group.  DOD  has  started  several  initiatives  to  improve  credibility, 
transparency, and timeliness. One of the initiatives is a quarterly validation 
of GWOT obligation transactions at each of the DOD components with the 
goal of having a sampling of all types of costs validated by the end of the 
fiscal year. Until all DOD efforts are more fully implemented, it is too soon 
to know the extent to which these changes will improve the reliability of 
DOD’s cost reporting. 

While  establishing  sound  cost  reporting procedures  and oversight  is 
clearly important, the reliability of the cost-of-war reports also depends on 
the  quality  of  DOD’s  accounting  data.  Factors  contributing  to  DOD’s 
challenges in reporting reliable cost data include long-standing deficiencies 
in  DOD’s  financial  management  systems.  We are  aware  that  DOD has 
efforts under way to improve these systems as well. 

We  have  also  made  recommendations  to  improve  transparency  and 
fiscal responsibility related to funding the war on terrorism, and to permit 
Congress and the administration to establish priorities and make trade-offs 
among those priorities in defense funding. Specifically,  we recommended 

806 | Page



Sourcebook of Cases, Laws, Treaties & Documents

that  DOD (1)  issue  guidance  defining  what  constitutes  the  “longer  war 
against terror,” identify what costs are related to that longer war, and build 
these costs into the base defense budget; (2) identify incremental costs of 
the ongoing GWOT operations that can be moved into the base budget; and 
(3) in consultation with the Office of Management and Budget,  consider 
limiting emergency funding requests to truly unforeseen or sudden events.8 

We  will  continue  to  review  DOD’s  efforts  to  implement  these 
recommendations as part of our follow-up work on GWOT. 

Scope and Methodology 

To conduct our work, we analyzed applicable annual and supplemental 
appropriations from fiscal year 2001 through fiscal year 2007 and for fiscal 
year  2008  through  December  2007,  the  latest  GWOT  appropriations 
provided. We also analyzed DOD’s monthly Supplemental and Cost of War  
Execution  Reports  from September 2001 through March 2008, the latest 
data available. Specifically,  we identified appropriated amounts intended 
for GWOT and reported GWOT obligations for each operation, military 
service, and appropriation account. 

We  are  continuing  to  review  DOD’s  fiscal  year  2008  funding  and 
reported obligations, including the reliability of the reported obligations. 
We are also reviewing the processes, including models and other tools, used 
to estimate GWOT funding requirements. We plan to report on this work 
later this year. 

We conducted this performance audit from May 2008 to June 2008 in 
accordance with generally accepted government auditing standards. Those 
standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis  for our findings and 
conclusions  based on our audit  objectives.  We believe  that  the  evidence 
obtained provides a reasonable basis for our findings and conclusions based 
on our audit objectives. 
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         Summary

From fiscal year 2001 through fiscal year 2007, and for the first quarter 
of fiscal year 2008 through December 2007, Congress has provided DOD 
with a total of about $635.9 billion for its efforts in support of GWOT.9 

DOD has reported obligations of about $562 billion for military operations 
in support of the war from fiscal year 2001 through fiscal year 2007 and for 
the  second  quarter  of  fiscal  year  2008  through March 2008.  The  $73.9 
billion  difference10  between DOD’s  GWOT appropriations  and reported 
obligations  can  generally  be  attributed  to  certain  fiscal  year  2008 
appropriations  and  multiyear  funding  for  procurement;  military 
construction;  and  research,  development,  test,  and  evaluation  from 
previous GWOT-related appropriations11 that have yet to be obligated and 
obligations  for  classified and other activities,  which are  not  reported in 
DOD’s cost-of-war reports. As part of our ongoing work, we are reviewing 
DOD’s rationale for reporting its GWOT related obligations. 

Figure  1  shows  the  increase  in  DOD’s  cumulative  reported  GWOT 
obligations and cumulative GWOT appropriations from fiscal year 2001 
through fiscal year 2007 and through the second quarter of fiscal year 2008 
(October through March 2008).

Figure  1:  DOD’s  Cumulative  Reported  GWOT  Obligations  and  
Cumulative GWOT Appropriations for Fiscal Years 2001 through 2007 and 
through the Second Quarter of Fiscal Year 2008 (October through March  
2008)
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Of DOD’s total  cumulative  reported obligations  for GWOT through 
March 2008 (about $562 billion), about $435.1 billion is for operations in 
and around Iraq as  part  of  Operation  Iraqi  Freedom,  and about  $98.9 
billion is for operations in Afghanistan, the Horn of Africa, the Philippines, 
and elsewhere  as  part  of  Operation  Enduring  Freedom.  The  remaining 
about $28 billion is for operations in defense of the homeland as part of 
Operation Noble Eagle. 

As  figure  2  shows,  DOD’s  reported  obligations  for  Operation  Iraqi 
Freedom  have  consistently  increased  each  fiscal  year  since  operations 
began. The increases in reported obligations for Operation Iraqi Freedom 
are in part due to continued costs for military personnel, such as military 
pay and allowances for mobilized reservists, and for rising operation and 
maintenance expenses, such as higher contract costs for housing, food, and 
services and higher fuel costs. In addition, the need to repair and replace 
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equipment because of the harsh combat and environmental conditions in 
theater and the ongoing costs associated with the surge strategy announced 
in January 2007, which provided for the deployment of additional troops, 
have  further  increased  obligations  for  Operation  Iraqi  Freedom.  In 
contrast,  DOD’s  reported  obligations  for  Operation  Noble  Eagle  have 
consistently  decreased  since  fiscal  year  2003,  largely  because  of  the 
completion of repairs to the Pentagon and upgrades in security at military 
installations that were onetime costs, as well as a reduction in combat air 
patrols  and  in  the  number  of  reserve  personnel  guarding  government 
installations. Reported obligations for Operation Enduring Freedom have 
ranged from $10.3 billion to $20.1 billion each fiscal year since 2003. Recent 
increases in reported obligations for Operation Enduring Freedom are in 
part caused by higher troop levels in Afghanistan, the costs associated with 
training  Afghan  security  forces,  and  the  need  to  repair  and  replace 
equipment after several years of ongoing operations.

Figure 2: DOD’s Reported GWOT Obligations for Fiscal Years 2001 through 2007 by Operation
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In  fiscal  year  2008,  through  March  2008,  DOD’s  total  reported 
obligations  of  about  $69.8 billion  are  about  half  of  the  total  amount  of 
obligations it reported for all of fiscal year 2007. Reported obligations for 
Operation Iraqi  Freedom continue to account  for the largest  portion of 
total  reported  GWOT  obligations  by  operation—about  $57  billion.  In 
contrast,  reported  obligations  associated  with  Operation  Enduring 
Freedom total about $12.7 billion, and reported obligations associated with 
Operation Noble Eagle total about $89.3 million. 

The Army accounts for the largest portion of reported obligations for 
fiscal  year  2008  through  March  2008—about  $51.7  billion,  eight  times 
higher  than  the  almost  $6.3  billion  in  obligations  reported  for  the  Air 
Force, the military service with the next greatest reported amount. Among 
appropriation accounts, operation and maintenance, which includes items 
such as support for housing, food, and services; the repair of equipment; 
and transportation to move people, supplies, and equipment, accounts for 
the largest reported obligations—about $38.4 billion. Reported obligations 
for procurement account for about 21 percent of reported obligations or 
about $14.5 billion. Of the $43.6 billion provided to DOD for procurement 
in fiscal year 2007, approximately 22 percent, or $9.4 billion, has yet to be 
obligated and remains available in fiscal year 2008.12 Figure 3 shows DOD’s 
reported  obligations  for  fiscal  year  2008  through  March 2008  by DOD 
component and appropriation account.
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(Defense contracting and legislation)

GAO Report

Defense Acquisitions: Fundamental Changes in the Acquisition 
Environment

GAO-08-782T (June 3, 2008)

    http://www.gao.gov/new.items/d08782t.pdf

     Summary

Since  fiscal  year  2000,  DOD  significantly  increased  the  number  of 
major  defense  acquisition  programs and its  overall  investment in them. 
During this  same time period,  acquisition outcomes have not  improved. 
Based  on  our  analysis,  total  acquisition  costs  for  the  fiscal  year  2007 
portfolio of major defense acquisition programs increased 26 percent and 
development costs increased by 40 percent from first estimates—both of 
which are higher than the corresponding increases in DOD’s fiscal  year 
2000 portfolio.  In most cases, the programs we assessed failed to deliver 
capabilities when promised—often forcing warfighters to spend additional 
funds  on  maintaining  legacy  systems.  Our  analysis  shows  that  current 
programs  are  experiencing,  on  average,  a  21-month  delay  in  delivering 
initial  capabilities to the warfighter,  a 5-month increase over fiscal  year 
2000 programs. 

Several underlying systemic problems at the strategic level and at the 
program  level  continue  to  contribute  to  poor  weapon  system program 
outcomes. At the strategic level, DOD does not prioritize weapon system 
investments and the department’s processes for matching warfighter needs 
with resources are fragmented and broken. Furthermore, the requirements 
and acquisition processes are not agile enough to support programs that 
can  meet  current  operational  requirements.  At  the  program  level, 
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programs are started without knowing what resources will truly be needed 
and  are  managed  with  lower  levels  of  product  knowledge  at  critical 
junctures than expected under best practices standards. In the absence of 
such  knowledge,  managers  rely  heavily  on  assumptions  about  system 
requirements, technology, and design maturity, which are consistently too 
optimistic.  This  exposes  programs  to  significant  and  unnecessary 
technology,  design,  and  production  risks,  and  ultimately  damaging  cost 
growth and schedule delays. DOD officials are rarely held accountable for 
these poor outcomes and the acquisition environment does not provide the 
appropriate  incentives  for  contractors  to  stay  within  cost  and  schedule 
targets, making them a strong enabler of the status quo. 

Recent  congressionally  mandated  changes  to  the  DOD  acquisition 
system,  as  well  as  initiatives  being pursued by the  department,  include 
elements that  could improve DOD’s overall  investment strategy and the 
soundness of the programs it allows to move forward. However, it is still too 
early  to  determine  the  impact  those  changes  have  had  on  programs. 
Recognizing  the  need  for  more  discipline  and  accountability  in  the 
acquisition  process,  Congress  enacted  legislation  that  requires  decision-
makers to certify that programs meet specific criteria at key decision points 
early in the acquisition process, and are measured against their original 
baseline  estimates  for  the  purpose  of  assessing  and  reporting  unit  cost 
growth.

Recent  legislation  also  requires  DOD to  report  on  its  strategies  for 
balancing the allocation of funds and other resources among major defense 
acquisition programs and to identify strategies for enhancing the role of 
program managers in carrying out acquisition programs. DOD has begun 
several policy initiatives including a new concept decision review initiative, 
acquisition approaches with shorter and more certain delivery time frames, 
a  requirement  for  more  prototyping  early  in  programs,  and  the 
establishment of review boards to monitor weapon system configuration 
changes,  which are designed to enable  key department  leaders to make 
informed decisions before a program starts and maintain discipline once it 
begins. 
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While legislation and policy revisions can help guide change, DOD must 
begin making better choices that reflect joint capability needs and match 
requirements with resources or the department will continue to experience 
poor acquisition outcomes. DOD and the military services cannot continue 
to view success through the prism of securing the funding needed to start 
and  sustain  new  programs.  Sound  programs  should  be  the  natural 
outgrowth  of  a  disciplined  knowledge-based  process.  DOD’s  policy 
emphasizes the importance of a knowledge-based approach,  but practice 
does not always follow policy. The transitory nature of leadership and the 
stovepiped process further undermines successful reform. Meaningful and 
lasting reform will not be achieved until the right incentives are established 
and accountability is bolstered at all levels of the acquisition process—both 
within the department and in the defense industry. Finally, unless all of the 
players involved with acquisitions—the Congress, DOD, and perhaps most 
importantly,  the military services—have unified goals,  outcomes are not 
likely to improve.

Key Acquisition Processes Are Fragmented and Result in Unsound  
Programs

            DOD largely continues to define war fighting needs and make 
investment  decisions  on  a  service-by-service  basis,  and  assess  these 
requirements  and  their  funding  implications  under  separate  decision-
making  processes.  While  DOD’s  requirements  process  provides  a 
framework  for  reviewing  and  validating  needs,  it  does  not  adequately 
prioritize those needs and is not agile enough to meet changing warfighter 
demands.  A  senior  Army  acquisition  official  recently  testified  before 
Congress that  because  the  process  can take more than a year,  it  is  not 
suitable  for  meeting urgent  needs  related  to  ongoing  operations;  and a 
recent study by the Center for Strategic and International Studies indicates 
that the process is unwieldy and officials are now trying to find ways to 
work around it.  Ultimately,  the process produces more demand for new 
programs than available resources can support. This imbalance promotes 
an unhealthy competition for funds that encourages programs to pursue 
overly ambitious capabilities, develop unrealistically low cost estimates and 
optimistic schedules, and to suppress bad news. Similarly, DOD’s funding 
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process does not produce an accurate picture of the department’s future 
resource  needs for individual  programs—in large  part  because it  allows 
programs  to  go  forward  with  unreliable  cost  estimates  and  lengthy 
development  cycles—not  a  sound  basis  for  allocating  resources  and 
ensuring  program stability.  Invariably,  DOD and  the  Congress  end up 
continually  shifting  funds  to  and  from  programs—undermining  well-
performing programs to pay for poorly performing ones.

Accountability Suffers When Program Managers Lack the Authority to  
Shape Programs

When  DOD consistently  allows  unsound,  unexecutable  programs  to 
pass  through  the  requirements,  funding,  and  acquisition  processes, 
accountability suffers. Program managers cannot be held accountable when 
the programs they are handed already have a low probability of success. In 
addition,  program managers  are  not  empowered  to  make  go  or  no-go 
decisions, have little control over funding, cannot veto new requirements, 
and have little authority over staffing. At the same time, program managers 
frequently change during a program’s development. Our analysis indicates 
that the average tenure for managers on 39 major acquisition programs 
started since March 2001 was about 17 months—less than half the length of 
the average system development cycle time of 37 months.  Such frequent 
turnover makes it difficult to hold program managers accountable for the 
business cases that they are entrusted to manage and deliver. 

The  government’s  control  over  and  accountability  for  decisions  is 
complicated  by  DOD’s  growing  reliance  on  technical,  business,  and 
procurement expertise supplied by contractors. This reliance can reach a 
point where the foundation on which decisions are based may be largely 
crafted by individuals who are not employed by the government, who are 
not bound by the same rules governing their conduct,  and who are not 
required to disclose whether they have financial or other personal interests 
that conflict with the responsibilities they have performing contract tasks 
for  DOD.  Further,  in  systems  development,  DOD  typically  uses  cost-
reimbursement  contracts,  in  which  DOD generally  pays  the  allowable 
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costs incurred for the contractor’s best efforts, to the extent provided by 
the contract. This may contribute to an acquisition environment that is not 
conducive for incentivizing contractors to follow best practices and keep 
cost and schedule in check.

Legislation Could Have a Positive Impact on Acquisition Outcomes

Over the past 3 years, Congress has enacted legislation that requires 
DOD to take certain actions which, if followed, could instill more discipline 
into the front-end of the acquisition process when key knowledge is gained 
and ultimately improve acquisition outcomes. For example, 2006 and 2008 
legislation  require  decision-makers  to  certify  that  specific  levels  of 
knowledge  have  been demonstrated  at  key  decision  points  early  in  the 
acquisition process before programs can enter the technology development 
phase or the system development phase. The 2006 legislation also requires 
programs to use their original baseline estimates—and not only their most 
recent  estimates—when  reporting  unit  cost  threshold  breaches.  It  also 
requires an additional assessment of the program if certain thresholds are 
reached. 

Recent DOD Actions Provide Opportunities for Improvement

            DOD has initiated actions aimed at improving investment 
decisions  and  weapon  system  acquisition  outcomes,  based  in  part  on 
congressional direction and GAO recommendations. Each of the initiatives 
is designed to enable more informed decisions by key department leaders 
well  ahead  of  a  program’s  start,  decisions  that  provide  a  closer  match 
between each program’s requirements and the department’s resources. For 
example: 

•  DOD is  experimenting  with  a  new concept  decision  review,  different 
acquisition approaches according to expected fielding times, and panels 
to  review  weapon  system configuration  changes  that  could  adversely 
affect program cost and schedule. 
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•  DOD  is  also  testing  portfolio  management  approaches  in  selected 
capability areas to facilitate more strategic choices about how to allocate 
resources across programs and also testing the use of capital budgeting as 
a potential means to stabilize program funding. 

•  In September 2007,  the  Office  of  the  Under Secretary  of  Defense  for 
Acquisition, Technology and Logistics issued a policy memorandum to 
ensure  weapons  acquisition  programs  were  able  to  demonstrate  key 
knowledge elements that could inform future development and budget 
decisions. This policy directed pending and future programs to include 
acquisition strategies and funding that provide for contractors to develop 
technically  mature  prototypes  prior  to  initiating  system development, 
with  the  hope  of  reducing  technical  risk,  validating  designs  and  cost 
estimates,  evaluating  manufacturing  processes,  and  refining 
requirements. 

•  DOD  also  plans  to  implement  new  practices  that  reflect  past  GAO 
recommendations  intended  to  provide  program  managers  more 
incentives, support, and stability. The department acknowledges that any 
actions taken to improve accountability must be based on a foundation 
whereby program managers can launch and manage programs toward 
greater performance, rather than focusing on maintaining support and 
funding for individual programs. DOD acquisition leaders have told us 
that any improvements to program managers’ performance hinge on the 
success of these departmental initiatives. 

• In addition, DOD has taken actions to strengthen the link between award 
and  incentive  fees  with  desired  program  outcomes,  which  has  the 
potential to increase the accountability of DOD programs for fees paid 
and of contractors for results achieved. 

            If  adopted and implemented properly these actions could 
provide  a  foundation  for  establishing  sound,  knowledge-based  business 
cases  for  individual  acquisition  programs,  and  the  means  for  executing 
those programs within established cost, schedule, and performance goals. 
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Concluding Observations on Achieving Successful and Lasting Reform

            DOD understands what it needs to do at the strategic and at the 
program level to improve acquisition outcomes. The strategic vision of the 
current  Under  Secretary  of  Defense  for  Acquisition,  Technology  and 
Logistics acknowledges the need to create a high-performing, boundary-less 
organization—one that seeks out new ideas and new ways of doing business 
and is prepared to question requirements and traditional processes. Past 
efforts have had similar goals,  yet we continue to find all  too often that 
DOD’s investment decisions are service- and program-centric and that the 
military  services  overpromise  capabilities  and  underestimate  costs  to 
capture the funding needed to start and sustain development programs. 

            More legislation can be enacted and policies can be written, but 
until DOD begins making better choices that reflect joint capability needs 
and matches requirements with resources, the acquisition environment will 
continue  to  produce  poor  outcomes.  It  should  not  be  necessary to take 
extraordinary  steps  to  ensure  needed  capabilities  are  delivered  to  the 
warfighter on time and within costs. Executable programs should be the 
natural outgrowth of a disciplined, knowledge-based process. While DOD’s 
current  policy  supports  a  knowledge-based,  evolutionary  approach  to 
acquiring new weapons, in practice decisions made on individual programs 
often sacrifice knowledge and realism in favor of revolutionary solutions. 
Meaningful and lasting reform will not be achieved until DOD changes the 
acquisition environment and the incentives that drive the behavior of DOD 
decision-makers, the military services, program managers, and the defense 
industry.  Finally,  no  real  reform  can  be  achieved  without  a  true 
partnership among all these players and the Congress. 

Legislation Major Components Section 817 
National Defense Authorization Act for Fiscal 
Year 2008 
Pub. L. No. 110-181 

Investment Strategy for Major Defense 
Acquisition Programs 
Required the Secretary of Defense to 
submit to the congressional defense 
committees a report on DOD’s strategies 
for balancing the allocation of funds and 
other resources among major defense 
acquisition programs. The report was to 
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address topics such as DOD’s ability to: 
• establish priorities among needed 
capabilities and assess resources needed 
to achieve such capabilities and 
• balance costs, schedule and 
requirements of major defense programs 
to ensure the most efficient use of 
resources. 
The report also was to address the role of 
a Tri-Chair Committee comprised of the 
Under Secretary of Defense for 
Acquisition, Technology, and Logistics; 
the Vice Chairman of the Joint Chiefs of 
Staff; and the director of Program 
Analysis and Evaluation, among others; 
in the resource allocation process. 

Section 943 
National Defense Authorization Act for Fiscal 
Year 2008 
Pub. L. No. 110-181 

10 U.S.C. § 2366b Milestone A 
Certification 
Before a major defense program can 
receive approval to begin technology 
development, the MDA must, after 
consulting with the Joint Requirements 
Oversight Council (JROC) on matters 
related to program requirements and 
military needs, certify that, for example: 
• the system fulfills an approved initial 
capabilities document; 
• the system is necessary and appropriate 
if it duplicates a capability already 
provided by an existing system; and 

(Trade and national security)

          

THE PRESIDENT’S 2008 TRADE POLICY AGENDA
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Legacy of Leadership, Economic Opportunity and Freedom

     (March 1, 2008)

http://www.ustr.gov/assets/Document_Library/Reports_Publications/2008/2008_Trade_Policy_Agenda/asset_upl
oad_file490_14556.pdf

     The 2008 Trade Policy Agenda and 2007 Annual Report is the final 
such report of the Administration of President George W. Bush. In this 
year’s  edition,  we look back on seven active  years  in which the  United 
States  provided  strong  global  leadership  in  international  trade  and 
investment  and  created  new  opportunities  for  U.S.  farmers,  ranchers, 
manufacturers,  service  provides,  workers,  and  consumers;  a  seven-year 
period during which U.S. exports to the world increased 50 percent, and 
concluded in 2007 with exports attaining their highest share of GDP in U.S. 
history,  at  nearly  12 percent.  We also look ahead to the many market-
opening,  pro-growth  trade  and  investment  policy  opportunities  on  the 
horizon in the coming year and beyond. 

In  the  years  preceding  the  Bush  Administration,  public  support  for 
trade had eroded due in part to domestic partisanship and general unease – 
not only in the United States but also in other countries – about the pace 
and nature of  globalization.  In addition,  the multilateral  trading system 
struggled  to  regain  its  footing  following  the  tumultuous  World  Trade 
Organization (WTO) Ministerial meeting that took place in Seattle in 1999. 

Despite  rising  protectionist  sentiments  during  the  1990s,  Republican 
and  Democratic  administrations  successfully  negotiated  –  and  Congress 
ultimately approved – two significant trade pacts, the North American Free 
Trade Agreement and the Uruguay Round Agreement (which created the 
WTO). In the seven years following the approval of the Uruguay Round, 
however,  there  was  only  limited  activity  on  either  the  bilateral  or 
multilateral  trade  fronts.  This  was  due  in  part  to  Congress’  failure  to 
extend fast-track negotiating authority, which had previously ensured that 
trade agreements could be submitted to a straight up-or-down vote. By the 
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beginning of 2001, the United States had implemented only three free trade 
agreements  (FTAs),  the  last  of  which  entered  into  force  in  1994. 
Throughout the 1990s, other countries continued to negotiate preferential 
bilateral and regional trade agreements while the United States remained 
on the sidelines – at a potential cost to long-term U.S. economic strength 
and security. 

President Bush took office with a vision that knocking down barriers to 
trade  could  help  alleviate  poverty,  generate  prosperity,  and  promote 
economic and political freedom around the world. The Administration has 
acted on the President’s vision. 

The terrorist attacks on September 11, 2001 dealt a severe blow to the 
world’s economic health. In an effort to help revitalize the global economy 
and  defy  those  who  advocate  political  repression  and  economic 
isolationism, the United States and other WTO Members joined together to 
launch the first round of multilateral trade liberalization talks under the 
auspices  of  the  WTO.  Throughout  the  Doha  Development  Agenda 
negotiations,  the  United  States  has  led  efforts  to  achieve  an  ambitious, 
comprehensive, and balanced agreement that will foster continued global 
economic  growth  and  development  and  lift  millions  of  people  out  of 
poverty. 

The President also committed early in his Administration to work with 
Congress to reinvigorate U.S. engagement in the broader trade arena. In 
2002,  working  with  Congress,  the  Bush  Administration  secured  Trade 
Promotion Authority (TPA), which reinstated the ability of the President to 
submit trade agreements for a straight up-or-down vote. President Bush 
quickly put TPA to work for the American people and embarked on an 
aggressive  agenda  to  negotiate  gold  standard  trade  agreements  at  the 
multilateral, regional, and bilateral levels, as well as to focus and expand 
U.S. trade enforcement activities to ensure that our trading partners lived 
up to their commitments. 
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Today, the United States is party to FTAs with 20 countries in every 
corner of the world (14 in force, 3 approved by Congress but not yet in 
force,  and  3  concluded  but  not  yet  approved  by  Congress).  These 
agreements  bring real  benefits  to American workers,  farmers,  ranchers, 
manufacturers, and service providers. U.S. exports to the 11 trade partners 
with which the U.S. implemented FTAs between 2001 and 2007 grew over 
70 percent faster on average than did U.S. exports to the rest of the world. 
Moreover,  although  our  FTA-partner  countries  accounted  for  only  7 
percent of the global economy in 2007 (excluding the United States), they 
were the destination for 41 percent of total U.S. exports. Increased imports 
from  these  countries  have  provided  consumers  with  more  choices  and 
better prices while  providing U.S.  companies with high-quality,  low-cost 
inputs  to  increase  their  production,  productivity,  and  competitiveness. 
These  agreements  have  also  reinforced  the  U.S.  commitment  to  critical 
allies and regions of particular geo-strategic importance in the Americas, 
Middle East, and Asia-Pacific region. 

The Bush Administration has complemented its ambitious bilateral and 
multilateral  agendas  with  a  rigorous  enforcement  program designed  to 
ensure  U.S.  trade  partners  comply  with  their  various  trade  agreement 
commitments. Since the Administration took office in 2001, 25 WTO cases 
brought  by  the  United  States  have  been  concluded,  a  number  that  is 
comparable to other major users of the system following the initial rush of 
pent up cases launched upon establishment of the WTO. The United States 
has  won  or  settled  favorably  24  of  those  cases.  In  addition,  several 
important WTO dispute settlement proceedings are ongoing, involving the 
commitments  of  major  trading  partners  such  as  China,  India,  and  the 
European  Union.  While  the  Bush  Administration  prefers  to  resolve 
disputes  by  engaging  trade  partners  in  robust  dialogue,  USTR  has 
demonstrated  its  willingness  to  use  all  enforcement  tools  at  its  disposal 
when dialogue fails to yield sufficient results. 

Working with Congress 
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In 2007, the President reached out to the new Democratic Congressional 
Leadership in an effort to rebuild America’s bipartisan consensus on trade 
policy and to continue delivering important trade policy objectives for the 
American people.  Only through a unified bipartisan pro-trade approach 
can we expect to take on the economic populism and protectionist rhetoric 
that threatens our economic health and global leadership. 

The Administration worked with congressional leaders to achieve the 
Bipartisan  Agreement  on  Trade  Policy of  May  10,  2007.  The  strong 
bipartisan votes in the House and Senate in support  of  the Peru Trade 
Promotion Agreement in late 2007 marked the first step in realizing the 
promise of the May 10th agreement. The Administration will continue to 
work with Congress to secure prompt consideration of the agreements with 
Colombia, Panama, and Korea in 2008. Each of the three pending FTAs 
deserves a vote, and the process should commence without further delay 
with consideration of the Colombia FTA. Failure by Congress to approve 
these agreements will not create a single job in the United States, will not 
promote enhanced labor protections anywhere,  and will  not  prevent the 
extinction  of  one  endangered  species.  Furthermore,  rejection  of  these 
agreements would discredit and undermine staunch allies in Latin America 
and Asia, two regions of vital national security and economic interest to the 
United States.  In 2008,  Congress has  an historic  chance  to build on the 
bipartisanship that led to overwhelming approval of the FTA with Peru by 
providing strong votes in support of the FTAs with Colombia, Panama, and 
Korea. The Bush Administration urges congressional leaders to commence 
this process in earnest by undertaking consideration of the Colombia FTA 
as expeditiously as possible.

Avoiding Economic Isolationism and Fear in the Years Ahead 

Despite a reinvigorated trade agenda, a strong record on enforcement, 
and significant  progress in restoring bipartisan support for trade, rising 
sentiments of protectionism and economic isolationism within the United 
States threaten the economic well-being both of our country and the rest of 
the world.  The Administration is committed to responding vigorously to 
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these sentiments by working with Congress to advance a pro-trade agenda 
that  promotes  economic  prosperity  and  by  addressing  the  changes  and 
disruptions that can follow from increased globalization. 

The benefits  of  free and fair  trade and of  a robust  trade policy  are 
shared by the millions of American workers and farmers whose jobs are 
supported by trade, as well as among the millions of American households 
reaping  the  benefits  of  an  increasingly  open  and  transparent  global 
economy.  Since  completion  of  the  Uruguay  Round  and  NAFTA 
implementation in 1994, U.S. private sector employment has increased over 
21 percent, accounting for more than 20 million net new jobs. The annual 
rate of unemployment in the United States dropped from 6.1 percent in 
1994 to 4.6 percent in 2007. Productivity (real output per hour worked) for 
U.S. business sector workers increased at a healthy average annual rate of 
2.4 percent during those 13 years and real compensation per hour grew by 
nearly 24 percent. 

During this same period, U.S. manufacturing output grew 47 percent 
and our exports of manufactured goods increased over 100 percent. As a 
reflection of U.S. economic success, data from the World Bank show that 
per capita real income in the United States in 2005 exceeded that in other 
high income countries by nearly 47 percent. Such high income countries 
account for just over 15 percent of the world’s population. In addition, the 
American consumer has benefited immeasurably from access to a wider 
assortment  of  high  quality  goods  attainable  at  prices  that  are  more 
competitive than ever. 

Despite  this  record  of  sustained  economic  progress  and  prosperity, 
critics continue to promote the myth that trade is the root of all economic 
ills. Close scrutiny of the facts, however, does not support their assertions. 
A recent study conducted by the President’s Council of Economic Advisers 
revealed  that  no  more  than  3  percent  of  all  job  disruptions  can  be 
attributed to trade. The study pointed to other factors such as productivity 
increases, new technologies and innovation,  and domestic competition as 
accounting  for  the  remaining  97  percent  of  job  displacement.  As 
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international trade is the cause of only a fraction of the jobs lost in this 
country,  protectionist  or  isolationist  approaches  cannot  address  these 
disruptions  nor  create  the  new better  jobs  of  the  future.  Moreover,  to 
attempt  to  wall  off  the  United  States  from  foreign  competition  and 
“protect” U.S. workers would only serve to cripple the U.S. economy and 
potentially induce a global trade war and world economic slowdown. 

Legitimate  concerns  many  Americans  have  about  their  economic 
security are,  in fact,  rarely related to trade,  and we therefore must  not 
embrace  policy  prescriptions  that  would  injure  the  vast  majority  of 
workers who benefit from trade. To the extent that trade does contribute to 
economic  insecurity,  protectionist  proposals  to  address  these  insecurities 
made to date do not solve the problems and, likely would exacerbate them. 

Nevertheless,  we  can  and  should  address  the  disruptions  directly 
attributable  to  trade  policy.  Together  with  Congress,  the  President  has 
pledged  to  work  to  improve  the  Trade  Adjustment  Assistance  (TAA) 
program and help trade-affected workers and farmers access the training 
and  reemployment  services  they  need  to  return  to  work  quickly.  TAA 
reform  would  complement  the  President’s  ambitious  American 
Competitiveness Initiative, which is designed to ensure U.S. competitiveness 
in  innovation  through  investment  that  strengthens  education  and 
encourages  entrepreneurship,  and  research  and  development.  The 
continued  economic  strength  of  the  United  States  is  dependent  on  the 
continued  competitiveness  of  its  workers,  farmers,  and  businesses.  The 
Administration  and  Congress  must  work  together  to  ensure  that  all 
Americans  have  the  training  and  opportunity  to  compete  in  the  global 
marketplace.

Many critics have also pointed to the trade deficit as a sign of economic 
weakness. The question to ask is how much of the trade deficit is a result of 
trade policy itself and what, if anything, does the deficit’s size tell us about 
the global economy? There are many causes of the U.S. trade imbalance – 
from fuel prices, to currency exchange rates, to disparate savings rates with 
our trading partners, to strong growth in the United States and relatively 
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sluggish growth among some of our trading partners who would be natural 
consumers of  U.S.  products  and services.  As some U.S trading partners 
have enjoyed stronger growth in the last two years, their growth has helped 
generate a rapid expansion of U.S. exports that has contributed to a steady 
decline in the trade imbalance. In 2007, U.S exports grew more than twice 
as fast as imports (over 12 percent versus less than 6 percent) and the trade 
deficit dropped by over 6 percent. As a share of GDP, the deficit dropped 
from 5.7 percent in 2006 to 5.1 percent in 2007. Gradual reduction of the 
U.S.  trade and current  account  deficits  through export  expansion is  the 
path most consistent with sustained long-term growth of the U.S. economy 
and personal incomes. 

The Bush Administration  is  convinced  that,  in  the  years  ahead,  the 
United States must  continue to boldly lead international  efforts  to open 
markets and increase economic integration – and continue the economic 
policies  of  the  last  six  decades  which  have  produced  the  most  diverse, 
innovative,  productive,  open  and  prosperous  economy  in  history.  The 
pursuit  of  these  policies  –  embraced  by  Republican  and  Democratic 
Administrations and Congresses alike – has created a strong foundation on 
which  to  build  prosperity  and  freedom  for  future  generations.  With 
improved growth performance in the global economy, the future expansion 
and  prosperity  of  our  manufacturers,  service  providers,  workers  and 
farmers will be strongly influenced by the degree to which they have access 
to 95 percent of the world’s consumers who reside outside our borders. 

Globalization and the increasing interdependency of global markets are 
irreversible forces that will march on with or without us. USTR estimates 
that 300 regional trade agreements are currently in force worldwide, with 
more than 100 having been implemented since 2002. In the Asia Pacific 
region alone, the number of free trade agreements has more than doubled 
in this same period – from 23 in 2002 to 51 in 2007. 

While  many  of  these  agreements  do  not  constitute  high  standard, 
comprehensive  agreements  of  the  type  that  the  United  States  has 
negotiated, they unquestionably afford preferential trading positions to the 
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companies and workers of the countries involved. As a result, they threaten 
to place U.S. stakeholders at a relative disadvantage in accessing many of 
the  world’s  most  dynamic  markets.  That  is  why  the  Administration  is 
committed to pursuing agreements that provide enhanced market access 
and  strong  investment  protections  to  the  thousands  of  U.S.  companies, 
investors, workers, service providers and farmers whose ongoing success 
hinges on the ability to effectively compete in an increasingly integrated 
global  economy.  Whether  negotiating  gold  standard  FTAs,  Bilateral 
Investment Treaties, an ambitious conclusion to the WTO Doha Round, or 
intellectual  property  protection  through  initiatives  such  as  the  Anti-
Counterfeiting  Trade  Agreement,  the  Bush  Administration  remains 
committed to liberalizing global trade and investment flows that hold the 
promise  of  improving  standards  of  living  both  here  at  home  and 
throughout the global economy. 

As we confront an economic slowdown brought about by challenges in 
the  housing  and  credit  markets,  traditional  drivers  of  growth  such  as 
consumption  and  investment  are  being  adversely  affected.  In  this 
environment,  strong  export  growth  is  playing  an  important  role  in 
supporting the U.S. economy. In 2007, U.S. exports of goods and services 
accounted for 42 percent of overall U.S. GDP growth. Real exports have 
increased by 17 percent in the past two years, reaching an all-time high of 
nearly  12  percent  of  U.S.  GDP.  Figures  such  as  these  provide  ample 
evidence that, if we are to be successful in ensuring economic growth for 
the long-term, an open trade policy that supports faster growing exports 
will play a prominent role.

Going forward, numerous challenges will confront U.S. policymakers in 
the  international  trade  arena.  As  tariffs  are  reduced,  more  complex 
barriers arise that can interfere with the free and fair movement of goods 
and services. As the U.S. economy’s labor force shifts toward knowledge-
intensive services industries, the bilateral, regional, and multilateral rules 
of services trade become even more important. As new technologies and 
innovations rapidly generate new products and services which could not 
have even been imagined a few decades ago, trade policy must adapt and 
evolve  to  changing  circumstances  to  ensure  that  trade  liberalization 
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continues unabated. Moreover, as technology and innovation generate new 
sources  of  energy and engineered commodities that  hold the promise  of 
addressing vexing issues such as global energy demand, climate change and 
hunger, trade policymakers must develop and employ the tools to ensure 
the  dissemination  of  these  critical  technologies  and  services.  Ultimately, 
policymakers will  be tasked with demonstrating that legitimate concerns 
involving  health,  product  safety  and national  security  can and must  be 
addressed in the context of free and open markets that expand economic 
growth and alleviate global poverty. Over the last seven years, the United 
States has set the stage for continued negotiations and development of trade 
policies that not only adapt to but also expand the benefits that technology 
and innovation offer. 

The Bush Administration’s ambitious trade-liberalizing agenda of the 
last  seven  years  reinvigorated  U.S.  trade  policy  and  expanded  U.S. 
leadership  across  the  globe  both  to  open  markets  and  to  ensure  trade 
partners  complied  with  their  commitments.  Other  elements  of  the 
Administration’s  pro-trade  agenda,  such  as  trade  capacity  building  in 
developing nations and preference programs like the Africa Growth and 
Opportunity Act (AGOA), also contributed to furthering our global role 
and  responsibilities.  Whether  through  leadership  in  trade  liberalizing 
agreements  or  trade-related  self-help  programs,  the  United  States  has 
continued to wield this extremely effective form of “soft power” around the 
world.

Conclusion 

In  this  final  report  by  the  Bush  Administration,  it  is  important  to 
separate legitimate concerns about trade’s impact on individuals, families, 
and  communities  from the  myths.  Globalization will  continue,  and  the 
United States has been a tremendous beneficiary of a more open global 
economy. Our trading partners will continue to negotiate trade agreements 
bilaterally and regionally with or without us. They will not take a time out, 
and  neither  can  we.  Leaders  in  both  parties  in  Congress  and  the 
Administration must work together to secure the benefits and address the 
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challenges presented by globalization. The United States cannot afford to 
retreat  from the  global  economy,  nor  can it  succeed unless  a genuinely 
bipartisan trade policy based on economic openness is embraced. 
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(9/11 attack and U.S. security readiness)

THE 9/11 COMMISSION REPORT

Final Report of the National Commission on Terrorist Attacks 
upon the United States (2004)

http://www.gpoaccess.gov/911/pdf/execsummary.pdf

Executive Summary  --  Specific Findings

Unsuccessful Diplomacy 

     Beginning in February 1997, and through September 11, 2001, the 
U.S. government tried to use diplomatic pressure to persuade the Taliban 
regime in Afghanistan to stop being a sanctuary for al Qaeda, and to expel 
Bin Ladin to a country where he could face justice. These efforts included 
warnings and sanctions, but they all failed. 

The U.S. government also pressed two successive Pakistani governments 
to demand that the Taliban cease providing a sanctuary for Bin Ladin and 
his organization and, failing that, to cut off their support for the Taliban. 
Before  9/11,  the  United  States  could  not  find  a  mix  of  incentives  and 
pressure  that  would  persuade  Pakistan  to  reconsider  its  fundamental 
relationship with the Taliban. 
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From 1999 through early 2001,  the United States pressed the United 
Arab Emirates, one of the Taliban’s only travel and financial outlets to the 
outside  world,  to  break  off  ties  and  enforce  sanctions,  especially  those 
related to air travel to Afghanistan. These efforts achieved little before 9/11. 

Saudi  Arabia  has  been  a  problematic  ally  in  combating  Islamic 
extremism. Before 9/11, the Saudi and U.S. governments did not fully share 
intelligence information or develop an adequate joint effort to track and 
disrupt  the  finances  of  the  al  Qaeda  organization.  On the  other  hand, 
government officials of Saudi Arabia at the highest levels worked closely 
with top U.S. officials in major initiatives to solve the Bin Ladin problem 
with diplomacy.

Lack of Military Options 

In response to the request of policymakers, the military prepared an 
array of limited strike options for attacking Bin Ladin and his organization 
from May 1998  onward.  When  they  briefed  policymakers,  the  military 
presented both the pros and cons of those strike options and the associated 
risks.  Policymakers  expressed  frustration  with  the  range  of  options 
presented.  

Following the August 20, 1998, missile strikes on al Qaeda targets in 
Afghanistan and Sudan,  both  senior  military  officials  and policymakers 
placed  great  emphasis  on  actionable  intelligence  as  the  key  factor  in 
recommending or deciding to launch military action against Bin Ladin and 
his organization. They did not want to risk significant collateral damage, 
and they did not want to miss Bin Ladin and thus make the United States 
look weak while making Bin Ladin look strong. On three specific occasions 
in 1998–1999, intelligence was deemed credible enough to warrant planning 
for possible strikes to kill Bin Ladin. But in each case the strikes did not go 
forward,  because  senior  policymakers  did not  regard the intelligence  as 
sufficiently actionable to offset their assessment of the risks. 
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The  Director  of  Central  Intelligence,  policymakers,  and  military 
officials expressed frustration with the lack of actionable intelligence. Some 
officials inside the Pentagon, including those in the special forces and the 
counterterrorism policy office, also expressed frustration with the lack of 
military action.

The  Bush  administration  began  to  develop  new  policies  toward  al 
Qaeda in 2001, but military plans did not change until after 9/11. 

Problems within the Intelligence Community 

The intelligence community struggled throughout the 1990s and up to 
9/11 to collect intelligence on and analyze the phenomenon of transnational 
terrorism. The combination of an overwhelming number of priorities, flat 
budgets, an outmoded structure, and bureaucratic rivalries resulted in an 
insufficient response to this new challenge.

Many  dedicated  officers  worked  day  and  night  for  years  to  piece 
together the growing body of evidence on al Qaeda and to understand the 
threats. Yet, while there were many reports on Bin Laden and his growing 
al  Qaeda organization,  there was no comprehensive  review of  what  the 
intelligence  community  knew and what  it  did not  know,  and what  that 
meant. There was no National Intelligence Estimate on terrorism between 
1995 and 9/11. 

Before 9/11, no agency did more to attack al Qaeda than the CIA. But 
there  were  limits  to  what  the  CIA  was  able  to  achieve  by  disrupting 
terrorist activities abroad and by using proxies to try to capture Bin Ladin 
and  his  lieutenants  in  Afghanistan.  CIA  officers  were  aware  of  those 
limitations.

To put it simply, covert action was not a silver bullet. It was important 
to engage proxies in Afghanistan and to build various capabilities so that if 
an opportunity presented itself, the CIA could act on it. But for more than 
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three years, through both the late Clinton and early Bush administrations, 
the CIA relied on proxy forces, and there was growing frustration within 
the CIA’s Counterterrorist  Center and in the National  Security Council 
staff with the lack of results. The development of the Predator and the push 
to aid the Northern Alliance were products of this frustration. 

Problems in the FBI 

From the time of the first World Trade Center attack in 1993, FBI and 
Department of Justice leadership in Washington and New York became 
increasingly concerned about the terrorist threat from Islamist extremists 
to  U.S.  interests,  both  at  home and abroad.  Throughout  the  1990s,  the 
FBI’s counterterrorism efforts against international terrorist organizations 
included both intelligence and criminal investigations. The FBI’s approach 
to  investigations  was  case-specific,  decentralized,  and  geared  toward 
prosecution.  Significant  FBI  resources  were  devoted  to  after-the-fact 
investigations of major terrorist attacks, resulting in several prosecutions. 

The FBI attempted several  reform efforts aimed at strengthening its 
ability to prevent such attacks, but these reform efforts failed to implement 
organization-wide institutional  change.  On September 11,  2001,  the  FBI 
was  limited  in  several  areas  critical  to  an  effective  preventive 
counterterrorism strategy. Those working counterterrorism matters did so 
despite limited intelligence collection and strategic analysis capabilities, a 
limited  capacity  to  share  information  both  internally  and  externally, 
insufficient training, perceived legal barriers to sharing information, and 
inadequate resources. 

Permeable Borders and Immigration Controls 

Neither the State Department’s consular officers nor the Immigration
and Naturalization Service’s inspectors and agents were ever considered 
full partners in a national counterterrorism effort. Protecting borders was 
not a national security issue before 9/11. 
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Permeable Aviation Security 

Hijackers studied publicly available materials on the aviation security 
system and used items that had less metal content than a handgun and were 
most likely permissible.

Though  two  of  the  hijackers  were  on  the  U.S.TIPOFF  terrorist 
watchlist,  the FAA did not use TIPOFF data. The hijackers had to beat 
only one layer of security—the security checkpoint process. Even though 
several hijackers were selected for extra screening by the CAPPS system, 
this led only to greater scrutiny of their checked baggage. Once on board, 
the hijackers were faced with aircraft personnel who were trained to be 
non confrontational in the event of a hijacking. 

Financing 

The 9/11  attacks  cost  somewhere  between $400,000  and  $500,000 to 
execute.  The operatives  spent  more  than $270,000 in  the  United States. 
Additional expenses included travel to obtain passports and visas, travel to 
the  United  States,  expenses  incurred by the  plot  leader  and facilitators 
outside the United States, and expenses incurred by the people selected to 
be hijackers who ultimately did not participate. 

The conspiracy made extensive use of banks in the United States. The 
hijackers opened accounts in their own names, using passports and other 
identification  documents.  Their  transactions  were  unremarkable  and 
essentially invisible amid the billions of dollars flowing around the world 
every day. 

To date, we have not been able to determine the origin of the money 
used for the 9/11 attacks. Al Qaeda had many sources of funding and a 
pre-9/11 annual budget estimated at $30 million. If a particular source of 
funds  had  dried  up,  al  Qaeda  could  easily  have  found  enough  money 
elsewhere to fund the attack. 
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An Improvised Homeland Defense 

The civilian and military defenders of the nation’s airspace—FAA and 
NORAD—were unprepared for the attacks launched against them. Given 
that  lack  of  preparedness,  they  attempted  and  failed  to  improvise  an 
effective home-land defense against an unprecedented challenge. 

The  events  of  that  morning  do  not  reflect  discredit  on  operational 
personnel. NORAD’s Northeast Air Defense Sector personnel reached out 
for  information  and made  the  best  judgments  they could  based on the 
information they received. Individual FAA controllers, facility managers, 
and command center managers were creative and agile in recommending a 
nationwide  alert,  ground-stopping  local  traffic,  ordering  all  aircraft 
nationwide to land, and executing that unprecedented order flawlessly. 

At more senior levels,  communication was poor.  Senior military and 
FAA leaders had no effective communication with each other. The chain of 
command did not function well. The President could not reach some senior 
officials. The Secretary of Defense did not enter the chain of command until 
the  morning’s  key  events  were  over.  Air  National  Guard  units  with 
different rules of engagement were scrambled without the knowledge of the 
President, NORAD, or the National Military Command Center. 

Emergency Response 

The  civilians,  firefighters,  police  officers,  emergency  medical 
technicians,  and  emergency  management  professionals  exhibited  steady 
determination and resolve under horrifying,  overwhelming conditions on 
9/11.Their actions saved lives and inspired a nation. 

Effective decisionmaking in New York was hampered by problems in 
command and control  and in internal  communications.  Within the  Fire 
Department of New York, this was true for several reasons: the magnitude 
of the incident was unforeseen; commanders had difficulty communicating 
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with their units; more units were actually dispatched than were ordered by 
the chiefs; some units self-dispatched; and once units arrived at the World 
Trade  Center,  they  were  neither  comprehensively  accounted  for  nor 
coordinated. The Port Authority’s response was hampered by the lack both 
of  standard  operating  procedures  and  of  radios  capable  of  enabling 
multiple commands to respond to an incident in unified fashion. The New 
York Police Department, because of its history of mobilizing thousands of 
officers for major events requiring crowd control,  had a technical  radio 
capability  and  protocols  more  easily  adapted  to  an  incident  of  the 
magnitude of 9/11. 

Congress 

The Congress, like the executive branch, responded slowly to the rise of 
transnational  terrorism as  a  threat  to  national  security.  The  legislative 
branch adjusted little  and did not  restructure itself  to address changing 
threats. Its attention to terrorism was episodic and splintered across several 
committees. The Congress gave little guidance to executive branch agencies 
on terrorism, did not reform them in any significant way to meet the threat, 
and did not systematically perform robust oversight to identify, address, 
and  attempt  to  resolve  the  many  problems  in  national  security  and 
domestic agencies that became apparent in the aftermath of 9/11. 

So long as oversight is undermined by current congressional rules and 
resolutions, we believe the American people will not get the security they 
want  and  need.  The  United  States  needs  a  strong,  stable,  and  capable 
congressional committee structure to give America’s national intelligence 
agencies oversight, sup-port, and leadership. 

Are We Safer? 

Since 9/11,  the United States and its  allies have killed or captured a 
majority  of  al  Qaeda’s  leadership;  toppled  the  Taliban,  which  gave  al 
Qaeda sanctuary in Afghanistan; and severely damaged the organization. 
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Yet terrorist attacks continue. Even as we have thwarted attacks, nearly 
everyone expects they will come. How can this be? 

The problem is that al Qaeda represents an ideological movement, not a 
finite group of people. It initiates and inspires, even if it no longer directs. 
In this way it has transformed itself into a decentralized force. Bin Ladin 
may be limited in his ability to organize major attacks from his hideouts. 
Yet killing or capturing him, while extremely important,  would not  end 
terror. His message of inspiration to a new generation of terrorists would 
continue. 

Because of offensive actions against al Qaeda since 9/11, and defensive 
actions to improve homeland security, we believe we are safer today. But 
we are not safe. We therefore make the following recommendations that we 
believe can make America safer and more secure. 

RECOMMENDATIONS

Three  years  after  9/11,  the  national  debate  continues  about  how to 
protect our nation in this new era. We divide our recommendations into 
two basic parts: What to do, and how to do it. 

WHAT TO DO? A GLOBAL STRATEGY 

The enemy is not just “terrorism.” It is the threat posed specifically by 
Islamist terrorism, by Bin Ladin and others who draw on a long tradition 
of  extreme  intolerance  within  a  minority  strain  of  Islam that  does  not 
distinguish politics from religion, and distorts both. 

The enemy is not Islam, the great world faith, but a perversion of Islam. 
The  enemy  goes  beyond  al  Qaeda  to  include  the  radical  ideological 
movement, inspired in part by al Qaeda, that has spawned other terrorist 
groups and violence. Thus our strategy must match our means to two ends: 
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dismantling the al Qaeda network and, in the long term, prevailing over the 
ideology that con-tributes to Islamist terrorism. 

The first phase of our post-9/11 efforts rightly included military action 
to topple the Taliban and pursue al Qaeda. This work continues. But long-
term success demands the use of all elements of national power: diplomacy, 
intelligence, covert action, law enforcement, economic policy, foreign aid, 
public  diplomacy,  and  homeland  defense.  If  we  favor  one  tool  while 
neglecting others, we leave ourselves vulnerable and weaken our national 
effort. 

What should Americans expect from their government? The goal seems 
unlimited: Defeat terrorism anywhere in the world. But Americans have 
also been told to expect the worst: An attack is probably coming; it may be 
more devastating still. 

Vague goals match an amorphous picture of the enemy. Al Qaeda and 
other  groups  are  popularly  described  as  being  all  over  the  world, 
adaptable, resilient, needing little higher-level organization, and capable of 
anything. It is an image of an omnipotent hydra of destruction. That image 
lowers expectations of government effectiveness. 

It  lowers them too far.  Our report  shows a determined and capable 
group of plotters. Yet the group was fragile and occasionally left vulnerable 
by the marginal, unstable people often attracted to such causes. The enemy 
made mistakes. The U.S. government was not able to capitalize on them. 

No president can promise that a catastrophic attack like that of 9/11 will 
not  happen again.  But  the  American  people  are  entitled  to  expect  that 
officials  will  have  realistic  objectives,  clear  guidance,  and  effective 
organization. They are entitled to see standards for performance so they 
can  judge,  with  the  help  of  their  elected  representatives,  whether  the 
objectives are being met. 
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We propose a strategy with three dimensions: (1) attack terrorists and 
their organizations, (2) prevent the continued growth of Islamist terrorism, 
and (3) protect against and prepare for terrorist attacks. 

Attack Terrorists and Their Organizations 

• Root out sanctuaries. The U.S. government should identify and prioritize 
actual  or  potential  terrorist  sanctuaries  and have realistic  country  or 
regional strategies for each, utilizing every element of national power and 
reaching out to countries that can help us. 

• Strengthen long-term U.S. and international commitments to the future of 
Pakistan and Afghanistan. 

• Confront problems with Saudi Arabia in the open and build a relation-
ship beyond oil, a relationship that both sides can defend to their citizens 
and includes a shared commitment to reform. 

Prevent the Continued Growth of Islamist Terrorism 

In  October  2003,  Secretary  of  Defense  Donald  Rumsfeld  asked  if 
enough was being done “to fashion a broad integrated plan to stop the next 
generation of terrorists.”T the government should 

• Define the message and stand as an example of moral leadership in the 
world. To Muslim parents, terrorists like Bin Ladin have nothing to offer 
their children but visions of violence and death. America and its friends 
have the advantage—our vision can offer a better future. 

•  Where Muslim governments,  even those who are friends,  do not  offer 
opportunity,  respect  the  rule  of  law,  or  tolerate  differences,  then the 
United States needs to stand for a better future. 
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• Communicate and defend American ideals in the Islamic world, through 
much  stronger  public  diplomacy  to  reach  more  people,  including 
students and leaders outside of government. Our efforts here should be as 
strong as they were in combating closed societies during the Cold War. 

• Offer an agenda of opportunity that includes support for public education 
and economic openness. 

•  Develop a comprehensive coalition  strategy against  Islamist  terrorism, 
using  a  flexible  contact  group  of  leading  coalition  governments  and 
fashioning a common coalition approach on issues like the treatment of 
captured terrorists. 

•  Devote  a  maximum  effort  to  the  parallel  task  of  countering  the 
proliferation of weapons of mass destruction. 

•  Expect  less  from  trying  to  dry  up  terrorist  money  and  more  from 
following the money for intelligence, as a tool to hunt terrorists, under- 
stand their networks, and disrupt their operations. 

Protect against and Prepare for Terrorist Attacks 

• Target terrorist travel, an intelligence and security strategy that the 9/11 
story  showed  could  be  at  least  as  powerful  as  the  effort  devoted  to 
terrorist finance. 

• Address problems of screening people with biometric identifiers across 
agencies  and  governments,  including  our  border  and  transportation 
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systems, by designing a comprehensive screening system that addresses 
common problems and sets common standards. As standards spread, this 
necessary and ambitious effort could dramatically strengthen the world’s 
ability to intercept individuals who could pose catastrophic threats. 

• Quickly complete a biometric entry-exit screening system, one that also 
speeds qualified travelers. 

•  Set  standards  for  the  issuance  of  birth  certificates  and  sources  of 
identification, such as driver’s licenses. 

•  Develop  strategies  for  neglected  parts  of  our  transportation  security 
system. Since  9/11,  about 90 percent  of  the nation’s  $5 billion annual 
investment in transportation security has gone to aviation, to fight the 
last war. 

•  In  aviation,  prevent  arguments  about  a  new  computerized  profiling 
system from delaying vital improvements in the “no-fly” and “automatic 
selectee”  lists.  Also,  give  priority  to  the  improvement  of  check-point 
screening. 

• Determine, with leadership from the President, guidelines for gathering 
and sharing information in the new security systems that  are needed, 
guidelines  that  integrate  safeguards  for  privacy  and  other  essential 
liberties. 

•  Underscore  that  as  government  power  necessarily  expands  in  certain 
ways, the burden of retaining such powers remains on the executive to 
demonstrate the value of such powers and ensure adequate supervision of 
how they are used, including a new board to oversee the implementation 
of the guidelines needed for gathering and sharing information in these 
new security systems. 
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•  Base  federal  funding  for  emergency  preparedness  solely  on  risks  and 
vulnerabilities, putting New York City and Washington, D.C., at the top 
of  the  current  list.  Such assistance  should  not  remain  a program for 
general revenue sharing or pork-barrel spending. 

•  Make  homeland  security  funding  contingent  on  the  adoption  of  an 
incident command system to strengthen teamwork in a crisis, including a 
regional  approach.  Allocate  more  radio  spectrum  and  improve 
connectivity  for  public  safety  communications,  and  encourage  wide-
spread  adoption  of  newly  developed  standards  for  private-sector 
emergency preparedness—since the private sector controls 85 percent of 
the nation’s critical infrastructure. 

HOW TO DO IT? A DIFFERENT WAY OF ORGANIZING 
GOVERNMENT

The strategy we have recommended is elaborate, even as presented here 
very briefly. To implement it will require a government better organized 
than  the  one  that  exists  today,  with  its  national  security  institutions 
designed half a century ago to win the Cold War. Americans should not 
settle for incremental, ad hoc adjustments to a system created a generation 
ago for a world that no longer exists. 

Our  detailed  recommendations  are  designed  to  fit  together.  Their 
purpose is clear: to build unity of effort across the U.S. government. As one 
official now serving on the front lines overseas put it to us:“One fight, one 
team.” 

We call for unity of effort in five areas, beginning with unity of effort on 
the challenge of counterterrorism itself: 

• unifying strategic intelligence and operational planning against Islamist 
terrorists  across  the  foreign-domestic  divide  with  a  National 
Counterterrorism Center; 
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•  unifying  the  intelligence  community  with  a  new National  Intelligence 
Director; 

• unifying the many participants in the counterterrorism effort and their 
knowledge  in  a  network-based  information  sharing  system  that 
transcends traditional governmental boundaries; 

•  unifying and strengthening congressional  oversight  to  improve quality 
and accountability; and 

• strengthening the FBI and homeland defenders. 

Unity of Effort: A National Counterterrorism Center 

The 9/11  story  teaches  the  value  of  integrating  strategic  intelligence 
from all  sources  into  joint  operational  planning—with  both  dimensions 
spanning the foreign-domestic divide. 

•  In  some  ways,  since  9/11,  joint  work has  gotten  better.  The  effort  of 
fighting terrorism has flooded over many of the usual agency boundaries 
because of its sheer quantity and energy. Attitudes have changed. But the 
problems of coordination have multiplied. The Defense Department alone 
has three unified commands (SOCOM, CENTCOM, and NORTHCOM) 
that deal with terrorism as one of their principal concerns. 

• Much of the public commentary about the 9/11 attacks has focused on 
“lost  opportunities.”Though  characterized  as  problems  of  “watch-
listing,” “information sharing,” or “connecting the dots,” each of these 
labels is too narrow. They describe the symptoms, not the disease. 

• Breaking the older mold of organization stovepiped purely in executive 
agencies, we propose a National Counterterrorism Center (NCTC) that 
would borrow the joint, unified command concept adopted in the 1980s 
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by  the  American  military  in  a  civilian  agency,  combining  the  joint 
intelligence function alongside the operations work. 

•  The  NCTC would  build  on  the  existing  Terrorist  Threat  Integration 
Center and would replace it and other terrorism “fusion centers” with-in 
the government. The NCTC would become the authoritative knowledge 
bank,  bringing  information  to bear  on common plans.  It  should  task 
collection requirements both inside and outside the United States. 

•  The NCTC should  perform joint  operational  planning,  assigning  lead 
responsibilities  to  existing  agencies  and  letting  them direct  the  actual 
execution of the plans. 

•  Placed in  the  Executive  Office  of  the  President,  headed by a  Senate-
confirmed  official  (with  rank  equal  to  the  deputy  head  of  a  cabinet 
department) who reports to the National Intelligence Director, the NCTC 
would track implementation of plans. It would be able to influence the 
leadership and the budgets of the counterterrorism operating arms of the 
CIA, the FBI, and the departments of Defense and Homeland Security. 

•  The  NCTC  should  not  be  a  policymaking  body.  Its  operations  and 
planning  should  follow  the  policy  direction  of  the  president  and  the 
National Security Council. 

Unity of Effort: A National Intelligence Director 

Since  long  before  9/11—and continuing  to  this  day—the  intelligence 
community is  not  organized well  for joint intelligence  work. It  does not 
employ  common standards  and practices  in  reporting intelligence  or  in 
training experts overseas and at home. The expensive national capabilities 
for collecting intelligence have divided management. The structures are too 
complex and too secret. 
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• The community’s head—the Director of Central Intelligence—has at least 
three  jobs:  running the  CIA,  coordinating a 15-agency  confederation, 
and being the intelligence analyst-in-chief to the president. No one person 
can do all these things. 

• A new National Intelligence Director should be established with two main 
jobs:  (1)  to  oversee national  intelligence  centers  that  combine  experts 
from  all  the  collection  disciplines  against  common  targets—  like 
counterterrorism or nuclear proliferation; and (2) to oversee the agencies 
that contribute to the national intelligence program, a task that includes 
setting common standards for personnel and information technology. 

• The national intelligence centers would be the unified commands of the 
intelligence world—a long-overdue reform for intelligence comparable to 
the  1986  Goldwater-Nichols  law  that  reformed  the  organization  of 
national defense. The home services—such as the CIA, DIA, 

NSA, and FBI—would organize,  train, and equip the best  intelligence  
professionals in the world, and would handle the execution of intelligence  
operations in the field. 

•  This  National  Intelligence  Director  (NID)  should  be  located  in  the 
Executive Office of the President and report directly to the president, yet 
be  confirmed  by  the  Senate.  In  addition  to  overseeing  the  National 
Counterterrorism Center described above (which will include both the 
national  intelligence  center  for  terrorism  and  the  joint  operations 
planning effort), the NID should have three deputies: 

• For foreign intelligence (a deputy who also would be the head of the CIA) 

•  For  defense  intelligence  (also  the  under  secretary  of  defense  for 
intelligence) 
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•  For  homeland  intelligence  (also  the  executive  assistant  director  for 
intelligence at the FBI or the under secretary of homeland security for 
information analysis and infrastructure protection) 

• The NID should receive a public appropriation for national intelligence, 
should have authority to hire and fire his or her intelligence deputies, and 
should  be  able  to  set  common  personnel  and  information  technology 
policies across the intelligence community. 

• The CIA should concentrate on strengthening the collection capabilities of 
its clandestine service and the talents of its analysts, building pride in its 
core expertise. 

•  Secrecy  stifles  oversight,  accountability,  and  information  sharing. 
Unfortunately, all the current organizational incentives encourage over 
classification.  This  balance  should  change;  and  as  a  start,  open 
information  should  be  provided  about  the  overall  size  of  agency 
intelligence budgets. 

Unity of Effort: Sharing Information 

The U.S. government has access to a vast amount of information. But it 
has  a weak system for processing and using what it  has.  The system of 
“need to know” should be replaced by a system of “need to share.” 

• The President should lead a government-wide effort to bring the  major 
national security institutions into the information revolution, turning a 
mainframe system into a decentralized network. The obstacles are not 
technological.  Official  after  official  has  urged  us  to  call  attention  to 
problems  with  the  unglamorous  “back  office”  side  of  government 
operations. 
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• But no agency can solve the problems on its own—to build the net-work 
requires an effort that transcends old divides, solving common legal and 
policy  issues  in ways that  can help officials  know what  they can and 
cannot do. Again, in tackling information issues, America needs unity of 
effort. 

Unity of Effort: Congress 

Congress  took  too  little  action  to  adjust  itself  or  to  restructure  the 
executive branch to address the emerging terrorist threat.  Congressional 
oversight  for  intelligence—and  counterterrorism—is  dysfunctional.  Both 
Congress and the executive need to do more to minimize national security 
risks during transitions between administrations. 

•  For  intelligence  oversight,  we  propose  two  options:  either  a  joint 
committee on the old model of the Joint Committee on Atomic Energy or 
a  single  committee  in  each  house  combining  authorizing  and 
appropriating  committees.  Our  central  message  is  the  same:  the 
intelligence committees cannot carry out their oversight function unless 
they are made stronger, and thereby have both clear responsibility and 
accountability for that oversight. 

• Congress should create a single, principal point of oversight and review 
for  homeland  security.  There  should  be  one  permanent  standing 
committee for homeland security in each chamber. 

•  We propose  reforms  to  speed up the  nomination,  financial  reporting, 
security  clearance,  and  confirmation  process  for  national  security 
officials at the start of an administration, and suggest steps to make sure 
that incoming administrations have the information they need. 

Unity of Effort: Organizing America’s Defenses in the United States 
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We  have  considered  several  proposals  relating  to  the  future  of  the 
domestic intelligence and counterterrorism mission. Adding a new domestic 
intelligence agency  will  not  solve  America’s  problems  in  collecting  and 
analyzing  intelligence  within  the  United  States.  We  do  not  recommend 
creating one. 

•  We propose the establishment of a specialized and integrated national 
security workforce at the FBI, consisting of agents,  analysts,  linguists, 
and surveillance  specialists  who are  recruited,  trained,  rewarded,  and 
retained to ensure the development of  an institutional  culture  imbued 
with a deep expertise in intelligence and national security. 

At several points we asked: Who has the responsibility for defending us 
at home? Responsibility for America’s national  defense is shared by the 
Department  of  Defense,  with  its  new  Northern  Command,  and  by  the 
Department of Homeland Security. They must have a clear delineation of 
roles, missions, and authority. 

• The Department of Defense and its oversight committees should regularly 
assess the adequacy of Northern Command’s strategies and planning to 
defend against military threats to the homeland. 

•  The  Department  of  Homeland  Security and  its  oversight  committees 
should regularly assess the types of threats the country faces, in order to 
determine the adequacy of the government’s plans and the readiness of 
the government to respond to those threats. 

* * *

We call on the American people to remember how we all felt on 9/11, to 
remember not only the unspeakable horror but how we came together as a 
nation—one nation. Unity of purpose and unity of effort are the way we 
will  defeat  this  enemy  and  make  America  safer  for  our  children  and 
grandchildren.  We look forward to a national debate on the merits of what 
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we have recommended, and we will participate vigorously in that debate.

                               (Constitution, separation of powers & War Powers)

                            Miller Center, University of Virginia

http://millercenter.org/dev/ci/system/application/views/_newwebsite/policy/commissions/warpowers/report.pdf(20
08)

EXECUTIVE SUMMARY

We  urge  that  in  the  first  100  days  of  the  next  presidential 
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Administration, the President and Congress work jointly to enact the War 
Powers Consultation Act of 2009 to replace the impractical and ineffective 
War Powers Resolution of 1973. The Act we propose places its focus on 
ensuring that Congress has an opportunity to consult meaningfully with the 
President about significant armed conflicts and that Congress expresses its 
views. We believe this new Act represents not only sound public policy, but 
a pragmatic approach that both the next President and Congress can and 
should endorse. 

The need for reform stems from the gravity and uncertainty posed by 
war powers questions. Few would dispute that the most important decisions 
our  leaders  make  involve  war.  Yet  after  more  than  200  years  of 
constitutional history, what powers the respective branches of government 
possess in making such decisions is still heavily debated. The Constitution 
provides  both  the  President  and  Congress  with  explicit  grants  of  war 
powers,  as well  as a host  of  arguments  for implied powers.  Indeed, the 
Constitution’s framers disputed these very issues in the years following the 
Constitution’s ratification,  expressing contrary views about the respective 
powers of the President, as “Commander in Chief,” and Congress, which 
the Constitution grants the power “To declare War.” 

Over the years, public officials, academics, and experts empaneled on 
commissions much like this one have expressed a wide range of views on 
how the war powers are allocated — or could best be allocated — among 
the branches of government. One topic on which a broad consensus does 
exist is that the War Powers Resolution of 1973 does not provide a solution 
because  it  is  at  least  in  part  unconstitutional  and in any event has  not 
worked as intended. 

Historical  practice  provides  no  decisive  guide.  One  can  point  to 
examples of Presidents and Congresses exercising various powers, but it is 
hard to fi nd a “golden age” or an unbroken line of precedent in which all 
agree the Executive and Legislative Branches exercised their war powers in 
a clear, consistent, and agreed-upon way. 
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Finally,  the  courts  have  not  settled  many  of  the  open constitutional 
questions.  Despite  opportunities  to  intervene  in  several  inter-branch 
disputes, courts frequently decline to answer the broader questions these 
war powers cases raise, and seem willing to decide only those cases in which 
litigants  ask  them  to  protect  individual  liberties  and  property  rights 
affected by the conduct of a particular war. 

Unsurprisingly, this uncertainty about war powers has precipitated a 
number of  calls  for  reform and yielded a variety of  proposals  over the 
years. These proposals have largely been rejected or ignored, in many cases 
because they came down squarely on the side of one camp’s view of the law 
and dismissed the other. 

However,  one  common theme runs  through most  of  these  efforts  at 
reform: the importance of getting the President and Congress to consult 
meaningfully and deliberate before committing the nation to war. Gallup 
polling data throughout the past half century shows that Americans have 
long shared this desire for consultation. 

No clear mechanism or requirement exists today for the President and 
Congress  to  consult.  The War Powers Resolution of  1973 contains  only 
vague  consultation  requirements.  Instead,  it  relies  on  reporting 
requirements that,  if  triggered, begin the clock running for Congress to 
approve the particular armed conflict. By the terms of the 1973 Resolution, 
however, Congress need not act to disapprove the conflict; the cessation of 
all hostilities is required in 60 to 90 days merely if Congress fails to act. 
Many  have  criticized  this  aspect  of  the  Resolution  as  unwise  and 
unconstitutional, and no President in the past 35 years has filed a report 
“pursuant” to these triggering provisions. 

This is not healthy. It does not promote the rule of law. It does not send 
the right message to our troops or to the public. And it does not encourage 
dialogue or cooperation between the two branches. 
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In our efforts to address this set of problems, we have been guided by 
three principles: 

■ First, that our proposal be practical, fair, and realistic. It must have a 
reasonable  chance  of  support  from both  the  President  and  Congress. 
That requires constructing a proposal that avoids clearly favoring one 
branch  over  the  other,  and  leaves  no  room  for  the  Executive  or 
Legislative  Branch  justifiably  to  claim  that  our  proposal 
unconstitutionally infringes on its powers. 

■ Second, that our proposal maximize the likelihood that the President and 
Congress productively  consult  with each other on the exercise  of  war 
powers.  Both  branches  possess  unique  competencies  and  bases  of 
support, and 

the country operates most effectively when these two branches of govern-
ment communicate in a timely fashion and reach as much agreement as 
possible about taking on the heavy burdens associated with war. 

■ Third, that our proposal should not recommend reform measures that 
will be subject to widespread constitutional criticism. It is mainly for this 
reason that our proposal does not explicitly define a role for the courts, 
which have been protective of defining their own jurisdiction in this area. 

     Consistent with these principles, we propose the passage of the War 
Powers Consultation Act of 2009. The stated purpose of the Act is to codify 
the norm of consultation and “describe a constructive and practical way in 
which the judgment of both the President and Congress can be brought to 
bear when deciding whether the United States should engage in significant 
armed conflict.” 

The Act requires such consultation before Congress declares or autho-
rizes war or the country engages in combat operations lasting, or expected 
to  last,  more  than  one  week (“significant  armed conflict”).  There  is  an 
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“exigent circumstances” carve-out that allows for consultation within three 
days after the beginning of combat operations. In cases of lesser conflicts — 
e.g.,  limited  actions  to  defend  U.S.  embassies  abroad,  reprisals  against 
terrorist groups, and covert operations — such advance consultation is not 
required, but is strongly encouraged. 

Under  the  Act,  once  Congress  has  been  consulted  regarding  a 
significant armed conflict, it too has obligations. Unless it declares war or 
otherwise  expressly  authorizes  the  conflict,  it  must  hold  a  vote  on  a 
concurrent  resolution  within  30  days  calling  for  its  approval.  If  the 
concurrent resolution is approved, there can be little question that both the 
President and Congress have endorsed the new armed conflict. In an effort 
to avoid or mitigate the divisiveness that commonly occurs in the time it 
takes to execute the military campaign, the Act imposes an ongoing duty on 
the President and Congress  regularly to consult  for the duration of  the 
conflict that has been approved. 

If, instead, the concurrent resolution of approval is defeated in either 
House,  any  member  of  Congress  may  propose  a  joint  resolution  of 
disapproval.  Like  the  concurrent  resolution  of  approval,  this  joint 
resolution of disapproval shall be deemed highly privileged and must be 
voted on in a defined number of days. If such a resolution of disapproval is 
passed, Congress has several options. If both Houses of Congress ratify the 
joint  resolution  of  disapproval  and  the  President  signs  it  or  Congress 
overrides his veto, the joint resolution of disapproval will have the force of 
law. If Congress cannot muster the votes to overcome a veto, it may take 
lesser measures. Relying on its inherent rule making powers, Congress may 
make internal rules providing, for example, that any bill appropriating new 
funds for all or part of the armed conflict would be out of order. 

In our opinion, the Act’s requirements do not materially increase the 
burdens on either branch, since Presidents have often sought and received 
approval  or  authorization  from Congress  before  engaging  in  significant 
armed  conflict.  Under  the  Act,  moreover,  both  the  President  and  the 
American people get something from Congress — its  position,  based on 
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deliberation  and  consideration,  as  to  whether  it  supports  or  opposes  a 
certain military campaign. If Congress fails to act, it can hardly complain 
about the war effort when this clear mechanism for acting was squarely in 
place. If Congress disapproves the war, the disapproval is a political reality 
the  President  must  confront,  and  Congress  can  press  to  make  its 
disapproval  binding  law or  use  its  internal  rule-making  capacity  or  its 
power of the purse to act on its disapproval. 

We  recognize  the  Act  we  propose  may  not  be  one  that  satisfies  all 
Presidents or all Congresses in every circumstance. On the President’s side 
of the ledger, however, the statute generally should be attractive because it 
involves  Congress  only  in  “significant  armed  conflict,”  not  minor 
engagements.  Moreover,  it  reverses  the  presumption  that  inaction  by 
Congress means that Congress has disapproved of a military campaign and 
that the President is acting lawlessly if he proceeds with the conflict.  On the 
congressional side of the ledger, the Act gives the Legislative Branch more 
by way of meaningful consultation and information. 

It also provides Congress a clear and simple mechanism by which to 
approve or disapprove a military campaign, and does so in a way that seeks 
to  avoid  the  constitutional  infirmities  that  plague  the  War  Powers 
Resolution of 1973. Altogether, the Act works to gives Congress a seat at 
the table; it gives the President the benefit of Congress’s counsel; and it 
provides a mechanism for the President and the public to know Congress’s 
views  before  or  as  a  military  campaign  begins.  History  suggests  that 
building  broad-based  support  for  a  military  campaign  —  from  both 
branches of government and the public — is often vital to success. 

To enable such consultation most profitably to occur, our proposed Act 
establishes a Joint Congressional Consultation Committee, consisting of the 
majority and minority leaders of both Houses of Congress, as well as the 
chairmen and ranking members of key committees. We believe that if the 
President and Committee meet regularly, much of the distrust and tension 
that at times can characterize inter-branch relationships can be dissipated 
and  overcome.  In  order  that  Congress  and  the  Committee  possess  the 
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competence  to  provide  meaningful  advice,  the  Act  both  requires  the 
President to provide the Committee with certain reports and establishes a 
permanent, bipartisan congressional staff to facilitate its work. Given these 
resources, however, our proposed Act limits the incentives for Congress to 
act by inaction — which is exactly the course of conduct that the default 
rules in the War Powers Resolution of 1973 often promoted. 

To  be  clear,  however,  in  urging  the  passage  of  War  Powers 
Consultation Act of 2009, we do not intend to strip either political branch 
of government of the constitutional arguments it may make about the scope 
of  its  power.  As  the  Act  itself  makes  plain,  it  “is  not  meant  to  define, 
circumscribe,  or  enhance  the  constitutional  war  powers  of  either  the 
Executive or Legislative Branches of government, and neither branch by 
supporting or complying with this Act shall in any way limit or prejudice 
its right or ability to assert its  constitutional war powers or its right or 
ability to question or challenge the constitutional war powers of the other 
branch.” 

In sum, the nation benefits when the President and Congress consult 
frequently  and  meaningfully  regarding  war  and  matters  of  national 
security. While no statute can guarantee the President and Congress work 
together  productively,  the  Act  we  propose  provides  a  needed  legal 
framework  that  encourages  such  consultation  and  affords  the  political 
branches a way to operate in this area that is practical, constructive, fair, 
and conducive to the most judicious and effective government policy and 
action. …….

     How best to promote consultation is an issue that has dominated 
much  of  the  Commission’s  deliberations.  Based  on  our  collective 
experience,  we  think  the  best  approach  is  the  simple,  short  statute  we 
propose  in  the  next  section  of  this  report.  We believe  the  War  Powers 
Resolution of 1973 should be repealed and our proposed statute enacted in 
its place. Our statute does not try to answer the constitutional questions or 
compel behavior by the President, Congress, or courts that history proves is 
unlikely to occur. Instead, our statute seeks to establish a process that will 
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encourage cooperative consultation and participation in a fashion that we 
believe is both pragmatic and promotes the underlying values embodied in 
the Constitution. 

As pointed out in the preceding section, the War Powers Resolution of 
1973  needs  to  be  repealed  because  it  has  not  worked  as  intended.  No 
President  since  1973  has  recognized  its  constitutionality.  No  military 
campaign has been halted as a result of the statute’s default mechanisms. 
Perhaps the greatest problem with the Resolution is that the rule of law is 
undermined when the  country’s  centerpiece  statute  in this  vital  area of 
American law is regularly and openly ignored. This breeds cynicism and 
distrust among citizens toward their government. 

The statute  we propose  endeavors  to address  these  shortcomings.  It 
does so by: 

■ Eliminating  aspects  of  the  War  Powers  Resolution of  1973 that  have 
opened it to constitutional challenge. The new statute takes great care to 
preserve  the  respective  rights  of  the  President  and  Congress  to  take 
actions they deem necessary to exercise their constitutional powers and 
fulfill their constitutional duties. 

■ Promoting meaningful consultation between the branches without bur-
dening the President’s time or too greatly tying his or her hands. The 
President has a responsibility to defend the country and its security inter-
ests. But as Gallup Polls show, Americans strongly favor congressional 
involvement  in  decisions  to  go  to  war.  This  desire  is,  notably,  not  of 
recent vintage. At the time of the passage of the War Powers Resolution, 
80% of  those  polled said Congress should be significantly involved in 
decisions to go to war. Similar polls, including recent ones, indicate that 
for  some seven decades  Americans  have wanted Congress  involved in 
decisions to go to war. That is why Presidents usually have sought and 
received approval  or  authorization  from Congress  before  engaging  in 
significant armed conflict. 
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■ Providing a heightened degree of clarity and striking a realistic balance 
that  both advocates  of  the Executive  and Legislative  Branches  should 
want. On the presidential side of the ledger, the statute involves Congress 
only in “significant armed conflict,” not minor campaigns, and it reverses 
the presumption that inaction by Congress means it has disapproved a 
military campaign.  The statute also affords the President independent 
and valuable advice from Congress and gives Congress greater resources 
to serve this consultative role. On the congressional side, the statute gives 
Congress a role that it presently does not have — i.e., a seat at the table, 
providing the President meaningful  advice.  Our proposed statute  also 
provides Congress clear and simple mechanisms by which to approve or 
disapprove  war-making  efforts  —  mechanisms  not readily  open  to 
constitutional attack, as are those in the War Powers Resolution of 1973. 

         If the War Powers Resolution of 1973 is repealed and replaced 
with the War Powers Consultation Act of 2009, we firmly believe that there 
will be greater opportunities and incentives for the President and Congress 
to engage in meaningful consultation. The Joint Congressional Consultation 
Committee, which the Act creates, provides such a vehicle. The statute also 
provides  clear  mechanisms  by which  Congress  can  state  its  support  or 
disapproval of significant armed conflicts. 

When congressional consultation and support are obtained during times 
of  war,  our  country  can  most  effectively  execute  a  unified  response  to 
hostilities.  That  is  particularly  important  today,  with  the  face  of  war 
changing and with non-state  actors  being one of  the  greatest  threats  to 
national security. The more the President and Congress work together to 
confront  these  threats,  the  more  likely  it  is  that  the  country  can  avoid 
political and constitutional controversies and also devise the best strategies 
for defending against those threats. Almost all of the witnesses with whom 
we  met  —  even  outspoken  advocates  respectively  of  executive  or 
congressional  power — agreed that  our  nation  is  best  served when the 
President and Congress work jointly to achieve a common objective, not 
when they test the limits of their respective powers. In the conduct of war 
against  a  foreign  adversary,  the  Commander  in  Chief  clause,  the 
President’s  executive  powers  under  Article  II  of  the  Constitution,  and 
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military  realities  ensure  that  the  President  will  play  the  dominant  role. 
However, no matter the strength of the President’s claims to power in this 
domain,  experience  teaches  us  that  the  President’s  powers  are  not 
unlimited and, in some instances, benefit by consultation with or statutory 
approval from Congress.

In contrast, when Congress has not been consulted or the President acts 
against Congress’s will,  courts have been more receptive to challenges to 
the President’s actions.        The Supreme Court’s ruling that President 
Truman had  exceeded his  powers  in  the  Steel  Seizure  case  is  a  classic 
example. The current Supreme Court has also acted to preserve its role in 
recent  cases  seeking  to  protect  individual  liberties  arising  out  of  the 
detention of enemy combatants at Guantanamo Bay.  E.g., Boumediene v.  
Bush, No. 06-1195 (U.S. 2008). These cases stress the need for the President 
and Congress to work together to confront new threats. E.g., United States  
v. Hamdan, 126 S. Ct. 2749, 2799 (2006). 

(Financial sanctions & international terrorism)

TERRORIST ASSET REPORT (2006)

http://www.treas.gov/offices/enforcement/ofac/reports/tar2006.pdf

A. Economic Sanctions and Terrorism 

Historically, the U.S. Government has used economic sanctions as a tool 
against  foreign  governments,  some  of  which  have  been  identified  as 
supporting  terrorism.   Since  1995,  the  U.S.  Government  has  also  used 
economic sanctions as a tool against international terrorist organizations, 
marking  a  significant  departure  from  the  traditional  use  of  sanctions 
against countries or regimes.  Following the events of September 11, 2001, 
President Bush issued Executive Order 13224, significantly expanding the 
scope  of  U.S.  sanctions  against  international  terrorists  and  terrorist 
organizations.   The  combination  of  programs  targeting  international 
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terrorist  organizations  with  those  targeting  terrorism-supporting 
governments constitutes a wide-ranging assault on international terrorism 
and its supporters and financiers.    

The lead office for implementing sanctions with respect to assets of 
international terrorist organizations and terrorism-supporting countries 
is  the  Department  of  the  Treasury’s  Office  of  Foreign  Assets  Control 
(OFAC).  This  responsibility  falls  within  the  scope  of  OFAC’s  more 
general mission to administer and enforce economic and trade sanctions  
based on U.S. foreign policy and national security goals. In administering 
and  enforcing  its  economic  sanctions  programs,  OFAC  focuses  on 
identifying persons for designation; assisting U.S. persons in complying 
with  the  sanctions  prohibitions  through  its  compliance  and  licensing 
efforts; penalizing U.S. persons violating the prohibitions; working with 
other  U.S.  Government  agencies,  including  law  enforcement;  and 
coordinating  and  working  with  other  nations  to  implement  similar 
strategies.   Since  1995,  OFAC has  come to administer  three  sanctions 
programs targeting international  terrorists  and terrorist  organizations. 
OFAC also  administers  five  sanctions  programs  relating  to  terrorism-
supporting governments and regimes. 

B. Nature of Blocked Assets 

The blocked asset amounts described below represent amounts frozen 

under  U.S.   sanctions   programs   that   block   all   property   in 
which   a   designated   party   has   an   interest   of   any   nature 
whatsoever.     The   term   “interest”   is   broadly   defined   in 
OFAC’s sanctions regulations in Chapter V of Title 31 of the 
Code of Federal Regulations, may be direct or indirect, and 
includes more than an ownership interest in property.   In 
many instances the interest may be partial, or may fall short 
of title to the property. Because the blocked assets reported 
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herein   include   assets   not   actually   owned   by   designated 
parties, they are described throughout as assets “relating to” 
a designated party.  Many of the assets may be owned by or 
subject to claims by third parties.

Some,  but  not  all,  of  OFAC’s  sanctions  programs  relating  to 
terrorism entail the blocking, i.e., freezing, of assets. Implementation of 
programs targeting international terrorist organizations has resulted in 
the blocking in the United States of more than $16 million in which 
there  exists  an  interest  of  an  international  terrorist  organization  or 
other related designated party.1

 More  than  $412  million  in  assets  relating  to  five  designated  state 
sponsors of terrorism also are located within U.S. jurisdiction.  Of that 
amount, $310 million in assets are blocked pursuant to economic sanctions 
imposed by the United States and administered by OFAC.  The remaining 
balance  of  $102  million  in  assets  represents  non-blocked  assets  of 
individuals and entities from Iran and Syria.2 Unless otherwise noted, this 
report provides data for the calendar year ending December 31, 2006. 

   ASSETS RELATING TO INTERNATIONAL TERRORIST     

Section 304 requires that Treasury report on assets with respect to 
“organizations engaged in international terrorism.” For the purposes of 
this  report,  “organizations  engaged in international  terrorism” include 
only those organizations targeted with sanctions under any of the three 
OFAC-administered  sanctions  programs  relating  to  terrorist 
organizations as discussed below. 

A. Programs 

1.  Executive  Order  13224  -  Specially  Designated  Global  Terrorists 
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(SDGTs). 

On September 23, 2001, President Bush declared a national emergency 
pursuant to the International Emergency Economic Powers Act, 50 U.S.C. 
§§  1701-1706 (IEEPA),  and other  authorities  in  Executive  Order 13224 
(E.O.  13224),  "Blocking  Property  and  Prohibiting  Transactions  With 
Persons Who Commit, Threaten to Commit, or Support Terrorism" (Tab 
3). E.O. 13224 was issued in response to the grave acts of terrorism and 
threats of terrorism committed by foreign terrorists, including the terrorist 
acts committed on September 11, 2001, in New York and Pennsylvania and 
against the Pentagon, and the continuing and immediate threat of future 
attacks  on  U.S.  nationals  and  the  United  States.  The  terrorist  acts  of 
September  11,  2001,  were  also  recognized  and  condemned  in  United 
Nations  Security  Council  Resolutions  (UNSCR)  1368,  1373  and  most 
recently in 1735 of September 12, 2001, September 28, 2001, and December 
22, 2006, respectively. 

2. Executive Orders 12947 and 13099 - Specially Designated Terrorists 
(SDTs). 

In the years prior to September 11, 2001, sanctions targeted terrorists 
threatening  the  Middle  East  peace  process,  who  are  referred  to  as 
“Specially Designated Terrorists” (SDTs). On January 23, 1995, President 
Clinton declared a national emergency pursuant to IEEPA (50 U.S.C. §§ 
1701 - 1706) and other authorities in Executive Order 12947 

3. Antiterrorism Act of 1996 – Foreign Terrorist Organizations (FTOs). 

On April  24,  1996,  Congress  passed the  Antiterrorism and Effective 
Death  Penalty  Act  of  1996,  Pub.  L.  104-132,  110  Stat.  1247-1258  (the 
Antiterrorism Act).  Section 302 of the Antiterrorism Act (8 U.S.C. § 1189) 
authorizes the Secretary of State, in consultation with the Secretary of the 
Treasury  and  the  Attorney General,  to  designate  organizations  meeting 
stated criteria as foreign terrorist organizations, with prior notification to 
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the Congress of the Secretary’s intent to designate.  Section 303 of the Act 
(18 U.S.C. § 2339B) makes it a crime for persons within the United States 
or subject to U.S. jurisdiction to knowingly provide material  support or 
resources to a foreign terrorist organization designated under Section 302. 
Additionally, except as authorized by the Department of the Treasury, U.S. 
financial institutions in possession or control of funds in which a foreign 
terrorist organization or its agent has an interest are required to block such 
funds and report on the funds to the Department of the Treasury. 

There are currently 41 organizations or groups designated as FTOs 
by the Department of State. These 41 FTOs include 12 of the 13 Middle 
East  terrorist  organizations  previously  designated  under  Executive 
Orders 12947 and 13099 and 29 other foreign organizations located in 
South America, Europe, Asia, and Africa. 

C. Impact of Terrorism Sanctions 

The imposition of sanctions by the United States and its international 
partners  against  terrorists,  terrorist  organizations  and  their  support 
structures is a powerful tool with far-reaching effects that extend beyond 
the blocking of terrorist assets.  Designating individuals or organizations as 
SDGTs, SDTs, or FTOs notifies the U.S. public and the world that these 
parties are either actively engaged in or supporting terrorism or that they 
are  being  used  by  terrorists  and  their  organizations.   Notification  also 
serves to expose and isolate these individuals and organizations and denies 
them  access  to  the  U.S.  financial  system  and,  in  the  case  of  a  UN 
designation, the global financial system. Indeed, banks and other private 
institutions around the world voluntarily consult OFAC’s list and routinely 
report denying listed entities access to their institutions.  In addition, the 
imposition  of  economic  sanctions  can  assist  or  complement  the  law 
enforcement actions of other U.S. agencies and/or other governments. 

ASSETS RELATING TO STATE SPONSORS OF  TERRORISM
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A. The State Sponsors of Terrorism 

"Terrorist  countries"  for  purposes  of  this  report  are  the  state 
sponsors of terrorism designated by the Secretary of State under Section 
6(j) of the Export Administration Act (50 U.S.C. App. § 2405) and Section 
40(d)  of  the  Arms  Export  Control  Act (22  U.S.C.  §  2780(d)).  States 
currently designated as sponsors  of  terrorism are:  Cuba,  Iran,  North 
Korea, Sudan, and Syria.11 

B. Reported Assets Relating to State Sponsors of Terrorism 

The following information describes the nature and extent of assets 
held in the United States or in offshore branches or subsidiaries of U.S. 
banks that are blocked or that otherwise relate to countries designated as 
state sponsors of terrorism.  These assets include funds reported in Tables 
1, 2, and 3, as well as real and tangible property described in Section D 
below. 

Tables  1,  2,  and  3  include  a breakdown of  the  funds  reported  to 
OFAC  relating  to  the  five  state  sponsors  of  terrorism.  Table  4  is  a 
summary  of  the  amounts  reported  in  Tables  1,  2,  and  3.  For  each 
country, the nature of the referenced funds (blocked and non-blocked) is 
different and the sources of information may vary, as discussed below. 
Not all of the funds reported in Tables 1, 2, 3, and 4 are physically located 
in the United States. A relatively small amount is in foreign branches and 
subsidiaries  of  U.S.  banks,  where  such  funds  are  subject  to  legal 
requirements of the host country that may conflict with sanctions-related 
restrictions under U.S. law. 

With respect to any blocked assets discussed below, there are changes in 
value, location, and composition over time consistent with OFAC’s receipt 
of reports from holders of blocked assets identifying additional assets of 
sanctioned  countries;  updates  of  information  received  from  holders  of 
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blocked accounts on accrued interest and fluctuating market values; and 
licensing of various transactions in accordance with United States foreign 
policy objectives and applicable law.  In addition, there are circumstances 
under which blocked assets of state sponsors of terrorism may be subject to 
vesting to satisfy foreign policy objectives or meet statutory obligations or 
subject to attachment pursuant to TRIA. 

CUBA 

The fund totals for Cuba, as set forth in Tables 1 and 2, are derived 
from annual reports of blocked property submitted to OFAC pursuant to 
OFAC’s regulations. See 31 CFR § 501.603(b)(2).  

IRAN 

Assets reported for Iran include both blocked and non-blocked funds, 
as well as blocked diplomatic and consular property. No action has been 
taken to block Iranian assets since 1981. The blocked Iranian property is 
property of  the Government of  Iran that  has  remained blocked,  under 
OFAC’s Iranian Assets Control Regulations, 31 CFR part 535, since the 
hostage crisis was resolved in 1981.12 The property remains blocked in part 
because  of  pending claims  before  the  Iran-U.S.  Claims  Tribunal.   The 
blocked Iranian  diplomatic  and  consular  real  and tangible  property  is 
described in Section D below. Blocked funds in which the Government of 
Iran  has  an  interest  are  reported  in  Table  1,  and  non-blocked  funds 
associated with Iranian entities and individuals are reported in aggregate 
form in Table 3. The blocked funds reported in Table 1 consist primarily 
of rental proceeds derived from the diplomatic and consular property; the 
security deposits of the tenants are included in the reported figure. The 
State  Department’s  Office  of  Foreign  Missions,  the  custodian  of  the 
diplomatic  and  consular  real  estate,  is  authorized  to  use  the  rental 
proceeds to maintain the properties in keeping with the treaty obligations 
of the United States, and certain funds may have been earmarked for these 
purposes. In addition to the diplomatic and consular real estate and rental 
proceeds,  there  are  eleven Government  of  Iran  consular  accounts  that 
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have been blocked since 1981. 

There is no requirement for U.S. persons to report non-blocked assets 
to OFAC.   However, as described in Section C below, non-blocked funds 
are reported to OFAC by the Treasury International  Capital  Reporting 
System and the  Federal  Reserve,  which reflect  (i)  the  total  liabilities  to 
Iranian  individuals  and  entities  reported  by  banking  and  non-banking 
institutions in the United States as well as their major offshore branches 
and subsidiaries,  and (ii)  the  value  of  U.S.  long-term securities  held by 
Iranian individuals and entities.

NORTH KOREA 

The fund totals  for North Korea, as set forth in Tables 1 and 2, are 
derived  from  annual  reports  of  blocked  property  submitted  to  OFAC 
pursuant to OFAC’s regulations. See 31 CFR § 501.603(b)(2).13  Because the 
North Korea sanctions have targeted not only the Government of North 
Korea, but also its nationals, defined to include entities and individuals, the 
reported figure may include the blocked assets of all  these parties.  The 
fund totals include funds owned by third parties that have been blocked 
due to indirect or contingent interests of the North Korean government or 
North  Korean  nationals.  Because  nearly  all  prospective  transactions  in 
which the Government of North Korea or North Korean nationals have an 
interest have been authorized since June 2000, no additional North Korean 
assets  have  been  blocked  pursuant  to  the  Foreign  Assets  Control 
Regulations, 31 CFR Part 500, since that time.  Nevertheless, with respect 
to funds blocked pursuant to this Part, blocked fund totals for North Korea 
continue  to  fluctuate  based  on  interest  earned,  maintenance  expenses 
deducted,  incidental  licensing  and  the  additional  reporting  of  blocked 
assets.  There  is  no requirement  for  U.S.  persons  to report  non-blocked 
assets to OFAC.

 SUDAN 
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    The fund totals for Sudan, as set forth in Tables 1 and 2, are derived 
from annual reports of blocked property submitted to OFAC pursuant to 
OFAC’s regulations. See 31 CFR § 501.603(b)(2).14 Blocked fund totals for 
Sudan  continue  to  fluctuate  based  on  interest  earned,  maintenance 
expenses deducted,  incidental  licensing and the  additional  reporting of 
blocked assets.  This figure includes assets owned by third parties that 
have  been  blocked  due  to  indirect  or  contingent  interests  of  the 
Government of Sudan.  There is no requirement for U.S. persons to report 
non-blocked assets to OFAC. 

SYRIA 

Although the Syrian Sanctions Regulations, 31 CFR part 542, entail the 
blocking of property of individuals and entities designated pursuant to the 
criteria in Executive Order 13338 (E.O. 13338) of May 11, 2004,15 no assets 
of the individuals and entities presently. 

          Other  sanctions  authorities  designed  to  address  national 
emergencies distinct from terrorism may also result in blocking of funds in 
which  the  Government  of  North  Korea may  have  an  interest.   In  this 
regard, assets may have been blocked pursuant to Executive Order 13382, 
“Blocking  Property  of  Weapons  of  Mass  Destruction  Proliferators  and 
their Supporters” (June 28, 2005).  To the extent that such blocked assets 
exist,  they are not  included in this  report.  14  Other sanctions authorities 
designed to address national emergencies distinct from terrorism may also 
result in blocking of funds in which the Government of Sudan may have an 
interest.  

There is no requirement for U.S. persons to report non-blocked assets 
to OFAC.   However, as described in Section C below, non-blocked funds 
are reported to OFAC by the Treasury International  Capital  Reporting 
System and the  Federal  Reserve,  which reflect  (i)  the  total  liabilities  to 
Syrian  individuals  and  entities  reported  by  banking  and  non-banking 
institutions in the United States as well as their major offshore branches 
and subsidiaries,  and (ii)  the  value  of  U.S.  long-term securities  held by 
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Syrian individuals and entities. 

C. Non-Blocked Funds relating to State Sponsors of Terrorism 

The non-blocked funds referenced above in the discussions of Iran and 
Syria and contained in Table 3 are derived from the Department of the 
Treasury’s reporting systems on U.S. international capital movements and 
portfolio  investment.  These  systems  are  designed  primarily  to  collect 
information in aggregate form concerning the U.S. balance  of  payments 
and international investment positions.  The information provided to the 
Department of the Treasury through these reporting systems, together with 
the Federal Reserve System’s data on assets and liabilities of U.S. banks’ 
large  foreign  offices,  represent  comprehensive  U.S.  surveys  of  bank 
liabilities and portfolio investment gathered on individuals and public and 
private  entities  in  certain  foreign  countries.   There  are  statutory 
restrictions on the use of the data to preserve the anonymity of reporters 
and  asset  holders.  Data  on  non-blocked  assets  held  in  large  offshore 
branches and subsidiaries of U.S. banks are taken from quarterly reports 
to the Federal Reserve System. 

D. Real and Tangible Property of State Sponsors of Terrorism 

The value of Iran’s diplomatic and consular property, together with the 
remaining diplomatic and consular furnishings, has been reported in the 
past years in the Terrorist Assets Report as $23.2 million. The continued 
use of this figure may not provide an accurate reflection of the value of this 
property  given the  general  increase  in  property  values  in  recent  years. 
Because a current valuation for Iran’s diplomatic and consular property is 
not available, OFAC chose not to include any figure in the 2005 Report or 
this year’s Report with respect to the value of this property.
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(Nuclear strategy & international terrorism)

                                      

        The National Nuclear Security Administration (Dept. of Energy 2008)

STRATEGIC PLANNING GUIDANCE

http://nnsa.energy.gov/about/documents/NSPG-FY10-14_04-08-08.pdf

NNSA’s  principal  mission  is  twofold,  encompassing  nuclear  threat  
management and  threat  reduction.  NNSA assists in  managing  worldwide 
nuclear threats by helping to ensure that the United States maintains (a) 
safe,  secure,  effective  and  reliable  nuclear  weapons  stockpile  and  (b) 
effective  nuclear propulsion systems for sea-based forces,  to deter or,  if 
necessary, respond to threats from weapons of mass destruction (WMD). 
NNSA assists  in  reducing  worldwide  threats  by  helping  to  prevent  the 
proliferation  of  WMD,  and  particularly  their  acquisition  by  terrorist 
groups or rogue states. NNSA seeks to achieve threat reduction through a 
range of activities that include multilateral and bilateral engagement with 
allies and partners,  and a robust program of research and development 
(R&D) in non-proliferation detection and assessment. 

In  formulating  strategic  planning  guidance,  it  is  important  to  first 
review the current U.S. security environment, assess the threats that may 
evolve in the future, and determine how NNSA should best position itself to 
respond. Since no one can predict the future with any degree of certainty, 
national security planning that evolves from a particular set of assumptions 
about the future must be resilient to variations in those assumptions. 
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Summary 

During  the  Cold  War,  our  greatest  security  concern  related  to  the 
Soviet  Union.  Potential  threats  from China  and  regional  states  such  as 
North  Korea were  considered to  be  lesser included cases  that  could  be 
addressed by the capabilities deployed to counter the Soviet threat.  The 
current  global  security  environment  is  radically  different.  The  primary 
national security challenge facing the United States is the nexus of violent 
extremists and regional states of concern that are seeking or have WMD. 
Some states have demonstrated a willingness to transfer advanced weapons 
or  sensitive  weapon technologies  to  other  states,  or  to  support  terrorist 
groups. China, a rapidly growing economic power and the only recognized 
nuclear weapons state under the Nuclear Nonproliferation Treaty (NPT) 
that is both modernizing and expanding its nuclear force, is also a potential 
concern. Currently Russia is not considered a threat. However, concerns 
exist regarding Russia’s large nuclear force, including the world’s largest 
non-strategic nuclear arsenal. 

Although trends in the security environment are uneven, we live in a 
complicated,  unpredictable  and  dangerous  world.  Challenges  that  the 
United States may confront in decades ahead include: 

•States  of  Concern:  states  that  either  have  or  seek  weapons  of  mass 
destruction (WMD) and the means to deliver them and whose behavior is 
outside of international norms; 

•Violent Extremists and Non-State Actors: non-state organizations that are 
motivated by goals and values at odds with our values, and resort to violent 
means to further their goals; some seek WMD and the means to deliver 
them; 

•Established Major Nuclear Powers Outside of NATO: China and Russia 
are each modernizing their nuclear capabilities; the future direction of each 
remains uncertain. 
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•Asymmetric  Threats. While  the  threat  of  nuclear  war between nation-
states has declined, the economic sabotage and espionage threat – physical 
and electronic – has increased with globalization and the interconnected, 
constant-communication world in which we now live. 

States of Concern 

Ongoing efforts of nation-states to develop WMD threat to the U.S., our 
deployed forces, and our allies and friends. North Korea and Iran are of 
particular  concern  because  of  the  demonstrated  willingness  of  each  to 
transfer sensitive weapons technology to others and/or the willingness to 
sponsor groups that engage in terrorism. 

The pursuit of illicit nuclear weapons programs by North Korea and 
Iran  jeopardizes  the  global  nonproliferation  regime,  threatens  regional 
stability,  and  has  the  potential  to  trigger  a  “cascade”  of  nuclear 
proliferation.  Both North Korea and Iran violated their nuclear safeguards 
obligations  under  the  NPT—using  technology  provided  for  peaceful 
purposes they concealed their diversion of this technology into efforts to 
develop nuclear weapons. 

The announcements by North Korea to provide a full declaration of its 
nuclear  programs  and  dismantle  them  may  be  an  important  step  in 
reversing  its  nuclear  ambitions  and  returning  North  Korea  to  full 
compliance with the NPT. However, North Korean declarations must be 
verified  as  accurate  and  supported  by  a  long-term commitment.   Iran 
continues to pursue uranium enrichment capabilities in defiance of the UN 
Security Council.   Iran’s leaders have made numerous threats to destroy 
regional  friends  of  the  U.S.,  have  made  direct  threats  to  the  U.S.  and 
continues to pursue policies that are directly inimical to U.S. interests. 

Violent Extremists and Non-State Actors 

The U.S. and its allies face a threat from violent extremists and other 
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non-state actors who receive support from states that seek to use them as 
proxies. Some violent extremist groups seek WMD for use in their acts of 
terrorism. U.S. policy is to hold state-sponsors of terrorism accountable for 
the actions of their proxies. 

China 

The  2006  Defense  Quadrennial  Review  (QDR)  states  “U.S.  policy 
remains focused on encouraging China to play a constructive, peaceful role 
in the Asia-Pacific region and to serve as a partner in addressing common 
security  challenges,  including  terrorism,  proliferation,  narcotics  and 
piracy.”  The QDR also notes that, when looking forward, “China has the 
greatest potential to compete with the United States and field disruptive 
technologies  that  could,  over  time,  offset  traditional  U.S.  military 
advantages.”  China  is  pursuing  a  comprehensive  transformation  of  its 
military forces to improve its capabilities for power projection, anti-access 
and  area  denial.  Specially,  China’s  nuclear  force  modernization  is 
enhancing  its  capabilities  for  strategic  strike  beyond  the  Asia-Pacific 
theater. 

Russia 

The U.S. is engaging Russia in important areas of common interest (e.g., 
counter-terrorism,  nuclear  security  and  nonproliferation)  and  does  not 
consider Russia to be an immediate threat. Even as the U.S. and its allies 
work to engage Russia cooperatively,  and promote greater transparency 
and  predictability  with  respect  to  nuclear  forces  and  other  military 
capabilities,  uncertainty remains about Russia’s  future direction.  Recent 
statements  by President Putin heralding Russia’s  nuclear  modernization 
program and its operational readiness further increase concern regarding 
Russia’s strategic intentions. 
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India and Pakistan 

Although not a threat to the U.S., Indian and Pakistani nuclear weapons 
add uncertainty and nonproliferation concerns in a region of  the world 
racked by terrorism,  extremism and instability.   Continuing unrest  and 
political  uncertainty in Pakistan only adds to this concern. Additionally, 
both  nations  continue  to  upgrade  and  expand  their  nuclear  weapons 
delivery systems. 

Proliferation Challenges of the Global Nuclear Energy Renaissance 

Increasing energy demands and concerns  about climate  change will 
make civilian nuclear power more attractive.  By 2025, experts estimate a 
75 percent growth in electricity demand and a much greater increase by 
mid-century. Nuclear energy is the most promising technology available to 
meet these huge requirements.  This suggests a vast increase in the number 
of states that will develop or expand nuclear power capacity (an increase 
from 30 nuclear power-using states to perhaps 50-60 by mid-century).  In 
addition, with the end of the HEU-LEU Purchase Agreement in 2013, the 
United States will lose its direct access to about 50 percent of the nuclear 
material currently available for energy production. Unless these initiatives 
for  increased  nuclear  energy  are  carefully  managed,  civilian  nuclear 
power expansion risks introducing serious proliferation dangers.  

This nuclear renaissance is moving forward quickly. We must ensure 
that nonproliferation needs are closely coupled with this renaissance from 
the  outset.  Assured  nuclear  fuel  services  for  states  that  renounce 
proliferation sensitive enrichment and reprocessing capabilities is a key 
component  to  ensuring  that  the  renaissance  proceeds  in  a  safe  and 
sustainable  manner.  State  of  the  Enterprise  Defense  Nuclear 
Nonproliferation  (DNN)  manages  cooperative  programs,  develops 
technology, and applies expertise from the U.S. national laboratories and 
contractors to detect, prevent, and reverse the proliferation of WMD, and 
mitigate the risks of diversion of nuclear. 

872 | Page



Sourcebook of Cases, Laws, Treaties & Documents

To implement its mission, DNN seeks to: Secure nuclear weapons and 
weapons-usable nuclear materials at potentially vulnerable sites in Russia 
and elsewhere, secure radiological materials worldwide that could be used 
in “dirty bombs”, Reduce quantities of nuclear and radiological materials 
and equipment of concern, Downsize the nuclear weapons infrastructure 
of  the  former  Soviet  Union  (FSU),  Strengthen  the  safeguards  system, 
Bolster border security overseas  and domestically  Develop cutting-edge 
nonproliferation,  safeguards  and  national  security  related  technologies, 
Strengthen international nonproliferation and export control regimes, Roll 
back  black  market  and  illicit  procurement  networks,  Facilitate  non-
weapons employment for WMD scientists in the FSU, Libya and Iraq, and 
the nature of the proliferation threat is evolving rapidly.

 Moreover, the political and security environment continues to evolve 
in Russia and other countries of  the FSU. DNN’s nonproliferation and 
threat reduction programs will need to be agile in adjusting strategies and 
priorities  in  light  of  evolving  challenges,  and  in  providing  innovative 
responses. Russia will continue to face long-term needs for assistance on 
key nonproliferation projects. Russia’s desire to avoid the appearance of 
dependency  on  the  United  States,  however,  has  been  increasing  as  its 
economy continues to grow and government revenues increase.

 DNN programs must recognize and underscore the need to emphasize 
shared objectives, mutual benefits, and genuinely cooperative approaches 
in interactions with Russian counterparts. Along these lines, DNN’s work 
with  Russia  has  begun  to  transition  from assistance  to  cooperation  on 
programs that fulfill shared nonproliferation and national security goals. 
Over  the  longer  term,  and  consistent  with  support  for  the 
Administration’s  G-8  Global  Partnership  effort,  DNN will  reduce  and 
eventually  eliminate  its  assistance  to Russia.  DNN programs,  therefore, 
should  focus  on  sustainability  of  cooperative  activities  and,  where  and 
when appropriate, encourage Russia to commit its own resources to in the 
absence of U.S. assistance. 

DNN  programs  are  becoming  increasingly  global  in  scope  as  they 
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strengthen and expand nonproliferation activities outside of the FSU. DNN 
currently works in over 90 countries with international partners and allies 
to  prevent  the  spread  of  WMD  through  bilateral  and  multilateral 
arrangements. 

DNN will continue to focus on broadening the international scope of its 
nonproliferation  mission.  Administrator’s  Overarching  Guidance  for 
Defense  Nuclear  Nonproliferation  DNN  should  continue  its 
implementation of a long-term, global,  and comprehensive strategy that 
combats WMD proliferation and limits the threat of nuclear terrorism by 
detecting,  securing,  and  eliminating  proliferation-sensitive  materials, 
technology  and  expertise,  and  strengthening  international  compliance 
within  the  nonproliferation  regime.   To  date,  DNN  threat  reduction 
efforts,  such  as  MPC&A  and  GTRI,  have  been  highly  successful. 
However,  further  nonproliferation  efforts  and  initiatives  are  needed to 
secure these successes, especially as these threat reduction programs enter 
their sustainability stages in the years ahead. Revitalizing the International 
Safeguards  System:  IAEA  safeguards  serve  as  the  only  international 
mechanism available to monitor nuclear activities in conformance with the 
NPT and safeguards commitments undertaken by states worldwide.  

The international safeguards system is under more strain than at any 
point  in  its  history,  due  to  expanding  responsibilities  and  high-profile 
investigations in Iran, North Korea, Iraq, and of proliferation networks. 
Over the last 25 years, the number of safeguarded facilities has more than 
tripled,  and  the  amount  of  HEU  and  separated  plutonium  under 
safeguards has increased by a factor of six.  The number of states with 
Additional Protocols in force has increased from five to 84 over ten years. 
Sources  of  information  are  expanding,  and  methods  of  inspection  are 
evolving. Against this backdrop, the IAEA regular safeguards budget has 
remained essentially  flat  in  real  terms (the  exception  being a one-time 
increase adopted six years ago, in 2002), large numbers of senior IAEA 
inspectors and staff are approaching retirement, and U.S. investment in 
safeguards technology has lost momentum and direction. 
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 If  current  trends continue,  strains  on  the  international  safeguards 
system could break it completely. Moreover, the anticipated renaissance 
for nuclear power is expected to be significant,  given growing concerns 
surrounding  fossil  fuel  dependency  and  global  climate  change.  This 
expansion would entail the deployment of new types of reactors and large-
scale, complex facilities for fuel enrichment and fabrication, interim spent 
fuel storage, spent fuel processing, and long-term waste storage.  Much of 
this  growth  could  come  in  the  developing  world  where  the  risks  of 
terrorism  and  proliferation  are  greatest.   It  is  imperative  that  DNN 
develop  a comprehensive  strategy  to  address  these  issues  and  work to 
strengthen the international  safeguards system. Equally important is  to 
ensure  the  necessary  expertise  and  technology—both  domestic  and 
international—to  implement  a  robust  safeguards  system.  Deteting  and 
Dismantling  Clandestine  WMD  Activities:  DNN  should  improve 
capabilities to detect clandestine WMD activities and increase capabilities 
to  provide  for  the  transparent  and  verifiable  dismantlement  of  WMD 
programs.

  In addition, it must lead the effort to provide advanced basic and 
applied technology to verify declared nuclear activities, detect undeclared 
nuclear materials and activities, and support the verifiable dismantlement 
of nuclear programs in countries of proliferation concern, such as North 
Korea  and  Iran.   Such  assistance  would  also  increase  the  overall 
effectiveness  and  efficiency  of  IAEA  safeguards  and  strengthen  IAEA 
capabilities to detect undeclared nuclear activities. To determine the origin 
and  pathways  of  materials  or  warhead  diversion,  and  to  ensure  that 
potential  threats  to  transfer  warheads  and  materials  to  terrorists  are 
bound by the logic of deterrence, DNN should work to strengthen national 
technical  nuclear  forensics  capabilities.  Preventing  Emergence  of  New 
Proliferators: Illicit procurement networks have assisted several countries 
in  developing  their  nuclear  weapons  programs  and  capabilities. 
Disrupting  such  networks  and  preventing  the  emergence  of  new 
proliferators requires a defense-in-depth strategy. 

 In addition to ensuring a robust and efficient safeguards system to 
deter against the theft or illicit diversion of sensitive material, technology, 
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and expertise, DNN must work with international partners to ensure the 
implementation  of  effective  export  control  systems and robust  physical 
protection  in  countries  and regions  of  proliferation  concern;  improved 
detection at customs points and borders, especially in high-traffic transit 
states; and more strategic interdiction of potential transfer of controlled 
technology, information, and/or material. 

 In  addition,  it  must  work  to  ensure  international  support  for  the 
implementation of UNSCR 1540, the Global Initiative to Combat Nuclear 
Terrorism,  and  the  Proliferation  Security  Initiative.  DNN  Role  in 
Transformation:  In addition,  in keeping with the transformation of the 
National Laboratory complex to an agile and responsive enterprise, as well 
as  the  requirement  to  maintain  a  deep  and  technically  sophisticated 
research and development workforce and technology base,  DNN should 
continue  to  emphasize  long-term  basic  research  and  development 
programs.  Basic  science  discoveries  and  new technologies  that  can  be 
applied  to  nuclear  nonproliferation,  homeland  security,  and  national 
security needs provide valuable and irreplaceable capabilities not only to 
DNN, but also to Emergency Operations, and numerous other agencies of 
the  USG.   In  concert  with  the  research  and  development  program 
supporting Weapons Activities, the nonproliferation R&D program must 
be a steward of the DOE science base and creator of new technologies for 
NNSA missions beyond stockpile stewardship. 

 Administrator’s  Priorities  for  Defense  Nuclear  Nonproliferation  
Accelerate  and  expand  efforts  to  secure  vulnerable  high  priority  
nuclear/radiological materials in Russia and other countries.  Lock in the 
valuable  gains  provided  by  these  security  upgrades  by  focusing  on 
developing a vigorous sustainability effort.  Accelerate efforts to minimize  
and eliminate HEU.  Convert reactors and Mo-99 production facilities to 
LEU and by remove the excess HEU. Enhance border monitoring efforts.  
Assist customs officials in the United States and abroad to detect, deter, 
and  interdict  illicit  trafficking  in  nuclear/radioactive  and  WMD 
technologies and materials,  including under the Second Line of Defense 
Program, the Megaports initiative, and the International Nonproliferation 
Export Control Program. 
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                 Planning Guidance for Counterterrorism.

Nuclear terrorism has become an increasing concern to our nation and 
an important focus for DOE programs. The Office of the Deputy Under 
Secretary for Counterterrorism (CT) was created to coordinate activities 
with the NNSA, to facilitate marshaling resources across all of DOE, and to 
be the Department’s principal point of contact with other U.S. government 
agencies and foreign governments on counterterrorism matters. 

NNSA’s  core  expertise  in  nuclear  sciences  is  central  to  the  national 
effort to deter, detect, defeat, or attribute an attempted or actual nuclear or 
radiological terrorist attack. Its counterterrorism programs have evolved 
since the 9/11 terrorist  attacks and play a crucial  role  in protecting the 
homeland.  DOE  and  other  agencies  rely  on  the  national  laboratories’ 
knowledge of nuclear weapons design to identify novel and unconventional 
nuclear threats; to support the design and evaluation of radiation detection 
systems; to design technologies to disarm a terrorist nuclear device; and, to 
evaluate safeguards and security of existing and future nuclear facilities. 

NNSA’s nonproliferation programs secure nuclear weapons and WMD 
materials  in other countries,  strengthen international  nuclear safeguards 
and foreign export control capabilities, halt nuclear smuggling, and provide 
ground-based, air-based and space-based solutions to identify, locate and 
track  WMD materials,  processes  and facilities.  In  addition  to  aiding  in 
preventing the spread of nuclear weapons to hostile national states, these 
activities  also  reduce  the  danger  that  terrorists  could  obtain  WMD 
weapons, materials or technologies. 

NNSA works  with  other  nations  to  develop emergency  management 
programs and infrastructure to reduce the risk of nuclear and radiological 
events  and  to  mitigate  the  consequences  of  such  an  event.  Moreover, 
working with other agencies, we are expanding the overseas detection and 
interception tripwires to find and stop nuclear materials in transit. Finally, 
our response teams provide the nation’s last line of defense to search for 
and render safe a nuclear device, and to provide consequence management 
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support in the event of an incident. 

DOE’s ongoing efforts  to  ensure  the  nation’s  energy supply,  protect 
critical energy infrastructure, support the U.S. intelligence community, and 
conduct  broad-based  scientific  research  contribute  to  our  homeland 
security as well. 

Viewed comprehensively, these programs, and related support to other 
agencies,  comprise the elements of a multi-layered defense of the nation 
against the nuclear terrorism threat. 
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(Private security contractors and legal status)

CONGRESS OF THE UNITED STATES, CONGRESSIONAL BUDGET OFFICE (2008)

Contractors’ Support of U.S. Operations in Iraq

http://www.cbo.gov/ftpdocs/96xx/doc9688/08-12-IraqContractors.pdf

     Contractors  play a substantial role in supporting the United States’ 
current military, reconstruction, and diplomatic operations in Iraq. That 
support has raised questions regarding the costs, quantities, functions, and 
legal status of contractor personnel working in the Iraq theater. 

This Congressional Budget Office (CBO) paper, which was prepared at 
the request of the Senate Committee on the Budget, examines the use of 
contractors  in the Iraq theater from 2003 through 2007.  It  provides an 
overview of the federal government’s costs of employing contractors in Iraq 
and in nearby countries, the type of products and services they provide, the 
number of personnel working on those contracts, comparisons of past and 
present use of contractors during U.S. military operations, and the use of 
contractors to provide security. CBO also investigated the command-and-
control structure between the U.S. government and contract employees and 
the legal issues surrounding contractor personnel working in Iraq. 

Introduction and Summary

Contractors  play  a substantial  role  in  supporting  the  United  States’ 
current  military,  reconstruction,  and  diplomatic  operations  in  Iraq, 
accounting  for  a significant  portion  of  the  manpower  and spending for 
those activities. The Congressional Budget Office (CBO), at the request of 
the Senate Committee on the Budget, has studied the use of contractors in 
the Iraq theater to support U.S. activities in Iraq.1 

This paper, which covers the period from 2003 through 2007, provides 
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an overview of the federal costs of employing contractors in Iraq and in 
nearby countries, the type of products and services they provide, the num-
ber  of  personnel  working  on  those  contracts,  comparisons  of  past  and 
present use of contractors during U.S. military operations, and the use of 
contractors  to  provide  security.  CBO also  examined the  command-and-
control structure between the U.S. government and contract employees and 
the legal issues surrounding contractor personnel working in Iraq. 

The  U.S.  Government’s  Obligations  for  Contracts  Principally  
Performed in the Iraq Theater 

From 2003 through 2007, U.S. government agencies obligated a total of 
$85 billion for contracts principally performed in the Iraq theater, CBO
estimates.2 In-theater support for operations in Iraq occurred in multiple 
countries,  including  $63  billion  of  obligations  for  contracts  principally 
performed  in  Iraq,  $14  billion  for  contracts  principally  performed  in 
Kuwait, and $8 billion for contracts principally performed in other nearby 
countries  (see  the  top  panel  of  Figure  1).  New obligations  for  contracts 
performed in the Iraq theater have totaled about $17 billion to $21 billion 
annually since 2004.3 

The  $85  billion  in  obligations  for  contracts  performed  in  the  Iraq 
theater  accounts  for  almost  20  percent  of  the  $446  billion  of  U.S. 
appropriations for activities in Iraq from 2003 through 2007 (CBO 2008, p. 
7, converted to 2008 dollars). However, the $85 billion estimate does not 
capture the total share of U.S. spending on Iraq that goes to contractors. 
CBO’s estimate excludes the costs  of  contracts  supporting operations  in 
Iraq that are performed in countries outside the Iraq theater, including the 
United States (such as the manufacture of mine-resistant ambush-protected 
vehicles, or MRAPs, and any of the other military equipment used in the 
Iraq theater). 

Comparing Past  and Present  Use of Contractors  During Military  
Operations 
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Throughout  the  history  of  U.S.  military  conflicts,  contractor 
personnel  have  worked  alongside  military  and  government  civilian 
personnel  in  the  theater  of  operations.  The  United  States  has  hired 
contractors  to  perform  noncombat  functions  beginning  with  the 
Revolutionary  War  and  continuing  to  the  present  day.16 Contractors 
typically  provide  services  judged  too  menial  or  too  specialized  for 
government personnel to accomplish themselves.

Contractors  continue  to  provide  most  of  those  services  in-theater 
today, with the exception of medical support, almost all of which is now 
provided  by  military  personnel.  Contractors  also  perform  some 
functions, such as security, that traditionally have been reserved for the 
military. 

Although  the  use  of  contractors  during  military  operations  is  well 
established,  most  experts  agree  that  the  scale  of  the  deployment  of 
contractor personnel in the Iraq theater (relative to the number of military 
personnel in the country) is unprecedented in U.S. history. Historical data 
on numbers of contractor personnel in-theater, though sparse and inexact, 
support  that  conclusion.17  The  current  ratio  of  contractor  to  military 
personnel in the Iraq theater is 1 to 1—higher than it has been during any 
other  major  U.S.  military  operation  (see  Table  2).  In  total  in  the  Iraq 
theater as of December 2007. The Army used the LOGCAP contract in the 
Balkans,  and  logistics  support  was  also  provided  through  the  Balkans 
Support Contract. 

The historically high ratio of contractor personnel to military personnel 
in the Iraq theater is the result of several factors. In response to reductions 
in the size of the post– Cold War military, DoD has augmented its force 
structure by relying more heavily on contractors for support functions, for 
example,  through  LOGCAP (CBO 2005,  pp.  16–21).  Those  contractors 
perform functions in-theater that would otherwise require the deployment 
of  additional  military  personnel.  The  extent  of  DoD’s  contracting  is 
particularly evident during prolonged, large-scale operations—like those in 
Iraq—where  there  may  not  be  enough  military  personnel  available  to 
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provide logistics support. 

More generally,  the U.S. government has placed greater emphasis in 
recent decades on outsourcing activities to the private sector that are not 
inherently  governmental.  The government’s  policy  is  to  subject  services 
identified as commercial to the forces of competition.18 In addition, the ratio 
of  contractor  personnel  to  military  personnel  reflects  the United States’ 
attempt to reconstruct Iraq while military activities are under way, rather 
than delaying rebuilding until hostilities have ended. As a result, that ratio 
includes  thousands  of  contractor  personnel  associated  with  Iraq’s 
reconstruction, not with military operations. 

Private Security Contractors

CBO estimates  that  U.S.-funded  contractors  spent  $3  billion  to  $6 
billion for subcontractors to provide security services over the 2003–2007 
period. That spending makes up the balance of CBO’s $6 billion to $10 bil-
lion estimate of total spending for those services. CBO calculated that range 
by  first  estimating  the  value  of  the  government’s  service  contracts 
performed in Iraq that required nonmilitary security. That estimate––$32 
billion––is based on the assumptions that the military provides security for 
the LOGCAP contract, that contracts for products do not have significant 
security costs, and that JCC-I/A contracted for products or services at a 
ratio similar to that for all other in-theater contracts supporting operations 
in Iraq. CBO then determined that contractors spend between 10 percent 
and 20 percent of that $32 billion on security subcontracts.21 

Costs for PSC Personnel Compared with a Military Alternative  

A  widely  reported  aspect  of  private  security  contractors  is  the 
perception that  PSC personnel  cost  significantly more than equivalent 
military personnel. For example, in Joseph Stiglitz and Linda Bilmes’s 
estimates of the overall cost of the war in Iraq, they state that “In 2007, 
private security guards working for companies such as Blackwater and 
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DynCorp were earning up to $1,222 a day; this amounts to $445,000 a 
year. By contrast, an Army sergeant was earning $140 to $190 a day in 
pay and benefits, a total of $51,100 to $69,350 a year.”22 

Those figures,  however,  are not  appropriate  for comparing the cost-
effectiveness  of  contracting the  security  function or  performing it  using 
military personnel. The figure of $1,222 a day represents the contractor’s 
billing rate, not the amount paid to the contractor’s employees. The billing 
rate is greater than an employee’s pay because it includes the contractor’s 
indirect  costs,  overhead,  and profit.  A better comparison would  involve 
estimating a soldier’s “billing rate”—the total cost to the government of 
having a soldier fill  a  deployed security  position  for  one year.  Further, 
contractors generally bid various numbers of personnel in different labor 
categories,  so focusing on a single  labor  category—such as  the  security 
guards—gives an incomplete picture of the total cost of providing security. 
A better comparison would also reflect all  types of personnel as well  as 
nonlabor  costs  (such  as  vehicles  and  other  equipment)  that  a  security 
contractor includes in its bid. 

CBO performed such  an  analysis,  comparing  the  costs  of  a  private 
security  contractor  with  those  of  a  military  alternative.  That  analysis 
indicates that the costs of the private contractor did not differ greatly from 
the  costs  of  having  a  comparable  military  unit  performing  similar 
functions. During peacetime, however, the military unit would remain in 
the  force  structure  and  continue  to  accrue  costs  at  a  peacetime  rate, 
whereas the private security contract would not have to be renewed (see 
Box 2). 

Number of PSC Personnel in Iraq 

Reported tallies of the total number of PSC personnel in Iraq vary. In 
2005,  DoD  estimated  that  at  least  60  private  security  providers  were 
operating in Iraq, with as many as 25,000 employees working for the U.S., 
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Iraqi,  and coalition governments, businesses, and other customers (GAO 
2005, p. 8). The Private Security Company Association of Iraq (PSCAI), an 
industry association with 40 member companies, puts that number at about 
30,000 in 2008. That estimate, which excludes some Kurdish areas where 
PSCAI has no presence, includes approximately 5,000 U.S. citizens, 15,000 
Iraqis, and 10,000 third-country nationals.23  Approximately 30 percent to 
40 percent  of  PSC personnel  work directly  for  the  U.S.  government  as 
prime contractors. That share assumes that estimates of the total number 
of  PSC  personnel  (25,000  to  30,000)  are  accurate.  According  to 
CENTCOM’s  April  2008  census  of  contractors,  almost  7,300  PSC 
personnel  (including all  nationalities)  work on DoD-funded contracts  or 
subcontracts.  Nearly  3,000  additional  PSC  personnel  (including  all 
nationalities) work directly for DoS as prime contractors.24 

PSC Personnel Who Are Armed 

Given  the  nature  of  their  work,  many  PSC  personnel  are  armed. 
CENTCOM’s census reports that about three-quarters of the 7,300 PSC 
personnel working for DoD in Iraq carry weapons. A similar proportion of 
armed personnel probably holds for all other PSCs in Iraq. The presence of 
armed contractor personnel––hired by various governments, agencies, and 
businesses––has created significant challenges for the United States in over-
seeing contractors and managing the combat zone in Iraq (GAO 2006). As 
events  in  that  country  have  shown,  the  presence  of  armed  contractors 
introduces  the  possibility  of  shooting  incidents  between  contractor 
personnel  and military  or  local  civilian  personnel.  In  response  to  those 
issues and to requirements instituted by the National Defense Authorization 
Act  for  Fiscal  Year  2008,  DoD  and  DoS  signed  a  memorandum  of 
agreement in December 2007 to jointly develop policies and procedures for 
vetting, training, and using PSC personnel.25 

  Legal Issues with Contractor Personnel Supporting U.S. Operations

The  restrictions  on  how  contractor  personnel  are  used  and  the 
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mechanisms  by  which  they  are  controlled  are  different  from  the 
corresponding  restrictions  and  mechanisms  for  uniformed  military 
personnel or civilian government employees. Contractor personnel have a 
different  legal  status  than  government  employees  and  are  subject  to 
different  regulations  and  laws  (both  U.S.  and  international).  Those 
differences have led some Members of Congress to express concern about 
using contractors as part of military operations—concerns that date back 
to  the  use  of  contractors  in  the  Revolutionary  War.  The  legal  issues 
regarding  the  government’s  use  of  contractors  to  support  military 
operations are encapsulated in the following four questions: 

• What restrictions are placed on the use of contractors? 

• What  authority  does  the  U.S.  military  have  over  the  actions  of 

contractor personnel? 

• What is the legal status of contractor personnel supporting military 

operations such as those in Iraq? 

• What laws govern the actions of contractor personnel? 

The Congress and the President have enacted legislation and DoD has 
changed its policies in response to problems and concerns that have arisen 
in recent military operations overseas, and that process is ongoing.  This 
section discusses in greater detail several of the legal issues that have come 
to light under the framework of those four questions. The new laws and 
policies, and assertions of jurisdiction related to them, may be challenged in 
U.S. and international courts. Because of those potential challenges, CBO’s 
assessment provides only tentative answers to some of the questions posed 
above. 

Restrictions on the Use and Arming of Contractor Personnel 
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The  federal  government  uses  several  approaches  to  identify  which 
functions should be performed only by government personnel and which 
others  may  be  contracted  to the  private  sector.26 The Federal  Activities 
Inventory Reform Act of 1998 (FAIR) and guidance provided by the Office 
of  Management  and  Budget  require  functions  classified  as  “inherently 
governmental”  to  be  performed  by  government  personnel.  Inherently 
governmental  functions  are  those  that  are  “so  intimately  related  to  the 
public interest” as to mandate performance by government personnel; such 
activities  generally  require  either  exercising  sovereign  government 
authority or establishing procedures and processes related to the oversight 
of monetary transactions (Office of Management and Budget 2003, p. A-2).
27 Applying those  constraints,  the  Department  of   Defense  characterizes 
some functions—those directly linked to the military’s warfighting mission 
or requiring personnel who have recent hands-on experience in a military 
position—as “core” or “military essential” and may also reserve them for 
government personnel.28 

DoD’s core or military essential functions can be defined narrowly as 
those associated directly with the use of physical force (and thereby also 
meet the definition of inherently governmental as an exercise of sovereign 
government authority). However, the term “core” is sometimes used more 
broadly  and  subjectively  to  include  functions  less  directly  related  to 
warfighting,  such  as  those  defined  as  “core  business  missions”  of  the 
Defense  Business  Transformation Agency  (DoD 2008a)  and “core  depot 
maintenance” for weapon systems (DoD 2007a).29 

In instances in which the classification is ambiguous, additional factors 
must  be  considered  to  determine  whether  a  particular  function  can  or 
should  be  performed  by  contractors.  Those  factors  include  cost,  risk, 
flexibility, the government’s ability to draft an enforceable contract,  and 
the availability of government employees (for example, in cases like Iraq, in 
which there  may  not  be  enough military  personnel  to  perform logistics 
support) (Camm and Greenfield 2005, p. 56; CBO 2005, p. 32). In practice, 
most classifications based on the above criteria exclude certain functions 
that involve making financial  or policy decisions,  overseeing contractors, 
conducting offensive military operations, and performing police  functions. 
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Contractors, however, sometimes provide support to government personnel 
who perform those functions (GAO 2008a, p. 8). 

When  DoD  contractor  personnel  are  at  risk  of  physical  harm,  the 
Combatant Commander may authorize contractor personnel to be armed 
for self-defense (DoD 2005, sections 6.3.4 and 6.3.5).32 The Combatant Com-
mander must determine on an individual basis whether military forces can 
adequately  protect  contractor  personnel,  whether  military  protection  is 
inadequate and contractor personnel need to be armed to provide for their 
safety, or whether the function is so dangerous that it should instead be 
performed only by military personnel.

 A condition  for  arming  contractor  personnel  is  that  they  must  be 
eligible to possess weapons under U.S. laws or under the laws of their home 
nation.  Eligibility  mainly  requires  the  lack  of  any  felony  convictions. 
Armed contractor  personnel  must  also  be  trained in  the  proper  use  of 
weapons and must voluntarily accept weapons for self-defense. With the 
exception  of  contractor  personnel  performing  certain  security  functions 
discussed in the next paragraph, DoD policy limits contractor employees to 
carrying  a  sidearm (a  pistol).  As  of  February  28,  2008,  638  contractor 
employees in Iraq and Afghanistan were armed in that manner for self-
defense. About 200 DoD civilians have also been armed for self-defense.33  

Additional issues arise for some types of contractor personnel, such as 
private  security  contractors,  who perform functions  that  are  similar  to 
those  of  military  combat  forces  (Northam  2007).  When  contractor 
personnel  perform security  functions,  they may  use  small  arms  (with  a 
caliber of 7.62 mm or smaller) similar to those used by infantry soldiers, 
but the contractors are subject to “rules of the use of force” that are more 
restrictive  than  the  “rules  of  engagement”  governing  military  forces.34 

Specifically,  PSCs  are  not  allowed  to  engage  in  any  offensive  military 
operations.35 As of  April  2008,  5,613 of  DoD’s  7,259 security contractor 
personnel in Iraq were authorized to be armed (U.S. Central Command 
2008). 
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Under  DoD  policy,  contractors  may  provide  security  for  fixed-
perimeter defenses  and private  convoys  as  well  as  perform some police 
functions.36 Thus,  PSCs are sometimes positioned in a defensive posture 
adjacent to military forces,  and those contractors—as well as contractor 
personnel  performing  other  support  functions—may  drive  armored 
vehicles  into  areas  subject  to  attack.  DoD  recognizes  the  potential  for 
problems to arise when placing contractor personnel in a position in which 
they are likely to be physically harmed or need to employ force, but DoD 
relies on the discretion of commanders rather than a clear policy rule to 
guide the use of contractors in such cases. “Contracts [for security services] 
shall be issued cautiously in contingency operations where major combat 
operations  are  ongoing  or  imminent,”  and  the  security  contractor 
personnel  are  not  to  guard  military  personnel  or  property  unless 
authorized specifically by the Combatant Commander, an authority that 
cannot be delegated (DoD 2005, section 6.3.5). A local commander may also 
restrict  the movement of  security  contractor  personnel  according to the 
threat level. 

Military Authority Over Contractor Personnel 

Although  military  commanders  can  directly  control  the  actions  of 
military personnel and government civilians, their control over individual 
contractor  personnel  is  less  direct.  Military  personnel  are  subject  to 
criminal punishment if they fail to obey a lawful order from their military 
commanders (Turner and Norton 2001, p. 35).37 Government civilians may 
fall  under  the  control  of  military  commanders  either  permanently  or 
temporarily during a conflict, but only under extraordinary circumstances 
would  they  be  subject  to  administrative  actions,  such  as  suspension  or 
termination, if they failed to obey an order (Turner and Norton 2001, p. 
35). Military commanders may change the daily tasks and duties of military 
and civilian DoD employees within the usual military chain of command, 
subject  broadly  to  the  laws  and  regulations  of  the  United  States.38 In 
practice,  that  authority  enables  the  military  commander  to  allocate  the 
personnel under his or her command among any number of tasks those 
personnel are able and trained to do. The military commander may also 
request  that  additional  personnel  be reassigned from other parts  of  the 
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government if necessary. 

The contracting officer is the official designee of the head of the agency 
for  binding the  government  on matters  related to a particular  contract 
(DoD 2005, section 6.3.3).40 Typically a civilian, the contracting officer is not 
always colocated with the military commander or the contractor personnel 
and may not even be within the theater of operations (Douglas  2004,  p. 
139). The contracting officer may not have access to the place of perfor-
mance if that place is remote or dangerous or if it covers a large geographic 
area (GAO 2007). Instead, he or she may rely on a technical representative, 
usually a military officer on the staff of the military unit being supported 
and colocated with the contractor. 

The military commander has less direct authority over the actions of 
contractor  employees  than  over  military  or  government  civilian 
subordinates.  The  contractor,  not  the  commander,  is  responsible  for 
ensuring that employees comply with laws, regulations, and military orders 
issued  in  the  theater  of  operations.  Short  of  criminal  behavior  by 
contractor  personnel,  the  military  commander has  limited authority  for 
taking disciplinary action (DoD 2005, section 6.3.3). 

Legal Status of Contractor Personnel

The  Laws  of  Armed  Conflict  (LOAC), primarily  as  embodied in the 
Third and Fourth Geneva Conventions, govern the status and treatment of 
people who come under the control of enemy forces engaged in a declared 
war or other armed conflict.42 U.S. policy is to follow those laws even in 
cases  in  which  they  may  not  apply,  but  enemy  forces,  such  as  the 
insurgency forces in Iraq, might not follow them (DoD 2006a).43 Thus, even 
if  DoD contractor  personnel  in  Iraq  qualified  for  protection  under  the 
LOAC, they might not receive it. The nature of the hostilities in Iraq may 
change, however, and enemies in future conflicts may recognize the LOAC. 
Therefore,  the  distinctions  in  legal  status  under  the  LOAC are  still  an 
important  consideration  in  using  contractor  and  government  civilian 
personnel in positions in which they are subject to risk of capture. This 
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section looks  at  distinctions  in legal  status  and how that  status  changes 
when contractor and government civilian personnel are armed. 

General  Distinctions  in  Legal  Status.  The  legal  status  of  contractor 
personnel is not only different from that of military or government civilian 
personnel but is also subject to less agreement among legal scholars (CBO 
2005, p. 12). It also depends on many factors such as their nationality, the 
phase of military operations, where they work, and what type of work they 
do (Davidson 2000; Elsea 2007, p. 7; Parks 2005; Rivkin and Casey 2008; 
Turner and Norton 2001,  p.  24;  Vernon 2004).  Under the  LOAC, legal 
status determines whether personnel in a particular group can be targeted 
legitimately by enemy forces; how they should be treated if captured by 
enemy forces; and who would have the legal jurisdiction to punish their 
behavior  if  they  committed  offenses  against  the  laws,  regulations,  or 
policies of the United States, the country where the work was performed, or 
international agreements (Vernon 2004). DoD has issued policies regarding 
the  legal  rights  and  responsibilities  of  contractor  personnel,  but  some 
experts believe those policies are likely to face court challenges when DoD 
implements them (Elsea and Serafino 2007, p. 21). 

Prisoner-of-War Status.  Under the Laws of Armed Conflict, primarily 
as  embodied  in  the  Third  Geneva  Convention,  the  highest  level  of 
protection given to people who come under the control  of  enemy forces 
while engaged in a declared war or other armed conflict is called prisoner-
of-war (POW) status. Uniformed military personnel, government civilians, 
and  contractor  personnel  can  all  qualify  for  POW status  under  some 
conditions. 

Lawful Combatants. Lawful combatants are identified primarily by four 
criteria:  clearly  wearing  particular  types  of  uniforms  or  other 
distinguishing markings, carrying their weapons openly, operating under a 
clear command structure, and obeying the Geneva Conventions or other 
Laws of Armed Conflict. Military personnel, except for medical personnel 
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and  chaplains,  usually  qualify  as  lawful  combatants  under  the  Geneva 
Conventions,  meaning that they are legitimate military targets of enemy 
forces.45  They  also  obtain  some  immunity  from  prosecution  for  hostile 
actions taken during combat and receive POW status (Elsea 2007, p. 6). 
Contractor personnel are not classified as lawful combatants because they 
do  not  wear  military  uniforms  and  are  not  in  the  military  chain  of 
command. 

Noncombatants.  If  contractor  personnel  take  “no  active  part  in 
hostilities,” they probably qualify as noncombatants (Guillory 2001, p. 115). 
As such,  they would not  be legitimate  military  targets  of  enemy forces, 
although they might be injured or killed during a military action against a 
legitimate target. 

Illegal  Combatants  and  Uncertain  Status.  The  legal  status  of 
government civilians and contractor personnel performing functions closely 
linked  to  military  operations—  such  as  analyzing  intelligence  data, 
maintaining  weapon  systems,  and  resupplying  forward-based  forces—is 
less  certain  than  that  of  contractor  personnel  performing  purely 
commercial functions such as laundry or food services (Guillory 2001, pp. 
134–136).  Many  contractor  personnel  deploy  as  systems  technicians, 
helping to maintain, repair, and operate weapon systems. Others operate 
unmanned  aerial  vehicles  that  can  provide  reconnaissance  or  even fire 
weapons. Still others analyze intelligence data, which they may transmit in 
the  form of  targeting  coordinates  to  unmanned aerial  vehicles  or  other 
manned or unmanned platforms that fire weapons. Government civilians 
and contractor personnel performing such functions could be deemed to 
have taken an active part in hostilities, in which case they would no longer 
qualify as noncombatants. 

DoD’s  position  is  that  most  of  its  contractor  personnel  in  Iraq  are 
neither combatants  nor noncombatants  and that  they fall  into a special 
category called “civilians authorized to accompany the force” (DoD 2000, p. 
V-6; DoD 2005, section 6.1.1). According to DoD, civilians accompanying 
the  force  are  entitled  to  some,  but  not  all,  protections  afforded  to 
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noncombatants  in  addition  to  some  protections  afforded  to  combatants 
(McCullough and Edmonds 2004). For example, they qualify for humane 
treatment  (and  possibly  POW  status)  yet  may  be  subject  to  criminal 
prosecution  under  local  laws  for  actions  taken  during  the  conflict 
(Davidson  2000,  p.  245).  Those  contractor  personnel  are  not  legitimate 
targets of enemy forces, but the functions they perform are (Fortner 2000). 
For example, the equipment the personnel are using may be targeted, but 
not the personnel themselves. 

The distinctions among combatant, noncombatant, civilian, and illegal 
combatant classifications for personnel working for the U.S. military may 
not have practical significance for a conflict like the current operation in 
Iraq.  Insurgency  forces  have  not  been  following  the  Laws  of  Armed 
Conflict; for example, they have detonated explosives in public areas that 
are  as  likely  to  result  in  the  death  of  noncombatants  (including  Iraqi 
civilians) as well as combatants. The issues raised in this section involving 
the  status  of  contractors  who  are  captured  will  matter  only  when  the 
United  States  faces  an  enemy  that  recognizes  the  LOAC.  Even  if  that 
occurs, many related issues are subject to different interpretations that will 
take time to resolve. 

Distinctions  in  Legal  Status  When  Armed.  The  legal  status  of 
government civilians and contractor personnel becomes even less certain 
when they are armed. The in-theater military commander may authorize 
them to be armed for their own protection or to use arms in security guard 
functions (DoD 2005, sections 6.3.4 and 6.3.5).48 Even if those personnel shot 
at enemy forces in self-defense, their noncombatant status could be open to 
challenge (Guillory 2001; Turner and Norton 2001, p. 27). The distinction 
between  performing  security  functions  and  taking  “no  active  part  in 
hostilities” may be ambiguous in an atmosphere of frequent attacks (Elsea 
and Serafino 2007, p. 13). 

Also, criminal jurisdiction is not exclusive to one country. In general, 
the concept of “dual sovereigns” means that in cases in which one sovereign 
(a foreign government, the 
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U.S. government, or state government) has asserted jurisdiction, other 
sovereigns are not precluded from also attempting to assert jurisdiction.51 

However, because assertions of jurisdiction have thus far been rare, dual 
sovereignty has been only a theoretical consideration to date. 

Iraqi and International Law. Contractor personnel who commit crimes 
in Iraq could be tried in local Iraqi courts or International Criminal Courts 
except for the immunity agreement that the United States obtained from 
the Coalition Provisional Authority (CPA) and the U.N. Security Council 
(Garcia 2008, p. 5).52 The United States can waive that immunity but has 
chosen not to do so in any case thus far. The immunity, which also applies 
to contractors of other coalition partners, is set to expire in December 2008; 
the United States is negotiating to extend it (Byrne and McNett 2008). 

Uniform Code of Military Justice. One type of jurisdiction that could be 
applied to contractor personnel is the Uniform Code of Military Justice 
(UCMJ),  which  outlines  procedures  for  prosecuting  members  of  the 
military  who  commit  crimes  in  the  United  States  or  abroad.53 

Traditionally, DoD civilian and contractor personnel have been subject to 
the UCMJ only when they participate in a declared war or are “retired 
members of a regular component of the armed forces who are entitled to 
pay.”  Thus,  retired  service  members  serving  as  contractors  or  as 
government civilians  may be subject  to the UCMJ and could be court-
martialed for criminal violations (Ives and Davidson 2003). 

In  2006,  Congress  expanded  the  jurisdiction  of  the  UCMJ  over 
“persons serving with or accompanying an armed force in the field” to 
include times of  a contingency operation.54  Thus,  the UCMJ may cover 
DoD contractor personnel in Iraq (Elsea and Serafino 2007, p. 20).55  On 
March 27,  2008,  DoD used that  expanded jurisdiction to bring charges 
against a contractor employee accused of assault with a dangerous weapon 
against  another  contractor  employee.  The  employee  pleaded  guilty  to 
lesser charges at a court-martial on June 22, 2008. 

Military  Extraterritorial Jurisdiction  Act of  2000. The  Military 
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Extraterritorial Jurisdiction Act of 2000 (MEJA) extended jurisdiction of 
the U.S. courts to DoD civilians or contractor personnel supporting DoD 
missions who commit a felony (an offense punishable by more than one 
year in prison) outside sovereign U.S. territory while accompanying U.S. 
forces (Elsea and Serafino 2007; GAO 2008b).58  The defendants may be 
tried in federal  court  after  being brought  to  the  United States.  MEJA 
jurisdiction applies only if civilians (including contractor personnel) have 
not been prosecuted by the host nation’s legal system or under the UCMJ. 
It  does  not  apply  to  civilians  working  for  foreign  governments  or  for 
federal departments or agencies other than DoD; it also does not apply to 
nationals of the host country (in this case, Iraq). For example, employees of 
security contractors working for the Department of State would not be 
subject to MEJA. The statute has been used infrequently. Since enactment 
of MEJA in 2000 and through March 2008, DoD has referred 58 cases to 
the Department of Justice, 12 of which have been charged in federal court 
and one in state court (Department of Justice 2008; Singer 2004, p. 537).59 

Of those, 8 resulted in a conviction and 5 await trial. 

Special  Maritime  and  Territorial  Jurisdiction  of  the  United  States. 
Certain federal criminal statutes govern actions in U.S. facilities overseas, 
including the premises of the U.S. military in foreign states that qualify as 
part  of  the  special  maritime  and  territorial  jurisdiction  (SMTJ)  of  the 
United  States  (Elsea  and Serafino  2007,  pp.  17– 18).  Examples  of  such 
statutes include those addressing murder, torture, and assault committed 
by  or  against  U.S.  nationals.  The  United  States  has  also  asserted 
jurisdiction over crimes committed against U.S. government property or 
personnel, regardless of where the crimes occur (Doyle 2007). 

Other  Statutes. Two recent statutes prescribing sanctions for offenses 
committed outside U.S. territory may also apply to civilians accompanying 
U.S. forces. The USA Patriot Act expanded extraterritorial jurisdiction in 
two ways.60 First, it augmented the list of federal statutes that apply federal 
extraterritorial criminal jurisdiction, adding some computer-related crimes 
and the transportation of illegal drugs and explosives related to terrorism. 
Second, the act expanded the coverage of SMTJ to include the “premises of 
the  United  States  diplomatic,  consular,  military,  or  other  United  States 
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government missions or entities in foreign States” with respect to offenses 
committed by or against a citizen of the United States. 

Another  statute  covering actions  overseas  is  the War Crimes Act of 
1996,  as  amended  by  the  Military  Commissions  Act  of  2006.  That  act 
provides  that  “whoever,  whether  inside  or  outside  the  United  States, 
commits a war crime . . . shall be fined under this title or imprisoned for life 
or any term of years, or both, and if death results to the victim, shall also be 
subject to the penalty of death.”61  The law applies to members of the U.S. 
armed  forces  as  well  as  to  any  U.S.  citizen,  regardless  of  his  or  her 
employment. It would not apply to contractor personnel who are not U.S. 
citizens. 

                (Status of Forces Agreements as Excutive Agreements)

                                     CRS

                         Status of Forces Agreement (SOFA): 
            What Is It, and How Might One Be Utilized In Iraq? 
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                                      RL34531 (June 16, 2008)

                                     http://www.fas.org/sgp/crs/natsec/RL34531.pdf 

Summary

The United States has been party to multilateral and bilateral agreements 
addressing  the  status  of  U.S.  armed  forces  while  present  in  a  foreign 
country.  These  agreements,  commonly  referred  to  as  Status  of  Forces 
Agreements (SOFAs), generally establish the framework under which U.S. 
military  personnel  operate  in  a  foreign  country,  addressing  how  the 
domestic  laws  of  the  foreign  jurisdiction  shall  be  applied  toward  U.S. 
personnel while in that country. In light of the “Declaration of Principles,” 
signed by U.S. President George W. Bush and Iraqi Prime Minister Nouri 
Kamel Al-Maliki on November 26, 2007, and the possibility that the United 
States  will  enter  into  a  SOFA  with  the  Government  of  Iraq,  there  is 
considerable interest in Congress in SOFAs, what they may cover, and how 
they have been concluded in the past.

Formal requirements concerning form, content, length, or title of a SOFA 
do not exist. A SOFA may be written for a specific purpose or activity, or it 
may  anticipate  a  longer-term  relationship  and  provide  for  maximum 
flexibility  and  applicability.  It  is  generally  a  stand-alone  document 
concluded  as  an  executive  agreement.  A  SOFA  may  include  many 
provisions,  but  the most  common issue addressed is  which country may 
exercise  criminal  jurisdiction over U.S.  personnel.  Other provisions that 
may be found in a SOFA include, but are not limited to, the wearing of 
uniforms,  taxes and fees,  carrying of weapons,  use of radio frequencies, 
licenses, and customs regulations.

SOFAs are often included, along with other types of military agreements, as 
part of a comprehensive security arrangement with a particular country. A 
SOFA  itself  does  not  constitute  a  security  arrangement;  rather,  it 
establishes the rights and privileges of U.S. personnel present in a country 
in  support  of  the  larger  security  arrangement.  SOFAs  may  be  entered 
based on authority found in previous treaties and congressional actions or 
as sole executive agreements.
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There has been considerable interest in possible future security agreements 
between the United States and Iraq. The Administration has indicated that 
it  intends  to  enter  into  two  distinctive  agreements.  The  first  is  a  non-
binding  security  agreement,  and  the  second  is  a  U.S.-Iraq  SOFA.  The 
SOFA may be unique from other SOFAs concluded by the United States in 
that  it  may  contain  authorization  by  the  host  government  —  the 
government  of  Iraq — for  U.S.  forces  to  engage  in  military  operations 
within Iraq.

The United States is currently party to more than 100 agreements that 
may be considered SOFAs.3  A SOFA as a stand-alone document may not 
exist with a particular country, but that does not necessarily mean that the 
status  of  U.S.  personnel  in that  country has  not  been addressed. Terms 
commonly found in SOFAs may be contained in other agreements with a 
partner country so that a separate SOFA is not always utilized. 

A SOFA is an agreement that establishes the framework under which 
armed forces operate within a foreign country.4 The agreement provides for 
rights and privileges of covered individuals while in the foreign jurisdiction, 
addressing  how  the  domestic  laws  of  the  foreign  jurisdiction  shall  be 
applied to U.S. personnel5 while in that country.  It is important to note that 
a SOFA is a contract between parties and may be cancelled at the will of 
either party. SOFAs are peacetime documents and therefore do not address 
the rules of war, the Laws of Armed Conflict, or the Laws of the Sea.  In 
the event of armed conflict between parties to a SOFA, the terms of the 
agreement would no longer be applicable. 

SOFAs  may  include  many  provisions,  but  the  most  common  issue 
addressed is  which country may exercise  criminal  jurisdiction over U.S. 
personnel.  The United States has concluded agreements where it maintains 
exclusive jurisdiction over its personnel, but more often the agreement calls 
for shared jurisdiction with the receiving country.  In general, a SOFA does 
not authorize specific exercises, activities, or missions. Rather, it provides 
the framework for legal protections and rights while  U.S. personnel  are 
present in a country for agreed upon purposes.  A SOFA is not a mutual 
defense agreement or a security agreement.  The existence of a SOFA does 
not affect or diminish the parties inherent right of self-defense under the 
law of war. 
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Multilateral vs. Bilateral SOFAs 

With the exception of the multilateral SOFA among the United States and 
North Atlantic Treaty Organization (NATO) countries, a SOFA is specific 
to an individual country and is in the form of an executive agreement.6  The 
Department  of  State  and the  Department  of  Defense,  working together, 
identify the need for a SOFA with a particular country and negotiate the 
terms of the agreement.   The NATO SOFA7 is the only SOFA that was 
concluded as  part  of  a  treaty.8 The Senate  approved ratification  of  the 
NATO SOFA on March 19, 1970, subject to reservations.   

The Senate reservations to the NATO SOFA include four conditions: (1) 
the  criminal  jurisdiction  provisions  contained  in  Article  VII  of  the 
agreement do not constitute a precedent for future agreements; (2) when a 
servicemember  is  to  be  tried  by  authorities  in  a  receiving  state,  the 
commanding officer of the U.S. armed forces in that state shall review the 
laws of the receiving state with reference to the procedural safeguards of 
the U.S. Constitution; (3) if the commanding officer believes there is danger 
that  the servicemember will  not  be protected because  of  the absence or 
denial  of  constitutional  rights  the  accused  would  receive  in  the  United 
States, the commanding officer shall request that the receiving state waive 
its jurisdiction; and, (4) a representative of the United States be appointed 
to attend the trial of any servicemember being tried by the receiving state 
and act to protect the constitutional rights of the servicemember.10 

The NATO SOFA is a multilateral agreement that has applicability among 
all  the  member  countries  of  NATO.   As  of  June  2007,  26  countries, 
including the United States, have either ratified the agreement or acceded 
to it by their accession into NATO.11  Additionally, another 24 countries are 
subject  to  the  NATO  SOFA  through  their  participation  in  the  NATO 
Partnership for Peace (PfP) program.12 The program consists of bilateral 
cooperation between individual countries and NATO in order to increase 
stability,  diminish  threats  to  peace  and  build  strengthened  security 
relationships.13  The individual countries that participate in the PfP agree to 
adhere to the terms of the NATO SOFA.14 Through the NATO SOFA and 
the NATO PfP, the United States has a common SOFA with approximately 
58 countries.  Secretary Rice and Secretary Gates stated that the United 
States has agreements in more than 115 countries around the world.15

Provisions of Status of Forces Agreements 

There are no formal requirements governing the content, detail, and 
length of a SOFA.  A SOFA may address, but is not limited to, criminal and 
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civil  jurisdiction,  the  wearing  of  uniforms,  taxes  and  fees,  carrying  of 
weapons,  use  of  radio  frequencies,  license  requirements,  and  customs 
regulations. The United States has concluded SOFAs as short as one page 
and in excess of 200 pages.  For example, the United States and Bangladesh 
exchanged notes19 providing for the status of U.S. armed forces in advance 
of  a  joint  exercise  in  1998.20 The  agreement  is  specific  to  one 
activity/exercise, consists of 5 clauses, and is contained in one page.  The 
United States and Botswana exchanged notes providing for the status of 
forces “who may be temporarily present in Botswana in conjunction with 
exercises, training, humanitarian assistance, or other activities which may 
be agreed upon by our two governments.”21 The agreement is similar in its 
scope to the agreement with Bangladesh and is contained in one page.  In 
contrast,  in  documents  exceeding  200  pages,  the  United  States  and 
Germany entered into a supplemental agreement to the NATO SOFA,22 as 
well  as  additional  agreements  and exchange  of  notes  related  to  specific 
issues.23 

Civil/Criminal Jurisdiction.  The issue most commonly addressed in a 
SOFA is the legal protection from prosecution that will be afforded U.S. 
personnel while present in a foreign country.  The agreement establishes 
which  party  to  the  agreement  is  able  to  assert  criminal  and/or  civil 
jurisdiction.  In other words, the agreement establishes how the domestic 
civil  and criminal  laws are applied to U.S. personnel  while  serving in a 
foreign  country.   The  United  States  has  entered  agreements  where  it 
maintains exclusive jurisdiction, but the more common agreement results 
in shared jurisdiction between the United States and the signatory country. 
Exclusive jurisdiction is when the United States retains the right to exercise 
all criminal and disciplinary jurisdiction for violations of the laws of the 
foreign  nation  while  the  individual  is  present  in  that  country.   Shared 
jurisdiction  occurs  when each  party  to  the  agreement  retains  exclusive 
jurisdiction  over  certain  offenses  but  also  allows  the  United  States  to 
request  that  the  host  country  waive  jurisdiction  in  favor  of  the  United 
States exercising criminal and disciplinary jurisdiction.  The right to exert 
jurisdiction over U.S. personnel is not solely limited to when an individual 
is  located  on  a  military  installation.  It  may  cover  individuals  off  the 
installation as well. The right to exert jurisdiction can result in complete 
immunity from the laws of the receiving country while  the individual  is 
present in that country. 

Example of Exclusive Jurisdiction.  The United States entered into an 
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agreement regarding military exchanges and visits with the Government of 
Mongolia.24  As  part  of  the  agreement,  Article  X  addresses  criminal 
jurisdiction of U.S. personnel located in Mongolia.   The language of the 
agreement provides, “United States military authorities shall have the right 
to exercise within Mongolia all criminal and disciplinary jurisdiction over 
United States [p]ersonnel conferred on them by the military laws of the 
United  States.  Any  criminal  offenses  against  the  laws  of  Mongolia 
committed by a member of the U.S. forces shall be referred to appropriate 
United States authorities for investigation and disposition.”25  

Example of Shared Jurisdiction.  The NATO SOFA, applicable to all 
member  countries,  is  an  example  of  shared  jurisdiction.   Article  VII 
provides the jurisdictional framework.28  The SOFA allows for a country 
not entitled to primary jurisdiction to request the country with primary 
jurisdiction waive its right to jurisdiction. There is no requirement for the 
country  to  waive  it  gives  “sympathetic  consideration”  of  the  request.29 

Under the shared jurisdiction framework, each of the respective countries 
is provided exclusive jurisdiction in specific circumstances, generally when 
an offense is only punishable by one of the country’s laws.30 In that case, the 
country whose law has been offended has exclusive jurisdiction over the 
offender. When the offense violates the laws of both countries, concurrent 
jurisdiction is present and additional qualifications are used to determine 
which country will be allowed to assert jurisdiction over the offender.31 

Status  Determinations.  While  the  NATO SOFA provides  extensive 
language establishing jurisdiction, the United States has entered numerous 
SOFAs that appear to have a very basic rule for determining jurisdiction. 
Some agreements contain a single sentence stating that U.S. personnel are 
to be afforded a status equivalent to that accorded to the administrative 
and  technical  staff  of  the  U.S.  Embassy  in  that  country.  The  Vienna 
Convention on Diplomatic Relations of April 18, 1961 establishes classes of 
personnel, each with varying levels of legal protections.32  Administrative 
and technical staff receive, among other legal protections, “immunity from 
the criminal jurisdiction of the receiving State.”33 Therefore, a SOFA which 
treats  U.S.  personnel  as  administrative  and  technical  staff  confers 
immunity from criminal jurisdiction while in the receiving country.    

      Other  Provisions Such as Uniforms,  Taxes,  and Customs. While 
understandings regarding the assertion of legal jurisdiction are generally a 
universal  component  of  a  SOFA,  more  detailed  administrative  and 
operational matters may be included as well.  A SOFA may address, for 
example,  the  wearing  of  uniforms  by  armed  forces  while  away  from 
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military  installations,  taxes  and  fees,  carrying  of  weapons  by  U.S. 
personnel,  use  of  radio  frequencies,  driving  license  requirements,  and 
customs regulations. A SOFA provides the legal framework for day-to-day 
operations of  U.S.  personnel  while  a foreign country.   Most  SOFAs are 
bilateral agreements, therefore they may be tailored to the specific needs of 
the personnel operating in that country. 

Security Arrangements and SOFAs 

In  support  of  U.S.  foreign  policy,  the  United  States  has  concluded 
agreements  with  foreign  nations  related  to  security  commitments  and 
assurances.38  These  agreements  may  be  concluded  in  various  forms 
including  as  a  collective  defense  agreement  (obligating  parties  to  the 
agreement to assist in the defense of any party to the agreement in the event 
of an attack upon it), an agreement containing a consultation requirement 
(a party to the agreement pledges to take some action in the event the other 
country’s security is threatened), an agreement granting the legal right to 
military intervention (granting one party the right,  but not  the duty,  to 
militarily  intervene  within  the  territory  of  another  party  to  defend  it 
against internal or external threats),  or other non-binding arrangements 
(unilateral pledge or policy statement).  SOFAs are often included, along 
with  other  types  of  military  agreements  (i.e.,  basing,  access,  and  pre-
positioning),  as part of a comprehensive security arrangement.  A SOFA 
may be based on the authority found in previous treaties,  congressional 
action, or sole executive agreements comprising the security arrangement. 

                                     Prospective SOFA with Iraq 

Pursuant to the August 26, 2007 Declaration between President Bush and 
Prime Minister Al-Maliki, the parties pledged to “begin as soon as possible, 
with the aim to achieve, before July 31, 2008, agreements between the two 
governments with respect to the political, cultural, economic, and security 
spheres.”95 Among  other  things,  the  Declaration  proclaims  the  parties’ 
intention to negotiate a security agreement: 

To  support  the  Iraqi  government  in  training,  equipping,  and 
arming the Iraqi Security Forces so they can provide security and 
stability  to  all  Iraqis;  support  the  Iraqi  government  in 
contributing  to  the  international  fight  against  terrorism  by 
confronting  terrorists  such  as  Al-Qaeda,  its  affiliates,  other 
terrorist  groups,  as  well  as  all  other  outlaw  groups,  such  as 
criminal remnants of the former regime; and to provide security 
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assurances  to  the  Iraqi  Government  to  deter  any  external 
aggression and to ensure the integrity of Iraq’s territory.96 

The Administration  has  stated  it  intends  to  negotiate  two separate 
security  agreements  with  Iraq.   The  first  agreement,  described  as  a 
“strategic framework agreement,” would broadly address topics outlined in 
the Declaration of Principles. On March 4, 2008, Ambassador Satterfield 
testified during a joint hearing before the Subcommittee on the Middle East 
and  South  Asia,  and  the  Subcommittee  on  International  Organizations, 
Human Rights, and Oversight of the House Foreign Affairs Committee that 
the Administration does: 

not at this stage contemplate it as a legally-binding agreement.... 
Should that change in the course of the discussions, we will,  of 
course,  so  inform  the  Congress  and  we’ll  take  appropriate 
measures in accordance with our constitutional provisions.97 

The  second  agreement  would  presumably  constitute  a  legally-binding 
SOFA to  define  the  legal  status  of  U.S.  forces  within  Iraq.  During  his 
testimony on April 10, 2008, before the Senate Foreign Affairs Committee 
regarding the similarities and differences between the proposed Iraq SOFA 
and the SOFAs that the United States has entered with other countries, 
Ambassador Satterfield stated: 

This agreement is similar to the many [SOFAs]...we have across 
the world, which address such matters as jurisdiction over U.S. 
forces;  the  movement  of  vehicles,  vessels,  and  aircraft;  non-
taxation of U.S. activities and the ability of U.S. forces to use host-
government  facilities.  The  SOFA is  also  unique  in  that  it  also 
takes into account the particular circumstances and requirements 
for our forces in Iraq, in particular, by providing for consent by 
the  Government of  Iraq to the  conduct  of  military  operations. 
Neither we nor the Iraqis intend for this to 
be a permanent provision of the SOFA.98 

As  discussed  above,  formal  requirements  concerning  the  form, 
content, length, or title of a SOFA do not exist. SOFAs may be written for a 
specific  purpose  or  activity,  or  they  may  anticipate  a  longer-term 
relationship  and provide  for  maximum flexibility  and applicability.   As 
Ambassador Satterfield stated, the provision providing consent to conduct 
military operations would be unique to this proposed SOFA.  While SOFAs 
have been concluded with countries where the agreement identifies specific 
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activities  and exercises,  the  agreements  themselves  do not  authorize  the 
activity or exercise. 

       

               OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
                                      OFFICE OF GENERAL COUNSEL

            INTELLIGENCE COMMUNITY LEGAL REFERENCE 
BOOK

                                      [FALL 2007]

                                   http://www.dni.gov/reports/IC_Legal_Reference_Book.pdf

Page | 903

http://www.dni.gov/reports/IC_Legal_Reference_Book.pdf


U.S. National Security Law

                                       INTRODUCTION

On behalf of the Director of National Intelligence, I am pleased to make 
available the Fall 2007 Intelligence Community Legal Reference Book. The 
Intelligence Community draws much of its authority and guidance from the 
body of law in this collection. As the Director of National Intelligence seeks 
to better integrate the Intelligence Community, we hope this proves to be a 
useful  resource  to intelligence  professionals  across  the Community.  This 
document is the result of many hours of hard work. I would like to extend 
my  thanks  to  those  across  the  Community  who  assisted  the  Office  of 
General Counsel in recommending and preparing the authorities contained 
herein. I hope you find this book a valuable addition to your library and a 
useful tool as you carry out your vital mission.

                                   TABLE OF CONTENTS

NATIONAL SECURITY ACT OF 1947 

INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 
2004* 

CENTRAL INTELLIGENCE AGENCY ACT OF 1949 

DEPARTMENT OF DEFENSE TITLE 10 AUTHORITIES 

HOMELAND SECURITY ACT OF 2002* 

COUNTERINTELLIGENCE AND SECURITY ENHANCEMENTS ACT 
OF 1994 

COUNTERINTELLIGENCE ENHANCEMENT ACT OF 2002 

CLASSIFIED INFORMATION PROCEDURES ACT 

FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978 

PROTECT AMERICA ACT OF 2007 

USA PATRIOT ACT OF 2001

904 | Page



Sourcebook of Cases, Laws, Treaties & Documents

USA PATRIOT IMPROVEMENT AND REAUTHORIZATION ACT OF 
2005*

DETAINEE TREATMENT ACT OF 2005 

MILITARY COMMISSIONS ACT OF 2006 

FREEDOM OF INFORMATION ACT PRIVACY ACT 

FEDERAL INFORMATION SECURITY MANAGEMENT ACT 

EXECUTIVE ORDER 12333 

EXECUTIVE ORDER 12863 

EXECUTIVE ORDER 12958 

EXECUTIVE ORDER 12968

EXECUTIVE ORDER 13354 

EXECUTIVE ORDER 13355 

EXECUTIVE ORDER 13381 

EXECUTIVE ORDER 13388 

INTELLIGENCE  SHARING  PROCEDURES  FOR  FOREIGN 
INTELLIGENCE  AND  FOREIGN   COUNTERINTELLIGENCE 
INVESTIGATIONS CONDUCTED BY THE FBI

GUIDELINES  FOR  DISCLOSURE  OF  GRAND  JURY  AND 
ELECTRONIC, WIRE, AND ORAL INTERCEPTION INFORMATION 
IDENTIFYING UNITED STATES PERSONS 

GUIDELINES REGARDING DISCLOSURE TO THE DIRECTOR OF 
CENTRAL INTELLIGENCE AND OMELAND SECURITY OFFICIALS 
OF FOREIGN INTELLIGENCE ACQUIRED IN THE COURSE  OF A 
CRIMINAL INVESTIGATION 
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GUIDELINES REGARDING PROMPT HANDLING OF REPORTS OF 
POSSIBLE  CRIMINAL  ACTIVITY  INVOLVING  FOREIGN 
INTELLIGENCE SOURCES 

STRENGTHENING  INFORMATION  SHARING,  ACCESS,  AND 
INTEGRATION B
ORGANIZATIONAL,  MANAGEMENT,  AND  POLICY 
DEVELOPMENT STRUCTURES FOR  CREATING THE TERRORISM 
INFORMATION SHARING ENVIRONMENT  

GUIDELINES  AND  REQUIREMENTS  IN  SUPPORT  OF  THE 
INFORMATION SHARING  ENVIRONMENT 

                            Office of the Attorney General 

 
                   September 29, 2008
        

     The Attorney General's Guidelines for Domestic FBI Operations

                     

                                             http://www.usdoj.gov/ag/readingroom/guidelines-memo.pdf

    

     I am issuing today the Attorney General's Guidelines for Domestic FBI 
Operations.  These new Guidelines will  make the FBI's operations in the 
United  States  more  effective  by  providing  simpler,  clearer,  and  more 
uniform standards and procedures. The affected activities include: (i) the 
FBI's investigations and information gathering relating to federal crimes, 
threats to the national security, and foreign intelligence, (ii) investigative 
assistance  by  the  FBI  to  other  federal,  state,  local,  tribal,  and  foreign 
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agencies,  (iii)  the FBI's intelligence  analysis  and planning functions,  and 
(iv) FBI information sharing.

 The new Guidelines will replace the following existing guidelines: 

• The Attorney General's Guidelines on General Crimes, 
Racketeering  Enterprise  and  Terrorism  Enterprise 
Investigations (May 30, 2002). 

• The  Attorney  General's  Guidelines  for  FBI  National 
Security Investigations and Foreign Intelligence Collection 
(October 3 1, 2003) (with respect to domestic operations). 

• The  Attorney  General's  Supplemental  Guidelines 
for  Collection,  Retention,  and  Dissemination  of 
Foreign Intelligence (November 29, 2006). 

• The Attorney General Procedure for Reporting and Use of 
Information  Concerning  Violations  of  Law  and 
Authorization for Participation in Otherwise Illegal Activity 
in  FBI  Foreign  Intelligence,  Counterintelligence  or 
International  Terrorism Intelligence  Investigations (August 
8, 1988) (with respect to domestic operations). 

• The Attorney General's Guidelines for Reporting on Civil 
Disorders and Demonstrations Involving a Federal Interest 
(April 5, 1976). 

• The Attorney General's Procedures for Lawful, Warrantless 

Monitoring of Verbal Communications (May 30, 2002) (with 
respect to the FBI but not other agencies).

I. BACKGROUND OF THE NEW GUIDELINES 

The FBI's current responsibilities require it to be both an agency 
that  effectively  detects,  investigates,  and prevents  crimes,  and an 
agency  that  effectively  protects  the  national  security  and collects 
and  analyzes  intelligence.  Criminal  law  enforcement  has  always 
been central to the FBI's functions, but the national security and 
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intelligence  aspects  of  its  mission  have  increased  in  scope  and 
importance since the September 1 1,2001, terrorist attacks on the 
United States. 

These Guidelines reflect how the FBI and the policies governing its 
domestic  operations  have  evolved  in  the  period  following  the 
terrorist  attacks.  Based  on  decisions  and  directives  of  the 
President and the Attorney General, inquiries and enactments of 
Congress,  and  the  conclusions  of  national  commissions,  it  was 
recognized that the FBI's functions had to be expanded and better 
integrated to meet contemporary realities: 

[Clontinuing coordination . . . is necessary to optimize the 
FBI's performance in both national security and criminal 
investigations . . . . [The] new reality requires first that the 
FBI  and  other  agencies  do  a  better  job  of  gathering 
intelligence  inside  the  United States,  and second that  we 
eliminate the remnants of the old "wall" between foreign 
intelligence and domestic law enforcement. Both tasks must 
be accomplished without sacrificing our domestic liberties 
and the rule of law, and both depend on building a very 
different FBI from the one we had on September 10,2001. 
(Report of the Commission on the Intelligence Capabilities 
of  the  United  States  Regarding  Weapons  of  Mass 
Destruction 466,452 (2005).) 

Consistent with these objectives, the FBI has reorganized and reoriented its 
programs and missions, and the guidelines issued by the Attorney General 
for  FBI  operations  have  been  extensively  revised  over  the  past  several 
years.  Nevertheless,  the  principal  directives  of  the  Attorney  General 
governing the FBI's conduct  of criminal  investigations,  national  security 
investigations, and foreign intelligence collection have persisted as separate 
documents  involving different standards and procedures for comparable 
activities.  The  new  Guidelines  integrate  and  harmonize  standards,  and 
thereby provide the FBI and other affected Justice Department components 
with  clearer,  more  consistent,  and  more  accessible  guidance,  and  make 
available to the public in a single document the basic body of rules for the 
FBI's domestic operations. 

In relation to the FBI's national security and criminal investigation 
functions, the new Guidelines generally harmonize investigative standards 
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and procedures. Investigation of threats to the national security, including 
international terrorism and espionage, can be both an exercise of the FBI's 
national  security  powers  and an exercise  of  its  authority  to investigate 
federal  crimes.  The  new  Guidelines  eliminate  arbitrary  differences  in 
applicable  standards and procedures that  depended merely on how an 
activity  was  labeled.  ("national  security"  versus  "criminal  law 
enforcement").  For  example,  under  current  guidelines,  if  a  matter  is 
labeled as "criminal," an FBI agent may conduct physical or photographic 
surveillance based on a tip; the procedural requirements for doing so are 
more  exacting  in  national  security  investigations.  Similarly,  human 
sources -referred to as informants or assets in the current guidelines -may 
be affirmatively tasked to seek information when the purpose is to check 
leads  in  ordinary  criminal  investigation,  but  the  standards  are  more 
restrictive when the purpose is to gather information about threats to the 
national security. The new Guidelines will resolve such discrepancies. 

At the same time, the Guidelines confirm that national  security 
activities present special needs for coordination and information sharing 
with  other  components  and  agencies  with  national  security 
responsibilities,  including the  Department's  National  Security  Division, 
other  U.S.  Intelligence  Community  agencies,  the  Department  of 
Homeland  Security,  and  relevant  White  House  agencies  and  entities. 
Notification, consultation, and information sharing provisions that relate 
particularly to national  security activities accordingly are continued in 
the new Guidelines. 

In addition to assuring that similar conduct is governed by similar 
rules, regardless of what label may be attached to the underlying activity, 
the  new  Guidelines  also  provide  adequate  standards,  procedures,  and 
authorities to reflect that the FBI is a full-fledged intelligence agency 
-with respect to both intelligence collection and intelligence analysis -and a 
key participant in the U.S. Intelligence Community. 

Legislative  and  administrative  reforms  after  the  September  11, 
2001, terrorist attacks, have recognized and enhanced the FBI's role as the 
primary collector of foreign intelligence within the United States, and have 
mandated that the United States' foreign intelligence collection activities 
become  more  flexible,  more  proactive,  and  more  efficient  in  order  to 
protect  the homeland and adequately inform the United States'  crucial 
decisions in its dealings with the rest of the world: 
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The collection of information is the foundation of everything that 
the  Intelligence  Community  does.  While  successful  collection 
cannot  ensure  a  good  analytical  product,  the  failure  to  collect 
information . . . turns analysis into guesswork. And as our review 
demonstrates, the Intelligence Community's human and technical 
intelligence  collection  agencies  have  collected  far  too  little 
information on many of the issues we care about most. (Report of 
the  Commission  on  the  Intelligence  Capabilities  of  the  United 
States Regarding Weapons of Mass Destruction 35 1 (2005).) 

The new Guidelines accordingly provide standards and procedures 
for  the  FBI's  foreign  intelligence  collection  activities  that  are 
designed to  meet  current  needs  and  realities  and  to  optimize  the 
FBI's ability to discharge its foreign intelligence collection functions. 

Further enhancement of the FBI's intelligence analysis capabilities 
and functions  has  been recognized consistently  as  a  key priority  in  the 
legislative  and  administrative  reform efforts  following  the  September  1 
1,2001, terrorist attacks: 

[Counterterrorism] strategy should . . . encompass specific efforts to 
. . . enhance the depth and quality of domestic intelligence collection 
and  analysis  ..  .  .  [Tlhe  FBI  should  strengthen  and  improve  its 
domestic  [intelligence]  capability  as  fully  and  expeditiously  as 
possible  by immediately  instituting measures  to  .  .  .  significantly 
improve strategic  analytical  capabilities  .  .  .  .  (Joint  Inquiry  into 
Intelligence  Community Activities  Before and After the Terrorist 
Attacks of September 11, 2001, S. Rep. No. 351 & H.R. Rep. No. 
792, 107th Cong., 2d Sess. 4-7 (2002) (errata print).) 

A "smart" government would integrate all sources of information 
to see the enemy as a whole. Integrated all-source analysis should 
also inform and shape strategies to collect more intelligence . . . . 
The  importance  of  integrated,  all-source  analysis  cannot  be 
overstated.  Without  it,  it  is  not  possible  to  "connect  the 
dots."  (Final  Report  of  the  National  Commission  on  Terrorist 
Attacks Upon the United States 401,408 (2004).) 

The new Guidelines  accordingly  incorporate  more comprehensive and 
adequate authorizations for the FBI to engage in intelligence analysis and 
planning, and to draw on all lawful sources of information in doing so. 
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Finally, the new Guidelines incorporate effective oversight measures that 
involve many Department of Justice and FBI components and have been 
adopted  to  ensure  that  all  FBI  activities  are  conducted  in  a  manner 
consistent with law and policy. 

II. IMPLEMENTATION 

I  am  directing  all  affected  components  to  implement  the  new 
Guidelines, including training of those whose activities, wholly or in part, 
must  conform  with  these  Guidelines,  and  making  the  standards  and 
procedures  of  these  Guidelines  permanently  a  part  of  their  training 
programs  and  operations.  The  training  and  implementation  measures 
adopted by the  FBI  and other  affected  components  will  be  designed to 
ensure that all personnel comply with and carry out the new Guidelines 
and that the objectives of the Guidelines are realized. The key objectives 
that will guide components in their implementation activities and policies 
include: 

i. filly using the authorities provided by the Guidelines to protect 
the United States and its people both from terrorism and other 
threats  to  the  national  security  and from victimization  by all 
crimes  in violation  of  federal  law,  and to  further  the  foreign 
intelligence objectives of the United States; and 

ii. conducting all  activities  under the Guidelines  in a lawful  and 
reasonable manner that respects liberty and privacy.  

Initial training of affected personnel in the new Guidelines is to be carried 
out promptly and must be completed by the new Guidelines' effective date 
of December 1,2008, as provided below. 

The following principles and directives will define and control the 
relationship of the new Guidelines to other guidelines and policies, 
and the transition to the new Guidelines from previous operating 
standards and procedures:

A. RELATIONSHIP TO OTHER GUIDELINES AND POLICIES 
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Although the new Guidelines repeal and replace several existing 
guidelines sets,  other guidelines affecting FBI activities will  remain in 
effect.  These  include  the  Attorney  General's  Guidelines  on  Federal 
Bureau of Investigation Undercover Operations, the Attorney General's 
Guidelines  Regarding  the  Use  of  FBI  Confidential  Human  Sources 
("Human Source Guidelines"), and the Guidance Regarding the Use of 
Race by Federal Law Enforcement Agencies. The Procedures for Lawful, 
Warrantless  Monitoring  of  Verbal  Communications  ("Consensual 
Monitoring  Procedures")  will  also  remain  in  effect  with  respect  to 
agencies other than the FBI. 

As noted, the Human Source Guidelines will remain in effect. A 
Memorandum for  All  Federal  Prosecutors  from the  Deputy Attorney 
General, entitled New Attorney General Guidelines Regarding the Use of 
FBI Confidential Human Sources (May 30,2007),  stated that the rules 
governing  the  authorization  of  otherwise  illegal  activity  in  national 
security  investigations  would  be  different  from  those  in  the  Human 
Source  Guidelines.  The  portions  of  the  Deputy  Attorney  General's 
memorandum  that  so  stated  are  hereby  rescinded.  The  relevant 
provisions of the Human Source Guidelines will continue to govern the 
authorization  of  otherwise  illegal  activity  by  Confidential  Human 
Sources in all types of investigative activity. 

The Consensual Monitoring Procedures will remain in effect, but 
will  be inapplicable  to the FBI following the effective date of  the new 
Guidelines. The new Guidelines contain provisions concerning consensual 
monitoring  in  FBI  investigative  activities  that  will  supersede  the 
Consensual Monitoring Procedures in relation to the FBI. This does not 
affect the applicability of the Consensual Monitoring Procedures to the 
activities of other agencies. 

My memorandum of December 19,2007, entitled "Communications 
with  the  White  House,"  articulated  standards  and  procedures  for 
communications between the Department of Justice and the White House 
with  respect  to  pending  criminal  or  civil  enforcement  matters.  That 
memorandum  exempted  communications  relating  to  national  security 
cases  from  certain  general  restrictions  and  was  not  concerned  with 
communications relating to foreign intelligence.  Part VI.D.2 of the new 
Guidelines provides standards and procedures, generally carried forward 
from  the  pre-existing  guidelines,  for  sharing  of  national  security  and 
foreign intelligence information with the White House by the FBI. Part 
VI.D.2 is consistent with the December 19,2007, memorandum. The FBI 
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accordingly  may  disseminate  national  security  and  foreign  intelligence 
information to the White House in conformity with Part VI.D.2, without 
being subject to further limitations or requirements that arise from the 
December 19,2007, memorandum. 

These new Guidelines provide standards and procedures for  FBI 
activities within the United States.  They do not  apply to extraterritorial 
operations,  carried  out  by  FBI  agents  or  human  sources  in  foreign 
countries.  I  will  be  issuing  a  separate  set  of  new  guidelines  for 
extraterritorial  operations,  the  Attorney  General's  Guidelines  for 
Extraterritorial FBI Operations. However, certain of the existing guidelines 
that are repealed by the new Guidelines for domestic operations currently 
apply  in  part  to  extraterritorial  operations,  including  the  Attorney 
General's Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection, and the Attorney General Procedure for Reporting 
and Use of Information Concerning Violations of Law and Authorization 
for Participation in Otherwise Illegal Activity in FBI Foreign Intelligence, 
Counterintelligence or International Terrorism Intelligence Investigations. 
To ensure that there will be no gap in the existence of guidelines standards 
for extraterritorial operations, I am directing that these existing guidelines 
remain in effect in their application to extraterritorial operations until the 
Attorney  General's  Guidelines  for  Extraterritorial  FBI  Operations  are 
issued and take effect, notwithstanding the more general repeal of existing 
guidelines by the new Guidelines for domestic FBI operations. 

B. EFFECTIVE DATE AND OTHER TRANSITIONAL MATTERS 

The new Guidelines will take effect on December 1,2008. 

The FBI shall adopt such measures as may be needed to effect an 
orderly  and  expeditious  transition  to  the  new  Guidelines,  without 
disruption or impediment to ongoing activities within their scope, including 
transitional  policies defining applicable requirements and procedures for 
activities that commence prior to the effectiveness of the new Guidelines 
and  continue  after  their  effectiveness.  The  FBI  shall  keep  the  Deputy 
Attorney General, the Assistant Attorney General of the Criminal Division, 
and the Assistant Attorney General for National Security informed of such 
measures as directed by the Deputy Attorney General. The FBI shall also, 
as  directed by the  Deputy Attorney General,  keep the  Deputy Attorney 
General informed concerning the general progress of implementation and 
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provide to the Deputy Attorney General for review any policies the FBI 
may adopt in the implementation of the Guidelines. 

Part  V1.D.  1.d  of  the  new  Guidelines  requires  the  National  Security 
Division,  in  consultation  with  the  Executive  Office  for  United  States 
Attorneys  and  the  FBI,  to  establish  certain  policies  relating  to 
counterintelligence investigations. I am directing these components to carry 
out the necessary consultation promptly and to complete the preparation of 
these policies by the new Guidelines' effective date of December 1,2008. 

Part  V1.D. 1.a of the new Guidelines directs the FBI to provide annual 
reports  to  the  National  Security  Division  concerning  the  FBI's  foreign 
intelligence  collection  program.  As  a  final  transitional  measure,  I  am 
directing  the  FBI  to  provide  these  reports  semiannually  rather  than 
annually in the first reporting year. This will enable the National Security 
Division and the FBI to gain experience promptly in the preparation of 
these reports and the nature of the information in the reports that will be 
useful  to  the  National  Security  Division  in  the  discharge  of  its 
responsibilities.  Specifically,  the  initial  report,  covering  the  period 
December 1,2008, to March 3 1,2009, will be due on July 1,2009; the second 
report, covering the period April 1, 2009, to December 3 1,2009, will be due 
on April 1,2010; and the annual report for 20 10 and each calendar year 
thereafter will be due on April 1 of the succeeding year.
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 Project on National Security Reform – Preliminary Findings 

    (July 2008)

                                            
         http://www.pnsr.org/data/images/pnsr%20preliminary%20findings%20july%202008.pdf

                                                    Foreward

The complex,  rapid-paced security  environment  of  the  21st Century has 
fully  exposed  the  national  security  system’s  antiquated,  inadequate 
organization.  The  gap  between  the  system’s  capacity  and  the  demands 
being placed upon it is widening. The terrorist attacks of September 11, 
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troubled  nation-building  operations  in  Iraq  and  Afghanistan,  and 
inadequate response to the devastation of Hurricane Katrina are only the 
latest of a series of setbacks in complex multiagency operations. 

These deficiencies are not the result of a lack of talent or commitment by 
national security professionals in the U.S. government; they are working 
incredibly  hard  and  with  unsurpassed  dedication.  Much  of  their  hard 
work, however, is wasted by a dysfunctional system. 

The Project on National Security Reform (PNSR) – a bipartisan, private-
public partnership sponsored by the Center for the Study of the Presidency 
– seeks to identify needed changes in the national security system (covering 
both international and homeland security). PNSR’s goal is approval of a 
new system early  in  the  next  administration.  It  envisions  three  sets  of 
reforms:  new presidential  directives or executive orders,  a new national 
security act, and amendments to Senate and House rules. 

One theme certain to emerge is  the need for improved collaboration on 
security  matters—  among  nations;  branches  of  the  U.S.  government; 
executive departments and agencies; and federal, state, and local entities. In 
this  spirit,  PNSR  has  a  highly  collaborative,  fully  transparent  effort 
underway. This report—presenting preliminary findings subject to further 
analysis and refinement—is an extension of that approach. PNSR seeks to 
use this report as a vehicle for soliciting input from the broadest possible 
audience.  My PNSR colleagues  and I look  forward to commentary  and 
ideas from those with perspectives and experiences on the performance of 
the national security system.

                                                Executive Summary

Shortly after taking office in 1945, President Harry S Truman, motivated 
by his experiences during World War II, launched an effort that ultimately 
produced the National Security Act of 1947. This act erected the modern 
national security system—unifying the military under a single department; 
establishing  the  first  peacetime  intelligence  organization,  the  Central 
Intelligence Agency; and creating the National Security Council, with the 
president  and the  secretaries  of  state  and defense  as  its  core  members. 
Although they had some inherent weaknesses in this system, as manifested 
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by President Kennedy’s failed Bay of Pigs invasion,  President Johnson’s 
difficulties  in  orchestrating  national  efforts  during  the  Vietnam  War, 
President  Carter’s  challenges  dealing  with  the  Iranian  Revolution,  and 
President Reagan’s  Iran-Contra affair,  the  initial  security  arrangements 
worked  reasonably  well  during  the  Cold  War.  Departments  built 
capabilities and performed functions that changed little, and each president 
sought and received advice in ways that he believed would facilitate his 
decision making.  This  approach  permitted the  country  to address  those 
security  threats  of  highest  priority—challenges  that  could  be 
counterbalanced and contained by military power, alliance diplomacy, and 
intelligence focus on a single country. 

Sixty  years  later,  the  nation’s  security  challenges  have  changed 
dramatically. The world for which the national security system was created 
no longer exists. Instead, the world is marked by: 

• A rise of new players and a geopolitical shift away from the 
Cold War focal point of Europe 

• The emergence of the 24/7 news cycle generated by an ever-
expanding number and diversity of information sources 

• The emergence of new non-state actors, down to the level of 
individuals,  empowered  by  technology  and  capable  of 
exerting global influence, diminishing the power of the state, 
and inflicting strategic damage 

• Weak and failing states 

• Growing social, economic, demographic, and cultural divides 
that  foster radicalism and alienation and are expressed in 
forms of terrorist violence or organized crime, both of which 
can now cross borders as readily as pop culture 

• Unfamiliar  conflict  situations,  characterized  not  just  by 
intra-state focus, but also by unconventional and asymmetric 
dynamics, diverse participants, and extreme brutality 

• Growth of new sources of ideological, secular, and religious 
authority  that  give  rise  to  a  wider  range  of  sub-national 
identity choices and potentially create or exacerbate existing 
community tensions and conflicts 

• Proliferation of unconventional weapons technology, both in 
the  classic  state-based form but  also  in terms of  potential 
acquisition and use by non-state actors 
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• Emergence  of  offensive  space  capabilities  that  threaten 
satellite systems 

• A resurgence of competition for natural resources spurred 
by heightened energy and environmental uncertainties 

The  current  national  security  system  is  not  equipped  to  address  new, 
complex challenges successfully. Among its most glaring shortcomings in 
addressing the problems posed by a more complex and unpredictable world 
are the following: 

• Although departments have become proficient at generating 
functional  capabilities  within  their  mandates,  the  national 
security system cannot rapidly develop new capabilities or 
combine  capabilities  from  multiple  departments  for  new 
missions.  As  a  consequence,  mission-essential  capabilities 
that fall  outside the core mandate of a department receive 
less emphasis and fewer resources. 

• No  consistently  effective  mechanism  exists  for  delegating 
presidential national  security authority.  The most common 
formal  integration  mechanism is  the  lead  agency,  because 
departments and agencies are established, work well in their 
domains,  and  control  resources.  When  the  lead  agency 
approach  fails,  presidents  sometimes  designate  lead 
individuals,  or “czars.” However,  czars,  like lead agencies, 
lack  authority  to  direct  Cabinet  officials  or  their 
departments. 

• Presidential  intervention  to  compensate  for  this  systemic 
inability  to  integrate  or  resource  missions  well  centralizes 
policy development and execution.

The  current  national  security  system  is  not  equipped  to  address  new, 
complex challenges successfully. Among its most glaring shortcomings in 
addressing the problems posed by a more complex and unpredictable world 
are the following: 

• Although departments have become proficient at generating 
functional  capabilities  within  their  mandates,  the  national 
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security system cannot rapidly develop new capabilities or 
combine  capabilities  from  multiple  departments  for  new 
missions.  As  a  consequence,  mission-essential  capabilities 
that fall  outside the core mandate of a department receive 
less emphasis and fewer resources. 

• No  consistently  effective  mechanism  exists  for  delegating 
presidential national  security authority.  The most common 
formal  integration  mechanism is  the  lead  agency,  because 
departments and agencies are established, work well in their 
domains,  and  control  resources.  When  the  lead  agency 
approach  fails,  presidents  sometimes  designate  lead 
individuals,  or “czars.” However,  czars,  like lead agencies, 
lack  authority  to  direct  Cabinet  officials  or  their 
departments. 

• Presidential  intervention  to  compensate  for  this  systemic 
inability  to  integrate  or  resource  missions  well  centralizes 
policy development and execution.

• An  over-burdened  White  House  has  even  less  ability  to 
manage the national security system as a whole and is not 
able to perform well during presidential transitions. 

The  Project  on  National  Security  Reform  has  identified 
fundamental  insights  that  must  inform  any  process  of  national 
security reform.

1. National security reform must be conducted with a deep 
appreciation for the context within which national security 
interests are pursued. 

2. Success cannot come from leadership or organization alone. 
Both are needed and they must be fused into a dynamic, 
synergistic relationship. 

3. The system must produce a “collaborative government” 
approach that can draw on capabilities in any part of the 
government when necessary. 

4. Resources, both human and financial, must match goals and 
objectives. 

5. The system must focus on shaping requirements for meeting a 
wide range of present and future challenges, not just on those 
generated by current campaigns. 
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6. Where the system cannot find adequate capacity on which to 
draw, it must build these capacities. 

7. The national security system must have structures and processes 
that enable it to deal more effectively with other nations and 
multilateral organizations. 

These insights strongly suggest the following imperatives as necessary for 
the effective performance of the national security system in the 21st century: 

1. Leadership that: 

• Generates  vision  and  guidance  for  effective  policy 
development and execution 

• Builds a collaborative national security team 

• Incentivizes and empowers partnerships across government 
agencies,  between government  and the  private  sector,  and 
with key international players 

• Emphasizes  the  proactive  shaping  and  management  of 
change 

2.  Effective long-range strategy formulation and strategic planning 
that articulates objectives, establishes priorities, relates means and 
ends, and integrates all of the tools of hard and soft power into a 
common framework 

3. A comprehensive and flexible investment strategy that generates 
and appropriately applies the human and financial resources needed 
to meet goals and objectives 

4.  Creation of a national  security workforce bound by a national 
security culture that rewards cooperation and collaboration and is 
supported  by  effective  recruitment  and  a  robust  education  and 
training system 
5. A flexible and agile organization and management structure that: 

• Facilitates strategy formulation, decision making, execution, 
and oversight by leadership 

• Emphasizes the vital integration of all tools of national power 
wherever  they  reside  in  the  government  or  even  in  the 
private sector  

• Captures  creative  thinking  at  whatever  level  to  promote 
innovative solutions to current and anticipated problems 
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• Monitors performance in the field and adjusts as necessary 

6.  Effective utilization of intelligence and knowledge, exploiting the 
full range of human and technological opportunities and ensuring 
mechanisms  to  counter  bias,  prejudice,  selectivity,  and  faulty 
mindsets in policy development and supporting analysis 

7.  Oversight  and Accountability of the system as a whole,  rather 
than of  its  constituent parts.  This oversight  and accountability,  a 
joint responsibility of Congress and the executive branch, must give 
attention to national missions, evaluate performance using common 
metrics, and be responsive to changing performance requirements. 

              Conclusions

Since  Vietnam,  the need to integrate  national  security missions,  develop 
adaptive courses of action, and generate “non-traditional” capabilities has 
grown.  The domestic  and  international  security  environments  are  more 
demanding  now.  Leadership  and  decision  making  are  strained  by  the 
breakdown of the bipartisan consensus on national security collaboration 
following Vietnam, the diminution of a unifying national security culture 
following  the  demise  of  the  Soviet  Union,  and  the  gradual  shift  to  an 
information  age  where  24-hour  news  cycles  and  instantaneous  global 
communications are the norm.  

The systemic deficiencies in the national security system must be corrected. 
Without reform, the national security system cannot hope to keep pace with 
the changing security environment.  The one prediction about the future 
universally  shared  by  experts  is  that  it  will  present  more  diverse  and 
frequent  challenges  that  require  routine  integration  of  the  resources, 
expertise,  and  capabilities  resident  across  the  national  security  system. 
Currently,  the  national  security  system  cannot  meet  these  challenges 
consistently or well enough to safeguard the nation’s security, a conclusion 
that is increasingly apparent to those who study its performance and to 
those who lead and work within the system.  

Despite  the  growing awareness  that  the  national  security  system cannot 
sufficiently integrate and resource the elements of national power, several 
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factors  to  date  have  prevented  major  reform.  First,  the  superficial 
flexibility of structures and processes that respond to presidential direction 
masks  the  underlying  rigidity  and  deficiencies  of  the  system.  Second, 
presuming the system to be flexible, many incorrectly conclude that if there 
is a problem it must be with the leadership, and that changing leaders will 
improve  system  performance.  Finally,  even  those  who  understand  the 
system is flawed in ways that thwart good leadership are daunted by the 
admittedly difficult task of systemic reform, which must include changes in 
both the legislative and executive branches of government.  

As difficult as major reform is, it is not beyond the reach of the American 
body politic. In 1947, American leaders in the private sector, Congress, and 
the White House realized that World War II had ushered in a new era 
fraught with peril. They took necessary corrective action, and their efforts 
safeguarded the nation through the Cold War. The security environment is 
again  undergoing  major  changes,  with  the  diffusion  of  knowledge  and 
global communications permitting small groups to deliver strategic attacks. 
Once again, Americans must reinvent their institutions, prepare to defend 
their way of life, and lead the way for others seeking a better future. The 
first and most important act of foresight that new national leadership can 
take to improve the security of the United States and its allies is to commit 
to  eliminating  the  problems  that  currently  constrain  national  security 
system  performance.  The  purpose  of  the  Project  on  National  Security 
Reform is to enable and support leaders who want to make those changes. 
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                                   National Intelligence Council

                   Global Trends 2025: A Transformed World 

                                                  (November 2008)

                          http://www.acus.org/publication/global-trends-2025-transformed-world

                                               Executive Summary

Historically,  emerging multipolar systems have been more unstable than 
bipolar  or  unipolar  ones.  Despite  the  recent  financial  volatility—which 
could end up accelerating many ongoing trends—we do not believe that we 
are headed towards a complete breakdown of the international system—as 
occurred in 1914-1918 when an earlier phase of globalization came to a 
halt.  But, the next 20 years of transition to a new system are fraught with 
risks.  Strategic  rivalries  are  most  likely  to  revolve  around  trade, 
investments, and technological innovation and acquisition, but we cannot 
rule out a 19th century-like scenario of arms races, territorial expansion, 
and military rivalries.  

This is a story with no clear outcome, as illustrated by a series of vignettes 
we use to map out divergent futures.  Although the United States is likely to 
remain the single most powerful actor, the United States’ relative strength
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—even in the military realm—will  decline and US leverage will  become 
more constrained.  At the same time, the extent to which other actors—
both  state  and  nonstate—will  be  willing  or  able  to  shoulder  increased 
burdens is  unclear.  Policymakers  and publics  will  have  to cope  with a 
growing  demand  for  multilateral  cooperation  when  the  international 
system will be stressed by the incomplete transition from the old to a still 
forming new order.

Economic Growth Fueling Rise of Emerging Players

In terms of size, speed, and directional flow, the transfer of global wealth 
and  economic  power  now  under  way—roughly  from  West  to  East—is 
without precedent in modern history.  This shift derives from two sources.  
First, increases in oil and commodity prices have generated windfall profits 
for  the  Gulf  States  and  Russia.  Second,  lower  costs  combined  with 
government  policies  have  shifted  the  locus  of  manufacturing  and  some 
service industries to Asia. 

Growth projections for Brazil, Russia, India, and China indicate they will 
collectively match the original G-7’s share of global GDP by 2040-2050.  
China is poised to have more impact on the world over the next 20 years 
than any other country.  If current trends persist, by 2025 China will have 
the world’s second largest economy and will be a leading military power.  It 
also  could  be  the  largest  importer  of  natural  resources  and the  biggest 
polluter.  India probably will continue to enjoy relatively rapid economic 
growth and will strive for a multipolar world in which New Delhi is one of 
the poles.  China and India must decide the extent to which they are willing 
and capable of playing increasing global roles and how each will relate to 
the other.  Russia has the potential to be richer, more powerful, and more 
self-assured in 2025.  If it invests in human capital, expands and diversifies 
its  economy,  and  integrates  with  global  markets,  by  2025 Russia  could 
boast a GDP approaching that of the UK and France.  On the other hand, 
Russia could experience a significant decline if it fails to take these steps 
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and oil  and gas prices remain in the $50-70 per barrel range.  No other 
countries are projected to rise to the level of China, India, or Russia, and 
none is likely to match their individual global clout.  We expect, however, to 
see the political and economic power of other countries—such as Indonesia, 
Iran, and Turkey—increase.  

For the most part, China, India, and Russia are not following the Western 
liberal model for self-development but instead are using a different model, 
“state  capitalism.”  State  capitalism is  a  loose  term used  to  describe  a 
system of economic management that gives a prominent role to the state.  
Other  rising  powers—South  Korea,  Taiwan,  and  Singapore—also  used 
state capitalism to develop their economies.  However, the impact of China 
following  this  path  is  potentially  much  greater  owing  to  its  size  and 
approach to “democratization.”  Nevertheless, we remain optimistic about 
the long-term prospects for greater democratization, even though advances 
are  likely  to  be  slow  and  globalization  is  subjecting  many  recently 
democratized countries to increasing social  and economic pressures with 
the potential to undermine liberal institutions.

Many other countries will fall further behind economically.  Sub-Saharan 
Africa  will  remain  the  region  most  vulnerable  to  economic  disruption, 
population  stresses,  civil  conflict,  and  political  instability.  Despite 
increased global demand for commodities for which Sub-Saharan Africa 
will  be  a  major  supplier,  local  populations  are  unlikely  to  experience 
significant  economic  gain.  Windfall  profits  arising  from  sustained 
increases in commodity prices might further entrench corrupt or otherwise 
ill-equipped governments in several regions, diminishing the prospects for 
democratic and market-based reforms.  Although many of Latin America’s 
major countries will have become middle income powers  by 2025, others, 
particularly  those  such as  Venezuela  and Bolivia  which  have  embraced 
populist policies for a protracted period, will lag behind—and some, such 
as Haiti, will have become even poorer and less governable.  Overall, Latin 
America will continue to lag behind Asia and other fast-growing areas in 
terms  of  economic  competitiveness.     
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Asia, Africa, and Latin America will account for virtually all population 
growth over the next 20 years; less than 3 percent of the growth will occur 
in  the  West.  Europe  and  Japan  will  continue  to  far  outdistance  the 
emerging powers of China and India in per capita wealth,  but they will 
struggle to maintain robust growth rates because the size of their working-
age populations will  decrease.  The US will  be a partial  exception to the 
aging  of  populations  in  the  developed  world  because  it  will  experience 
higher birth rates and more immigration.  The number of migrants seeking 
to move from disadvantaged to relatively privileged countries is likely to 
increase.

The number of countries with youthful age structures in the current “arc of 
instability” is projected to decline by as much as 40 percent.  Three of every 
four  youth-bulge  countries  that  remain  will  be  located  in  Sub-Saharan 
Africa, nearly all of the remainder will be located in the core of the Middle 
East,  scattered  through  southern  and  central  Asia,  and  in  the  Pacific 
Islands.

New Transnational Agenda 

Resource  issues  will  gain  prominence  on  the  international  agenda.  
Unprecedented global economic growth—positive in so many other regards
—will continue to put pressure on a number of highly strategic resources, 
including energy,  food,  and water,  and demand is  projected to outstrip 
easily  available  supplies  over the next decade or so.  For example,  non-
OPEC liquid hydrocarbon production—crude oil, natural gas liquids, and 
unconventionals  such  as  tar  sands—will  not  grow  commensurate  with 
demand.  Oil  and gas  production  of  many  traditional  energy producers 
already is declining.  Elsewhere—in China, India, and Mexico—production 
has flattened.  Countries capable of significantly expanding production will 
dwindle; oil and gas production will be concentrated in unstable areas.  As 
a  result  of  this  and  other  factors,  the  world  will  be  in  the  midst  of  a 
fundamental energy transition away from oil toward natural gas and coal 
and other alternatives. 
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The World Bank estimates that demand for food will rise by 50 percent by 
2030, as a result of growing world population, rising affluence, and the shift 
to Western dietary preferences by a larger middle class.  Lack of access to 
stable supplies of  water is  reaching critical  proportions,  particularly  for 
agricultural  purposes,  and  the  problem  will  worsen  because  of  rapid 
urbanization worldwide and the roughly 1.2 billion persons to be added 
over  the  next  20  years.  Today,  experts  consider  21  countries,  with  a 
combined  population  of  about  600  million,  to  be  either  cropland  or 
freshwater scarce.  Owing to continuing population growth, 36 countries, 
with about 1.4 billion people,  are projected to fall  into this  category by 
2025. 

Climate change is expected to exacerbate resource scarcities.  Although the 
impact  of  climate  change will  vary by region,  a number of  regions will 
begin  to  suffer  harmful  effects,  particularly  water  scarcity  and  loss  of 
agricultural  production.  Regional  differences  in  agricultural  production 
are  likely  to  become  more  pronounced  over  time  with  declines 
disproportionately concentrated in developing countries, particularly those 
in  Sub-Saharan Africa.  Agricultural  losses  are  expected to  mount  over 
time  with  substantial  impacts  forecast  by  most  economists  by  late  this 
century.  For many developing countries, decreased agricultural output will 
be  devastating  because  agriculture  accounts  for  a  large  share  of  their 
economies  and  many  of  their  citizens  live  close  to  subsistence  levels.  

New technologies could again provide solutions, such as viable alternatives 
to fossil fuels or means to overcome food and water constraints.  However, 
all current technologies are inadequate for replacing the traditional energy 
architecture on the scale needed, and new energy technologies probably will 
not  be  commercially  viable  and  widespread  by  2025.  The  pace  of 
technological  innovation  will  be  key.  Even with a  favorable  policy  and 
funding environment for biofuels, clean coal, or hydrogen, the transition to 
new  fuels  will  be  slow.  Major  technologies  historically  have  had  an 
“adoption lag.”  In the energy sector, a recent study found that it takes an 
average  of  25 years  for  a new production  technology  to become widely 
adopted.  

Page | 927



U.S. National Security Law

Despite what are seen as long odds now, we cannot rule out the possibility 
of an energy transition by 2025 that would avoid the costs of an energy 
infrastructure overhaul.  The greatest possibility for a relatively quick and 
inexpensive  transition  during  the  period  comes  from  better  renewable 
generation sources (photovoltaic and wind) and improvements in battery 
technology.  With many of these technologies, the infrastructure cost hurdle 
for  individual  projects  would  be  lower,  enabling  many  small  economic 
actors to develop their own energy transformation projects that directly 
serve their interests—e.g., stationary fuel cells powering homes and offices, 
recharging plug-in hybrid autos, and selling energy back to the grid.   Also, 
energy  conversion  schemes—such  as  plans  to  generate  hydrogen  for 
automotive  fuel cells  from electricity  in the homeowner’s  garage—could 
avoid  the  need  to  develop  complex  hydrogen  transportation 
infrastructure.    

Prospects for Terrorism, Conflict, and Proliferation 

Terrorism,  proliferation,  and  conflict  will  remain  key concerns  even as 
resource issues move up on the international agenda.  Islamic terrorism is 
unlikely to disappear by 2025, but its appeal could diminish if economic 
growth  continues  and  youth  unemployment  is  mitigated  in  the  Middle 
East.  Economic  opportunities  for  youth  and  greater  political  pluralism 
probably would dissuade some from joining terrorists’ ranks, but others—
motivated by a variety of factors, such as a desire for revenge or to become 
“martyrs”—will continue to turn to violence to pursue their objectives.

In the absence of employment opportunities and legal means for political 
expression, conditions will be ripe for disaffection, growing radicalism, and 
possible recruitment of youths into terrorist groups.  Terrorist groups in 
2025 will likely be a combination of descendants of long-established groups
—that inherit organizational structures, command and control processes, 
and training procedures necessary to conduct sophisticated attacks—and 
newly emergent collections of the angry and disenfranchised that become 
self-radicalized.  For  those  terrorist  groups  that  are  active  in  2025,  the 
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diffusion of technologies and scientific  knowledge will  place some of the 
world’s most dangerous capabilities within their reach.  One of our greatest 
concerns continues to be that terrorist or other malevolent groups might 
acquire and employ biological  agents, or less likely, a nuclear device, to 
create mass casualties.  

Although  Iran’s  acquisition  of  nuclear  weapons  is  not  inevitable,  other 
countries’  worries  about  a  nuclear-armed Iran  could  lead states  in  the 
region to develop new security arrangements with external powers, acquire 
additional weapons, and consider pursuing their own nuclear ambitions.  It 
is  not  clear  that  the  type  of  stable  deterrent  relationship  that  existed 
between the great powers for most of the Cold War would emerge naturally 
in the Middle East with a nuclear-weapons capable Iran.  Episodes of low-
intensity conflict taking place under a nuclear umbrella could lead to an 
unintended escalation and broader conflict if clear red lines between those 
states  involved  are  not  well  established.  

We believe ideological conflicts akin to the Cold War are unlikely to take 
root in a world in which most states will be preoccupied with the pragmatic 
challenges of globalization and shifting global power alignments.  The force 
of ideology is likely to be strongest in the Muslim world—particularly the 
Arab core.  In those countries that are likely to struggle with youth bulges 
and  weak  economic  underpinnings—such  as  Pakistan,  Afghanistan, 
Nigeria,  and Yemen—the radical  Salafi  trend of  Islam is  likely  to  gain 
traction. 

Types of conflict we have not seen for awhile—such as over resources—
could reemerge.  Perceptions of energy scarcity will drive countries to take 
actions to assure their future access to energy supplies.  In the worst case, 
this could result in interstate conflicts if government leaders deem assured 
access  to  energy resources,  for  example,  to  be  essential  for  maintaining 
domestic stability and the survival of their regimes.  However, even actions 
short  of  war  will  have  important  geopolitical  consequences.  Maritime 
security  concerns  are  providing  a  rationale  for  naval  buildups  and 
modernization efforts,  such as China’s and India’s development of blue-
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water naval capabilities.  The buildup of regional naval capabilities could 
lead to increased tensions, rivalries, and counterbalancing moves but it also 
will create opportunities for multinational cooperation in protecting critical 
sea lanes.  With water becoming more scarce in Asia and the Middle East, 
cooperation to manage changing water resources is likely to become more 
difficult within and between states.  

The risk of nuclear weapon use over the next 20 years, although remaining 
very  low,  is  likely  to  be  greater  than  it  is  today  as  a  result  of  several 
converging trends.  The spread of  nuclear  technologies  and  expertise  is 
generating concerns about the potential emergence of new nuclear weapon 
states  and  the  acquisition  of  nuclear  materials  by  terrorist  groups.  
Ongoing low-intensity clashes between India and Pakistan continue to raise 
the specter that such events could escalate to a broader conflict between 
those nuclear powers.  The possibility of a future disruptive regime change 
or collapse occurring in a nuclear weapon state such as North Korea also 
continues to raise questions regarding the ability of weak states to control 
and secure their nuclear arsenals.

If  nuclear  weapons  are  used  in  the  next  15-20  years,  the  international 
system  will  be  shocked  as  it  experiences  immediate  humanitarian, 
economic,  and  political-military  repercussions.  A future  use  of  nuclear 
weapons  probably  would  bring about  significant  geopolitical  changes  as 
some  states  would  seek to  establish  or  reinforce  security  alliances  with 
existing  nuclear  powers  and  others  would  push  for  global  nuclear 
disarmament.

A More Complex International System

The trend toward greater diffusion of authority and power that has been 
occurring  for  a  couple  decades  is  likely  to  accelerate  because  of  the 
emergence  of  new  global  players,  the  worsening  institutional  deficit, 
potential  expansion of regional blocs,  and enhanced strength of nonstate 
actors and networks.  The multiplicity of actors on the international scene 
could add strength—in terms of filling gaps left by aging post-World War 
II  institutions—or  further  fragment  the  international  system  and 
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incapacitate international cooperation.  The diversity in type of actor raises 
the  likelihood  of  fragmentation  occurring  over  the  next  two  decades, 
particularly  given the  wide  array  of  transnational  challenges  facing  the 
international community.  

The rising BRIC powers are unlikely to challenge the international system 
as did Germany and Japan in the 19th and 20th centuries, but because of 
their growing geopolitical and economic clout, they will have a high degree 
of freedom to customize their political and economic policies rather than 
fully adopting Western norms.  They also are likely to want to preserve 
their policy freedom to maneuver,  allowing others to carry the primary 
burden  for  dealing  with  such  issues  as  terrorism,  climate  change, 
proliferation, and energy security.  

Existing  multilateral  institutions—which  are  large  and cumbersome and 
were designed for a different geopolitical order—appear unlikely to have 
the  capacity  to adapt  quickly  to undertake new missions,  accommodate 
changing memberships, and augment their resources.  

Nongovernmental  organizations  (NGOs)—concentrating on specific issues
—increasingly will be a part of the landscape, but NGO networks are likely 
to be limited in their ability to effect change in the absence of concerted 
efforts  by  multilateral  institutions  or  governments.  Efforts  at  greater 
inclusiveness—to reflect the emergence of the newer powers—may make it 
harder for international organizations to tackle transnational challenges.  
Respect for the dissenting views of member nations will continue to shape 
the agenda of organizations and limit the kinds of solutions that can be 
attempted.  

Greater  Asian  regionalism—possible  by  2025—would  have  global 
implications,  sparking  or  reinforcing  a  trend  toward  three  trade  and 
financial clusters that could become quasi-blocs:  North America, Europe, 
and East Asia.  Establishment of such quasi-blocs would have implications 
for the ability to achieve future global World Trade Organization (WTO) 

Page | 931



U.S. National Security Law

agreements.  Regional  clusters  could  compete  in  setting  trans-regional 
product  standards  for  information  technology,  biotech,  nanotech, 
intellectual property rights, and other aspects of the “new economy.”  On 
the other hand, an absence of regional cooperation in Asia could help spur 
competition among China, India, and Japan over resources such as energy.  

Intrinsic  to  the  growing  complexity  of  the  overlapping  roles  of  state, 
institutions, and nonstate actors is the proliferation of political identities, 
which  is  leading  to  establishment  of  new  networks  and  rediscovered 
communities.  No one political  identity is  likely to be dominant  in most 
societies  by  2025.  Religion-based  networks  may  be  quintessential  issue 
networks and overall may play a more powerful role on many transnational 
issues such as the environment and inequalities than secular groupings. 

The United States:  Less Dominant Power  

By 2025 the US will  find itself as one of a number of important actors, 
albeit still the most powerful one, on the world stage.  Even in the military 
realm, where the US will  continue to possess considerable advantages in 
2025, advances by others in science and technology, expanded adoption of 
irregular warfare tactics by both state and nonstate actors, proliferation of 
long-range precision weapons, and growing use of cyber warfare attacks 
increasingly will constrict US freedom of action.  A more constrained US 
role  has implications for others and the likelihood of new agenda issues 
being tackled effectively.  Despite the recent rise in anti-Americanism, the 
US probably will continue to be seen as a much-needed regional balancer in 
the Middle East and Asia.  The US will continue to be expected to play a 
significant role in using its military power to counter global terrorism.  On 
newer  security  issues  like  climate  change,  US  leadership  will  widely 
perceived as  critical  to  leveraging competing and divisive  views  to  find 
solutions.  At  the  same  time,  the  multiplicity  of  influential  actors  and 
distrust of vast power means less room for the US to call the shots without 
the support of strong partnerships.  Developments in the rest of the world, 
including internal  developments in a number of key states—particularly 
China and Russia—are also likely to be crucial determinants of US policy.  
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2025—What Kind of Future?  

The  above  trends  suggest  major  discontinuities,  shocks,  and  surprises, 
which we highlight throughout the text.  Examples include nuclear weapons 
use or a pandemic.  In some cases, the surprise element is only a matter of 
timing:  an energy transition, for example is inevitable; the only questions 
are  when and  how abruptly  or  smoothly  such  a  transition  occurs.  An 
energy transition from one type of fuel (fossil fuels) to another (alternative) 
is an event that historically has only happened once a century at most with 
momentous consequences.  The transition from wood to coal helped trigger 
industrialization.  In this case, a transition—particularly an abrupt one—
out of fossil fuels would have major repercussions for energy producers in 
the  Middle  East  and  Eurasia,  potentially  causing  permanent  decline  of 
some states as global and regional powers.  

Other discontinuities are less predictable.  They are likely to result from an 
interaction of several trends and depend on the quality of leadership.  We 
put uncertainties such as whether China or Russia becomes a democracy in 
this category.  China’s growing middle class increases the chances but does 
not  make  such  a  development  inevitable.  Political  pluralism seems less 
likely in Russia in the absence of economic diversification.  Pressure from 
below  may  force  the  issue,  or  a  leader  might  begin  or  enhance  the 
democratization process to sustain the economy or spur economic growth.  
A sustained plunge in the price of oil and gas would alter the outlook and 
increase  prospects  for  greater  political  and  economic  liberalization  in 
Russia.  If either country were to democratize, it would represent another 
wave of democratization with wide significance for many other developing 
states.  

Also uncertain are the outcomes of demographic challenges facing Europe, 
Japan, and even Russia.  In none of these cases does demography have to 
spell destiny with less regional and global power an inevitable outcome.  
Technology, the role of immigration, public health improvements, and laws 
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encouraging greater female participation in the economy are some of the 
measures  that  could  change  the  trajectory  of  current  trends  pointing 
toward  less  economic  growth,  increased  social  tensions,  and  possible 
decline.  

Whether global institutions adapt and revive—another key uncertainty—
also is  a function of  leadership.  Current trends suggest  a dispersion of 
power  and authority  will  create  a  global  governance  deficit.  Reversing 
those  trend  lines  would  require  strong  leadership  in  the  international 
community  by  a  number  of  powers,  including  the  emerging  ones.

Some uncertainties would have greater consequences—should they occur—
than would others.  In this work, we emphasize the overall  potential  for 
greater conflict—some forms of which could threaten globalization.  We 
put WMD terrorism and a Middle East nuclear arms race in this category.  
The key uncertainties and possible impacts are discussed in the text and 
summarized in the textbox on page vii on relative certainties.  In the four 
fictionalized  scenarios,  we  have  highlighted  new  challenges  that  could 
emerge as a result of the ongoing global transformation.  They present new 
situations,  dilemmas,  or  predicaments  that  represent  departures  from 
recent developments.  As a set, they do not cover all possible futures.  None 
of these is inevitable or even necessarily likely; but, as with many other 
uncertainties, the scenarios are potential game-changers.   

• In A World Without the West, the new powers supplant the 

West as the leaders on the world stage. 

• October  Surprise illustrates  the  impact  of  inattention  to 
global climate change; unexpected major impacts narrow the 
world’s range of options.

• In BRICs’ Bust-Up, disputes over vital resources emerge as 
a source of conflict between major powers—in this case two 
emerging heavyweights—India and China.  
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• In Politics is Not Always Local, nonstate networks emerge 
to set the international agenda on the environment, eclipsing 
governments.
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http://www.treasury.gov/offices/international-affairs/cfius/Committee on Foreign Investment 
in the United States (CFIUS) (July 28, 2008)

SECTION 721 OF THE DEFENSE PRODUCTION ACT OF 
1950

NOTICE (October 2007):

On October 24, 2007, the Foreign Investment and National Security Act
of 2007 (FINSA), Pub. L. 110-49, became effective, amending section 721 of 
the  Defense  Production  Act of  1950  (DPA).  Treasury’s  Office  of 
Investment  Security  will  soon  update  this  web  page  to  reflect  changes 
effectuated by FINSA and to reflect improvements to CFIUS procedures 
that have been implemented since this web page was last revised.  In the 
interim, the Office of Investment Security offers the following to help filers 
fulfill new certification obligations in effect as of October 24, 2007.

Certifications:  Pursuant to new section 721(n) of the DPA, any notice or 
information submitted to CFIUS must be accompanied by a certification of 
compliance, accuracy and completeness.  A sample certification follows, but 
parties  should  refer  to  section  721(n)  for  the  requirements  of  this 
certification.
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                             EXON-FLORIO PROVISION

Introduction. The  United  States  has  traditionally  welcomed  Foreign 
Direct Investment (FDI) and provided foreign investors fair, equitable and 
nondiscriminatory  treatment  with  few  limited  exceptions  designed  to 
protect national security. The Exon-Florio provision is implemented within 
the context of this open investment policy. The intent of Exon-Florio is not 
to discourage FDI generally, but to provide a mechanism to review and, if 
the President finds necessary, to restrict  FDI that threatens the national 
security.

The  Exon-Florio provision  is  implemented  by  the  Committee  on 
Foreign  Investment  in  the  United  States  ("CFIUS"),  an  inter-agency 
committee chaired by the Secretary of Treasury. CFIUS seeks to serve U.S. 
investment policy through thorough reviews that protect national security 
while  maintaining  the  credibility  of  our  open  investment  policy  and 
preserving the confidence of foreign investors here and of U.S. investors 
abroad that they will not be subject to retaliatory discrimination.

The Statute. Section 5021 of the Omnibus Trade and Competitiveness 
Act of 1988 amended Section 721 of the Defense Production Act of 1950 to 
provide  authority  to  the  President  to  suspend  or  prohibit  any  foreign 
acquisition, merger or takeover of a U.S. corporation that is determined to 
threaten  the  national  security  of  the  United  States.  The  President  can 
exercise this authority under section 721 (also known as the "Exon-Florio
provision") to block a foreign acquisition of a U.S. corporation only if he 
finds:

(1) there is credible evidence that the foreign entity exercising control 
might take action that threatens national security, and

(2)  the  provisions  of  law,  other  than  the  International  Emergency 
Economic Powers Act do not provide adequate and appropriate authority 
to protect the national security.
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To assist in making this determination,  Exon-Florio provides for the 
President or his designee to receive written notice of an acquisition, merger 
or takeover of a U.S.  corporation by a foreign entity.  Once CFIUS has 
received a complete notification, it begins a thorough review of the notified 
transaction. In some cases, it is necessary to undertake an extended review 
or "investigation." An investigation, if necessary, must begin no later than 
30 days after receipt of a notice. Any investigation is required to end within 
45 days.

Information  provided  by  companies  contemplating  a  transaction 
subject to Exon-Florio is held confidential and is not made public, except in 
the case of an administrative or judicial action or proceeding. Nothing in 
section  721 shall  be  construed to  prevent  disclosure  to  either  House  of 
Congress  or  to  any  duly  authorized  committee  or  subcommittee  of  the 
Congress.

Factors To Be Considered. The Exon-Florio provision lists the following 
factors that the President or his designee may consider in determining the 
effects of a foreign acquisition on national security. These factors are:

(1)  domestic  production  needed  for  projected  national  defense 
requirements;

(2) the capability and capacity of domestic industries to meet national 
defense  requirements,  including  the  availability  of  human  resources, 
products, technology, materials, and other supplies and services;

(3) the control of domestic industries and commercial activity by foreign 
citizens as  it  affects  the capability  and capacity of  the U.S.  to meet the 
requirements of national security;

(4) the potential effects of the transaction on the sales of military goods, 
equipment,  or  technology  to  a  country  that  supports  terrorism  or 
proliferates missile technology or chemical and biological weapons; and
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(5)  the  potential  effects  of  the  transaction  on  U.S.  technological 
leadership in areas affecting U.S. national security.

Amendments. Section 837(a) of the National Defense Authorization Act 
for Fiscal Year 1993, called the "Byrd Amendment," amended Section 721 
of the Defense Production Act (the "Exon-Florio provision"). It requires an 
investigation in cases where:

o  the  acquirer  is  controlled  by  or  acting  on  behalf  of  a  foreign 
government; and

o  the  acquisition  "could  result  in  control  of  a  person  engaged  in 
interstate commerce in the U.S. that could affect the national security of the 
U.S."

Legislative Cite. Section 721 of Pub. L. 100-418, 102 Stat. 1107, made 
permanent law by section 8 of Pub. L. 102-99, 105 Stat. 487 (50 U.S.C. App. 
2170) and amended by section 837 of the National Defense Authorization 
Act for Fiscal Year 1993, Pub. L. 102-484, 106 Stat. 2315, 2463.

CFIUS

Executive Order. The Committee on Foreign Investment in the United 
States ("CFIUS") was originally established by Executive Order 11858 in 
1975 mainly to monitor and evaluate the impact of foreign investment in 
the  United  States.  In  1988,  the  President,  pursuant  to  Executive  Order 
12661,  delegated  to  CFIUS  his  responsibilities  under  Section  721. 
Specifically,  E.O.  12661 designated  CFIUS to  receive  notices  of  foreign 
acquisitions  of  U.S.  companies,  to  determine  whether  a  particular 
acquisition  has  national  security  issues  sufficient  to  warrant  an 
investigation  and  to  undertake  an  investigation,  if  necessary,  under the 
Exon-Florio provision.  This  order also provides  for  CFIUS to submit  a 
report  and  recommendation  to  the  President  at  the  conclusion  of  an 
investigation.
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In  1993,  in  response  to  a  sense  of  Congress  resolution,  CFIUS
membership  was  expanded  by  Executive  Order  12860  to  include  the 
Director of the Office of Science and Technology Policy, the Assistant to the 
President for National Security Affairs and the Assistant to the President 
for  Economic  Policy.  In  February  2003,  the  Department  of  Homeland 
Security was added to CFIUS. This brought the membership of CFIUS to 
twelve under the chairmanship of the Secretary of Treasury.  The other 
members  are  the  Secretaries  of  State,  Defense,  and  Commerce,  the 
Attorney General, the Director of the Office of Management and Budget, 
the  U.S.  Trade  Representative,  and  the  Chairman  of  the  Council  of 
Economic Advisers. 

Regulations. The Exon-Florio provision  requested that  the  President 
issue  implementing  regulations.  These  regulations  were  issued  in  1991. 
They set up a voluntary system of notification with the possibility of CFIUS 
member-agency notice for non-notified transactions. The President retains 
full authority to protect the national security with respect to any acquisition 
covered by this statute, regardless of whether the parties file a notification.

The  Exon-Florio regulations  do  not  define  national  security.  The 
preamble to the regulations provides guidance that products, services and 
technologies important to U.S. defense requirements would be significant to 
national  security.  Even  though  notification  is  voluntary,  CFIUS would 
consider notification of these transactions appropriate.

Code  of  Federal  Regulations  Citation. Office  of  International 
Investment, Department of Treasury -- Regulations pertaining to mergers, 
acquisitions, and takeovers by foreign persons, 31 CFR Part 800.

Procedures. Treasury, acting at the staff level through the Director of 
the  Office  of  International  Investment in  the  Office  of  the  Assistant 
Secretary of  International  Affairs,  acts  as  the  secretariat  for  CFIUS.  It 
receives and circulates notices to CFIUS agencies and coordinates reviews. 
Reviews are conducted on a case-by-case basis.
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The Exon-Florio statute established a 30-day review following receipt of 
a notification. For those transactions for which an extended 45-day review 
(or  "investigation")  is  completed,  a  report  must  be  provided  to  the 
President, who must by law announce the final decision within 15 days. In 
total, the process cannot exceed 90 days. The statute requires the President 
to inform Congress of his determination of whether or not to take action 
under section 721.

The  parties  to  an  acquisition  subject  to  section  721  may  submit  a 
voluntary notice  to CFIUS of  the proposed or completed acquisition by 
sending 13 copies of the information requested in part 800.402 of the Exon-
Florio regulations to:
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http://www.ustreas.gov/offices/enforcement/eotf.shtml

OFFICE OF TERRORIST FINANCING AND 
FINANCIAL CRIMES (TFFC)

As the policy development and outreach office for TFI, the Office of 
Terrorist  Financing and  Financial  Crimes  (TFFC)  works  across  all 
elements  of  the  national  security  community  –  including  the  law 
enforcement, regulatory, policy, diplomatic and intelligence communities – 
and  with  the  private  sector  and  foreign  governments  to  identify  and 
address  the  threats  presented  by  all  forms  of  illicit  finance  to  the 
international financial system. 

TFFC advances this mission by developing initiatives and strategies to 
deploy the full range of financial authorities to combat money laundering, 
terrorist  financing,  WMD  proliferation,  and  other  criminal  and  illicit 
activities  both  at  home  and  abroad.  These  include  not  only  systemic 
initiatives  to  enhance  the  transparency  of  the  international  financial 
system,  but  also  threat-specific  strategies  and  initiatives  to  apply  and 
implement targeted financial measures to the full range of national security 
threats.  Primary  examples  of  these  roles  in  advancing  this  mission  is 
TFFC’s  leadership  of  the  U.S.  Government  delegation  to  the  Financial 
Action  Task  Force,  which  has  developed  leading  global  standards  for 
combating money laundering and terrorist financing and its role in specific 
efforts  to counter threats like proliferation,  terrorism and the deceptive 
financial practices of Iran.

……………
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                                Office of Foreign Assets Control

Our Mission

The Office of Foreign Assets Control ("OFAC") of the US Department 
of  the Treasury administers  and enforces  economic  and trade sanctions 
based on US foreign policy  and national  security  goals  against  targeted 
foreign countries, terrorists, international narcotics traffickers, and those 
engaged  in  activities  related  to  the  proliferation  of  weapons  of  mass 
destruction.  OFAC  acts  under  Presidential  wartime  and  national 
emergency powers, as well as authority granted by specific legislation, to 
impose  controls  on  transactions  and  freeze  foreign  assets  under  US 
jurisdiction. Many of the sanctions are based on United Nations and other 
international  mandates,  are  multilateral  in  scope,  and  involve  close 
cooperation with allied governments. 

      TERRORISM: WHAT TO KNOW ABOUT U.S. SANCTIONS

Executive Order 13224 blocking Terrorist Property and a summary of 
the "Terrorism Sanctions Regulations," Title 31 Part 595 of the U.S. Code 
of  Federal  Regulations,  the  "Terrorism  List  Governments  Sanctions 
Regulations," Title 31 Part 596 of the U.S. Code of Federal Regulations, 
and the "Foreign Terrorist Organizations Sanctions Regulations," Title 31 
Part 597 of the U.S. Code of Federal Regulations.

EXECUTIVE  ORDER  13224  -  BLOCKING  PROPERTY  AND 
PROHIBITING TRANSACTIONS WITH PERSONS WHO  COMMIT, 
THREATEN TO COMMIT, OR SUPPORT TERRORISM

By the authority vested in me as President by the Constitution and the 
laws  of  the  United  States  of  America,  including  the  International 
Emergency  Economic  Powers  Act  (50  U.S.C.  1701  et  seq.)(IEEPA),  the 
National Emergencies Act (50 U.S.C. 1601 et seq.), section 5 of the  United 
Nations Participation Act of  1945, as amended (22 U.S.C. 287c)  (UNPA), 
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and  section  301  of  title  3,  United  States  Code,  and  in  view  of  United 
Nations Security Council Resolution (UNSCR) 1214 of December 8, 1998, 
UNSCR 1267 of October 15, 1999, UNSCR 1333 of December 19, 2000, and 
the multilateral sanctions contained therein, and UNSCR 1363 of July 30, 
2001, establishing a mechanism to monitor the implementation of UNSCR 
1333,

    I, GEORGE W. BUSH, President of the United States of America, 
find that grave acts of terrorism and threats of terrorism committed  by 
foreign  terrorists,  including  the  terrorist  attacks  in  New  York, 
Pennsylvania, and the Pentagon committed on September 11, 2001,  acts 
recognized and condemned in  NSCR 1368 of September 12, 2001,  and 
UNSCR  1269  of  October  19,  1999,  and  the  continuing  and  immediate 
threat of further attacks on United States nationals or the United  States 
constitute an unusual and extraordinary threat to the national  security, 
foreign policy, and economy of the United States, and in furtherance of my 
proclamation of September 14, 2001, Declaration of  National Emergency 
by  Reason  of  Certain  Terrorist  Attacks,  hereby   declare  a  national 
emergency  to  deal  with  that  threat.   I  also  find  that  because  of  the 
pervasiveness  and  expansiveness  of  the  financial  foundation  of  foreign 
terrorists, financial sanctions may be appropriate for those foreign persons 
that support or otherwise associate with these foreign terrorists.  I also find 
that  a  need  exists  for  further  consultation  and  cooperation  with,  and 
sharing of information by, United States and foreign financial institutions 
as  an additional tool to enable the United States to combat the financing  of 
terrorism.

I hereby order:

Section 1.  Except to the extent required by section 203(b) of IEEPA (50 
U.S.C. 1702(b)), or provided in regulations, orders, directives, or licenses 
that  may  be  issued  pursuant  to  this  order,  and  notwithstanding  any 
contract entered into or any license or permit granted prior to the effective 
date of this order, all property and interests in property of the following 
persons that  are in the United States or that  hereafter come within the 
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United States, or that hereafter come within the possession or control of 
United States persons are blocked:

(a) foreign persons listed in the Annex to this order;

(b)  foreign  persons  determined  by  the  Secretary  of  State,  in 
consultation with the Secretary of the Treasury and the Attorney 
General,  to  have  committed,  or  to  pose  a  significant  risk  of 
committing,  acts  of  terrorism that  threaten  the  security  of  U.S. 
nationals or the national security, foreign policy, or economy of the 
United States;

(c)  persons  determined  by  the  Secretary  of  the  Treasury,  in 
consultation with the Secretary of State and the Attorney General, 
to be owned or controlled by, or to act for or on behalf  of those 
persons  listed  in  the  Annex  to  this  order  or  those  persons 
determined to be subject to subsection 1(b), 1(c), or 1(d)(i) of this 
order;

(d) except as provided in section 5 of this order and after such 
consultation,  if  any,  with  foreign  authorities  as  the  Secretary  of 
State,  in consultation with the Secretary of the Treasury and the 
Attorney  General,  deems  appropriate  in  the  exercise  of  his 
discretion, persons determined by the Secretary of the Treasury, in 
consultation with the Secretary of State and the Attorney General;

(i) to assist in, sponsor, or provide financial, material, or 
technological  support for, or financial or other services to or in 
support of, such acts of terrorism or those persons listed in the 
Annex to this order or determined to be subject to this order; or 
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(ii) to be otherwise associated with those persons listed in 
the Annex to  order  or  those  persons  determined  to  be 
subject to subsection 1(b), 1(c), or 1(d)(i) of this order.

Sec. 2.  Except to the extent required by section 203(b) of IEEPA (50 
U.S.C. 1702(b)), or provided in regulations, orders, directives,  or licenses 
that  may  be  issued  pursuant  to  this  order,  and   notwithstanding  any 
contract entered into or any license or permit  granted prior to the effective 
date: 

(a) any transaction or dealing by United States persons or within 
the  United  States  in  property  or  interests  in  property  blocked 
pursuant to this order is prohibited, including but not limited to the 
making or receiving of any contribution of funds, goods, or services 
to or for the benefit of those persons listed in the Annex to this order 
or determined to be subject to this order;

(b) any transaction by any United States person or within the 
United  States that evades or avoids, or has the purpose of evading 
or  avoiding, or attempts to violate, any of the prohibitions set forth 
in this order is prohibited; and (c) any conspiracy formed to violate 
any of the prohibitions set forth in this order is prohibited.

Sec. 3.  For purposes of this order:

(a) the term "person" means an individual or entity;

(b)  the  term  "entity"  means  a  partnership,  association, 
corporation,  or other

organization, group, or subgroup;
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(c)  the term "United States person" means any United States 
citizen,  permanent

resident alien,  entity organized under the laws of the  United 
States (including

foreign branches), or any person in the  United States; and

(d) the term "terrorism" means an activity that --  …….

Sec. 4.  I hereby determine that the making of donations of the type 
specified in section 203(b)(2) of IEEPA (50 U.S.C. 1702(b)(2)) by  United 
States persons to persons determined to be subject to this   order would 
seriously impair my ability to deal with the national  emergency declared in 
this order, and would endanger Armed Forces of  the United States that are 
in a situation where imminent involvement  in hostilities is clearly indicated 
by the circumstances, and hereby  prohibit such donations as provided by 
section 1 of this order.

Furthermore, I hereby determine that the Trade Sanctions Reform and 
Export Enhancement Act of 2000 (title IX, Public Law 106-387) shall not 
affect the imposition or the continuation of the imposition of any unilateral 
agricultural  sanction  or  unilateral  medical  sanction   on  any  person 
determined to be subject to this order because imminent involvement of the 
Armed Forces of the United States in hostilities is clearly indicated by the 
circumstances.

Sec. 5.  With respect to those persons designated pursuant to subsection 
1(d) of this  order,  the Secretary of the Treasury, in the  exercise of his 
discretion and in consultation with the Secretary of State and the Attorney 
General,  may  take  such  other  actions  than   the  complete  blocking  of 
property or  interests in property as  the President is  authorized to take 
under IEEPA and UNPA if the Secretary of the Treasury, in consultation 
with the Secretary of State and the Attorney General,  deems such other 
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actions to be consistent  with the national  interests of  the United States, 
considering such factors as he deems appropriate.

Sec. 6.  The Secretary of State, the Secretary of the Treasury, and other 
appropriate  agencies  shall  make  all  relevant  efforts  to  cooperate  and 
coordinate with other countries, including through technical assistance, as 
well as bilateral and multilateral  agreements and arrangements, to achieve 
the objectives of this  order, including the prevention and suppression of 
acts of terrorism, the denial of financing and financial services to  terrorists 
and terrorist organizations, and the sharing of  intelligence about funding 
activities in support of terrorism.

Sec.  7.   The  Secretary  of  the  Treasury,  in  consultation  with  the 
Secretary of State and the Attorney General, is hereby authorized to take 
such actions, including the promulgation of rules and regulations, and to 
employ all powers granted to the President by IEEPA and UNPA as may be 
necessary to carry out the purposes of this order.  The Secretary of the 
Treasury  may  redelegate  any  of  these  functions  to  other  officers  and 
agencies of the United States Government. All agencies of the United States 
Government are hereby  directed to take all appropriate measures within 
their authority to  carry out the provisions of this order.

Sec.  8.   Nothing  in  this  order  is  intended  to  affect  the  continued 
effectiveness of any rules, regulations, orders, licenses, or other  forms of 
administrative action issued, taken, or continued in effect  heretofore or 
hereafter  under  31  C.F.R.  chapter  V,  except  as   expressly  terminated, 
modified, or suspended by or pursuant to this order.

Sec. 9.  Nothing contained in this order is intended to create, nor does it 
create,  any  right,  benefit,  or  privilege,  substantive  or   procedural, 
enforceable  at  law  by  a  party  against  the  United  States,   its  agencies, 
officers, employees or any other person.
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Sec. 11.  (a) This order is effective at 12:01 a.m. eastern daylight time on 
September 24, 2001. (b) This order shall be transmitted to the Congress 
and published in the Federal Register.

                                    THE WHITE HOUSE, September 23, 2001.
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Introduction to Commerce Department Export Controls

http://www.bis.doc.gov/licensing/exportingbasics.htm (July 30, 2008)

Overview

The  Bureau  of  Industry  and  Security (BIS)  is  responsible  for 
implementing and enforcing the Export Administration Regulations (EAR), 
which regulate the export and reexport of most commercial items. We often 
refer to the items that BIS regulates as "dual-use" - items that have both 
commercial  and  military  or  proliferation  applications  -  but  purely 
commercial items without an obvious military use are also subject to the 
EAR. 

The EAR do not control all goods, services, and technologies. Other U.S. 
government agencies regulate more specialized exports. For example, the 
U.S. Department of State has authority over defense articles and defense 
services. A list of other agencies involved in export controls can be found on 
this  Web site  or in Supplement No. 3 to Part 730 of  the EAR which is 
available on the Government Printing Office Web site.

This page is designed to give people who are new to exporting, and, in 
particular,  new  to  export  controls,  a  general  understanding  of  our 
regulations  and how to  use  them.  However,  nothing  provided here  can 
substitute for consulting the EAR. The EAR include answers to frequently 
asked  questions,  detailed  step-by-step  instructions  for  determining  if  a 
transaction  is  subject  to  the  regulations,  how  to  request  a  commodity 
classification or advisory opinion, and how to apply for a license. In using 
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the EAR, you may want to first look at Part 732 for the steps you follow to 
determine your obligations. 

If you would like to review a specific part of the EAR referenced in this 
document, go to the on-line EAR database on the EAR Web site maintained 
by the Government Printing Office.

What Is an Export? 

Any item that is sent from the United States to a foreign destination is 
an export. "Items" include commodities, software or technology, such as 
clothing, building materials, circuit boards, automotive parts, blue prints, 
design plans, retail software packages and technical information.

How an item is transported outside of the United States does not matter 
in determining export license requirements. For example, an item can be 
sent by regular mail or hand-carried on an airplane. A set of schematics 
can be sent via facsimile to a foreign destination, software can be uploaded 
to or downloaded from an Internet site, or technology can be transmitted 
via e-mail or during a telephone conversation. Regardless of the method 
used for the transfer,  the transaction is considered an export for export 
control purposes. An item is also considered an export even if it is leaving 
the United States temporarily, if it is leaving the United State but is not for 
sale, (e.g.  a gift) or if it  is going to a wholly-owned U.S. subsidiary in a 
foreign  country.  Even  a  foreign-origin  item  exported  from  the  United 
States,  transmitted  or  transhipped  through  the  United  States,  or  being 
returned  from  the  United  States  to  its  foreign  country  of  origin  is 
considered an export. Finally, release of technology or source code subject 
to the EAR to a foreign national in the United States is "deemed" to be an 
export to the home country of the foreign national under the EAR. 

952 | Page



Sourcebook of Cases, Laws, Treaties & Documents

How to Determine If You Need a Commerce Export License

A relatively small percentage of total U.S. exports and reexports require 
a license from BIS.  License requirements are dependent upon an item's 
technical  characteristics,  the  destination,  the  end-user,  and  the  end-use. 
You,  as  the  exporter,  must  determine  whether  your  export  requires  a 
license. 

What are you exporting? 

Export Control Classification Number and the Commerce Control List

                  Commerce Control List Categories 

0 = Nuclear materials, facilities and equipment (and 
miscellaneous items)

1 = Materials, Chemicals, Microorganisms and Toxins

2 = Materials Processing

3 = Electronics

4 = Computers

5 = Telecommunications and Information Security

6 = Sensors and Lasers

7 = Navigation and Avionics
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8 = Marine

9 = Propulsion Systems, Space Vehicles, and Related Equipment

A key in determining whether an export  license  is  needed from the 
Department of Commerce is knowing whether the item you are intending to 
export has a specific Export Control Classification Number (ECCN). The 
ECCN is an alpha-numeric code, e.g.,  3A001, that describes a particular 
item or type of item, and shows the controls placed on that item. All ECCNs 
are listed in the Commerce Control List (CCL) (Supplement No. 1 to Part 
774 of the EAR) which is available on the Government Printing Office Web 
site. The CCL is divided into ten broad categories, and each category is 
further subdivided into five product groups. The CCL is available on the 
EAR Website. 

           Five Product Groups

A. Systems, Equipment and Components

B. Test, Inspection and Production Equipment

C. Material

D. Software

E. Technology

Classifying Your Item

The proper classification of your item is essential to determining any 
licensing  requirements  under  the  Export  Administration  Regulations 
(EAR).  You  may  classify  the  item  on  your  own,  check  with  the 
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manufacturer, or submit a classification request to have BIS determine the 
ECCN for you. 

When reviewing the CCL to determine if your item is specified by an 
ECCN, you will first need to determine in which of the ten broad categories 
of the Commerce Control List your item is included and then consider the 
applicable product group. 

If Your Item is Not on the Commerce Control List - EAR99

If your item falls under U.S. Department of Commerce jurisdiction and 
is not listed on the CCL, it is designated as EAR99. EAR99 items generally 
consist of low-technology consumer goods and do not require a license in 
many situations. However, if your proposed export of an EAR99 item is to 
an  embargoed  country,  to  an  end-user  of  concern  or  in  support  of  a 
prohibited end-use, you may be required to obtain a license. 

Where are You Exporting?

Restrictions  vary  from  country  to  country.  The  most  restricted 
destinations are the embargoed countries and those countries designated as 
supporting terrorist activities, including Cuba, Iran, North Korea, Sudan, 
and  Syria.  There  are  restrictions  on  some  products,  however,  that  are 
worldwide. 

How to cross-reference the ECCN with the Commerce Country Chart

Once you have classified the item, the next step is to determine whether 
you need an export license based on the “reasons for control” of the item 
and the country of ultimate destination. 

You begin this process by comparing the ECCN with the Commerce 
Country  Chart  (Supplement  No.  1  to  Part  738).  The  ECCNs  and  the 
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Commerce  Country  Chart,  taken  together,  define  the  items  subject  to 
export controls based solely on the technical parameters of the item and the 
country of ultimate destination. 

Below the main heading for each ECCN entry, you will find "Reason 
for Control” (e.g., NS for National Security, AT for Anti-Terrorism, CC for 
Crime  Control,  etc.).  Below  this,  you  will  find  the  “Country  Chart” 
designator which shows the specific export control code(s) applied to your 
item (e.g., NS Column 2, AT Column 1, CC Column 1, etc.). These specific 
control  codes  for  your  ECCN  need  to  be  cross-referenced  against  the 
Commerce Country Chart.

Although a relatively small percentage of all U.S. exports and reexports 
require  a  BIS  license,  virtually  all  exports  and  many  reexports  to 
embargoed destinations and countries designated as supporting terrorist 
activities require a license. These countries are Cuba, Iran, North Korea, 
Sudan, and Syria. Part 746 of the EAR describes embargoed destinations 
and refers to certain additional controls imposed by the Office of Foreign 
Assets Control of the Treasury Department. 

Who will receive your item? 

Certain  individuals  and  organizations  are  prohibited  from receiving 
U.S. exports and others may only receive goods if they have been licensed, 
even items that do not normally require a license based on the ECCN and 
Commerce Country Chart or based on an EAR99 designation. You must be 
aware of the following lists:

Entity  List -  EAR Part  744,  Supplement  4  -  A list  of  organizations 
identified by BIS as engaging in activities related to the proliferation of 
weapons  of  mass  destruction.  Depending  on  your  item,  you  may  be 
required to obtain a license to export to an organization on the Entity List 
even if one is not otherwise required. 
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Treasury  Department  Specially  Designated  Nationals  and  Blocked 
Persons  List -  EAR Part  764,  Supplement  3 -  A list  maintained by the 
Department  of  Treasury’s  Office  of  Foreign  Assets  Control  comprising 
individuals and organizations deemed to represent restricted countries or 
known to be involved in terrorism and narcotics trafficking.

The Unverified List is composed of firms for which BIS was unable to 
complete an end-use check. Firms on the unverified list present a “red flag” 
that exporters have a duty to inquire about before making an export to 
them.

Denied  Persons -  You may not  participate  in an export  or  reexport 
transaction subject to the EAR with a person whose export privileges have 
been denied by the BIS. A list of those firms and individuals whose export 
privileges have been denied is available on this Web site. Note that some 
denied persons are located within the United States. If you believe a person 
whose export privileges have been denied wants to buy your product  in 
order  to  export  it,  you  must  not  make  the  sale  and  should  report  the 
situation  to  BIS’s  Office  of  Export  Enforcement.  If  you have  questions 
about  Denied  Persons,  you  may  contact BIS’s  Office  of  Enforcement 
Analysis at (202) 482-4255.

What will your item be used for?

Some end-uses are prohibited while others may require a license. For 
example, you may not export to certain entities involved in the proliferation 
of weapons of mass destruction (e.g., nuclear, biological, chemical) and the 
missiles  to  deliver  them,  without  specific  authorization,  no  matter  what 
your item is. For more information on prohibited end- uses, please refer to 
Part 744 of the EAR.

Ways to Export
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Authorization to export is determined by the transaction: what the item 
is, where it is going, who will receive it, and what it will be used for. The 
majority of U.S. commercial exports do not require a license. 

NLR – (“No License Required”)

Most exports from the United States do not require a license, and are 
therefore exported under the designation “NLR.” Except in those relatively 
few transactions when a license requirement applies because the destination 
is subject to embargo or because of a proliferation end-use or end-user, no 
license is required when:

1. The item to be shipped is not on the CCL (i.e. it’s EAR99); or

2. The item is on the CCL but there is no “X” in the box on the 
Country  Chart  under  the  appropriate  reason  for  control 
column on the row for the country of destination. (See the 
country chart example above.) 

In each of  these  situations,  you would  enter “NLR” on your export 
documents.

License Exception

If a license is required for your transaction, a license exception may be 
available. License Exceptions, and the conditions on their use, are set forth 
in Part 740 of the EAR If your export is eligible for a license exception, you 
would use the designation of that license exception (e.g. LVS, GBS, TMP) 
on your export documents.
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License

If your item requires a license to be exported, you must apply to BIS for 
an export license. If your application is approved, you will receive a license 
number and expiration date to use on your export documents. A BIS-issued 
license is usually valid for two years. See "Applying for an Export License" 
for additional information.

Where to Get Assistance

A good starting point for information on export licensing requirements 
and the regulations is to attend one of our export control seminars. A list of 
upcoming seminars is posted on this Web site. 

For counseling assistance, you may call one of our export counselors at 
202-482-4811 (Washington, DC) or 408-998-8806 (Northern California) or 
email  us  in  Washington or  California. You may also register to receive 
email notifications of upcoming seminars. 

Summary of Steps to Take to Process Your Export 

• Ensure  that  your  export  is  under  U.S.  Department  of  Commerce 
jurisdiction. 

• Classify your item by reviewing the Commerce Control List.

• If your item is classified by an Export Control Classification Number 
(ECCN), identify the Reasons for Control  on the Commerce Control 
List. 
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• Cross-reference  the  ECCN Controls  against  the  Commerce  Country 
Chart  to  see  if  a  license  is  required.  If  yes,  determine  if  a  License 
Exception is available before applying for a license.

• Ensure that no proscribed end-users or end-uses are involved with your 
export  transaction.  If  proscribed end-users or end-uses are involved, 
determine if you can proceed with the transaction or must apply for a 
license.
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Bureau of Industry and Security

U.S. Department of Commerce

Dual-Use Export Control Initiative

http://www.bis.doc.gov/

President George W. Bush announced on January 22, 2008 a series of 
steps the Administration will take to ensure that dual-use export control 
policies  and  practices  support  the  National  Security  Strategy while 
facilitating U.S. economic and technological leadership. The United States 
faces  unprecedented  security  challenges  from  threats  of  terrorism  to 
proliferation of weapons of mass destruction and advanced conventional 
weapons to instability in a number of regions in the world.  The United 
States also faces unprecedented economic challenges from the increasing 
worldwide diffusion of high technology and global  markets.  The United 
States must,  therefore, ensure that the dual-use export control  system is 
precisely focused to meet those challenges.  To enhance the focus of the 
dual-use export control system, the President has directed steps be taken on 
the following:

Foreign End-Users:  To adapt to the changing threat environment and 
the globalization of technology and markets, the dual-use export control 
system will increasingly focus on foreign end-users of U.S. high technology 
products.  This  focus  will  facilitate  trade  to  reliable  foreign  customers, 
while denying access to sensitive technologies to proliferators, international 
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terrorists,  and  other  foreign  parties  acting  contrary  to  U.S.  national 
security and foreign policy interests.  

The focus on foreign end-users includes the Validated End User (VEU) 
program for reliable foreign companies and imposing additional scrutiny of 
exports to foreign parties with a record of activities contrary to U.S. foreign 
policy and national security interests through expansion of the Department 
of Commerce’s Entity List.

U.S. Competitiveness: Technological and economic competitiveness are 
key to the U.S.’s long- term national security.   As such, the United States 
needs to ensure that export controls are constantly reassessed to ensure that 
the  most  sensitive  items  are  controlled  to  sustain  U.S.  economic 
competitiveness and innovation.  

The focus on U.S. competitiveness includes developing a regular process 
for systematic review of the list of controlled dual-use items (the Commerce 
Control List), revised controls on intra-company transfers, revised controls 
on encryption products, and a review of reexport controls. 

Transparency:  U.S.  exporters need sufficient  information to support 
U.S. security and competitiveness goals.  

The focus on transparency includes publication of advisory opinions on 
the Department of Commerce’s website, as well as lists of foreign parties 
warranting higher scrutiny. 

These areas of focus are consistent with the recommendations made by 
a number of industry groups.  The Administration is committed to working 
closely with industry to implement these reforms to ensure that dual-use 
exports  are  controlled  to  address  emerging  security  threats  while 
maintaining the economic competitiveness of the United States.
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The Administration also continues to strongly support reauthorization 
of the Export Administration Act with updated penalties and enhanced law 
enforcement authority to ensure U.S. dual-use export control policies can 
be vigorously enforced.

                                        ………..

                    Lists To Check – Export & Reeport

Denied Persons List 

A list of individuals and entities that have been denied export privileges. 
Any dealings with a party on this list that would violate the terms of its 
denial order is prohibited.

Unverified List

A list of parties where BIS has been unable to verify the end-user in 
prior transactions. The presence of a party on this list in a transaction is a 
“Red Flag” that should be resolved before proceeding with the transaction. 

Entity List 

A list of parties whose presence in a transaction can trigger a license 
requirement  under  the  Export  Administration  Regulations.  The  list 
specifies  the  license  requirements  that  apply  to each listed party.  These 
license requirements are in addition to any license requirements imposed 
on  the  transaction  by  other  provisions  of  the  Export  Administration 
Regulations. 

Specially Designated Nationals List
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A list compiled by the Treasury Department, Office of Foreign Assets 
Control (OFAC). OFAC’s regulations may prohibit a transaction if a party 
on this list is involved. In addition, the Export Administration Regulations 
require a license for exports or reexports to any party in any entry on this 
list that contains any of the suffixes "SDGT", "SDT", "FTO" or "IRAQ2".

Debarred List

A list compiled by the State Department of parties who are barred by 
§127.7 of the International Traffic in Arms Regulations (ITAR) (22 CFR 
§127.7) from participating directly or indirectly in the export of defense 
articles, including technical data or in the furnishing of defense services for 
which a license or approval is required by the ITAR. 

Nonproliferation Sanctions     

Several lists compiled by the State Department of parties that have been 
sanctioned under various statutes.  The Federal Register notice  imposing 
sanctions on a party states the sanctions that apply to that party. Some of 
these  sanctioned  parties  are  subject  to  BIS’s  license  application  denial 
policy described in §744.19 of the EAR (15 CFR §744.19). 

General Order 3 to Part 736 

This  general  order  imposes  a  license  requirement  for  exports  and 
reexports of all items subject to the EAR where the transaction involves a 
party  named in the  order.  This  order also prohibits  the  use  of  License 
Exceptions  to  export  or  reexport  to  these  parties.  These  parties  are 
currently  located  in:  Dubai,  United  Arab  Emirates;  Germany;  Syria; 
Lebanon; Malaysia; Iran; and Hong Kong.
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June 8, 2007 - BIS Publishes Federal Register Notice: Amendment to 
General Order No.  3: Expansion of the General  Order and Addition of 
Certain Persons, Federal Register Notice

                …………….

                           Export Licensing

A  Frequently  Asked  Questions  Guide  to  Export  Licensing 
Requirements for Commercial Items *

*This page is designed to give people who are new to exporting, and, in  
particular,  new  to  export  controls,  a  general  understanding  of  our  
regulations  and  how  to  use  them.  However,  nothing  provided  here  can  
substitute for consulting the EAR. 

Does My Shipment Require an Export License? 

Maybe.  A  U.S.  export  license  requirement  from the  Department  of 
Commerce can be triggered by several important factors specific to your 
transaction:  the  actual  item (commodity,  software  or  technology)  being 
exported, where it is going, who is going to use it, and what they will be 
using it for. If any of these factors change in your transaction, the license 
requirements may change.

What types of items does the Department of Commerce regulate?

The Bureau of Industry and Security (BIS) implements and enforces the 
Export Administration Regulations (EAR). The EAR regulate the export 
and reexport of most commercial items. We often refer to the items that 
BIS regulates as "dual-use" items because they have both commercial and 
military or proliferation applications, but purely commercial items without 
an obvious military use also are subject to the EAR. 
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Does the Department of Commerce regulate all exports?

The Department of Commerce does not regulate all goods, services, and 
technologies.  Other  U.S.  Government  agencies  have  export  control 
responsibilities for regulating more specialized exports. For example, if you 
are  shipping  military  goods,  your  item may  be  subject  to  the  licensing 
jurisdiction  of  the  Directorate  of  Defense  Trade  Controls at  the 
Department of State. The Treasury Department’s Office of Foreign Assets 
Controls (OFAC) administers and enforces economic and trade sanctions 
against targeted foreign countries, terrorism sponsoring organizations, and 
international narcotics traffickers. The BIS website identifies resource links 
for various U.S. Government agencies with export control responsibilities. 

Is there a list of restricted countries to which I can’t export?

Restrictions vary from country to country and from item to item. The 
most  restricted  destinations  are  the  embargoed  countries  and  those 
countries  designated  as  supporting  terrorist  activities,  including  Cuba, 
Iran, North Korea, Sudan, and Syria. 

So how do I know if my shipment needs an export license?

The first  step  is  knowing  your  item’s  Export  Control  Classification 
Number (ECCN). ECCN entries are found on the Commerce Control List 
(CCL)  and  identify  reasons  for  control  which  indicate  licensing 
requirements to certain destinations. Other reasons an export license may 
be required for your shipment relate to concerns about the parties to the 
transaction and the end-use of the item. 

Do all items have an ECCN?

Many commercial goods are not on the Commerce Control List and do 
not have an ECCN. These goods are designated as EAR99. EAR99 items 
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generally consist of low-level technology, consumer goods, etc. and do not 
require a license in most situations. However, if your proposed export of an 
EAR99 item is to an embargoed country, to an end-user of concern, or in 
support of a prohibited end-use, you may be required to obtain an export 
license. 

Where do I find the Commerce Control List?

The  Commerce  Control  List  is  part  of  the  Export  Administration 
Regulations  (EAR)  which  can  be  found  on  the  Government  Printing 
Office’s  EAR  database  at  http://www.access.gpo.gov/bis/ear/ 
ear_data.html#ccl  Scroll  down the  page  to Part  774.  Below are  the  ten 
categories of the Commerce Control List which can be viewed as separate 
files in several different formats, including PDF. 

So if my item is EAR99, does that mean I don’t need a license?

EAR99 items will generally ship under the designation “NLR” which 
stands for “No License Required”. However, if your proposed export of an 
EAR99 item is to an embargoed country, to an end-user of concern or in 
support of a prohibited end-use, you may be required to obtain an export 
license. 

What is the difference between EAR99 and NLR?

EAR99 is a classification for an item. It indicates that a particular item 
is  subject  to  the  Export  Administration  Regulations  (EAR),  but  not 
specifically described by an Export Control Classification Number (ECCN) 
on the Commerce Control List (CCL). While the classification describes the 
item, the authorization for shipment of that item may change, depending on 
the circumstances of the transaction. 
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NLR stands for the "No License Required" designation. NLR may be 
used for either EAR99 items, or items on the CCL that do not require a 
license  for  the  destination.  However,  exports  of  an  EAR99  item to  an 
embargoed country, an end-user of concern or in support of a prohibited 
end-use may require an export license. 

If I determine my item is classified EAR99 and I can ship under NLR,  
what do I need to do?

You indicate “NLR” as your authorization for export on the Shipper’s 
Export Declaration or Automated Export System record. By signing the 
SED or submitting via AES (or designating your freight forwarder to do 
so), you are certifying that your item is eligible for NLR. You should also 
keep  records  relating  to  your  NLR  determination  and  the  export 
transaction for five years.

What is a license exception?

A license  exception  is  an authorization  that  allows  you to export  or 
reexport,  under  stated  conditions,  items  subject  to  the  Export 
Administration Regulations (EAR) that would otherwise require a license 
based on the ECCN and destination.

What do you mean by prohibited end-user or end-use?

If  you  know  or  have  reason  to  know  your  item  would  support  a 
proliferation  activity,  such  as  nuclear,  chemical/biological,  or  missile 
proliferation activities in a country of concern, a license would be required. 
Part 744 of the Export Administration Regulations spells out the specific 
regulations related to end-user and end-use controls.

Do the licensing requirements  change depending on how I’m sending  
the item?
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No. Export license requirements stay the same regardless of the method 
of shipment or transmission.  This includes technology shipments via the 
internet  or  items  carried  in  a  briefcase.  [Note:  although  license 
requirements may not change, license exception availability may (i.e. BAG 
or TMP.]

I’m not  a company,  I’m just  sending something overseas  to  a friend.  
Does this mean I don’t need to worry about whether or not my item needs a  
license?

Whether or not something is being given away or sold does not affect 
the  license  requirements  of  your  shipment.  You  still  need to  determine 
whether or not an export license is required.

Does it matter if what I’m sending is under $2500 dollars?

No.  The  value  of  the  shipment  does  not  affect  the  export  license 
requirements.  However,  the  value  of  the  shipment  may  affect  the 
requirements  for  filing  a  SED or  AES  Record.  If  an  export  license  is 
required,  a  Shipper’s  Export  Declaration  will  be  required  as  well, 
regardless of value.

Can  I  just  have  my  freight  forwarder  fill  out  the  license  related  
information on the Shippers Export Declaration or AES record?

Your freight forwarder is generally not in a position to determine your 
requirements because a technical  assessment of your item is required to 
determine  its  ECCN and  any  associated  license  requirements.  You  are 
ultimately responsible for the proper export authorization

What if my customer asks me to send the item to their freight forwarder  
here in the U.S.? Do I still have obligations?
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Yes. Just because your customer is directing the U.S. forwarder to ship 
the items does not relieve you of obligations in the export transaction. The 
responsibility  for  determining  the  proper  export  authorization  and 
obtaining an export license, if necessary, would be your obligation unless 
your customer provides you something in writing indicating that they are 
assigning the licensing responsibility to another party in the U.S., such as 
the forwarder. In either case, you will continue to show as the “Exporter” 
on  the  Shipper’s  Export  Declaration.  In  this  case  you  need to  provide 
specific information to the forwarder in order for them to do what it takes 
to ensure compliance. You will still be cited on the export declaration as 
U.S. Principal Party in Interest (USPPI). 

I’ve got some paperwork from past exports made before I started here,  
can I just use the same information again?

Not necessarily. Export license requirements are transaction specific. If 
the item, country of destination, end-user or end-use have changed, it could 
affect the type of authorization for which the export is eligible. 

My company has been exporting for years and I’ve never heard of an  
ECCN or license requirement. Is this requirement new?

No, this  requirement is  not  new. Perhaps someone in your company 
already determined that the items you export are not listed in a specific 
ECCN on the Commerce Control List and do not require export licenses 
for the destination to which you ship.  Be aware that classifications may 
change over time.  Since  the  exporter is  responsible  for determining the 
proper authorization for shipment, you will want to review the Commerce 
Control List or submit a classification request.

If you find there have been exports without proper authorization, you 
should notify your company’s management and consider filing a voluntary 
disclosure to BIS.
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I  know  the  Schedule  B  number  for  my  item,  will  that  help  in 
determining the ECCN?

No. The ECCN and Schedule B number do not correlate, although you 
will need to know both when you make a shipment. 

What is the Schedule B Number and how do I get it?

Schedule B commodity codes are 10-digit numeric codes used to identify 
products  for  trade  statistics  purposes.  The  Bureau  of  Census’s  Foreign 
Trade Division can assist you at 301-763-2238. 

I’ve been told that I can I get an official ECCN determination over the  
phone from the Department of Commerce. Is this true?

No. The ECCN is based on the technical characteristics of the item and 
requires a detailed analysis of the item in order for it to be classified. The 
Department  of  Commerce  cannot  provide  you  with  an ECCN over  the 
telephone. However, we can assist you in understanding how to do a self-
classification  of  the  item  using  on-line  resources  and  your  technical 
understanding of the item. We can also explain the process of submitting an 
official  request  for  a classification  which typically  takes 4-6 weeks.  The 
Office of Exporter Services has counselors available from our Washington 
DC headquarters at (202) 482-4811 and our Western Regional  Office in 
California at (949) 660-0144 or (408) 998-8806.

I don’t have time to wait for a response to my classification request. Are  
there any alternatives to this?

If you are not the manufacturer of the item you are exporting, the item 
may have already been classified by the manufacturer if they themselves 
export. One of the quickest ways to determine the ECCN of your item is to 
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check  with  the  manufacturer.  Many  companies  list  ECCNs  on  their 
website.

I’ve  found  an  official  classification  done  by  the  Department  of  
Commerce back in 1996. Can I still use this?

The  Commerce  Control  List  and  ECCNs  change  often  -  sometimes 
items are added to the CCL and other times item specifications are changed 
or  removed.  In  addition,  your  item  may  have  different  technical 
characteristics than what was classified previously. It’s important to stay 
up-to-date with changes to the Commerce Control List which may affect 
your item’s classification.

Once I’ve determined my ECCN, what do I do?

Once you have classified the item, the next step is to determine whether 
you need an export license based on the “reasons for control” of the item 
and the country of ultimate destination. 

You begin this process by comparing the ECCN with the Commerce 
Country  Chart  (Supplement  No.  1  to  Part  738).  The  ECCNs  and  the 
Commerce  Country  Chart,  taken  together,  define  the  items  subject  to 
export controls based solely on the technical parameters of the item and the 
country of ultimate destination. 

How do I screen my customer?

Certain  individuals  and  organizations  are  prohibited  from receiving 
U.S. exports.  Others may only receive goods if the transaction has been 
licensed, even for items that do not normally require a license based on the 
ECCN and country or based on an EAR99 designation. There are various 
lists that may be relevant to your export or reexport transaction such as the 
Denied Persons List and Entity List. These lists are available on the BIS 
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website  at  http://www.bis.doc.gov/ComplianceAnd 
Enforcement/ListsToCheck.htm. 

What happens if I don’t get the proper export authorization?

Responsibility  for  export  compliance  rests  with  the  exporter. 
Administrative  and criminal  penalties  exist  for  violations  of  U.S.  export 
law.  The  maximum  financial  penalty  per  administrative  violation  is 
$50,000. 

I’m  a  small  businessperson.  Does  everyone  have  to  follow  these  
regulations?

Yes. Keep in mind that most low-level or dual-use products will have 
the  designation  EAR99  and  be  eligible  for  shipment  under  the  NLR 
designation. Products with this designation will  only require a license to 
certain prohibited destinations, end-users, or end-uses.

If I do have to apply for an export license, can I do it online?

Yes. The fastest way to get an export license is to use the Internet based 
electronic licensing system, SNAP-R. You must first obtain a PIN prior to 
submitting an electronic license application or classification request. For 
further information regarding SNAP-R and PINs, visit the BIS website.

The alternative  is  the  paper  application,  the  BIS-748P multipurpose 
application which is available from BIS. You must use the original form 
which must be typed. You can order the form by calling (202) 482-3332.
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Bureau of Industry and Security Fiscal Year 2007 Annual Report

Export Control Policy and Regulations

http://www.bis.doc.gov/news/2008/annreport07/bis_annual_report07.pdf

      Mission

The mission of the Bureau of Industry and Security (BIS) is to advance 
U.S. national security, foreign policy, and economic objectives by ensuring 
an effective export control and treaty compliance  system and promoting 
continued  U.S.  strategic  technology  leadership.  BIS  principally 
accomplishes this mission by maintaining and strengthening an adaptable 
and effective export control system. 

Items subject to BIS’s regulatory jurisdiction have chiefly commercial 
uses, but also have military and proliferation applications, or may be used 
in terrorist  activities.  These items are  generally  referred to as  dual  use 
items. BIS has primary responsibility for implementing U.S. export control 
policy on such commodities, software, and technology. To accomplish its 
objectives,  BIS  promulgates  clear,  concise,  and  timely  changes  to  the 
Export  Administration  Regulations  (EAR)  setting  forth  license 
requirements and licensing policy for the exports of these items. 

A central area of focus is implementation of export controls agreed to in 
the four major multilateral export control regimes – the Australia Group 
(chemical and biological nonproliferation), the Missile Technology Control 
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Regime, the Nuclear Suppliers Group,  and the Wassenaar Arrangement 
(conventional  arms  and  dual  use  goods  and  technologies).1  Other  BIS 
regulations  support  U.S.  foreign  policy  and  national  security  interests, 
including regulations that implement sanctions policies, execute legislation, 
specify  licensing  agency  jurisdictional  authority  for  a  given  item,  and 
clarify the rights and obligations of U.S. exporters. 

BIS consults  closely  with industry on the development  of  regulatory 
policy through its six Technical Advisory Committees (TACs). The TACs 
provide  valuable  input  regarding  industry  perspectives  on  trends  in 
technology  and the  practicality  and likely  impact  of  export  controls.  In 
addition, BIS solicits public comments on new final or proposed rules that 
it publishes to ensure that the exporting community and other members of 
the public have a means to provide their views.

Foreign Policy-Based Controls 

In June 2007, BIS published a proposed rule to authorize adding to the 
Entity  List  (included  in  Part  744  of  the  EAR)  entities  that  BIS  has 
reasonable cause to believe, based on specific and articulable facts, were, 
are,  or  will  be  involved  in  activities  that  are  contrary  to  the  national 
security  or  foreign  policy  interests  of  the  United  States  and/or  new 
authorization would not be used to add U.S. persons, as defined in § 772.1 
of the EAR, to the Entity List.  The proposed rule also would provide a 
procedure  for  entities  listed  on  the  Entity  List  to  request  removal  or 
modification of their entries. 

The proposed new rule  would  allow BIS to  focus  its  export  control 
efforts  more  closely  on  entities  who  do not  precisely  meet  the  existing 
criteria for addition to the Entity List but who may be involved in activities 
that are contrary to U.S. national security or foreign policy interests. The 
United  States  Government  would  be  able  to  conduct  a  prior  review of 
proposed exports and reexports to such recipients and make appropriate 
licensing decisions to the degree necessary to protect  U.S.  interests.  BIS 
would be able to tailor license requirements and the availability of license 
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exceptions  for  exports  and  reexports  to  such  entities  without  imposing 
additional restrictions that apply broadly to entire destinations or items. 
BIS believes that such targeted application of license requirements would 
provide BIS with the flexibility to deter the use of items subject to the EAR 
in  ways  that  are  contrary  to  the  interests  of  the  United  States,  while 
minimizing  the  expense  and  disruption  to  legitimate  trade.  As  export 
controls  continue  to  focus  not  just  on  countries,  but  also  on  individual 
customers  or  entities,  BIS  believes  it  is  important  to  provide  more 
information to the public about entities of concern. Implementation of this 
rule  would  enhance  the  public’s  ability  to  screen potential  recipients  of 
items subject to the EAR. 

Chapter 2: Export Licensing

      Mission

A core part of the BIS mission, as mandated by Executive Order 12981, 
is administering an effective U.S. export control system by processing dual-
use license applications in a consistent, accurate, and timely manner. BIS 
works closely with the Departments of Defense, Energy, and State, as well 
as the intelligence community, in performing its export license processing 
and related functions. 

Chapter 3: Export Enforcement

     Mission

One of the top priorities of the Bureau of Industry and Security (BIS) is 
the  enforcement  of  both  the  U.S.  dual-use  export  control  laws  and 
regulations and the U.S. anti-boycott regulations to encourage compliance, 
prevent and deter violations, disrupt illicit activities, and bring violators to 
justice. BIS achieves these important objectives through a law enforcement 
program focused on parties engaged in exports of sensitive commodities, 
software,  and  technology  to  end-uses,  end-users  and  destinations  of 
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concern.  Priority  is  given  to  violations  involving  Weapons  of  Mass 
Destruction (WMD) proliferation,  terrorism and state support  of terror, 
and unauthorized military end-uses. BIS also seeks to deter participation in 
prohibited foreign boycotts. BIS’s Export Enforcement (EE) is an elite law 
enforcement organization recognized for its expertise, professionalism, and 
numerous  accomplishments.  BIS  accomplishes  its  mission  through 
preventive  enforcement  activities  as  well  as  by  identifying  and 
apprehending  violators,  pursuing  appropriate  criminal  sanctions,  and 
imposing  administrative  penalties  including  fines  and  denials  of  export 
privileges. 

EE consists of the Office of Export Enforcement (OEE), the Office of 
Enforcement Analysis  (OEA), and the Office of Antiboycott  Compliance 
(OAC). Together with BIS’s licensing officers,  policy and legal staff,  EE 
employees  apply  their  law enforcement  and  export  control  expertise  to 
prevent and deter exports of the most sensitive items to illicit end-users and 
uses, to embargoed destinations, and to ensure that parties involved in U.S. 
commercial transactions do not engage in prohibited boycott activities.

Chapter 5: International Regimes and Treaty Compliance

 Mission

BIS’s  mission  includes  not  only  maintaining  and  strengthening  an 
adaptable and effective U.S. export control and treaty compliance system, 
but also integrating non-U.S. actors to create a more effective global export 
control  and  treaty  compliance  system.  Consequently,  BIS  works  to 
strengthen  multilateral  coordination  and  compliance  with  multilateral 
export control regimes and relevant treaties. 

BIS plays an important role in the U.S. Government’s efforts to develop 
and refine the control lists and operational guidelines for the four major 
nonproliferation  regimes:  the  Australia  Group  (chemical  and  biological 
weapons), the Missile Technology Control Regime, the Nuclear Suppliers 
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Group, and the Wassenaar Arrangement (conventional arms and related 
dual-use items). 

BIS also administers the industry compliance program for the Chemical 
Weapons  Convention  (CWC),  which  bans  the  development,  production, 
stockpiling,  and use  of  chemical  weapons  and provides  for an extensive 
verification regime to ensure adherence to its terms. In addition, BIS works 
actively with other CWC States Parties and the Technical Secretariat of the 
Organization for the Prohibition of Chemical Weapons to ensure that all 
182 States Parties to the CWC are implementing the provisions of the CWC 
in a rigorous, analytically sound, and equitable manner.

        Chapter 6: U.S. Defense Industrial Base Programs and Advocacy 

       Mission

BIS’s mission includes supporting continued U.S. technology leadership 
in industries that are essential to U.S. national security. BIS seeks to fulfill 
this mission by securing timely delivery of products for national defense, 
emergency  preparedness,  and  critical  infrastructure  programs;  working 
with U.S.  industry and interagency partners  to support  the sale  of  U.S. 
defense  products  overseas;  reviewing  foreign  investments  in  the  United 
States that may impact U.S. national security; and implementing programs 
and conducting critical technology and industrial base assessments to help 
ensure that the U.S. defense industrial base has the capacity and capability 
to  meet  current  and  future  national  security,  economic  security,  and 
homeland security requirements.
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C-TPAT: Customs-Trade Partnership Against Terrorism

http://www.customs.gov/xp/cgov/trade/cargo_security/ctpat/

CBP --  is one of the Department of Homeland Security’s largest and 
most complex components, with a priority mission of keeping terrorists and 
their weapons out of the U.S. It also has a responsibility for securing and 
facilitating trade and travel while enforcing hundreds of U.S. regulations, 
including immigration and drug laws.

Trade --  U.S. Customs and Border Protection will facilitate about $2 
trillion in legitimate trade this year while enforcing U.S. trade laws that 
protect the economy, the health and the safety of the American people. We 
accomplish  this  through  close  partnerships  with  the  trade  community, 
other government agencies and foreign governments.

Page | 979

http://www.customs.gov/xp/cgov/trade/cargo_security/ctpat/


U.S. National Security Law

      

COMBATTING TERRORISM

http://www.usdoj.gov/whatwedo/whatwedo_ct.html

On  March  9,  2006  President  George  W.  Bush  announced  the  new 
position  of  Assistant  Attorney  General for  National  Security  in  the 
Department  of  Justice.  By  combining  the  Counterterrorism  and 
Counterespionage  Sections  of  the  Criminal  Division  and  the  Foreign 
Intelligence Surveillance Act experts from the Office of Intelligence Policy 
and Review (OIPR), this reorganization will enable a more vigorous effort 
to combat terrorism and other threats to national security. The  National 
Security  Division   will  further  improve  coordination  against  terrorism 
within the Department of Justice and with the Central Intelligence Agency, 
the Department of Defense, and other intelligence community agencies. We 
are committed to preventing acts of terror and protecting the security of 
the American people at home and abroad.

Joint Terrorism Task Forces (JTTFs) are small cells of highly trained, 
locally  based,  passionately  committed  investigators,  analysts,  linguists, 
SWAT experts, and other specialists from dozens of U.S. law enforcement 
and  intelligence  agencies.  It  is  a  multi-agency  effort  led  by  the  Justice 
Department and FBI designed to combine the resources of federal, state, 
and local law enforcement. 
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Tips and Public Leads/Most Wanted Terrorists

The FBI encourages  citizens  to report  suspected criminal  activity  or 
information related to the September 11, 2001 terrorist attacks by calling 
an FBI Field Office or by using this form.

The FBI posts pictures and descriptions of the most wanted terrorists 
on  its  site.  The  FBI  also  seeks  information on  certain  individuals  in 
connection with possible terrorist threats to the United States.

Resources

The  FBI’s  Counterintelligence   Section   is  responsible  for  exposing, 
preventing, and investigating intelligence activities on U.S. soil. The Bureau 
is dedicated to its role in  counterterrorism and its mission to protect the 
United  States  from further  acts  of  terrorism.  The  FBI  is  the  lead  law 
enforcement  agency  for  investigating  cyber-based  attacks by  foreign 
adversaries  and  terrorists.  Terrorism  2002-2005,  published  by  the  FBI 
provides an overview of the terrorist incidents and prevention that have 
taken place in the U.S. and its territories during those years.

The  National  Security Division  ,  which consolidates the Department’s 
primary  national  security  elements  within  a  single  Division,  currently 
consists of the  Counterterrorism and  Counterespionage Sections, and the 
Office  of  Justice  for Victims of  Overseas Terrorism (OJVOT),  all  three 
formerly part of the Criminal Division; the Office of Intelligence consisting 
of three new sections: Operations Section, Oversight Section, and Litigation 
Section;  and  a  new  Law  and  Policy  Office and  Executive  Office.  This 
organizational structure ensures greater coordination and unity of purpose 
between prosecutors and law enforcement agencies, on the one hand, and 
intelligence attorneys and the Intelligence Community, on the other, thus 
strengthening  the  effectiveness  of  the  Department’s  national  security 
efforts.
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The  Drug  Enforcement  Administration actively  works  to  dismantle 
narco-terrorist  organizations by using specially  trained law enforcement 
organizations to find and eliminate drug related terrorist groups.

The Bureau of Justice Assistance (BJA) is committed to working with 
all levels of government to help prevent, disrupt, and defeat terrorist acts 
before they occur. BJA supports several initiatives to train law enforcement 
officers in counter-terrorism efforts.

The  Office for Victims of Crime offers various services to victims of 
terrorism and criminal mass violence, including contacts for information 
and incident-specific phone numbers and Web sites for victims only. The 
Terrorism and International Victim Assistance Services Division provides 
awareness  and  responsiveness  to  the  needs  of  terrorism  victims  and 
individuals  who  are  victimized  outside  their  own  country,  and 
informational resources for international victims.
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  NATIONAL SECURITY DIVISION

http://www.usdoj.gov/nsd/mission_functions.htm

MISSION AND FUNCTIONS

The mission of the National Security Division (NSD) of the Department 
of  Justice is  to  carry  out  the  Department’s  highest  priority:  to  combat 
terrorism  and  other  threats  to  national  security.  The  NSD,  which 
consolidates the Department’s primary national security elements within a 
single Division, currently consists of the  Office of Intelligence with three 
new  sections:  Operations  Section,  Oversight  Section,  and  Litigation 
Section;  Counterterrorism and Counterespionage Sections, and the  Office 
of Justice for Victims of Overseas Terrorism (OVT), all three formerly part 
of  the  Criminal  Division;  a  new  Law and  Policy  Office and  Executive 
Office.  This  organizational  structure  ensures  greater  coordination  and 
unity of purpose between prosecutors and law enforcement agencies, on the 
one hand, and intelligence attorneys and the Intelligence Community, on 
the other, thus strengthening the effectiveness of the Department’s national 
security efforts.

The Division is led by an Assistant Attorney General and supported by 
three Deputy Assistant Attorneys General, who oversee the Division’s three 
components. 

The Division’s major responsibilities include:
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Intelligence Operations and Coordination:

• Represent the United States before the Foreign Intelligence Surveillance 
Court to  obtain  authorization  under  the  Foreign  Intelligence 
Surveillance Act of 1978 (FISA) for the United States government to 
conduct  intelligence  surveillance  activities,  such  as  electronic 
surveillance,  physical  searches,  and pen registers and trap and trace 
devices; 

• Obtain  Attorney  General authorization  for  the  United  States 
government  to  conduct  intelligence  activities  in  accordance  with  the 
provisions  of  Executive  Order  No.  12333,  the  Executive  Order 
governing the intelligence activities of the United States; 

• Coordinate and oversee intelligence-related litigation matters, including 
evaluating and reviewing requests to use information collected under 
FISA in  criminal  and  non-criminal  proceedings  and  to  disseminate 
FISA information; and 

• Serve, through the Assistant Attorney General for National Security, as 
the  Department’s  primary  liaison  to  the  Director  of  National 
Intelligence.  

Counterterrorism:

• Promote  and  oversee  a  coordinated  national  counterterrorism 
enforcement program,  including the investigation and prosecution of 
international and domestic terrorism cases; 

• Share information and trouble-shoot issues with prosecutors nationwide 
on terrorism matters, cases, and threat information, and establish and 
maintain an essential communication network between the Department 
of  Justice and  United  States  Attorneys’  Offices  for  the  rapid 
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transmission  of  information  on  terrorism  threats  and  investigative 
activity; 

• Share  information  and  trouble-shoot  issues  with  international 
prosecutors, agents, and investigating magistrates to assist in addressing 
international threat information and litigation initiatives; 

• Provide  training  to  prosecutors  and  investigators  on  cutting-edge 
tactics, substantive law, and relevant policies and procedures; and 

• Ensure  that  the  investigation  and  prosecution  of  terrorist  attacks 
against American citizens overseas remain a high priority within the 
Department of Justice. 

Victims of Overseas Terrorism:

o Ensure that the investigation and prosecution of terrorist attacks that 
result in deaths and/or injuries of American citizens overseas remains a 
high priority within the Department of Justice; 

o Ensure that the rights of victims and their families are honored and 
respected; 

o Provide information and support to victims and their families during 
the criminal justice process. 

Counterespionage:

• Supervise the investigation and prosecution of cases involving national 
security,  foreign  relations,  and  the  export  of  military  and  strategic 
commodities and technology; 
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• Coordinate cases involving the application of the Classified Information 
Procedures Act (CIPA); and 

• Enforce  the  Foreign  Agents  Registration  Act  of  1938  (FARA) and 
related disclosure statutes. 

Oversight:

• Oversee  foreign  intelligence,  counterintelligence,  and  other  national 
security activities to ensure rigorous obedience to the Constitution of 
the United States and the vigorous protection of individual privacy and 
civil liberties; 

• Monitor the intelligence and counterintelligence activities of the Federal 
Bureau of Investigation to ensure conformity with applicable laws and 
regulations, FISA Court orders, and Department procedures, including 
the Attorney General’s National Security Investigative Guidelines; 

• Oversee  national  security-related  activities  to  determine  their 
consistency with relevant policies and law; and 

• Prepare  reports  on  domestic  and  foreign  intelligence  and 
counterintelligence  activities,  and that  relate  to  trends or  changes  in 
these activities. 

Law and Policy:

• Oversee  the  development,  coordination,  and  implementation,  in 
conjunction with other components of the Department as appropriate, 
of  policies  with  regard  to  intelligence,  counterintelligence, 
counterterrorism, and national security matters; 
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• Provide legal assistance and advice, in coordination with the  Office of 
Legal Counsel as appropriate, to Government agencies on matters of 
national security law and policy; 

• Provide advice regarding classification of national security information; 

• Perform prepublication classification review of materials proposed to 
be published by present and former Department employees; 

• Produce  monographs  and  other  guidance  on  the  interpretation  and 
application of new terrorism statutes, regulations, and policies; 

• Serve as the Department’s representative on interdepartmental boards, 
committees,  and other groups  dealing with issues related to national 
security; and 

• Advise the Attorney General, Congress, the Office of Management and 
Budget, and the White House on all areas of national security law.

                                     ………………..

The  Counterterrorism  Section (CTS)  is  responsible  for  the  design, 
implementation,  and  support  of  law  enforcement  efforts,  legislative 
initiatives, policies and strategies relating to combating international and 
domestic terrorism. The Section seeks to assist, through investigation and 
prosecution, in preventing and disrupting acts of terrorism anywhere in the 
world that impact on significant United States interests and persons. The 
Section's responsibilities include: 

• investigating  and  prosecuting  domestic  and  international  terrorism 
cases;
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• investigating  and  prosecuting  terrorist  financing  matters,  including 
material support cases;

• participating  in  the  systematic  collection  and  analysis  of  data  and 
information relating to the investigation and prosecution of terrorism 
cases;

• coordinating with U.S. government agencies (including the Departments 
of State, Defense, Homeland Security, and the Treasury; the Federal 
Bureau  of  Investigation  and  the  U.S.  intelligence  community)  to 
facilitate  prevention of  terrorist  activity  through daily  detection  and 
analysis and to provide information and support to the field;

• investigating and prosecuting matters involving torture, genocide and 
war crimes that are linked to terrorist groups and individuals;

• formulating  legislative  initiatives  and  DOJ  policies  and  guidelines 
relating to terrorism;

• conducting training conferences,  seminars  and lectures on terrorism-
related  topics  including  substantive  law,  policy,  procedure  and 
guidelines  for  foreign  and  domestic  law  enforcement  personnel, 
intelligence officials, the private sector and the general public;

• assisting  the  Anti-Terrorism  Task  Force  Coordinators  in  the  U.S. 
Attorney's  Offices  through  the  Regional  Coordinator  system  by 
facilitating  information  sharing  between  and  among  prosecutors 
nationwide on terrorism matters, cases and threat information;

• participating in the foreign terrorist organization designation process 
with the Departments of State and Treasury and other Department of 
Justice components;
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• staffing  the  FBI's  Strategic  Information  Operation  Center  (SIOC) 
during crisis incidents;

• sharing  information  and  trouble-shooting  issues  with  international 
prosecutors, agents and investigating magistrates to assist in addressing 
international threat information and litigation initiatives; and

• providing  legal  advice  to  federal  prosecutors  concerning  numerous 
federal statutes, including:

o aircraft piracy and related offenses (49 U.S.C. §§ 46501-07);

o aircraft sabotage (18 U.S.C. § 32);

o crimes against immediate family members of all federal officials 
(18 U.S.C. § 115) and against internationally protected persons 
(18 U.S.C. §§ 112, 878, 1116, 1201(a)(4));

o sea piracy (18 U.S.C. § 1651);

o hostage taking (18 U.S.C. § 1203);

o terrorist  acts  abroad,  including murder,  against  United States 
Nationals (18 U.S.C. § 2332);

o acts of terrorism transcending national boundaries (18 U.S.C. § 
2332b);

o conspiracy within the United States to murder, kidnap, or maim 
persons or to damage property overseas (18 U.S.C. § 956);
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o provision  of  material  support  to  terrorists  and  terrorist 
organizations (18 U.S.C. §§ 2339A, 2339B, 2339C, 2339D);

o use  of  biological,  nuclear,  chemical  or  other  weapons  of  mass 
destruction (18 U.S.C. §§ 175, 831, 2332c, 2332a);

o genocide (18 U.S.C. § 1091); 

o war crimes (18 U.S.C. § 2441); and

o torture (18 U.S.C. § 2340A). 

The Counterespionage Section (CES) supervises the investigation and 
prosecution of cases affecting national security, foreign relations, and the 
export of military and strategic commodities and technology. The Section 
has executive responsibility for authorizing the prosecution of cases under 
criminal  statutes  relating  to  espionage,  sabotage,  neutrality,  and atomic 
energy. It provides legal advice to U.S. Attorney's Offices and investigative 
agencies on all matters within its area of responsibility, which includes 88 
federal  statutes  affecting  national  security.  It  also  coordinates  criminal 
cases involving the  application  of  the  Classified Information Procedures 
Act. In addition, the Section administers and enforces the Foreign Agents 
Registration Act of 1938 and related disclosure statutes.

On April 30, 2008, Patrick Rowan, Acting Assistant Attorney General 
for  National  Security,  announced  the  formal  launch  of  the  Office  of 
Intelligence  within  the  Justice  Department’s  National  Security  Division
(NSD).  The reorganization created three new sections within the Office of 
Intelligence  dedicated  to  the  NSD’s  three  primary  intelligence  related 
functions – operations, oversight and litigation.

The Department  of  Justice has  played a critical  role  in the nation’s 
effort to prevent acts of terrorism and to thwart hostile foreign intelligence 
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activities.   Since  the  9/11  terrorist  attacks,  the  Department’s  Office  of 
Intelligence Policy and Review (OIPR) has grown dramatically because of 
the steady increase in the number of applications it has handled under the 
Foreign Intelligence  Surveillance Act (FISA) in an effort  to ensure  that 
Intelligence Community agencies have the authority necessary to conduct 
intelligence operations.

The  creation  of  NSD  in  September  2006  brought  OIPR  under  the 
umbrella  of  NSD  and  presented  an  opportunity  to  review  the  office’s 
structure and expanding mission.  Based on this review, the NSD decided to 
modify the structure of the office, given that its intelligence staff has grown 
from fewer  than  20  lawyers  in  2000  to  almost  100  today,  and  that  its 
intelligence  operations  have  increased  with  the  rise  in  FISA caseload. 
 Moreover,  the  office  has  assumed  an  expanded  role  in  conducting 
intelligence oversight and in coordinating FISA-related litigation.

To  meet  the  needs  of  multi-faceted  intelligence  mission,  the  NSD 
developed a new structure called the Office of Intelligence,  which is the 
successor to OIPR and consists of three specific sections aligned with the 
division’s core functions:  operations, oversight and litigation.  Each section 
is  supervised by a chief  who reports  directly  to  Matthew G. Olsen,  the 
Deputy Assistant Attorney General for the Office of Intelligence.

With  the  lowering  of  the  “wall”  between  intelligence  and  law 
enforcement  investigations,  and  the  enhanced  coordination  between 
intelligence and law enforcement personnel, NSD has seen a steady increase 
in  the  number  of  requests  to  use  information  from  FISA-authorized 
activities as evidence in criminal prosecutions of terrorists and spies.  As a 
result,  the  NSD  has  created  a  separate  Litigation  Section  to  ensure 
sufficient  resources  are  devoted  to  FISA-related  litigation  and  to  help 
prosecutors handle evidentiary and discovery issues in such matters.

The  Litigation  Section  reviews  and  prepares  requests  for  Attorney 
General authorization  to  use  FISA information  in  criminal  and  non-
criminal  proceedings.  The  section  also  drafts  motions  and  briefs  and 
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responds to defense motions to disclose FISA applications and to suppress 
the  fruits  of  FISA  collection.   Finally,  the  section  works  to  ensure  the 
consistent application of FISA in trial and appellate courts nationwide.  To 
support  this  effort,  the  NSD in  January  2008  developed  a  new policy, 
approved by the Attorney General, for investigators and prosecutors on the 
use of information obtained or derived from FISA collections.  The section 
is  supervised by a chief  who reports  directly  to  Matthew G. Olsen,  the 
Deputy Assistant Attorney General for the Office of Intelligence. 

The  Office  of  Justice  for  Victims  of  Overseas  Terrorism (OVT) was 
established by the Attorney General on May 6, 2005. Congress directed the 
establishment of the OVT in the Department of Justice Appropriations Act 
in  December,  2004.  The  purpose  of  the  OVT  is  to  ensure  that  the 
investigation and prosecution of terrorist attacks against American citizens 
overseas remain a high priority within the Department of Justice. The OVT 
is responsible for monitoring the investigation and prosecution of terrorist 
attacks against  Americans abroad; working with other pertinent  Justice 
Department components to ensure that the rights of victims of such attacks 
are  honored  and  respected;  establishing  a  Joint  Task  Force  with  the 
Department of State,  to be activated in the event of  a terrorist  incident 
against  American  citizens  overseas;  responding  to  Congressional  and 
citizen inquires on the Department’s response to such attacks; compiling 
pertinent  data  and  statistics;  and  filing  any  necessary  reports  with 
Congress.

The  Foreign  Agents  Registration  Act (FARA)  was  enacted  in  1938. 
FARA is  a  disclosure  statute  that  requires  persons  acting  as  agents  of 
foreign principals in a political or quasi-political capacity to make periodic 
public disclosure of their relationship with the foreign principal, as well as 
activities,  receipts  and  disbursements  in  support  of  those  activities.  
Disclosure  of  the  required  information  facilitates  evaluation  by  the 
government and the American people of the statements and activities of 
such persons in light of their function as foreign agents. 
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DEPARTMENT OF JUSTICE

FREEDOM OF INFORMATION ACT, MAY 2004

http://www.usdoj.gov/oip/introduc.htm

     The "Justice Department Guide to the Freedom of Information Act" 
is an overview discussion of the FOIA's exemptions,  its law enforcement 
record exclusions, and its most important procedural aspects. Prepared by 
the attorney and law clerk staff of the Office of Information and Privacy, it 
is updated and revised biennially. Any inquiry about the points addressed 
below,  or  regarding  matters  of  FOIA  administration  or  interpretation, 
should be made to the Office of Information and Privacy through its FOIA 
Counselor  service,  at  (202)  514-3642 (514-FOIA),  ordinarily  after  initial 
consultation with an agency FOIA officer.

             Introduction

The Freedom of Information Act (1) generally provides that any person 
has a right, enforceable in court, to obtain access to federal agency records, 
except to the extent that such records (or portions of them) are protected 
from public disclosure by one of nine exemptions or by one of three special 
law enforcement record exclusions.

Enacted in 1966, and taking effect on July 4, 1967, the FOIA firmly 
established an effective statutory right of public access to executive branch 
information  in  the  federal  government.  The  principles  of  government 
openness and accountability underlying the FOIA, however, are inherent in 
the democratic ideal:  "The basic purpose of [the] FOIA is  to ensure an 
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informed citizenry, vital to the functioning of a democratic society, needed 
to check against corruption and to hold the governors accountable to the 
governed." (2) The United States Supreme Court has emphasized that only 
"[o]fficial information that sheds light on an agency's performance of its 
statutory duties falls squarely within that statutory purpose." (3)

To  be  sure,  achieving  an  informed  citizenry  is  a  goal  often 
counterpoised against other vital societal aims. Society's strong interest in 
an  open  government  can  conflict  with  other  important  interests  of  the 
general public -- such as the public's interests in the effective and efficient 
operations of government; in the prudent governmental use of limited fiscal 
resources;  and  in  the  preservation  of  the  confidentiality  of  sensitive 
personal,  commercial,  and governmental information. (4) Though tensions 
among these competing interests are characteristic of a democratic society, 
their  resolution  lies  in  providing  a  workable  scheme  that  encompasses, 
balances,  and appropriately protects  all  interests,  while  placing primary 
emphasis  on  the  most  responsible  disclosure  possible. (5) It  is  this 
accommodation of strongly countervailing public concerns, with disclosure 
as the animating objective, that the FOIA seeks to achieve.

The FOIA evolved after  a decade  of  debate  among  agency  officials, 
legislators, and public interest group representatives. (6) It revised the public 
disclosure section of the Administrative Procedure Act, (7) which generally 
had been recognized as "falling far short" of its disclosure goals (8) and had 
come to be looked upon as more a withholding statute than a disclosure 
statute. (9)

By contrast, under the thrust and structure of the FOIA, virtually every 
record  possessed  by  a  federal  executive  branch  agency  must  be  made 
available  to  the  public  in  one  form or  another,  unless  it  is  specifically 
exempted from disclosure or specially excluded from the Act's coverage in 
the first place. (10) The nine exemptions of the FOIA ordinarily provide the 
only bases for nondisclosure, (11) and generally they are discretionary, not 
mandatory, in nature. (12) (For a discussion of the discretionary nature of 
FOIA  exemptions,  see  Discretionary  Disclosure  and  Waiver,  below.) 
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Dissatisfied record requesters are given a relatively speedy remedy in the 
United  States  district  courts,  where  judges  determine  the  propriety  of 
agency withholdings  de novo and agencies  bear  the  burden of  proof  in 
defending their nondisclosure actions. (13)

The FOIA contains seven subsections, the first two of which establish 
certain categories of information that must "automatically" be disclosed by 
federal agencies. (14) Subsection (a)(1) of the FOIA (15) requires disclosure 
(through  publication  in  the  Federal  Register)  of  information  such  as 
descriptions  of  agency  organizations,  functions,  and  procedures; 
substantive agency rules; and statements of general agency policy. (16) This 
requirement  provides  the  public  with  automatic  access  to  very  basic 
information regarding the transaction of agency business. (17)

Subsection (a)(2) of the FOIA (18) requires that certain types of records -- 
final  agency opinions  and orders  rendered in the  adjudication  of  cases, 
specific policy statements, certain administrative staff manuals, and some 
records previously processed for disclosure under the Act (19) -- be routinely 
made "available for public inspection and copying." (20) This is commonly 
referred to as the "reading room" provision of the FOIA, (21) and it requires 
that  some  such  records  be  made  available  by  agencies  in  "electronic 
reading rooms" as well. (22) (For a discussion of the operation of this FOIA 
subsection, see FOIA Reading Rooms, below.)

The courts have held that providing official notice and guidance to the 
general public is the fundamental purpose of the publication requirement 
of  subsection (a)(1)  and the  "reading room" availability  requirement of 
subsection  (a)(2). (23) Failure  to  comply  with  the  requirements  of  either 
subsection can result in invalidation of related agency action, (24) unless the 
complaining party had actual and timely notice of the unpublished agency 
policy, (25) unless he is unable to show that he was adversely affected by the 
lack of publication, (26) or unless he fails to show that he would have been 
able to pursue "an alternative course of conduct" had the information been 
published. (27) However,  unpublished  interpretive  guidelines  that  were 
available for copying and inspection in an agency program manual have 
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been held not to violate subsection (a)(1), (28) and it also has been held that 
regulations  pertaining  solely  to  internal  personnel  matters  that  do  not 
affect members of the public need not be published. (29) Of course, an agency 
is not required to publish substantive rules and policy statements of general 
applicability that it has not adopted. (30)

Under  subsection  (a)(3)  of  the  FOIA --  by  far  the  most  commonly 
utilized part of the Act -- all records not made available to the public under 
subsections (a)(1) or (a)(2), or exempted from mandatory disclosure under 
subsection (b), or excluded under subsection (c), are subject to disclosure 
upon an agency's receipt of a proper FOIA request from any person. (31) 

(See the discussions of the procedural aspects of subsection (a)(3) (including 
fees and fee waivers), the exemptions of subsection (b), and the exclusions 
of subsection (c), below.)

Subsection (c) of the FOIA, (32) which was added as part of the Freedom 
of Information Reform Act of 1986, (33) establishes three special categories of 
law  enforcement-related  records  that  are  entirely  excluded  from  the 
coverage of the FOIA in order to safeguard against unique types of harm. 
(34) The extraordinary  protection  embodied in  subsection  (c)  permits  an 
agency to respond to a request for such records as if the records in fact did 
not exist. (35) (See the discussion of the operation of these special provisions 
under Exclusions, below.)

Subsection (d) of the FOIA (36) makes clear that the Act was not intended 
to authorize any new withholding of information, including from Congress. 
While individual Members of Congress possess merely the same rights of 
access  as  those  guaranteed to  "any person"  under subsection  (a)(3), (37) 

Congress as a body (or through its committees and subcommittees) cannot 
be denied access to information on the grounds of FOIA exemptions. (38)

Subsection  (e)  of  the  FOIA, (39) which  was  modified  as  part  of  the 
Electronic Freedom of Information Act Amendments of 1996, (40) requires 
an annual report from each federal agency regarding its FOIA operations 
and  an  annual  report  from  the  Department  of  Justice to  Congress 
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regarding  both  FOIA litigation  and  the  Department  of  Justice's  efforts 
(primarily  through the Office of Information and Privacy) to encourage 
agency compliance with the FOIA. (41) Agencies now prepare their annual 
reports for submission to the Department of Justice, (42) which reviews them 
for  completeness (43) and then makes  them available  to  the  public,  in  a 
consolidated compilation, at a single World Wide Web site. (44) Each agency 
also must make its annual FOIA report readily available on its own FOIA 
Web  site, (45) and  it  should  do  so  promptly  in  order  to  facilitate  the 
Department  of  Justice's  preparation  of  a  summary  compilation  of  all 
agencies' aggregate annual report data for each fiscal year. (46)

Subsection (f) of the FOIA (47) defines the term "agency" so as to subject 
the records of nearly all executive branch entities to the Act and defines the 
term "record" to include information maintained in an electronic format. 
(See  the  discussions  of  these  terms  under  Procedural  Requirements, 
Entities  Subject  to  the  FOIA,  below,  and  Procedural  Requirements, 
"Agency Records," below.) Lastly, subsection (g) of the FOIA (48) requires 
agencies  to prepare  FOIA reference  guides  describing their  information 
systems and their processes of FOIA administration, as an aid to potential 
FOIA requesters. (49)

As originally  enacted  in  1966,  the  FOIA contained,  in  the  views  of 
many,  several  weaknesses  that  detracted  from  its  ideal  operation.  In 
response,  the  courts  fashioned  certain  procedural  devices,  such  as  the 
requirement  of  a  "Vaughn  Index"  --  a  detailed  index  of  withheld 
documents and the justification for their exemption, established in Vaughn 
v.  Rosen (50) --  and  the  requirement  that  agencies  release  segregable 
nonexempt  portions  of  a  partially  exempt  record,  which  was  first 
articulated in EPA v. Mink. (51)

In an effort to further extend the FOIA's disclosure requirements, and 
also as a reaction to the abuses of the "Watergate era," (52) the FOIA was 
substantially  amended  in  1974. (53) The  1974  FOIA  amendments 
considerably narrowed the overall scope of the Act's law enforcement and 
national security exemptions, and also broadened many of its procedural 
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provisions -- such as those relating to fees, time limits, segregability, and in 
camera inspection by the courts. (54) At the same time, Congress enacted the 
Privacy Act of 1974, (55) which supplements the FOIA when requests are 
made by individuals  for access  to records about themselves (56) and also 
contains  a  variety  of  separate  privacy  protections. (57) (For  an extensive 
discussion of the Privacy Act's provisions, see the Department of Justice's 
"Overview of the Privacy Act of 1974.")

In 1976, Congress again limited what could be withheld as exempt from 
disclosure under the FOIA, this time by narrowing the Act's incorporation 
of the nondisclosure provisions of other statutes. (58) (See the discussion of 
Exemption 3, below.) A technical change was made in 1978 to update the 
FOIA's  provision  for  administrative  disciplinary  proceedings, (59) and in 
1984 Congress repealed the expedited judicial review provision previously 
contained in former subsection (a)(4)(D) of the Act, replacing it with a more 
general statutory provision that allows courts to expedite a FOIA lawsuit 
only if "good cause therefor is shown." (60)

In 1986, after many years of administrative experience with the FOIA 
demonstrated that the Act was in need of both substantive and procedural 
reform, (61) Congress enacted the Freedom of Information Reform Act of 
1986, (62) which amended the FOIA to provide broader exemption protection 
for  law  enforcement  information,  plus  special  law  enforcement  record 
exclusions,  and also created a new fee and fee waiver structure. (63) The 
Department  of  Justice and  other  federal  agencies  took  several  steps  to 
implement the provisions of the 1986 FOIA amendments. (64)

In 1996, after several years of legislative consideration of "electronic 
record" issues, (65) Congress enacted the Electronic Freedom of Information 
Act  Amendments  of  1996, (66) which  addressed the  subject  of  electronic 
records, as well as the subject areas of FOIA reading rooms and agency 
backlogs of FOIA requests, among other procedural provisions. (67) (See the 
discussions of the various provisions of the Electronic FOIA amendments 
under  FOIA  Reading  Rooms,  Procedural  Requirements,  Fees  and  Fee 
Waivers, and Litigation Considerations, below.) The Department of Justice 
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and other federal agencies have taken a number of steps to implement the 
provisions of the Electronic FOIA amendments. (68)

A more recent significant Freedom of Information Act development was 
the issuance in October 2001 of a statement of FOIA policy by Attorney 
General John Ashcroft. (69) The Ashcroft FOIA Memorandum emphasizes 
the Bush Administration's commitment to full compliance with the FOIA 
as an important means of maintaining an open and accountable system of 
government. (70) At the same time, it recognizes the importance of protecting 
the sensitive institutional, commercial,  and personal interests that can be 
implicated in government records -- such as the need to safeguard national 
security,  to  enhance  law  enforcement  effectiveness,  to  respect  business 
confidentiality,  to  protect  internal  agency  deliberations,  and to preserve 
personal privacy. (71)

The Ashcroft  FOIA Memorandum establishes  a  "sound legal  basis" 
standard governing the Department of  Justice's decisions on whether to 
defend agency actions under the FOIA when they are challenged in court. 
(72) Under this  newer standard, agencies should reach the judgment that 
their  use  of  a  FOIA exemption is  on sound footing,  both  factually  and 
legally,  whenever they withhold  requested information. (73) The Ashcroft 
FOIA  Memorandum  also  recognizes  the  continued  agency  practice  of 
considering whether to make "discretionary disclosures" of  information 
that is exempt under the Act, upon "full and deliberate consideration" of 
all interests involved. (74) While it places particular emphasis on the right to 
privacy  among  the  other  interests  that  are  protected  by  the  Act's 
exemptions, (75) it reminds agencies "to carefully consider the protection of 
all such values and interests when making disclosure determinations under 
the FOIA." (76)

Most recently, the FOIA was amended by the Intelligence Authorization 
Act of 2003, effective as of November 27, 2002. (77) The FOIA now contains 
language that precludes agencies of the "intelligence community" (78) from 
disclosing records in response to any FOIA request that is made by any 
foreign  government  or  international  governmental  organization,  either 
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directly or through a representative. (79) Significantly, this is the first time 
that Congress has departed from the general rule that "any person" may 
submit  a  FOIA request. (80) It  is  perhaps  part  and parcel  of  heightened 
concerns about national  security and now also homeland security in the 
wake of the horrific attacks of September 11, 2001, and the growth of both 
worldwide and domestic terrorism. (81) (See the discussions of these concerns 
under Exemption 1, Homeland Security-Related Information, below, and 
Exemption 2, Homeland Security-Related Information, below.)

In sum, the FOIA is a vital and continuously developing government 
disclosure mechanism which, with refinements over time to accommodate 
both  technological  advancements  and  society's  maturing  interests  in  an 
open and fully responsible government, truly enhances our democratic way 
of life. (82)

Exemption 1 (NATIONAL SECURITY EXEMPITON)

Beginning  with  President  Harry  S.  Truman in  1951, (1) the  uniform 
policy  of  the  executive  branch  concerning  the  protection  of  national 
security information traditionally has been set by the President with the 
issuance of a new or revised national security classification executive order. 
(2) Exemption 1 of  the FOIA integrates the national  security  protections 
provided by this executive order with the FOIA's disclosure mandate by 
protecting from disclosure all national security information concerning the 
national  defense  or  foreign  policy  that  has  been  properly  classified  in 
accordance  with  the  substantive  and  procedural  requirements  of  the 
current such order. (3) The executive order currently in effect is Executive 
Order 12,958, as amended, which was signed by President George W. Bush 
on March 25, 2003. (4) This amended order replaced the original version of 
Executive Order 12,958, which was issued in 1995 by President William J. 
Clinton. (5) The provisions of this amended executive order are discussed 
below. 

The issuance of each classification executive order, or the amendment of 
an  existing  executive  order,  raises  the  question  of  the  applicability  of 
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successive  executive  orders  to  records  that  were  in  various  stages  of 
administrative  or  litigative  handling  as  of  the  current  executive  order's 
effective  date. (6) The  appropriate  executive  order  to  apply,  with  its 
particular procedural and substantive standards, depends upon when the 
responsible agency official takes the final classification action on the record 
in question. (7) 

Under  the  precedents  established  by  the  Court  of  Appeals  for  the 
District of Columbia Circuit, the accepted rule is that a reviewing court will 
assess the propriety of Exemption 1 withholdings under the executive order 
in  effect  when  "the  agency's  ultimate  classification  decision  is  actually 
made." (8) Only when "a reviewing court contemplates remanding the case 
to the agency to correct a deficiency in its classification determination is it 
necessary"  to  comply  with  a  superseding  executive  order. (9) It  also  is 
important to note that agencies may, as a matter of discretion, re-examine 
their classification decisions under a newly issued or amended executive 
order in order to take into account "changed international and domestic 
circumstances." (10) This type of re-examination allows federal agencies to 
apply current executive branch national security policies in the protection 
of  national  security  information. (11) For  example,  agencies  may  find  it 
particularly  beneficial  to  re-examine  some  classification  decisions  under 
amended Executive Order 12,958, as it provides additional protections for 
information  related  to  weapons  of  mass  destruction  and  the  threat  of 
transnational terrorism through provisions that did not exist in the original 
version of the order. (12)

Before examining the principles that courts apply in Exemption 1 cases, 
it is useful to review briefly the early decisions construing this exemption, 
as well as its legislative history. In 1973, the Supreme Court in EPA v. Mink 
(13) held that records classified under proper procedures were exempt from 
disclosure per se, without any further judicial review, thereby obviating the 
need for in camera review of information withheld under this exemption. (14) 

Responding in large part to the thrust of that decision, Congress amended 
the FOIA in 1974 to provide expressly for de novo review by the courts and 
for in camera review of documents, including classified documents, where 
appropriate. (15) In  so  doing,  Congress  sought  to  ensure  that  agencies 
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properly  classify  national  security  records  and  that  reviewing  courts 
remain  cognizant  of  their  authority  to  verify  the  correctness  of  agency 
classification determinations. (16)

                                    Standard of Review

After  Congress  amended  the  FOIA  in  1974,  numerous  litigants 
challenged  the  sufficiency  of  agency  affidavits  in  Exemption  1  cases, 
requesting in camera review by the courts and hoping to obtain disclosure 
of  challenged  documents.  Nevertheless,  courts  initially  upheld  agency 
classification decisions in reliance upon agency affidavits,  as a matter of 
routine, in the absence of evidence of bad faith on the part of an agency. (17) 

In 1978, however, the Court of Appeals for the District of Columbia Circuit 
departed  somewhat  from  such  routine  reliance  on  agency  affidavits, 
prescribing  in  camera  review  to  facilitate  full  de  novo  adjudication  of 
Exemption 1 issues, even when there is no showing of bad faith on the part 
of  the  agency. (18) This  decision  nevertheless  recognized  that  the  courts 
should "first 'accord substantial weight to an agency's affidavit concerning 
the details of the classified status of the disputed record.'" (19) 

The D.C. Circuit further refined the appropriate standard for judicial 
review of national security claims under Exemption 1 (or under Exemption 
3, in conjunction with certain national security protection statutes), finding 
that  summary  judgment  is  entirely  proper  if  an  agency's  affidavits  are 
reasonably specific and there is no evidence of bad faith. (20) Rather than 
conduct a detailed inquiry, the court deferred to the expert opinion of the 
agency,  noting that judges "lack the expertise necessary to second-guess 
such agency opinions in the typical national security FOIA case." (21) This 
review standard has been reaffirmed by the D.C. Circuit on a number of 
occasions, (22) and it has been adopted by other circuit courts as well. (23) Of 
course,  where  agency  affidavits  have  been  found  to  be  insufficiently 
detailed, courts have withheld summary judgment in Exemption 1 cases on 
procedural grounds. (24)
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If  an agency affidavit  passes muster under this  standard, though,  in 
camera review may be inappropriate because substantial weight must be 
accorded that affidavit. (25) In a 1996 decision, the D.C. Circuit stated that in 
a national security case, a district court exercises "wise discretion" when it 
limits the number of documents it reviews in camera. (26) In upholding the 
district  court's  decision not  to review certain documents  in camera,  the 
D.C. Circuit opined that limiting the number of documents examined by a 
court "makes it less likely that sensitive information will be disclosed" and, 
if there is an unauthorized disclosure of classified information, "makes it 
easier to pinpoint the source of the leak." (27)

In another case, the Court of Appeals for the Seventh Circuit analyzed 
the legislative history of the 1974 FOIA amendments and went so far as to 
conclude that "Congress did not intend that the courts would make a true 
de novo review of classified documents, that is, a fresh determination of the 
legitimacy of each classified document." (28) It also is noteworthy that the 
only  Exemption 1 FOIA decision  to find agency "bad faith," (29) one  in 
which  an  appellate  court  initially  held  that  certain  CIA  procedural 
shortcomings amounted to "bad faith," was subsequently vacated on panel 
rehearing. (30) 

                         Deference to Agency Expertise

While  the standard of  judicial  review often is  expressed in different 
ways, courts generally have heavily deferred to agency expertise in national 
security  cases. (31) Such  deference  is  based upon  the  "magnitude  of  the 
national  security  interests  and  potential  risks  at  stake," (32) and  it  is 
extended  by  courts  because  national  security  officials  are  uniquely 
positioned to view "the whole picture" and "weigh the variety of subtle and 
complex  factors"  in  order  to  determine  whether  the  disclosure  of 
information  would  damage  the  national  security. (33) Indeed,  courts 
ordinarily are very reluctant to substitute their judgment in place of the 
agency's "unique insights" (34) in the areas of national defense and foreign 
relations. (35) This is because courts have recognized that national security is 
a  "uniquely  executive  purview" (36) and  that  "the  judiciary  is  in  an 

Page | 1003

http://www.usdoj.gov/oip/exemption1.htm#N_36_
http://www.usdoj.gov/oip/exemption1.htm#N_35_
http://www.usdoj.gov/oip/exemption1.htm#N_34_
http://www.usdoj.gov/oip/exemption1.htm#N_33_
http://www.usdoj.gov/oip/exemption1.htm#N_32_
http://www.usdoj.gov/oip/exemption1.htm#N_31_
http://www.usdoj.gov/oip/exemption1.htm#N_30_
http://www.usdoj.gov/oip/exemption1.htm#N_29_
http://www.usdoj.gov/oip/exemption1.htm#N_28_
http://www.usdoj.gov/oip/exemption1.htm#N_27_
http://www.usdoj.gov/oip/exemption1.htm#N_26_
http://www.usdoj.gov/oip/exemption1.htm#N_25_


U.S. National Security Law

extremely  poor  position  to  second-guess  the  executive's  judgment"  on 
national security issues. (37) The tragic events of September 11, 2001, and 
their aftermath, have served to make courts more aware of the need for 
deference  when considering issues  related to national  security,  with one 
court observing that "America faces an enemy just as real as its former 
Cold War foes, with capabilities beyond the capacity of the judiciary to 
explore." (38)

Courts  have demonstrated this deference to agency expertise also by 
according little or no weight to opinions of persons other than the agency 
classification  authority  when  reviewing  the  propriety  of  agency 
classification determinations. (39) Persons whose opinions have been rejected 
by  the  courts  in  this  context  include  a  former  ambassador  who  had 
personally prepared some of the records at issue, (40) a retired admiral, (41) a 
former CIA agent, (42) and a retired CIA staff historian. (43) And in a further 
example of deference to agency expertise, a court considering the sensitivity 
of  CIA budget  information  not  long ago concluded that  it  "must  defer 
to  .  .  .  [the  agency's]  decision  that  release  .  .  .  amidst  the  information 
already publicly-available,  provides too much trend information and too 
great a basis for comparison and analysis for our adversaries." (44)

Nevertheless, while judicial deference to agency expertise is the norm in 
Exemption  1  litigation,  in  some  cases  courts  have  rejected  an  agency's 
classification  decision. (45) The  most  recent  example  of  this  occurred  in 
Weatherhead v. United States, (46) a case decided under the original version 
of Executive Order 12,958 in which a district  court initially ordered the 
disclosure of a letter sent by the British Home Office to the Department of 
Justice, which was not classified until after receipt of the FOIA request. (47) 

On  a  motion  for  reconsideration,  the  district  court  rejected  the 
government's  arguments  that  the  court  had  failed  to  give  the  agency's 
determination  of  harm sufficient  deference. (48) The  court  "reluctantly" 
agreed to review the letter in camera because "of the danger that highly 
sensitive  .  .  .  material  might  be  released only because  [the agency was] 
unable to articulate a factual basis for their concerns without giving away 
the information itself." (49) When this proved to be the case upon the court's 
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in  camera  review  of  the  document,  the  court  granted  the  motion  for 
reconsideration and upheld the letter's classification. (50)

On appeal, however, the Court of Appeals for the Ninth Circuit, in a 
two-to-one  decision,  flatly  refused  to  defer  to  the  State  Department's 
judgment of foreign relations harm and ordered the letter disclosed. (51) The 
Solicitor  General  then petitioned the Supreme Court  to grant certiorari 
review  of  the  Ninth  Circuit's  ruling,  which  it  did,  and  the  case  was 
scheduled for Supreme Court argument. (52) During the briefing of the case, 
however,  the requester suddenly revealed that he was in possession of a 
subsequent  letter  from a  local  British  Consul  that  addressed  the  same 
subject. (53) In response to this revelation, the State Department brought this 
new information to the attention of the British Government,  which then 
decided to no longer insist on confidentiality for the letter. (54) Accordingly, 
and on an expedited basis, the letter was declassified and disclosed to the 
requester. (55) The Solicitor  General  then successfully  moved to have the 
Supreme Court nullify the Ninth Circuit's adverse precedent on the ground 
that it no longer could be appealed. (56)

         In Camera Submissions and an Adequate Public Record

There are numerous instances in which courts have permitted agencies 
to  submit  explanatory  in  camera  affidavits  in  order  to  protect  certain 
national  security  information  that  could  not  be  discussed  in  a  public 
affidavit. (57) It is entirely clear, though, that agencies taking such a special 
step are under a duty to "create as complete a public record as is possible" 
before  doing  so. (58) This  public  record  provides  a  meaningful  and  fair 
opportunity for a plaintiff to challenge, and an adequate evidentiary basis 
for a court to rule on, an agency's invocation of Exemption 1. (59)

In this regard, it is reasonably well settled that counsel for plaintiffs are 
not entitled to participate in such in camera proceedings. (60) Several years 
ago, though, one court took the unprecedented step of appointing a special 
master to review and categorize a large volume of classified records. (61) In 
other  instances  involving  voluminous  records,  courts  have  on  occasion 
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ordered agencies to submit samples of the documents at issue for in camera 
review. (62) 

In a decision  that  highlights  some of  the difficulties  of  Exemption 1 
litigation practice, the Court of Appeals for the Fourth Circuit issued a writ 
of  mandamus  that  required  court  personnel  who would  have  access  to 
classified materials submitted in camera in an Exemption 1 case to obtain 
security clearances prior to the submission of any such materials  to the 
court. (63) On  remand,  the  district  court  judge  reviewed  the  disputed 
documents entirely on his own. (64) Consistent with the special precautions 
taken  by  courts  in  Exemption  1  cases,  the  government  also  has  been 
ordered to provide a court reporter with the requisite security clearances to 
transcribe in camera proceedings, in order "to establish a complete record 
for meaningful appellate review." (65)

In  other  cases,  courts  have  compelled  agencies  to  submit  in  camera 
affidavits  when  disclosure  in  a  public  affidavit  would  vitiate  the  very 
protection  afforded by Exemption 1. (66) Affidavits  --  whether  public,  in 
camera, or a combination of the two -- have been employed when even the 
confirmation or denial of the existence of records at issue would pose a 
threat to national security,  which is the so-called "Glomar" situation. (67) 

(For  a  further  discussion  of  in  camera  review,  see  Litigation 
Considerations, In Camera Inspection, below.)

                           "Public Domain" Information

Several courts have had occasion to consider whether agencies have a 
duty to disclose classified information that purportedly has found its way 
into the public domain. (68) In this regard, courts have held that, in asserting 
a  claim  of  prior  public  disclosure,  a  FOIA  plaintiff  bears  "the  initial 
burden  of  pointing  to  specific  information  in  the  public  domain  that 
appears  to duplicate  that  being withheld." (69) Accordingly,  Exemption 1 
claims should not be undermined by generalized allegations that classified 
information has been leaked to the press or otherwise made available to 
members of the public. (70) Courts have carefully distinguished between a 
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bona fide declassification  action or official  release on the one hand and 
unsubstantiated  speculation  lacking  official  confirmation  on  the  other, 
refusing to consider classified information to be in the public domain unless 
it has been officially disclosed. (71) Indeed, this judicial axiom comports with 
the amended Executive Order 12,958, which allows agencies to classify or 
reclassify information following an access request if it "has not previously 
been disclosed to the public under proper authority." (72) (For a discussion 
of  the  requirements  for  such  belated  classification,  see  Exemption  1, 
Executive Order 12,958, as Amended, below.)

A recurring issue in the waiver arena is whether public statements by 
former government officials  constitute such an "official  disclosure," and 
thus  prevent  an  agency  from  invoking  Exemption  1  to  withhold 
information that it determines still warrants national security protection. 
In this regard, the Court of Appeals for the Second Circuit has rejected the 
argument that a retired admiral's statements constituted an authoritative 
disclosure by the government. (73) It pointedly stated: "Officials no longer 
serving with an executive branch department cannot continue to disclose 
official  agency policy, and certainly they cannot establish what is agency 
policy through speculation, no matter how reasonable it may appear to be." 
(74) Additionally,  the Second Circuit  affirmed the decision of  the district 
court  in  holding  that  the  congressional  testimony  of  high-ranking Navy 
officials did not constitute official disclosure because it did not concern the 
specific information being sought. (75)

Similarly, courts have rejected the view that widespread reports in the 
media about the general subject matter involved are sufficient to overcome 
an agency's Exemption 1 claim for related records. Indeed, in one case, the 
court went so far as to hold that 180,000 pages of CIA records concerning 
Guatemala were properly classified despite the fact that the public domain 
contained significant information and speculation about CIA involvement 
in  the  1954 coup  in  Guatemala:  "CIA clearance  of  books  and  articles, 
books  written  by  former  CIA  officials,  and  general  discussions  in 
[c]ongressional publications do not constitute official disclosures." (76) In a 
subsequent case, one court went even further, holding that documents were 
properly  withheld  under Exemption 1 even though they previously  had 
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been disclosed "involuntarily as a result of [a] tragic accident such as an 
aborted  rescue  mission  [in  Iran],  or  used  in  evidence  to  prosecute 
espionage." (77) 

In a 1990 decision, the Court of Appeals for the District of Columbia 
Circuit  held that  for information to be "officially acknowledged" in the 
context of Exemption 1,  it  must: (1) be as "specific" as the information 
previously released; (2) "match" the information previously disclosed; and 
(3)  have  been  made  public  through  an  "official  and  documented" 
disclosure. (78) Applying these criteria, the D.C. Circuit reversed the lower 
court's  disclosure  order  and  held  that  information  published  in  a 
congressional report did not constitute "official  acknowledgment" of the 
purported location of a CIA station, because the information sought related 
to an earlier time period than that discussed in the report. (79) In so ruling, it 
did not address the broader question of whether congressional release of 
the identical information relating to intelligence sources and methods could 
ever constitute "official acknowledgment," thus requiring disclosure under 
the  FOIA. (80) However,  the  D.C.  Circuit  had previously  considered this 
broader question and had concluded that congressional publications do not 
constitute "official acknowledgment" for purposes of the FOIA. (81)

In 1993, the D.C. Circuit had an opportunity to consider the issue of 
whether an agency had "waived" its ability to properly withhold records 
pursuant to Exemption 1. The case involved the question of whether the 
public congressional testimony of the U.S. Ambassador to Iraq constituted 
such a "waiver" so as to prevent the agency from invoking the FOIA's 
national  security  exemption to withhold  related records. (82) The district 
court had held -- after reviewing the seven documents at issue in camera -- 
that  the  public  testimony  had  not  "waived"  Exemption  1  protection 
because the "context" of the information in the documents was sufficiently 
"different" so as to not "negate" their "confidentiality." (83) Terming this an 
"unusual FOIA case" because the requester did not challenge the district 
court's  conclusion  that  the  documents  were  properly  exempt  from 
disclosure under Exemption 1 and because the requester also conceded that 
it could not meet the strict test for "waiver," the D.C. Circuit rejected the 
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requester's primary argument that  the facts of this  case distinguished it 
from the court's prior decisions on this question. (84)

The requester contended first that the court's prior decisions concerned 
attempts by FOIA requesters to compel agencies to confirm or deny the 
truth  of  information  that  others  had already  publicly  disclosed. (85) The 
plaintiff then argued that the Ambassador's public statements about her 
meeting with the Iraqi leader prior to the invasion of Kuwait were far more 
detailed  than  those  that  the  D.C.  Circuit  had  found  did  not  constitute 
"waiver" in previous  cases. (86) The D.C. Circuit  repudiated both of  the 
requester's points and, in affirming the district court's decision, grounded 
its  own decision  in the  fact  that  the  requester  "conceded" it  could  not 
"meet [the] requirement that it  show that  [the Ambassador's]  testimony 
was  'as  specific  as'  the  documents  it  [sought]  in  this  case,  or  that  her 
testimony  'matche[d]'  the  information  contained  in  the  documents." (87) 

Acknowledging that such a stringent standard is a "high hurdle for a FOIA 
plaintiff to clear," the D.C. Circuit concluded that the government's "vital 
interest in information relating to the national security and foreign affairs 
dictates that it  must be." (88) To hold otherwise in a situation where the 
government had affirmatively disclosed some information about a classified 
matter would, in the court's view, give the agency "a strong disincentive 
ever  to  provide  the  citizenry  with  briefings  of  any  kind  on  sensitive 
topics." (89)

In a case decided nearly a decade later,  the D.C. Circuit  once again 
visited the issue of claimed public disclosure of classified information. In 
Public  Citizen  v.  Department  of  State, (90) it  considered  whether  an 
Exemption 1 claim was defeated because the requested documents were, 
prior to their classification, publicly accessible upon request at the National 
Archives  and Records  Administration. (91) The district  court  earlier  had 
rejected  the  plaintiff's  waiver  argument  because  the  documents,  while 
accessible, were not maintained in a public access area and were not likely 
to have been accessed by a researcher. (92) The district court had explained 
that such a "remote possibility of very limited disclosure" was not the type 
of "widespread" official dissemination capable of defeating an Exemption 1 
claim. (93) Agreeing with this, the D.C. Circuit began its discussion of the 
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issue  by  observing  that,  as  an  initial  matter,  the  party  claiming  prior 
disclosure must point to "'specific information in the public domain that 
appears  to duplicate that  being withheld,'" (94) lest the defendant agency 
unrealistically bear "the task of proving the negative." (95) The D.C. Circuit 
concluded that the plaintiff had failed to meet this burden, and it dismissed 
the public disclosure claim as nothing more than "speculation." (96) (For a 
further discussion of this issue, see Discretionary Disclosure and Waiver, 
below.)

A final, seemingly obvious point -- but one nevertheless not accepted by 
all  FOIA requesters -- is  that  classified information will  not  be released 
under the FOIA even to a requester of "unquestioned loyalty." (97) In a case 
decided  in  1990,  a  government  employee  with  a  current  "Top  Secret" 
security  clearance  was  denied  access  to  classified  records  concerning 
himself because Exemption 1 protects "information from disclosure based 
on  the  nature  of  the  material,  not  on  the  nature  of  the  individual 
requester." (98)

                     Executive Order 12,958, as Amended

As is mentioned above, Executive Order 12,958, which was amended on 
March 25,  2003, (99) sets  forth the  standards governing national  security 
classification  and the  mechanisms for  declassification. (100) As with prior 
executive orders, the amended Executive Order 12,958 recognizes both the 
right of the public to be informed about activities of its government and the 
need  to  protect  national  security  information  from  unauthorized  or 
untimely  disclosure. (101) Accordingly,  information  may  not  be  classified 
unless "the unauthorized disclosure of the information reasonably could be 
expected  to  result  in  damage  to  the  national  security,  which  includes 
defense  against  transnational  terrorism." (102) Courts  grappling  with  the 
degree  of  certainty  necessary  to  demonstrate  the  contemplated  damage 
under this standard have recognized that an agency's articulation of the 
threatened harm must  always be speculative to some extent and that  to 
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require a showing of actual harm would be judicial "overstepping." (103) In 
the  area  of  intelligence  sources  and  methods,  for  example,  courts  are 
strongly inclined to accept the agency's position that disclosure of this type 
of information will cause damage to national security interests because this 
is  "necessarily  a  region  for  forecasts  in  which  [the  agency's]  informed 
judgment as to potential future harm should be respected." (104)

This standard is elaborated upon in section 1.4 of the amended order, 
which  specifies  the  types  of  information  that  may  be  considered  for 
classification.  The  information  categories  identified  as  proper  bases  for 
classification in the amended Executive Order 12,958 consist  of:  foreign 
government  information; (105) vulnerabilities  or  capabilities  of  systems, 
installations, projects, or plans relating to national security; (106) intelligence 
activities,  sources or methods, (107) or cryptology; (108) foreign relations or 
foreign  activities,  including  confidential  sources; (109) military  plans, 
weapons,  or operations; (110) scientific,  technological,  or economic matters 
relating  to  national  security; (111) and  government  programs  for 
safeguarding  nuclear  materials  and  facilities. (112) The  amendment  of 
Executive  Order  12,958  added  a  new  classification  category  protecting 
information concerning "weapons of mass destruction," (113) and it further 
expanded  two  previously  existing  categories  to  include  information 
regarding "defense against transnational terrorism." (114)

Under the  original  version  of  Executive  Order 12,958,  there  was  no 
presumption that disclosure of information in any of the above categories 
could harm national security; hence, there was no presumption that such 
information is classified. (115) However, Executive Order 12,958, as amended, 
established a presumption of harm to national security from the release of 
information provided by or related to foreign governments. (116) 

The addition of this presumption of harm may help to resolve a conflict 
between two decisions in the District Court for the District of Columbia, in 
which  two  judges  took  opposing  views  as  to  what  agencies  must 
demonstrate  to  protect  national  security-related  information  exchanged 
with  foreign  governments. (117) In  the  first  case,  in  which  the  agency's 
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Vaughn  Index  contained  no  indication  of  an  explicit  promise  of 
confidentiality between the agency and the foreign government, the court 
ordered the FBI to "disclose the circumstances from which it deduces, and 
from which the court might as well,  that the information was shared in 
confidence." (118) Using the relatively stringent standard for the protection of 
foreign  government  information  that  is  applied  to  the  protection  of 
confidential  informants  in  the  law  enforcement  context, (119) the  court 
required the government  to fully  explain the circumstances  from which 
confidentiality is inferred. (120) It imposed this burden despite the fact that 
this  case  was  decided  under  Executive  Order  12,356,  which,  like  the 
amended Executive Order 12,958, instructed agencies to presume harm to 
the national security in releasing foreign government information. (121) The 
court subsequently granted the FBI's motion for summary judgment based 
upon the agency's supplemental affidavit -- which demonstrated that the 
FBI's relationship with the foreign government was based on an express 
understanding of confidentiality. (122)

In  the  second  case,  the  court  specifically  rejected  the  requester's 
argument that, in order to qualify for Exemption 1 protection, the agency's 
affidavit  must  demonstrate  that  there  were  explicit  understandings  of 
confidentiality between the agency and the foreign government regarding 
the information at issue. (123) In the court's view, "to compel the agency to 
supply more information would muddle the purpose of the exemption." (124) 

The  court  found  no  similarity  between  the  protection  of  foreign 
government information for national security reasons and the protection of 
confidential informants in the law enforcement context. (125) It ruled that the 
government was not required to provide evidence of either an explicit or 
implicit confidentiality understanding with the foreign government, despite 
the fact that the information was classified under the original version of 
Executive Order 12,958, which did not permit agencies to presume harm to 
national security from the release of foreign government information. (126) 

With the addition of a presumption of harm in the amended Executive 
Order 12,958,  it  now can be  anticipated that  future  such decisions  will 
adopt  the  latter  court's  view  for  the  protection  of  foreign  government 
information.  This  latter  view  also  corresponds  more  closely  to  the 
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deferential  approach  that  courts  ordinarily  take  when  reviewing  cases 
involving Exemption 1. (For further discussions of the appropriate judicial 
standard in evaluating Exemption 1 claims, see Exemption 1, Standard of 
Review, above, and Exemption 1, Deference to Agency Expertise, above.) 

As  with  prior  orders,  amended  Executive  Order  12,958  contains  a 
number of distinct limitations on classification. (127) Specifically, information 
may not be classified in order to conceal violations of law, inefficiency, or 
administrative  error, (128) to  prevent  embarrassment  to  a  person, 
organization, or agency, (129) to restrain competition, (130) to prevent or delay 
the  disclosure  of  information  that  does  not  require  national  security 
protection, (131) or to classify basic scientific research not clearly related to 
the national security. (132) Additionally, the amendment of Executive Order 
12,958 removed the requirement in the original version of the order that 
agencies not classify information if there is "significant doubt" about the 
national security harm. (133) 

Following the amendment of Executive  Order 12,958, and subject to 
strict  conditions,  agencies  may  reclassify  information  after  it  has  been 
declassified and released to the public. (134) The action must be taken under 
the "personal authority of the agency head or deputy agency head," who 
must determine in writing that the reclassification is necessary to protect 
national security. (135) Further, the information previously declassified and 
released must  be "reasonably  recovered" by the agency from all  public 
holders,  and  it  must  be  withdrawn from public  access  in  archives  and 
reading rooms. (136) Finally, the agency head or deputy agency head must 
report any agency reclassification action to the Director of the Information 
Security Oversight Office within thirty days, along with a description of the 
agency's recovery efforts, the number of public holders of the information, 
and the agency's efforts to brief any such public holders. (137) Similarly, the 
amended Executive  Order  12,958  also  authorizes  the  classification  of  a 
record after an agency has received a FOIA request for it, although such 
belated  classification  is  permitted  only  through  the  "personal 
participation" of designated high-level officials and only on a "document-
by-document basis." (138) (For a further discussion of official disclosure, see 
Exemption 1, "Public Domain" Information, above.)
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Executive  Order  12,958,  as  amended,  also  contains  a  provision 
establishing a mechanism through which classification determinations can 
be  challenged  within  the  federal  government. (139) Under  this  provision, 
"authorized holders of information" -- individuals who are authorized to 
have  access  to  such  information  --  who,  in  good  faith,  believe  that  its 
classification is improper are "encouraged and expected" to challenge that 
classification. (140) Furthermore,  agencies  are  required to  set  up internal 
procedures to implement this program, in order to ensure that holders are 
able  to  make  such  challenges  without  fear  of  retribution  and  that  the 
information in question is reviewed by an impartial  official  or panel. (141) 

Additionally, an agency head or designee may authorize an "emergency" 
disclosure of information to individuals who are not eligible for access to 
classified  information,  as  may  be  necessary  under  exceptional 
circumstances "to respond to an imminent threat to life or in defense of the 
homeland." (142) 

In addition to satisfying the substantive criteria outlined in the appli-
cable  executive  order,  information  also  must  adhere  to  the  order's 
procedural  requirements  to  qualify  for  Exemption  1  protection. (143) 

Executive  Order 12,958,  as  amended,  prescribes  the  current  procedural 
requirements that agencies must employ. (144) These requirements include 
such matters as the proper markings to be applied to classified documents, 
(145) as well as the manner in which agencies designate officials to classify 
information in the first instance. (146)

Regarding proper national security markings, Executive Order 12,958, 
as amended, requires that each classified document be marked with the 
appropriate classification level, (147) the identity of the original classification 
authority, (148) the identity of the agency and office classifying the document, 
(149) as  well  as  with  "a  concise  reason  for  classification"  that  cites  the 
applicable classification category or categories. (150) It also requires that a 
date  or  event  for  declassification  be  specified  on  the  document. (151) In 
addition, amended Executive Order 12,958 requires agencies to use portion 
markings to indicate levels of classification within documents, (152) and it 
advocates  the  use  of  classified  addenda  in  cases  in  which  classified 
information comprises only "a small portion of an otherwise unclassified 
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document." (153) The  Information  Security  Oversight  Office  (ISOO)  has 
issued governmentwide guidelines on these marking requirements. (154)

Executive Order 12,958 also establishes a government entity to provide 
oversight  of  agencies'  classification  determinations  and  their 
implementation  of  the  order.  The  Interagency  Security  Classification 
Appeals Panel consists of senior-level representatives of the Secretaries of 
State  and  Defense,  the  Attorney  General,  the  Director  of  Central 
Intelligence,  the Archivist  of the United States,  and the Assistant  to the 
President for National Security Affairs. (155) Among other things, this body 
adjudicates classification challenges filed by agency employees and decides 
appeals  from  persons  who  have  filed  requests  under  the  mandatory 
declassification review pro-visions of the order. (156) 

Agencies  with  questions  about  the  proper  implementation  of  the 
substantive  or  procedural  requirements  of  Executive  Order  12,958,  as 
amended,  may  consult  with  the  Information  Security  Oversight  Office, 
located within the National Archives and Records Administration, at (202) 
219-5250,  which  holds  governmentwide  oversight  responsibility  for 
classification matters under the executive order. (157) 

                  Duration of Classification and Declassification

Other important  provisions  of  amended Executive  Order 12,958 are 
those that establish (1) limitations on the length of time information may 
remain classified, (158) and (2) procedures for the declassification of older 
government information. (159) The order requires agencies to "attempt to 
establish  a  specific  date  or  event  for  declassification  based  upon  the 
duration of the national security sensitivity." (160) The order also limits the 
duration of classification to no longer than is necessary in order to protect 
national security. (161) If the agency is unable to determine a date or event 
that will trigger declassification, however, then amended Executive Order 
12,958 instructs the original classification authority to set a ten-year limit 
on new classification actions. (162) The classification authority alternatively 
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may determine that the sensitivity of the information justifies classification 
for a period of twenty-five years. (163) 

The  amendment  of  Executive  Order  12,958 continues  the  automatic 
declassification mechanism that was established by the original version of 
the  order  in  1995. (164) It  requires  the  automatic  declassification  of 
information that  is  more than twenty-five years old, (165) with exceptions 
limited to especially sensitive information designated as such by the heads 
of  agencies. (166) This  declassification  mechanism  did  not  exist  under 
previous  orders,  and  its  implementation  has  taken  longer  than  was 
originally anticipated. (167)

The original effective date for the automatic declassification mechanism 
under the original version of Executive Order 12,958 was October 17, 2001. 
(168) For certain identified records, however, the effective date for automatic 
declassification was extended to April 17, 2003 by Executive Order 13,142. 
(169) The amended Executive Order 12,958 further extends the deadline for 
automatic  declassification  to  December  31,  2006,  in  order  to  allow 
government agencies additional time to properly review millions of pages of 
classified materials. (170) The amended Executive  Order provides  that  on 
that date, all classified records that are more than twenty-five years old, 
and have been determined to have permanent historical value, are to be 
automatically declassified even if those records have not yet been reviewed 
for  declassification. (171) In  addressing  automatic  declassification,  courts 
have  refused  to  order  disclosure  of  information  more  than  twenty-five 
years old until the automatic disclosure provisions take effect. (172) 

The  automatic  declassification  mechanism  applies  to  information 
currently classified under any predecessor executive order (173) and will lead 
to creation of a governmentwide declassification database. (174) For records 
that  fall  within  any  exception  to  amended  Executive  Order  12,958's 
automatic declassification mechanism, agencies are required to establish "a 
program for systematic declassification review" that focuses on any need 
for continued classification of such records. (175) 

1016 | Page

http://www.usdoj.gov/oip/exemption1.htm#N_175_
http://www.usdoj.gov/oip/exemption1.htm#N_174_
http://www.usdoj.gov/oip/exemption1.htm#N_173_
http://www.usdoj.gov/oip/exemption1.htm#N_172_
http://www.usdoj.gov/oip/exemption1.htm#N_171_
http://www.usdoj.gov/oip/exemption1.htm#N_170_
http://www.usdoj.gov/oip/exemption1.htm#N_169_
http://www.usdoj.gov/oip/exemption1.htm#N_169_
http://www.usdoj.gov/oip/exemption1.htm#N_168_
http://www.usdoj.gov/oip/exemption1.htm#N_168_
http://www.usdoj.gov/oip/exemption1.htm#N_167_
http://www.usdoj.gov/oip/exemption1.htm#N_166_
http://www.usdoj.gov/oip/exemption1.htm#N_165_
http://www.usdoj.gov/oip/exemption1.htm#N_164_
http://www.usdoj.gov/oip/exemption1.htm#N_163_


Sourcebook of Cases, Laws, Treaties & Documents

As  did  prior  executive  orders,  amended  Executive  Order  12,958 
provides  for  a  "mandatory  declassification  review"  program. (176) This 
mechanism allows any person -- entirely apart from the FOIA context -- to 
request  that  an  agency  review  its  national  security  records  for 
declassification. (177) Traditionally, the mandatory review program has been 
used by researchers interested in gaining access to papers maintained by 
presidential libraries, which are not accessible under the FOIA; under this 
provision, however, any person may submit a mandatory review request to 
an agency. (178) Unlike under the FOIA, though, such requesters do not have 
the right  to judicial  review of  the agency's  action. (179) Instead,  amended 
Executive  Order  12,958  authorizes  persons  to  appeal  an  agency's  final 
decision  under  this  program  to  the  Interagency  Security  Classification 
Appeals  Panel. (180) To  alleviate  some  of  the  burden  of  this  program, 
Executive Order 12,958 contains a provision that allows an agency to deny 
a mandatory review request if it has already reviewed the information for 
declassification within the past two years. (181) 

For  declassification  decisions,  amended  Executive  Order  12,958 
authorizes agencies to apply a balancing test -- i.e., to determine "whether 
the public interest in disclosure outweighs the damage to national security 
that might reasonably be expected from disclosure." (182) Though Executive 
Order  12,958,  as  amended,  specifies  that  this  provision  is  implemented 
solely as a matter of administrative discretion and creates no new right of 
judicial review, it is significant that no such provision existed under prior 
orders. (183) Courts have held that national security officials are responsible 
for applying this  balancing test  at  the time of  the original  classification 
decision, and that these officials logically are in the best position to weigh 
the public interest in disclosure against the threat to national security. (184)

                               Additional Considerations

Two additional considerations addressed initially by the original version 
of  Executive Order 12,958, and then continued in the amended version, 
have already been recognized by the courts. First, the "Glomar" response 
is explicitly incorporated into the order: "An agency may refuse to confirm 
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or deny the existence or nonexistence of requested records whenever the 
very fact  of  their  existence  or nonexistence  is  itself  classified under this 
order." (185) (For  a further discussion  of  this  point,  see Exemption 1,  In 
Camera Submissions, above.)

Second, the "mosaic" or "compilation" approach -- the concept that 
apparently harmless pieces of information, when assembled together, could 
reveal a damaging picture -- is recognized in amended Executive Order 
12,958. (186) Compilations  of  otherwise  unclassified  information  may  be 
classified if the "compiled information reveals an additional association or 
relationship that: (1) meets the [order's classification] standards, and (2) is 
not  otherwise  revealed in the individual  items of  information." (187) This 
"mosaic" approach was presaged by a decision of the Court of Appeals for 
the District of Columbia Circuit in 1980 (188) and has been endorsed by other 
courts. (189) The D.C. Circuit has also reaffirmed that even if there is other 
information that if released "would pose a greater threat to the national 
security," Exemption 1 "'bars the government from prying loose even the 
smallest bit of information that is properly classified.'" (190)

Another  aspect  of  invoking  Exemption  1  is  the  FOIA's  general 
requirement that agencies segregate and release nonexempt information, 
unless the segregated information would have no meaning. (191) The duty to 
release  information  that  is  "reasonably  segregable" (192) applies  in  cases 
involving  classified  information  as  well  as  those  involving  nonclassified 
information. (193) In recent  years,  the  D.C.  Circuit  has  reemphasized the 
FOIA's segregation requirement in a series of decisions, (194) two of which 
involved records with-held pursuant to Exemption 1. (195) In the first of these 
two  decisions,  the  D.C.  Circuit,  although  upholding  the  district  court's 
substantive  determination  that  the  records  contained  information 
qualifying for Exemption 1 protection, nonetheless remanded the case to 
the  district  court  because  it  had  failed  to  "make  specific  findings  of 
segregability  for  each  of  the  withheld  documents." (196) In  the  second 
decision, the D.C. Circuit observed that although the agency might have 
been  "aware  of  its  duties  under  FOIA  to  disclose  all  nonsegregable 
information," it did not provide the court with an "adequate explanation" 
on which to base such a finding. (197) Accordingly,  the  D.C.  Circuit  also 
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remanded the case to the district court for a more detailed description of 
the information withheld. (198) (For a further discussion of this point,  see 
Litigation Considerations, "Reasonably Segregable Requirements," below.)

Additionally,  agencies  should  also  be  aware  of  the  FOIA's  "(c)(3) 
exclusion." (199) This special records exclusion applies to certain especially 
sensitive records maintained by the Federal Bureau of Investigation, which 
concern foreign intelligence, counterintelligence or international terrorism 
matters: Where the existence of such records is itself a classified fact, the 
FBI may, so long as the existence of the records remains classified, treat the 
records  as  not  subject  to  the  requirements  of  the  FOIA. (200) (See  the 
discussion of this provision under Exclusions, below.)

                        Homeland Security-Related Information

Due to the horrific events of September 11, 2001, and their aftermath 
throughout the world, no discussion of national security would be complete 
without  emphasizing  the  efforts  of  the  federal  government  to  protect 
sensitive national  security information,  particularly regarding matters of 
critical infrastructure, weapons of mass destruction, and the general threat 
of terrorism. In response to the attacks of September 11, 2001, the federal 
government  has  undergone  its  largest  and  most  wide-ranging 
reorganization in more than fifty years. (201) This reorganization -- and the 
creation of the Department of  Homeland Security,  under the Homeland 
Security  Act  of  2002, (202) in  addition to the Homeland Security  Council 
within the White House (203) -- centralized the federal government's domestic 
national  security  efforts  in  order  to  protect  Americans  from the  ever-
increasing threat of terrorism. These changes have greatly impacted many 
aspects  of  the  operation  of  the  federal  government,  including  the 
administration of the FOIA. (204) Much greater emphasis is now placed on 
the  protection  of  information  that  could  expose  the  nation's  critical 
infrastructure, military, government, and citizenry to an increased risk of 
attack. (205) As a result of these changes, federal departments and agencies 
should carefully consider the sensitivity of any information the disclosure of 
which could reasonably be expected to cause national security harm. (206) 
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On March 19, 2002, the White House Chief of Staff issued a directive to 
the heads of all federal departments and agencies addressing the need to 
safeguard  and  wherever  appropriate  protect  such  information. (207) This 
directive  is  implemented  by  an  accompanying  memorandum  from  the 
Acting Director of the Information Security Oversight Office and the Co-
Directors of the Department of Justice's Office of Information and Privacy. 
(208) The  implementing  guidance  contains  two  points  that  are  especially 
relevant to amended Executive Order 12,958, though it was issued prior to 
the most recent amendment.

The first of these points concerns sensitive homeland security-related 
information  that  is  currently  classified;  the  classified  status  of  such 
information should be maintained in accordance with applicable provisions 
of the amended Executive Order 12,958. (209) This includes extending the 
duration  of  classification  as  well  as  exempting  such  information  from 
automatic  declassification as appropriate. (210) The second point  concerns 
previously  unclassified  or  declassified  information, (211) which  may  be 
classified or reclassified, as appropriate, pursuant to the amended executive 
order. (212) In  this  regard,  if  the  information  has  been the  subject  of  a 
previous access demand, such as a FOIA request, any such classification or 
reclassification is subject to the special requirements of section 1.7(d) of 
amended Executive Order 12,958. (213)

As  a  final  note,  agencies  should  be  aware  that  although  various 
government  agencies  today  might  use  newly  created  terms  to  refer  to 
categories of homeland security-related information -- such as "Sensitive 
Homeland Security Information" (commonly referred to as "SHSI"), (214) 

"Sensitive But Unclassified Information" (sometimes referred to as "SBU 
information"), (215) or  "Critical  Infrastructure  Information"  (commonly 
referred  to  as  "CII") (216) --  these  categorical  labels  do  not  indicate 
classification  pursuant  to  Executive  Order  12,958. (217) Terms  such  as 
"SHSI"  and  "SBU"  describe  broad  types  of  potentially  sensitive 
information that might not even fall within any of the FOIA exemptions. (218) 

It is significant to note that none of these new homeland security-related 
terms is included in Executive Order 12,958, as amended, and that the use 
of these labels alone does not provide for any protection from disclosure 
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under  any  exemption,  let  alone  Exemption  1. (219) A  separate  statute 
implements protections for "CII," and these protections are incorporated 
into the FOIA through Exemption 3.
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    U.S. DEPARTMENT OF STATE

    Office of the Legal Adviser

http://www.state.gov/s/l/

     The  Office  is  organized  to  provide  direct  legal  support  to  the 
Department  of  State's  various  bureaus,  including  both  regional  and 
geographic offices (those which focus on specific areas of the world) and 
functional offices (those which deal with specific subject matters such as 
economics and business, international environmental and scientific issues, 
or internal management).  

The Office of the Legal Adviser

The Office  of  the  Legal  Adviser furnishes  advice  on all  legal  issues, 
domestic and international, arising in the course of the Department's work. 
This  includes  assisting  Department  principals  and  policy  officers  in 
formulating  and  implementing  the  foreign  policies  of  the  U.S.,  and 
promoting the adherence to and development of international law and its 
institutions as a fundamental element of those policies.

Attorneys  in  the  Office  are  at  the  forefront  of  the  important 
international  issues  faced by our  country,  whether  they are  working to 
respond  to  humanitarian  crises,  to  prevent  human  rights  abuses,  to 
promote international trade and resolve international disputes, to create a 
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more livable world, or to help foster peace and security. They work directly 
with  high-level  U.S.  and  foreign  officials,  the  Congress,  and  the  White 
House  staff.  While  almost  all  of  the  Office’s  attorneys  are  based  in 
Washington,  their  work  may  require  them  to  travel  overseas  on  a 
“temporary duty” basis to most anywhere in the world for bilateral and 
multilateral negotiations, dispute resolution efforts, or an unlimited range 
of other diplomatic missions.

Attorneys  negotiate,  draft  and  interpret  international  agreements 
involving a wide range of matters, such as peace initiatives, arms control 
discussions,  trade-liberalization  agreements,  international  commodity 
agreements, consular conventions, and private law conventions on subjects 
such as judicial  cooperation and recognition of foreign judgments.  They 
also work with Department officials on legislative initiatives and draft and 
interpret  domestic  statutes,  Departmental  regulations,  Executive  Orders, 
and other legal documents. They represent or assist in representing the U.S. 
in meetings of international organizations and conferences and many UN 
programs and represent the U.S. before international tribunals such as the 
International Court of Justice and the Iran-U.S. Claims Tribunal, as well as 
in  international  arbitrations.  The  attorneys  work  closely  with  the 
Department  of  Justice in  litigation  in  the  U.S.  and  foreign  countries 
affecting the Department’s interests and have had increasing opportunities 
to represent the Department in domestic courts and administrative courts 
before the Foreign Service Grievance Board, the Merit Systems Protection 
Board, the Equal Opportunity Employment Commission, and in contract 
disputes, Boards of Contract Appeals.

The Office is comprised of approximately 175 permanent attorneys and 
about  100  support  staff,  including  paralegal  specialists,  treaty  analysts, 
secretaries,  and  general  administrative  personnel.  Although  all  are 
stationed in Washington, DC, attorneys from the Office also fill the Legal 
Counsel and Deputy Attorney positions at U.S. Missions in Geneva and The 
Hague. On occasion, the office provides attorneys for other overseas posts.

Organization and Functions
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The Office is organized into sections that roughly correspond with the 
Department of State's various bureaus, including regional offices that focus 
on specific areas of the world and functional offices that deal with specific 
subject  matters  such  as:  Human  Rights  and  Refugees;  Political  and 
Military Affairs;  Economics  and Business Affairs;  Oceans,  International 
Environmental and Scientific Affairs; Legislation and Foreign Assistance 
or Management.  Accordingly,  the Office of the Legal Adviser is divided 
into  twenty-three  sections,  including  the  offices  at  The  Hague  and  in 
Geneva.  Attorneys’  preferences  for  “rotation”  are  requested  after  they 
have served approximately two years in an assignment; attorneys typically 
rotate assignments within the Office every two or three years to broaden 
their experience and take on new challenges.

The  Legal  Adviser  holds  a  rank  equivalent  to  that  of  Assistant 
Secretary  of  State  and  reports  directly  to  the  Secretary  of  State.  Four 
Deputy Legal Advisers collectively supervise Assistant Legal Advisers, who 
manage the individual regional and functional offices described below. 

Regional Offices

The  Department's  regional  bureaus  oversee  the  U.S.  embassies  and 
consulates,  and  coordinate  U.S.  foreign  relations  in  their  respective 
geographic  areas.  Assistant  Legal  Advisers  supervise  the  attorneys  who 
support  those  bureaus,  dealing  with  such  matters  as  protection  of  U.S. 
citizens and investments,  problems in diplomatic  and consular relations, 
interpretation and negotiation of treaties, military base rights and status of 
force issues, peaceful settlement of disputes, and trade matters. Among the 
issues and the activities which draw on the Offices' legal staff in the various 
regions. 

Office  of  African  and Near  Eastern  Affairs  (L/AN): Support  for the 
Middle East peace process; the Multinational Force and Observers and UN 
peacekeeping  forces;  international  terrorism;  litigation  in  U.S.  courts 
involving  countries  and  officials  in  the  region;  relations  with  the 
governments  of  Africa  and  regional  and  sub-regional  organizations; 
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conflict  resolution and peace agreements; armed conflict and related UN 
Security Council actions; border questions; military facility and status of 
forces  agreements;  U.S.  cooperation  in  developing  legal  and  political 
institutions in the region; International Criminal Tribunal for Rwanda and 
the Special  Court  for Sierra Leone; and restrictions  on assistance  to or 
conducting business with certain countries in the region.

Office of East and South Asian Affairs (L/ESA): U.S. commitments in 
East,  South,  and  Central  Asia,  and the  Pacific,  including  ANZUS,  U.S. 
bilateral  defense  treaties,  and  the  Compacts  of  Free  Association;  U.S. 
military  presence  in  Afghanistan,  Australia,  Japan,  Korea,  and  the 
Philippines;  relations  with the  People’s  Republic  of  China;  commercial, 
cultural  and  other  nongovernmental  relations  with  Taiwan;  U.S.  policy 
toward Cambodia and Vietnam; Six Party Talks involving North Korea, 
and Korean Peninsula peace treaty negotiations.

Office  of  European  Affairs  (L/EUR): The  European  Union; 
Organization for Security and Cooperation in Europe (OSCE); the NATO 
alliance and defense cooperation issues; democratization and assistance to 
Eastern Europe and the successor states to the former Soviet Union; and 
bilateral issues with countries in the region.

Office  of  Western  Hemisphere  Affairs  (L/WHA): Relations  with  the 
governments  of  Canada,  Latin  America,  Central  America  and  the 
Caribbean;  issues  concerning  U.S.  participation  in  the  Organization  of 
American  States;  Cuba,  including  assets  control,  U.S.  rights  at 
Guantanamo,  Helms-Burton  Act  issues;  illegal  migration  and  refugee 
issues;  Haiti,  in  particular,  foreign  assistance  issues;  and  domestic  and 
international litigation relating to U.S. activities in the region.

Functional Offices

The Office of the Legal  Adviser also supports the various functional 
bureaus  of  the  Department  which  have  crosscutting,  worldwide 
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responsibilities for specific program areas. A representative description of 
the functional offices is set forth below.

Office of Buildings and Acquisitions (L/BA): Provides legal advice and 
representation  in  the  solicitation,  award,  and  administration  of  Federal 
acquisition  contracts;  the  acquisition  and  development  of  real  property 
abroad; the negotiation and litigation of contract disputes; the defense of 
bid  protests  at  the  General  Accounting  Office;  the  management  of 
Government  property  domestically  and  abroad;  the  drafting  and 
interpretation  of  Federal  acquisition  laws,  regulations  and  policies;  the 
oversight  and  administration  of  employee  associations  at  posts  abroad; 
grant  and  cooperative  agreement  law,  regulations,  policies  and 
administration.

Office  of  Consular  Affairs  (L/CA): Provides  legal  advice  and 
representation  relating to the  performance  of  consular  functions  by the 
Department of State. These functions include: adjudication and revocation 
of visas and passports; the protection of U.S. nationals and their property 
abroad; loss or acquisition of U.S. nationality; passport, visa and terrorism-
related information sharing;  international  children’s  issues; enforcement 
and administration of immigration laws. L/CA’s roles include negotiation 
and  implementation  of  international  agreements  on  consular  relations, 
information  sharing  and  prisoner  transfers;  working  on  proposed 
immigration-related  legislation;  drafting  Department  regulations  and 
guidance; participating in interagency initiatives; interpreting U.S. law and 
obligations  under international  agreements;  assisting  the  Department  of 
Justice in litigation related to the Department’s  consular functions;  and 
promoting compliance  by law enforcement officials  with U.S. obligations 
under the Vienna Convention on Consular Relations and other consular 
agreements.

Office of Diplomatic Law and Litigation (L/DL): Provides legal advice 
for  the  interpretation  and  application  of  international  agreements  and 
domestic statutes pertaining to U.S. and foreign diplomatic and consular 
missions  and  personnel,  including  the  Vienna  Convention  on  Consular 
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Relations, the Diplomatic Relations Act and the Foreign Missions Act; legal 
issues relating to head of state immunity; legal issues relating to immunity 
of foreign states in the U.S., including interpretation and application of the 
Foreign Sovereign Immunities Act; legal issues relating to immunity of the 
U.S. Government and its personnel in litigation abroad; and legal issues 
relating to the status of international organizations, including the UN.

Office of Economic and Business Affairs (L/EB): Provides legal advice 
and support in international negotiations, development of U.S. policy, and 
the application of U.S. and international law with respect to international 
economic  agreements  (including  investment,  international 
telecommunications,  civil  aviation,  and trade  agreements),  imposition  of 
economic  sanctions  and  foreign  policy  export  controls,  and  other 
international  financial  and  business  issues,  such  as  the  extraterritorial 
application  of  U.S.  laws,  foreign  debt,  antitrust,  and  the  protection  of 
intellectual property.

Office of Employment Law (L/EMP): Provides legal advice and services 
to the Director General of the Foreign Service and the Director of Human 
Resources,  in  addition  to  those  involved  in  the  management  of  the 
Department's  human  resources  and  labor  relations;  conducts  hearings 
before  EEOC,  MSPB,  Foreign  Service  Grievance  Board  and  supports 
personnel litigation in Federal courts.

Ethics  Staff: Advises  on the  Ethics  in  Government  Act  of  1978,  the 
Hatch Act, and other applicable laws, Executive Orders and regulations; 
and directs the financial disclosure reporting program.

Office of Human Rights and Refugees (L/HRR): Provides legal advice 
and support to the Bureau of Population, Refugees and Migration and the 
Bureau of Democracy, Human Rights and Labor. Leads U.S. delegations in 
multilateral negotiations of human rights instruments. Acts as counsel to 
U.S.  delegations  and  participates  in  negotiations  at  the  UN,  the 
Organization  of  American  States,  the  Organization  for  Security  and 
Cooperation in Europe and elsewhere on matters relating to human rights 
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and refugees. Defends U.S. laws and practices in response to a variety of 
UN,  OAS,  and  OSCE  human  rights  complaint  mechanisms,  and 
coordinates  U.S.  reporting  to  treaty  bodies  on  U.S.  implementation  of 
human  rights  treaty  obligations.  Provides  legal  advice  and  support 
throughout the Department on asylum and refugee law, and human rights 
issues ranging from torture, genocide, and arbitrary detention to freedom 
of movement, assembly and expression.

Office  of  International  Claims  and  Investment  Disputes  (L/CID): 
Provides general legal advice and representation with respect to all aspects 
of  international  claims  and  investment  disputes,  including claims  under 
international law by U.S. nationals against foreign governments and by and 
against the U.S.; claims relating to expropriation and other property and 
investment disputes, denial of justice, wrongful death and personal injury 
and  espousal  of  claims.  Negotiates  lump  sum  settlements  with  foreign 
governments,  and  represents  the  U.S.  before  international  dispute 
settlement  bodies,  particularly  the  Iran-U.S.  Claims  Tribunal  in  The 
Hague, the UN Compensation Commission in Geneva, arbitral  tribunals 
under  Chapter  11  of  NAFTA  and  other  international,  arbitral  bodies. 
Covers  issues  from inception  through  settlement,  including questions  of 
domestic and international law, standards of compensation, and promotion 
of international dispute settlement machinery.

Office  of  Law  Enforcement  and  Intelligence  (L/LEI): Coordinates 
international extradition and promotes mutual legal assistance in criminal 
and  other  law  enforcement  matters;  negotiates  treaties;  manages  the 
international  extradition caseload; coordinates U.S. and foreign criminal 
proceedings with foreign policy implications; assists U.S. federal and state 
law enforcement agencies with investigations in foreign countries; advises 
on proposed legislative  initiatives  and international  agreements  on anti-
terrorism, narcotics matters, and other law enforcement issues; coordinates 
the legal/foreign aspects of illicit payments by U.S. firms; and advises on 
U.S. intelligence activities.
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Office  of  Legislation  and Foreign  Assistance  (L/LFA):  Provides legal 
advice  on  legislation  affecting  the  Department,  including  Department 
appropriations and authorization legislation dealing both with Department 
operations  and  foreign  assistance;  works  with  other  agencies  and  with 
Congress on legislative initiatives of interest to the Department; advises on 
implementation  of  foreign  assistance  programs,  including  legal 
requirements  related  to  termination  of  foreign  assistance  and 
implementation of sanctions.

Office  of  Management  (L/M): Provides  legal  advice  on  questions 
affecting  the  fiscal,  management,  and  operational  activities  of  the 
Department, including: appropriations, authorizations, and other relevant 
legislation;  appropriations  law  and  budgetary  and  financial  issues; 
personnel, diplomatic and information security and related investigations; 
eGovernment and computer security; administrative law and Department 
rule-making and directives; federal records management and information 
law, including terrorism and other information-sharing with domestic and 
foreign  governments  and  private  persons,  classified  information,  the 
Privacy Act and the Freedom of Information Act; travel and allowances; 
crisis and contingency planning; and Chief of Mission and other relevant 
Department authorities.

Office  of  Nonproliferation  and  Verification  (L/NPV): Provides  legal 
advice  and  support  to  the  Bureau  of  International  Security  and 
Nonproliferation (ISN) and the Bureau of Verification,  Compliance,  and 
Implementation  (VCI).  Addresses  legal  issues  arising  in  negotiating, 
implementing and verifying compliance with a wide range of bilateral and 
multilateral agreements, including: the Strategic Arms Reduction Treaties 
(START 1 and II); the Nuclear Nonproliferation Treaty; the Biological and 
Chemical Weapons Conventions; and the Conventional Forces in Europe 
(CFE) Treaty. L/NPV has been directly involved in: implementing Libya’s 
renunciation  of  WMD; efforts  to  persuade  North  Korea  to  give  up  its 
nuclear and missile programs; actions regarding Iran at the IAEA and UN; 
implementing the U.S.-India nuclear cooperation initiative; dismantling the 
A.O. Khan nuclear black market network and Iraq’s residual nuclear and 
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missile  programs; and helping Russia dispose of  and protect  its  nuclear 
inventory.

Office of Oceans, International Environmental and Scientific Affairs (L/
OES): Provides legal advice on matters relating to development, negotiation 
and  application  of  international  and  domestic  law  relating  to  oceans, 
including law of the sea, maritime boundaries, maritime drug interdiction, 
navigation  and  over  flight  freedoms;  environment  and  conservation, 
including  marine  pollution,  transboundary  air  pollution,  biodiversity, 
ozone  depletion,  biotechnology,  desertification,  trade  and  environment, 
environmental  impact  assessment,  endangered  species,  liability  for 
environmental  damage;  scientific  and  technological  affairs,  including 
technology transfer and intellectual property rights; outer space, including 
the  Space  Station  agreements;  and  polar  affairs,  including  all  matters 
related to the Antarctic Treaty system.

Office of Political-Military Affairs (L/PM): Provides legal assistance in 
matters  relating  to  global  military  and  political-military  activities,  base 
rights and status of forces agreements; foreign military claims and suits 
against  U.S.  Armed  Forces;  munitions  control;  use  of  force  and  war 
powers; and laws of war.

Office of Private International Law (L/PIL): Deals with the development 
and implementation of treaties and other international efforts to unify and 
harmonize  private  law,  including  U.S.  participation  in  multilateral 
organizations  and  bilateral  negotiations;  coordinates  the  Secretary  of 
State's  Advisory  Committee  on  Private  International  Law  and  its 
specialized study groups on inter alia international business transactions, 
arbitration,  trusts,  international  child  abduction  and  inter-  country 
adoption, international negotiable instruments and the liability of operators 
of transport terminals.

Office  of Public  Diplomacy and Public  Affairs  (L/PD):  Provides legal 
advice  on  international  educational  and  cultural  exchanges  conducted 
pursuant to the Fulbright-Hays Act and other similar legislation, as well as 
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on the Exchange Visitor Program and the use of the J visa;  drafts  and 
negotiates  international  exchange  agreements.  Provides  legal  advice  on 
international  information  programs  conducted  pursuant  to  the  Smith-
Mundt Act, in particular on the dissemination abroad of information about 
the U.S., its people and policies; and on public affairs matters domestically. 
Counsels on matters pertaining to the protection of the cultural patrimony 
of other countries in jeopardy of pillage, and assists with the drafting and 
negotiation of bilateral cultural property agreements; counsels on requests 
for  immunity  from judicial  seizure  with  respect  to  foreign  art  objects 
imported for temporary exhibition in the U.S. Handles residual problems of 
World War II involving certain Holocaust era assets.

Office of Treaty Affairs (L/T): Advises the Department and other U.S. 
government agencies on all aspects of treaty law and practice, as well as 
provides guidance and assistance in the authorization, drafting, negotiation, 
application,  and  interpretation  of  international  agreements.  Oversees 
compliance  with  the  Circular  175 procedure  by which the  Secretary  of 
State  authorizes  the  negotiation  and  conclusion  of  U.S.  international 
agreements. Reviews the transmittal of treaties to the Senate for advice and 
consent to ratification. Responsible for registering international agreements 
with the UN and serving as depositary for numerous multilateral treaties.

Office  of  United  Nations  Affairs  (L/UNA): Provides  legal  advice  on 
matters related to the U.S. participation in the UN, its specialized agencies 
and other international organizations; international criminal tribunals; UN 
consideration  of  specific  situations;  international  peacekeeping; 
multilateral sanctions; the use of force; peaceful settlement of international 
disputes;  matters  concerning  the  International  Court  of  Justice and 
problems arising out  of  the presence  of  the UN and other international 
organizations in the U.S.

Treaty Affairs

The Office of the Assistant Legal Adviser for Treaty Affairs  serves as 
the  principal  U.S.  government  repository  for  U.S.  treaties  and  other 
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international agreements. The treaty office advises other offices under the 
Legal Adviser, other Department bureaus (including posts overseas), and 
other  government  agencies  on  all  aspects  of  treaty  law  and  procedure, 
including constitutional questions, and provides guidance and assistance in 
the authorization, drafting, negotiation, application, and interpretation of 
hundreds  of  agreements  annually.  It  also  responds  to  treaty-related 
inquiries from Congress, academia, members of the public, and officials of 
foreign governments and international organizations.

The  treaty  office  oversees  the  Department's  compliance  with  the 
statutory requirements of  1 U.S.C. 112a and 112b to report international 
agreements  other  than treaties  to  Congress  and to publish  international 
agreements. (Under U.S. law, treaties are those international agreements 
that  receive  the  advice  and  consent  of  the  Senate.)  These  authorities 
provide, among other things, that an international agreement may not be 
concluded on behalf of the United States without prior consultation with 
the Secretary of State, and that reportable agreements must be transmitted 
to Congress within 60 days of entry into force. In that connection, the office 
is responsible for compliance with the Circular 175 procedure by which the 
Secretary  authorizes  the  negotiation  and  conclusion  of  international 
agreements. It often advises on the need for a Circular 175 and additionally 
reviews hundreds of non-binding instruments annually, to ensure that they 
do not contain binding language that would create legal obligations for the 
United States.

The  office  coordinates  the  transmittal  of  treaties  to  the  Senate  for 
advice  and  consent  to  ratification  and  works  closely  with  the  Senate 
Foreign Relations Committee staff to foster timely action by the Senate.

The  office  coordinates  and  conducts  treaty  signing  ceremonies, 
including ceremonies that involve the President, the Secretary and other 
cabinet-level officials.

It  also  discharges  the  U.S.  government's  function  as  depositary  for 
certain  multilateral  treaties,  such  as  the  North  Atlantic  Treaty,  the 
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Antarctic Treaty, the Treaty on the Non-Proliferation of Nuclear Weapons, 
and the Biological Weapons Convention.

The office is responsible for the registration of treaties and international 
agreements with the United Nations pursuant to Article 102 of the Charter 
of  the  United  Nations.  Article  102 provides  that  State  Members  of  the 
United Nations  have  an obligation  to  register  treaties  and international 
agreements with the Secretariat of the United Nations, and the Secretariat 
is mandated to publish registered treaties or international agreements.

Finally, the office publishes  Treaties in Force (TIF), which details the 
over  10,000  U.S.  treaties  and  international  agreements  in  force  as  of 
January 1 of each year,  and is charged with publication of treaties and 
international  agreements  in  the  Treaties  and  Other  International  Acts 
Series (TIAS).

 Reporting International Agreements to Congress under Case Act (Text  
of Agreements)

By  statute,  1  U.S.C.  112b(a)  ,  the  Secretary  of  State  is  required  to 
transmit to the Congress the text of any international agreement (including 
the  text  of  any  oral  international  agreement,  which  agreement  shall  be 
reduced to writing),  other than a treaty, to which the United States is a 
party  within  60  days  of  the  agreement's  entry  into  force.  Where  the 
immediate public disclosure of the agreement would be prejudicial to the 
national  security  of  the  United  States,  the  Secretary  transmits  the 
agreements to the Committee on Foreign Relations of the Senate and the 
Committee  on  International  Relations  of  the  House  of  Representatives 
under an appropriate injunction of secrecy.

Also,  under  this  same  statute,  “[a]ny  department  or  agency  of  the 
United States Government which enters into any international agreement 
on behalf of the United States shall transmit to the Department of State the 
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text of such agreement not later than twenty days after such agreement has 
been signed.”

In accordance with these authorities,  all  departments or agencies,  as 
well  as  offices  within  the  State  Department  and  posts  overseas,  must 
transmit  the  text  of  any  international  agreement  to  the  Office  of  the 
Assistant Legal Adviser for Treaty Affairs within 20 days of signature.

Treaties and Other International Acts Series (TIAS)

By  law,  1  U.S.C.  112a(a),  the  Secretary  of  State  is  responsible  for 
compiling, editing, indexing, and publishing a compilation entitled “United 
States Treaties and Other International  Agreements,” which contains all 
treaties  and  international  agreements  other  than  treaties  to  which  the 
United  States  has  become  a  party  during  the  calendar  year.   This 
compilation  “shall  be  legal  evidence  of  the  treaties,  international 
agreements other than treaties, and proclamations by the President of such 
treaties and agreements, therein contained, in all the courts of the United 
States, the several States, and the Territories and insular possessions of the 
United States.”  

Further, pursuant to 1 U.S.C. 112a(d), the Secretary of State also “shall 
make publicly available through the Internet website of the Department of 
State each treaty or international agreement proposed to be published in 
the compilation  entitled 'United States Treaties and Other International 
Agreements' not later than 180 days after the date on which the treaty or 
agreement enters into force. 

The  Secretary  of  State  may  determine  that  publication  of  certain 
categories  of  agreements  is  not  required  if  certain  criteria  in  1  U.S.C. 
112a(b)  are  met.  The  Department  must  publish  notice  of  any  such 
determination in the Federal Register. 
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The  first  official  publication  of  U.S.  treaties  and  international 
agreements  is  through  the  “Treaties  and  Other  International  Acts 
Series” (TIAS), which is a series of consecutively numbered, individually 
paginated pamphlets  containing  the  texts  of  agreements  in  English  and 
other  official  languages  of  the  agreement.  After  appearing  in  TIAS in 
“slip” form, U.S.  treaties and international  agreements are published in 
bound  volumes  of  “United  States  Treaties  and  Other  International 
Agreements.” 

The Office of the Assistant Legal Adviser for Treaty Affairs has begun 
efforts  to  make  TIAS available  on-line,  as  well  as  to  reduce  the  delay 
between entry into force of an agreement and its official publication.  In the 
interim, and in furtherance of 1 U.S.C. 112a(d), you may view the texts of 
agreements that entered into force after 1998 on the Department of State's 
Freedom  of  Information  Act  Document  Collections page. The listed  
documents are  agreements  reported  to  Congress  under  the  Case-Zablocki  
Act and  are  organized  by  signing  date.  These  documents  are  largely  
unedited and subject to possible correction before their official publication  
in  TIAS. In addition, this is not a complete listing of agreements and is a 
temporary listing until agreements are published in TIAS.  Treaties to which 
the United States has become a party may be determined by consulting 
Treaties in Force or, if recently entered into force, Treaty Actions. The text 
of  treaties,  as  published as  Senate  Treaty  Documents,  may  be  accessed 
through the Library of Congress' THOMAS website.    

Guidance on Non-Binding Documents

Governments  frequently  wish  to  record  in  writing  the  terms  of  an 
understanding or arrangement between them without, by so doing, creating 
obligations that would be binding under international law. The language, 
titles, and techniques used for this purpose vary considerably. While not 
binding  under  international  law,  a  non-binding  instrument  may  carry 
significant moral or political weight. Such instruments are often used in our 
international relations to establish political commitments. 
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Ambiguity as to whether or not a document is legally binding should be 
avoided. When negotiating a nonbinding instrument, both/all sides should 
confirm  their  understanding  that  the  instrument  does  not  give  rise  to 
binding obligations under international law. 

Certain formal,  stylistic,  and linguistic features tend to be associated 
with agreements binding under international law, while other features tend 
to  reflect  an  intention  on  the  part  of  the  participants  to  produce  an 
arrangement of a purely political nature. In order to avoid ambiguity, we 
offer the following general guidance: 

• With respect to the title of a non-binding document, negotiators should 
avoid using the terms “treaty” or “agreement.” While the use of a title 
such as “Memorandum of Understanding” is common for non-binding 
documents, we caution that simply calling a document a “Memorandum 
of Understanding” does not automatically denote for the United States 
that the document is non-binding under international  law. The United 
States  has  entered  into  MOU’s  that  we  consider  to  be  binding 
international agreements. 

• We advise negotiators to avoid using the term “Parties” in non-binding 
documents.  Rather,  we  encourage  the  use  of  other  terms  such  as 
“Participants.” 

• With respect to the actions to be taken, we advise that negotiators avoid 
terms such as “shall”, “agree”, or “undertake.” In many cases, we have 
urged  that  terms  such  as  “should”  or  “intend to”  or  “expect  to”  be 
utilized in a non-binding document. 

•  We further  advise  that  negotiators  avoid  use  of  the  term “entry  into 
force”  and  consider  expressing  that  the  document  “is  to  come  into 
operation” or that “activities are to commence” for the “participants.” 

1036 | Page



Sourcebook of Cases, Laws, Treaties & Documents

• We advise that negotiators avoid jurat clauses that state: “Done at” or 
“Concluded at”. 

• While non-binding documents may be translated into different language 
versions,  we  advise  that  non-binding  documents  do  not  mention  or 
reference the “equal authenticity” of different language versions. 

•  Finally,  depending on the  circumstances,  it  may  be  useful  for  a non-
binding document to include a disclaimer in the text of the document 
expressly providing that it is not legally binding under international law. 

     United States practice on non-binding documents may differ from 
that  of  other countries.  For  example,  the  mere  fact  that  a  document  is 
called  a  “Memorandum  of  Understanding”  does  not  mean  that  the 
document automatically  is considered non-binding for the United States. 
Also, for the United States, the use of the verb “will” in the text does not 
necessarily mean that the commitment at issue is not legally binding under 
international law. Because the use of the term “will” may lead to confusion 
as to the intention of the participants, the Office of Treaty Affairs generally 
recommends that this term be avoided in non-binding documents. 

The Office of Treaty Affairs encourages agencies and offices to share 
the  texts  of  proposed  non-binding  documents  with  the  office,  which  is 
responsible  by law for  determining whether  a particular  document  is  a 
binding “international agreement” for purposes of reporting to Congress. 
Our determination is made on the basis of a number of criteria, including 
the identity and mutual  intention of  those  entities involved,  rather than 
simply the form or title of the document. 

Circular 175 Procedure

 The “Circular 175 procedure” refers to regulations developed by the 
State  Department  to  ensure  the  proper  exercise  of  the  treaty-making 
power. Specifically, the Circular 175 procedure seeks to confirm that the 
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making of treaties and other international agreements by the United States 
is  carried out  within constitutional  and other legal  limitations,  with due 
consideration  of  the  agreement's  foreign  policy  implications,  and  with 
appropriate involvement by the State Department.  

The  original  “Circular  175”  was  a  1955  Department  Circular 
prescribing a process for prior coordination and approval of treaties and 
international  agreements.  This  title  has  been  retained;  the  applicable 
procedures are now referenced at 22 CFR 181.4 and in 11 FAM 720.   

There are two kinds of Circular 175 requests. One calls for the approval 
of full powers to sign treaties that the President will send to the Senate for 
advice and consent to ratification. Since under international law full powers 
may be issued only by heads of State and Foreign Ministers, approval of 
full powers is not a delegable function. 

The more typical Circular 175 request is an action memorandum from 
a bureau or office in the State Department to a Department official at the 
Assistant Secretary level or above, seeking authority to negotiate, conclude, 
amend,  extend,  or  terminate  an  international  agreement.  A  “blanket” 
Circular  175  authorization  may  be  appropriate  where  a  series  of 
agreements of the same general type are to be negotiated according to a 
more or less standard formula.   

A Circular 175 memorandum will generally address, where applicable, 
the following issues:  

• The  proposed  agreement's  principal  features,  indicating  any  special 
problems that may be encountered and, if possible, the contemplated 
solutions to those problems; 

• The policy benefits to the United States, as well as potential risks; 
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• Whether congressional  consultations  on the  agreement have been or 
will be undertaken; 

• The  funding  sources  that  will  be  committed  by  execution  of  the 
proposed agreement; 

• Whether the proposed agreement reasonably could be expected to have 
a significant regulatory impact on domestic entities or persons; and  

• The environmental impact that may arise as a result of the agreement. 

The action memorandum should be accompanied by any texts to be 
negotiated or concluded.  Other background information may be included 
as attachments.  

Further, each Circular 175 memorandum is accompanied by a separate 
Memorandum of Law, prepared by the Office of the Legal Adviser.  This 
legal memorandum generally will include - 

• A discussion and justification of the designation given to the proposed 
agreement (treaty vs. executive agreement); 

• An explanation of the legal authority for negotiating and/or concluding 
the  proposed  agreement,  including  an  analysis  of  the  Constitutional 
powers relied upon as well as any pertinent legislation; 

• An analysis of the issues surrounding the agreement's implementation 
as  a  matter  of  domestic  law  (e.g.,  whether  the  agreement  is  self-
executing,  whether  domestic  implementing  legislation  or  regulations 
will be necessary before or after the agreement's execution). See Model 
Circular 175 Memoradum.  
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As  a  general  matter,  the  Circular  175  procedure  has  provided  an 
efficient vehicle for achieving a coordinated and coherent U.S. policy with 
respect  to  the  negotiation  and  conclusion  of  treaties  and  international 
agreements.    

Also,  the  Circular  175  procedure  assists  the  State  Department  in 
transmitting to the Congress pursuant to the Case-Zablocki Act (1 U.S.C. 
112b) the text of any international agreement other than a treaty to which 
the United States is a party as soon as practicable after such agreement has 
entered into force with respect to the United States but in no event later 
than sixty days thereafter.  

The Circular 175 procedure does not apply to documents that are not 
binding under international law. Thus, statements of intent or documents 
of a political nature not intended to be legally binding are not covered by 
the Circular 175 procedure. The determination whether a document is or is 
not an "international agreement" must be made by the Office of the Legal 
Adviser at the State Department. 

Domestic Legal Authorities

Treaties are an important legal undertaking both in international and 
domestic law. On the international plane, a “treaty” is any legally binding 
agreement between nations that is intended to be governed by international 
law. On the domestic plane, the word “treaty” refers to an agreement that 
is made “by and with the Advice and Consent of the Senate” (Article II, 
Section 2, Clause 2 of the U.S. Constitution). International agreements that 
are  not  submitted  to  the  Senate  for  its  advice  and  consent  are  called 
“executive agreements.” Presidents have concluded executive agreements 
solely  on  their  own  authority,  or,  in  other  cases,  they  have  concluded 
“congressional-executive  agreements,”  which  depend  on  some  form  of 
legislative authorization before such agreements may enter into force for 
the  United  States.  In  some  cases,  the  legal  basis  for  the  President’s 
conclusion of an executive agreement is derived from a treaty to which the 
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Senate has given its advice and consent to ratification and which is in force 
for the United States. 

The  treaty  office  is  confronted  with  a  wide  range  of  questions,  for 
example,  regarding  the  nature  of  an  international  agreement,  an 
agreement’s  status  or  effect  under domestic  law,  the  legal  basis  for  the 
conclusion  of  an  agreement  by  the  United  States,  and  whether  an 
agreement should be reported to Congress under the Case-Zablocki Act. 
We have set forth below the texts of some of the important legal authorities 
that govern U.S. treaty law and practice:

• U.S. Constitution 

• 1 U.S.C. 112a; 1 U.S.C. 112b; and 1 U.S.C. 113   

• 22 CFR Part 181 

• 11 FAM 700  

• Delegation  of  Authority No.  311:  Negotiation,  Signature  and 
Termination of Treaties and Other International Agreements 

• Delegation  of  Authority No.  293:  Organization,  Functions,  and 
Authority Delegations: Director of Foreign Assistance, et al. 

International Legal Authorities

Treaties are governed by international law and are a primary source of 
international law. 

Treaties  play  an  important  role  in  the  orderly  conduct  of  relations 
among states, particularly following World War II. In order for treaties to 
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perform this role, internationally recognized rules concerning treaties have 
been developed. 

The Vienna Convention on the Law of Treaties, concluded at Vienna on 
May 23, 1969 (VCLT), sets forth rules concerning the making, operation, 
suspension, and termination of treaties. The VCLT opened for signature in 
Vienna  in  May  1969,  and  it  entered  into  force  on  January  27,  1980. 
Currently, over 90 countries have signed or acceded to the VCLT. 

The VCLT was signed for the United States on April  24,  1970,  and 
President Nixon transmitted the  treaty  to the  Senate  for  its  advice  and 
consent to ratification on November 22, 1971.  The VCLT remains before 
the Senate Foreign Relations Committee. The United States has not ratified 
the VCLT and thus is not legally bound by its provisions. Nevertheless, the 
United States follows many of the rules in the VCLT in the conduct of its 
day-to-day work on treaties.

States enter into treaties not only with other states, but also with other 
subjects  of  international  law (in particular,  international  organizations). 
International  organizations  enter  into  treaties  with  each  other.  These 
treaties are not covered by the VCLT, but are the subject of the Vienna 
Convention  on  the  Law  of  Treaties  between  States  and  International 
Organizations or between International Organizations, 1986 (VCLTSIO). 
This treaty is not yet in force, although many of its provisions are based on 
those in the VCLT and have been adapted for international organizations.
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Freedom of Information Act/Privacy Act

http://www.nsa.gov/foia/index.cfm (2008)

The goal  of  the  NSA/CSS Freedom Of  Information  Act/Privacy Act 
Office is  to release as much information as possible,  consistent  with the 
need to  protect  classified  or  sensitive  information  under  the  exemption 
provisions of these laws.

The Freedom Of Information Act (FOIA) generally provides that any 
person (with the exception of another federal agency, a fugitive from the 
law, or a representative of a foreign government) has a right, enforceable in 
court, to request access to federal agency records, except to the extent that 
such records (or portions thereof) are protected from disclosure by one of 
nine exemptions. As part of the Agency’s compliance with the Electronic 
FOIA  (E-FOIA)  requirements,  NSA/CSS  has  begun  to  post  FOIA 
information that will inform the public of NSA/CSS missions and functions. 
For information on how to submit  a FOIA request,  please see the NSA 
FOIA Handbook.

President Bush signed Executive Order (EO) 13392 on 19 December 
2005,  setting  new  standards  for  Federal  Agency  FOIA  programs  by 
ordering that agencies emphasize a new citizen-centered approach to the 
FOIA with a results-oriented focus (EO 13392). In response to that EO, 
NSA has established a FOIA Requester Service Center and has appointed a 
Chief FOIA Public Liaison Officer. The FOIA Requester Service Center 
serves as an initial point of contact for FOIA requesters to receive status 
updates and any appropriate information about their current requests. The 
Chief FOIA Public Liaison Officer is someone to whom requesters can raise 
concerns  about  the  service  received  from  the  FOIA  Requester  Service 
Center. 
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The  Privacy Act  (PA)  protects  an  individual’s  privacy  by  putting 
controls  on  federal  agencies  in  the  collection,  use,  maintenance,  and 
dissemination of personal information. In addition, it entitles individuals to 
access federal agency records or to request an amendment to records that 
are maintained in a file retrievable by an individual’s name or personal 
identifier,  except  to  the  extent  that  information is  exempt from release. 
Individual, in the context of the Privacy Act, is defined as a U.S. citizen or 
an alien lawfully admitted for permanent residence. The Privacy Act also 
requires that agency records be accurate, relevant, timely, and complete, 
and amendments are limited to these criteria. However, amendments are 
normally restricted to correcting factual errors and not matters of official 
judgments,  such  as  performance  ratings,  or  subjective  judgments  that 
reflect an individual’s observation, evaluation, or opinion

The National Security Agency was created in November 1952 and has 
provided timely information to U.S. decision makers and military leaders 
for more than 50 years. However, even before President Truman signed the 
memorandum  establishing  the  Agency,  pioneer  cryptologists  laid  the 
groundwork  for  an  organization  that  would  play  a  critical  role  in  the 
outcome of all major conflicts. Cryptologist legends such as William and 
Elizebeth Friedman, Frank Rowlett, Agnes Meyer Driscoll and Herbert O. 
Yardley are remembered for their brilliant contributions but thousands of 
other men and women have quietly served their country altering the course 
of this nation’s history and ensuring a free and safe America. The history of 
cryptology is their story.

The NSA/CSS boasts a rich heritage and the people who have served 
their country in any cryptologic capacity understand a legacy unknown to 
most Americans. From pre-WWI efforts to the most recent conflicts, this 
nation’s  cryptologists  have  been there  quietly  protecting  and  exploiting 
signals intelligence.

Their efforts and the use of radio intercept, radio direction finding, and 
processing  capabilities  gave  the  United  States  and  its  Allies  a  unique 
advantage in WWI. The lessons learned here and advances in technology 
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played a critical role in the cryptologic successes in WWII. It was finally 
realized that cryptanalysts needed to be coordinated under one agency so 
the Armed Forces Security Agency was formed in 1949. The mission of this 
newly  created  agency  was  to  conduct  communications  intelligence  and 
communications  security  activities  within  the  National  Military 
Establishment.

However, with its restrictive organizational structure and a lack of a 
central agency for cryptologic efforts, AFSA could not achieve its mission. 
It had merely become the military branch for cryptology. The agency was 
therefore  redesigned  and  all  cryptologic  activities  both  military  and 
nonmilitary were brought together to form the National Security Agency.

Since its inception, the Agency has taken responsibility for securing the 
nation’s  communications  while  exploiting  foreign  signals  intelligence. 
Although inherently  a secret  business,  a  public  museum devoted to  the 
history of cryptologists and their work opened to the public in December 
1993.  Memorabilia  ranging  from  the  German  Enigma  to  the  recently 
declassified Cray computer decorate the museum hallways. The National 
Cryptologic Museum attempts to pull  back the veil of  secrecy and gives 
visitors an insight into the history of making and breaking codes. Visitors 
can get a feel for the legacy and rich heritage that is the cornerstone of the 
National Security Agency.
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NATIONAL SECURITY COUNCIL -- HISTORY

http://www.whitehouse.gov/nsc/ (2008)

Establishment of the National Security Council

The National Security Council was established by the National Security 
Act of 1947 (PL 235 - 61 Stat. 496; U.S.C. 402), amended by the National 
Security Act  Amendments of 1949 (63 Stat.  579; 50 U.S.C. 401 et seq.). 
Later in 1949, as part of the Reorganization Plan, the Council was placed in 
the Executive Office of the President. 

Membership of the National Security Council

The National Security Council is chaired by the President. Its regular 
attendees (both statutory and non-statutory)  are the Vice President,  the 
Secretary of State, the Secretary of the Treasury, the Secretary of Defense, 
and  the  Assistant  to  the  President  for  National  Security  Affairs.  The 
Chairman of the Joint Chiefs of Staff is the statutory military advisor to the 
Council,  and  the  Director  of  National  Intelligence  is  the  intelligence 
advisor. The Chief of Staff to the President, Counsel to the President, and 
the Assistant to the President for Economic Policy are invited to attend any 
NSC meeting.  The  Attorney  General and  the  Director  of  the  Office  of 
Management and Budget are invited to attend meetings pertaining to their 
responsibilities. The heads of other executive departments and agencies, as 
well  as other senior officials,  are invited to attend meetings  of  the NSC 
when appropriate. 
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National Security Council's Function

The National  Security Council is  the President's  principal  forum for 
considering national  security  and foreign policy  matters  with his  senior 
national security advisors and cabinet officials.  Since its inception under 
President Truman, the function of the Council has been to advise and assist 
the President on national security and foreign policies.  The Council  also 
serves  as  the  President's  principal  arm  for  coordinating  these  policies 
among various government agencies. 

History of the National Security Council, 1947-1997

Summary

Since  the  end  of  World  War  II,  each  administration  has  sought  to 
develop  and  perfect  a  reliable  set  of  executive  institutions  to  manage 
national security policy. Each President has tried to avoid the problems and 
deficiencies  of  his  predecessors'  efforts  and  install  a  policy-making  and 
coordination  system that  reflected  his  personal  management  style.  The 
National  Security  Council (NSC) has  been at  the  center  of  this  foreign 
policy coordination system, but it has changed many times to conform with 
the needs and inclinations of each succeeding chief executive. 

The  National  Security  Act  of  July  26,  1947,  created  the  National 
Security  Council under  the  chairmanship  of  the  President,  with  the 
Secretaries of State and Defense as its key members, to coordinate foreign 
policy  and  defense  policy,  and  to  reconcile  diplomatic  and  military 
commitments and requirements. This major legislation also provided for a 
Secretary  of  Defense,  a  National  Military  Establishment,  Central 
Intelligence Agency, and National Security Resources Board. The view that 
the NSC had been created to coordinate political  and military questions 
quickly gave way to the understanding that the NSC existed to serve the 
President alone. The view that the Council's role was to foster collegiality 
among departments also gave way to the need by successive Presidents to 
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use  the  Council  as  a  means  of  controlling  and  managing  competing 
departments. 

The structure and functioning of the NSC depended in no small degree 
upon the interpersonal chemistry between the President and his principal 
advisers  and  department  heads.  But  despite  the  relationships  between 
individuals, a satisfactory organizational structure had to be developed, for 
without  it  the  necessary  flow  of  information  and  implementation  of 
decisions could not occur. Although a permanent staff gradually began to 
take shape, the main substantive work occurred in the departments. 

President Truman's NSC was dominated by the Department of State. 
President Eisenhower's predilection for the military staff system, however, 
led to development of the NSC along those lines. The NSC staff coordinated 
an elaborate structure for monitoring the implementation of policies. The 
NSC's Executive Secretary became an assistant to the President, but was 
sufficiently self-effacing not to conflict with a powerful Secretary of State, 
John Foster Dulles. 

President Kennedy may have initially looked to a strong Secretary of 
State to take charge of foreign policy-making, but turned to other strategies 
when  it  became  apparent  that  the  Department  of  State  did  not  have 
sufficient  authority  over  other  departments.  Kennedy,  who  preferred 
policy-making with ad hoc groups, dismantled Eisenhower's elaborate NSC 
machinery and allowed the Special Assistant for National Security Affairs 
and  his  staff  to  assume  the  primary  coordination  role.  Kennedy's 
freewheeling style tended to erase the distinction between policy-making 
and  operations  that  President  Eisenhower's  regimented  staff  system so 
carefully observed. 

Sharing  Kennedy's  affinity  for  informal  advisory  arrangements, 
President Johnson let the NSC structure atrophy still further and, like his 
predecessor, relied instead on the National Security Adviser and his staff 
and  various  ad  hoc  groups  and  trusted  friends.  But  he  also  consulted 
regularly with his Tuesday Lunch Group and in 1966 officially turned over 
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responsibility  for  the  supervision and coordination  of  interdepartmental 
activities overseas to the Secretary of State, with mixed results. 

Under Presidents Nixon and Ford, Henry Kissinger's expanded NSC 
staff  concentrated on acquiring analytical  information from the  various 
departments that would allow the National Security Adviser to put before 
the President the best possible range of options for decision. This system 
was  in  perfect  accord  with  President  Nixon's  preference  for  detailed 
written  expositions  rather  than  interpersonal  groupings.  Kissinger 
concentrated  on  a  handful  of  major  issues  and  allowed  some  foreign 
matters to devolve by default on the Department of State, while weapons 
and international financial questions were dealt with by the Departments of 
Defense  and  the  Treasury.  Kissinger  at  first  attempted  to  restore  the 
separation  between  policy-making  and  implementation,  but  eventually 
found himself personally performing both roles. 

Under  President  Carter,  the  National  Security  Adviser  became  a 
principal source of foreign affairs ideas and the NSC staff was recruited 
and  managed  with  that  in  view.  The  Department  of  State  provided 
institutional memory and served as operations coordinator. Some saw this 
as an activism-conservatism duality, and the press eventually picked up on 
the  tensions  that  were  present.  The  National  Security  Adviser's  role  as 
public  advocate  rather  than  as  custodian  exacerbated  the  difficult 
relationships with State and other departments. 

A collegial approach to government decision-making was emphasized in 
the  Reagan  administration.  The  National  Security  Adviser  was 
downgraded,  and  the  Chief  of  Staff  to  the  President  exercised  a 
coordinating  role  in  the  White  House.  The  collegiality  among  powerful 
department heads was not  successfully  maintained and conflicts  became 
public. The NSC staff tended to emerge as a separate, contending party. 

President Bush brought his own considerable foreign policy experience 
to his leadership of the National Security Council, and restored collegial 
relations among department heads. He reorganized the NSC organization 
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to include a Principals Committee, Deputies Committee, and eight Policy 
Coordinating Committees. The NSC played an effective role during such 
major developments as the collapse of the Soviet Union, the unification of 
Germany, and the deployment of American troops in Iraq and Panama. 
The Clinton administration continued to emphasize a collegial  approach 
within the NSC on national security matters. The NSC membership was 
expanded to include the Secretary of the Treasury, the U.S. Representative 
to  the  United  Nations,  the  newly-created  Assistant  to  the  President  for 
Economic Policy (who was also head of a newly-created National Economic 
Council or NEC, parallel to the NSC), the President's Chief of Staff, and 
the President's National Security Adviser. 

For 50 years, 10 Presidents have sought to use the National Security 
Council system  to  integrate  foreign  and  defense  policies  in  order  to 
preserve the nation's security and advance its interests abroad. Recurrent 
structural  modifications  over  the  years  have  reflected  Presidential 
management style, changing requirements, and personal relationships. 

Reagan Administration, 1981-1989

The Reagan administration, like its predecessors, faced the recurring 
dilemma  of  determining  which  official  or  agency  would  have  primary 
responsibility  for  the  direction,  control,  and supervision  of  U.S.  foreign 
policy. During the 1980 campaign, Ronald Reagan pledged to downgrade 
the post of National Security Adviser in order to end the rivalry between 
the  NSC  and  the  Department  of  State  that  had  plagued  previous 
administrations.  On  inauguration  day,  Secretary  of  State-designate 
Alexander  Haig  presented  a  draft  National  Security  Decision  Directive 
(NSDD) on the organization of U.S. foreign policy to Presidential Counselor 
Edwin  Meese  III.  The  intent  of  Haig's  draft  was  to  place  overall 
responsibility for the direction and implementation of U.S. foreign policy 
within the Department of  State.  Relying on his  experience in the Nixon 
administration, Haig wanted to ensure Department of State control of the 
interagency groups within the NSC because they were the "key [to] the flow 
of options to the President," and thus to policy control. 
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Bush Administration, 1989-1992

After  serving  8  years  as  Vice  President  and  participating  in  the 
momentous foreign affairs events of the Reagan administration, President 
George  Bush  made  many  changes  in  the  NSC machinery  reformed  by 
Carlucci  and Powell.  On the date of his inauguration, January 20, 1989, 
President  Bush  issued  NSD(1  providing  the  charter  for  NSC 
administration. A Policy Review Group was enlarged to a Committee, the 
Deputy National Security Adviser managed the Deputies Committee, and a 
Principals  Committee  screened  matters  for  the  NSC to  consider.  Eight 
Policy  Coordinating  Committees  assumed  regional  and  functional 
responsibilities in place of the multiple interagency groups from the Reagan 
era.  NSC  policy  papers  were  named  National  Security  Review papers 
(NSRs) and National Security Directives (NSDs) to distinguish them from 
the Reagan era documentation. 

President Bush brought deep experience to the NSC leadership with his 
appointment  of  General  Brent  Scowcroft  as  National  Security  Adviser. 
Scowcroft had served in the Kissinger NSC, had been National  Security 
Adviser in the last years of the Ford administration, and had chaired the 
President's Board examining the Iran-Contra scandal. Robert Gates served 
as Deputy National Security Adviser under Scowcroft until his appointment 
as  Director  of  Central  Intelligence  in 1991.  Scowcroft's  direction  of  the 
NSC was distinguished by the informality but intensity of the relationship 
with the President. The NSC also maintained good relationships with the 
other agencies, and Secretary of State Baker and Scowcroft appear to have 
maintained the most comradely working terms. Through the collapse of the 
USSR and the unification of Germany, Operation Just Cause which sent 
American troops into Panama in December 1989,  and Operation Desert 
Shield and Desert Storm, the NSC worked effectively in facilitating a series 
of American foreign policy successes. Nor did Scowcroft fail to involve in 
key operations Deputy Secretary of State Eagleburger,  such as when he 
visited China in July 1989 to try to improve U.S. relations with China in the 
aftermath of the pro-democracy demonstrations in Tiananmen Square.
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Clinton Administration, 1993-1997

President  William  J.  Clinton  on  January  20,  1993,  the  day  of  his 
inauguration, issued Presidential Decision Directive l to departments and 
agencies  concerned  with  national  security  affairs.  PDD  l  revised  and 
renamed  the  framework  governing  the  work  of  the  National  Security 
Council.  A  Presidential  Review  Directive  (PRD)  series  would  be  the 
mechanism used by the new administration to direct that specific reviews 
and  analyses  be  undertaken  by  the  departments  and  agencies.  A 
Presidential  Decision  Directive  (PDD)  series  would  now  be  used  to 
promulgate Presidential decisions on national security matters. The Bush 
administration's  National  Security  Review (NSR)  series  and  National 
Security Directive (NSD) series were abolished. 

On January 21, 1993, in PDD 2, President Clinton approved an NSC 
decision-making  system  that  enlarged  the  membership  of  the  National 
Security Council and included a much greater emphasis on economic issues 
in  the  formulation  of  national  security  policy.  The  President,  Vice 
President, Secretary of State, and Secretary of Defense were members of 
the NSC as prescribed by statute. The Director of Central Intelligence and 
Chairman of the Joint Chiefs of Staff, as statutory advisers to the NSC, 
attended  its  meetings.  The  new  membership  of  the  National  Security 
Council included the following officials: the Secretary of the Treasury, the 
U.S. Representative to the United Nations, the Assistant to the President for 
National  Security  Affairs,  the  Assistant  to  the  President  for  Economic 
Policy, and the Chief of Staff to the President. Although not a member, the 
Attorney General would be  invited to attend meetings  pertaining to his 
jurisdiction. The heads of other Executive departments and agencies, the 
special statutory advisers to the NSC, and other senior officials would be 
invited to attend meetings of the NSC where appropriate. 

The new position  of  Assistant  to  the  President for  Economic  Policy, 
which had been promised by Clinton during the election campaign,  was 
intended to serve as a senior economic adviser to coordinate foreign and 
domestic  economic  policy  through  a  newly-created  National  Economic 
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Council  (NEC).  Robert  E.  Rubin  was  the  first  to  be  appointed  to  this 
position. The NEC was to deal with foreign and domestic economic issues in 
much the same way as the NSC coordinated diplomatic and security issues, 
and the Assistant to the President for Economic Policy was to be included 
in meetings involving international economic issues. 

In January 1993, Clinton appointed W. Anthony Lake as his National 
Security  Adviser.  Lake,  a  former  Foreign  Service  officer,  served under 
Henry  Kissinger,  President  Nixon's  National  Security  Adviser,  and  as 
director of the Department of State Policy Planning Staff during the Carter 
administration. During the Carter years, Lake had witnessed the negative 
effects  of  bureaucratic  infighting  and  squabbling  between  Secretary  of 
State  Vance  and  National  Security  Adviser  Brzezinski.  As  Clinton's 
National  Security  Adviser,  Lake  was  effective  in  maintaining  cordial 
relations with Secretary of State Warren M. Christopher and in developing 
an atmosphere of cooperation and collegiality. Lake initially maintained a 
low public profile, avoiding public appearances and television interviews, so 
as not to upstage the Secretary of State as Kissinger had done in the Nixon 
administration. In September 1993, however, in response to criticism that 
the Clinton administration had not adequately explained its foreign policy, 
Lake began to appear as a public speaker. 

The National Security Council framework in the Clinton administration 
included an NSC Principals Committee, a forum available to Cabinet-level 
officials  to  discuss  and  resolve  issues  not  requiring  the  President's 
participation.  An  NSC  Deputies  Committee  served  as  the  senior  sub-
cabinet interagency forum for considering policy issues affecting national 
security and for reviewing and monitoring the work of the NSC interagency 
process.  This  process  included  Interagency  Working  Groups  (IWGs), 
which were to convene on a regular basis  to review and coordinate the 
implementation of Presidential  decisions in their respective policy areas. 
Among the most urgent issues the NSC dealt with in the first year of the 
Clinton administration were Bosnia, Haiti, Iraq, and Somalia. The several 
dozen other questions the NSC system dealt  with initially included such 
issues as illegal drugs, United Nations peacekeeping, Zaire, strategic arms 
control policy, China, and global environmental affairs. 
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Samuel R. "Sandy" Berger, a longtime foreign policy adviser to Clinton 
who had been Lake's deputy since 1993, became National Security Adviser 
in March 1997, after Clinton nominated Lake to be Director of Central 
Intelligence.  (Lake subsequently withdrew from the nomination.)  Berger 
initiated  a  review  of  principles  that  would  guide  the  foreign  policy  of 
Clinton's  second  term.  These  included  the  integration  of  Eastern  and 
Western Europe without provoking tensions with Russia; promoting more 
open  trade;  improving  defenses  against  such  transnational  threats  as 
terrorism and narcotics; and promoting a strong and stable Asian-Pacific 
community  by  seeking  trade  cooperation  with  China  and  avoiding 
confrontation on human rights issues. In the spring and summer of 1997, 
the  National  Security  Council became  occupied  with  such issues  as  the 
ratification  of  the  Chemical  Weapons  Treaty,  NATO  enlargement,  the 
Middle East peace process, the U.S-Russian Summit at Helsinki, and the 
Denver Economic Summit.

                      

    http://www.whitehouse.gov/nsc/
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         A Lasting Framework For U.S.  Intelligence Activities

President Bush Updates Executive Order To Create A More Unified,  Integrated, And 
Collaborative Intelligence Community

President  Bush  issued  an  Executive  Order  to  advance  and 
institutionalize the reforms enacted into law by the Intelligence Reform and 
Terrorism Prevention Act of 2004 and to provide a durable framework for 
the conduct of the Nation's intelligence activities.  The Executive Order – 
which  updates  Executive  Order  12333 originally  issued  by  President 
Reagan in 1981 – responds to the 2004 Intelligence Reform and Terrorism 
Prevention  Act  (IRTPA).  The  updated  Executive  Order  directs  the 
Intelligence  Community to  produce  timely,  accurate,  and  insightful 
intelligence  with special  emphasis  on the  threats  posed by international 
terrorism and  the  spread  of  weapons  of  mass  destruction.  The  revised 
Executive Order will accelerate efforts to build a more effective Intelligence 
Community capable  of  providing  the  President  and  his  advisors  with 
information necessary to defend our national and homeland security. 

• The Executive  Order reaffirms that  the Intelligence  Community 
will  use  "all  reasonable  and  lawful  means"  to  ensure  that  the 
United  States  receives  "the  best  intelligence  possible."  The 
Executive  Order  similarly  reinforces  the  directive  that  United 
States intelligence activities are to be conducted in a manner that 
protects the constitutional rights of Americans. 

• The Executive Order retains key features of the original Executive 
Order 12333, which has served the Nation well for over 25 years, 
and  updates  the  original  Order to  account  for  today’s  national 
security challenges and to reflect the IRTPA structures, including 
the post of the Director of National Intelligence (DNI). 

• The  Executive  Order  will  provide  a  lasting  framework  for  the 
conduct of the Nation's intelligence activities by: 
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o Describing  the  roles  and  responsibilities  of  the  DNI,  the 
Intelligence  Community,  and  the  agencies  composing  the 
Intelligence Community; 

o Stressing the need for collaboration in the collection, analysis, 
and production of intelligence; 

o Emphasizing  the  importance  of  preparing  and  providing 
intelligence  in  manner  that  results  in  robust  information 
sharing; and 

o Underscoring  and  renewing  the  commitment  to  conduct 
intelligence activities in manner that fully protects the civil 
liberties and privacy rights of Americans. 

A Revision Of Executive  Order  12333 Was Necessary  To Reflect  The  
Current Structures And Priorities Of The Intelligence Community 

With the benefit of more than three years of experience with the IRTPA 
structures, the President concluded this was an opportune time to update 
and revise Executive Order 12333. The President also took full advantage 
of, and benefited from, the insights and knowledge of respected intelligence 
professionals  with  decades  of  Intelligence  Community leadership 
experience, including Director of National Intelligence Michael McConnell, 
Defense  Secretary  Robert  Gates,  CIA  Director  Michael  Hayden,  and 
Undersecretary of Defense James Clapper. 

The Executive Order clarifies the responsibilities and strengthens the 
authorities of the DNI in important ways.  The DNI will set goals for the 
conduct  of  the  Nation's  intelligence  activities  by,  among  other  things, 
issuing guidelines  governing collection,  analysis,  and intelligence  sharing 
and formulating policies to guide our intelligence relationships with foreign 
countries. The DNI also will participate more fully in decisions regarding 
the selection and, if necessary, the removal of senior intelligence officials. In 
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addition, the DNI will have flexibility to create national intelligence centers 
and designate Intelligence Community mission and functional managers.

The Executive Order maintains and strengthens existing protections for 
Americans' civil liberties and privacy rights.  The Executive Order retains 
and reinforces the provisions in place in the original Executive Order 12333 
to  ensure that  all  intelligence  activities  are  conducted in a manner that 
protects the civil liberties and privacy rights of Americans. All collection, 
retention,  and  dissemination  of  information  regarding  United  States 
persons must be conducted in accordance with procedures approved by the 
Attorney General.

The Executive Order also retains the existing ban on assassination and 
the  limitations  on  human  experimentation.  Intelligence  officials  will 
continue to be obligated to report possible violations of federal law to the 
Attorney General, as well as to the DNI and the President's Intelligence 
Oversight Board.

The Executive Order preserves and reinforces existing responsibilities 
of members of the Intelligence Community.

• The  Executive  Order  assigns  to  CIA  the  role  of  coordinating 
intelligence collection from human sources overseas and managing 
foreign  intelligence  relationships. It  also  designates  the  CIA 
Director  as  the Functional  Manager for  human intelligence  and 
affirms the CIA's existing responsibility to conduct covert action 
activities approved by the President. 

• The Executive Order recognizes the important role played by the 
FBI in the  collection,  dissemination,  and analysis  of  intelligence 
information. It  also  affirms  the  FBI's  responsibility  for  the 
coordination of intelligence collection from human sources within 
the United States. 
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• The  Executive  Order  fully  respects  and  preserves  the  military 
chain of command and will ensure intelligence support is provided 
to our armed forces. 

• The  Executive  Order  underscores  that  the  Attorney  General 
continues  to  be  the  Nation's  top  law  enforcement  officer.  The 
revised  Order  does  not  insert  the  DNI  into  law  enforcement 
activities. 
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FEDERAL BUREAU OF INVESTIGATIONS

National Security Branch

http://www.fbi.gov/

Since  9/11,  the  men  and  women  of  the  FBI  have  implemented  a 
comprehensive plan that transforms the organization to enhance our ability 
to  predict  and  prevent  terrorism.  We  have  overhauled  our 
counterterrorism  operations,  expanded  our  intelligence  capabilities, 
modernized  our  business  practices  and  technology,  and  improved 
coordination with our federal, state, local, and tribal partners.

The  National  Security  Branch (NSB)  was  established  on  9/12/05,  in 
response  to  a  presidential  directive  to  establish  a  “National  Security 
Service”  that  combines  the  missions,  capabilities,  and  resources  of  the 
counterterrorism, counterintelligence, and intelligence elements of the FBI 
under the leadership of a senior FBI official. In July 2006, the Weapons of 
Mass  Destruction  Directorate  was  created  within  the  NSB  to  integrate 
WMD components previously spread throughout the FBI. The NSB also 
includes  the  Terrorist  Screening  Center,  which  plays  a  crucial  role  in 
providing actionable intelligence to state and local law enforcement. 

Mission & Vision
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To optimally position the FBI to protect the U.S. against weapons of 
mass  destruction,  terrorist  attacks,  foreign  intelligence  operations,  and 
espionage by: 

•  Integrating investigative  and intelligence  activities  against  current  and 
emerging national security threats; 

• Providing useful and timely information and analysis to the intelligence 
and law enforcement   communities; and 

• Effectively developing enabling capabilities, processes, and infrastructure, 
consistent  with  applicable  laws,  Attorney  General and  Director  of 
National Intelligence guidance, and civil liberties. 

NSB Vision Statement

To the extent authorized under the law, build a national awareness that 
permits recognition of a national security threat, sufficiently early to permit 
its disruption. This will be a discerning process that promotes the collection 
of relevant information and minimizes the accumulation of 

INFORMATION SHARING 

The  FBI  has  a  dual  role  as  both  an  intelligence  agency  and  a  law 
enforcement agency. Since the terrorist attacks of 9/11, the FBI has made 
great  strides  in  strengthening  our  intelligence  capabilities  and 
disseminating intelligence throughout the FBI, to other members of the IC, 
and to our partners in federal, state, local, and tribal law enforcement. We 
are doing so while protecting sensitive intelligence and investigative sources 
and  methods,  maintaining  the  integrity  of  criminal  prosecutions,  and 
safeguarding the constitutional and civil rights of the American people.

Changes since 9/11 
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Prior to 9/11, legal and procedural restrictions, often referred to as the 
"wall", were created to separate intelligence and criminal investigations. 
Although intelligence information, including that gathered by DOD, could 
be passed over the wall and shared with FBI criminal investigators,  this 
process  was  subject  to  cumbersome  procedures  that  limited  and 
discouraged information-sharing. 

Three  significant  legal  developments  after  9/11  affected  the  FBI's 
approach to international  terrorism investigations  and lowered the  wall 
between criminal and intelligence investigations: 

1. The Oct. 26, 2001, enactment of the Uniting and Strengthening America 
by Providing Appropriate  Tools  Required to Intercept  and Obstruct 
Terrorism Act of 2001. 

2. DOJ's March 6, 2002, issuance of Intelligence Sharing Procedures for 
Foreign  Intelligence  and  Foreign  Counterintelligence Investigations 
Conducted by the FBI.

3. The Foreign Intelligence Surveillance Court of Review's Nov. 18, 2002, 
issuance of an opinion regarding the wall between intelligence and law 
enforcement.

These  developments  removed  real  and  perceived  barriers  to 
coordination among the FBI and the IC, including DOD. This facilitated a 
fundamental change in the way international terrorism investigations are 
pursued by the FBI.

Among the  changes  are  that  the  FBI now places  great  emphasis  on 
producing  Intelligence  Information  Reports  (IIRs),  Intelligence 
Assessments  (IAs)  and  Intelligence  Bulletins  (IBs)  on  national  security 
threats to our country. The reports we now produce are disseminated to 
our partners in the intelligence and law enforcement communities and have 
enhanced our contributions to the rest of the IC.
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Policy

Our policy now is to share by rule and withhold by exception. As part of 
our efforts to ensure that this  policy is implemented, we have created a 
senior-level  "Information  Sharing  Policy  Group"  (ISPG).  The  FBI's 
Executive  Assistant  Director  (EAD)  for  Administration  and  the  former 
EAD for Intelligence co-chaired the ISPG. As the EAD for the NSB, I will 
now take a leadership role in this group, which brings together the FBI 
entities that generate and disseminate intelligence. Since its establishment 
in February 2004, this body has provided authoritative FBI policy guidance 
for internal and external information-sharing initiatives.

We have just completed the first  installment of our new Intelligence 
Policy  Manual.  The manual  implements  the  policies  on intelligence  and 
information  sharing  set  forth  by  the  President,  by  Congress  in  the 
Intelligence Reform and Terrorism Prevention Act, and by the DNI. One of 
the key areas of focus for the manual is how to strike the proper balance 
between  the  need  to  share  information  versus  the  need  to  protect 
intelligence sources and methods. 

Part of this guidance includes a new, comprehensive policy on "write-
for-release," which will improve the ease of sharing intelligence with our 
partners  in  law  enforcement  and  intelligence.  "Write-for-release" 
techniques include portion marking, the use of "tearlines," and sanitizing 
sensitive text.

The  FBI  shares  information  and  ensures  collaboration  through  our 
National  Information  Sharing  Strategy  (NISS),  which  is  part  of  the 
Department  of  Justice (DOJ)  Law  Enforcement  Information  Sharing 
Program (LEISP) that aims to ensure that those charged with protecting 
the public have the information they need to take action. NISS has three 
components: the National  Data Exchange (N-DEx),  which will  provide a 
nationwide capability  to exchange data derived from incident and event 
reports with other agencies; the Regional Data Exchange (R-DEx), which 
will enable the FBI to join participating federal, state, tribal, and local law 
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enforcement  agencies  in  regional,  full-text  information-sharing  systems 
under  standard  technical  procedures  and  policy  agreements;  and  Law 
Enforcement Online (LEO), which provides a web-based platform for the 
law enforcement community to exchange information.

Interagency Efforts

The FBI also participates in a variety of interagency centers, working 
groups,  and  committees  that  were  established  to  improve  information 
sharing.  For  example,  the  FBI  participates  in  and  chairs  the  Justice 
Intelligence  Coordinating Council  (JICC),  which was  established by the 
Attorney General (AG) in 2004 to increase coordination among the DOJ's 
intelligence activities, communicate with the IC, and coordinate with law 
enforcement. The JICC will soon submit a report to the Attorney General 
on its progress toward implementing the following goals: document DOJ 
intelligence  capabilities  and  resources  to  drive  an  analysis  of  capability 
strengths, weaknesses and gaps; engage in a threat-based planning process 
to  identify common threats  and prioritized intelligence  needs for  FY07; 
recommend the inclusion of Law Enforcement intelligence priorities in the 
National Intelligence Priorities Framework (NIPF); create new avenues for 
electronic  data  sharing  with  Law Enforcement  and  Homeland  Security
agencies;  and  introduce  security,  coordination,  and  user  flexibility 
measures to enhance the LEISP.

The FBI also participates in the GLOBAL Intelligence Working Group 
and  the  GLOBAL  Criminal  Intelligence  Coordinating  Council  (CICC), 
which were established in 2004 to set national-level policies to improve the 
flow of intelligence information among U.S. law enforcement agencies. The 
CICC  has  developed  standards  for  the  law  enforcement  intelligence 
component  of  Fusion Centers and Regional  Intelligence  Centers (RICs), 
which  are  collaborative  efforts  sponsored  by  state,  local,  or  federal 
agencies. The FBI currently sponsors nine RICs, has contributed personnel 
to  25,  and  is  co-located  with  18  of  them.  The  FBI  is  committed  to 
developing relationships with all active RICs. 
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At FBI Headquarters,  the FBI created the National  Joint  Terrorism 
Task  Force  (NJTTF),  to  enhance  communications,  coordination,  and 
cooperation  between  federal,  state,  and  local  government  agencies 
representing the intelligence, law enforcement, defense, diplomatic, public 
safety  and  homeland  security  communities.  Through  the  NJTTF,  we 
provide a point of fusion for terrorism intelligence and support the JTTFs 
throughout the United States. Nine different DOD agencies are represented 
on the NJTTF by 10 full-time and seven part-time representatives.  The 
NJTTF  holds  a  daily  counterterrorism  intelligence  briefing  for  all 
members. All JTTF and NJTTF members have access to FBI information 
systems  (Automated  Case  File  and  Guardian),  and  a  memorandum  of 
understanding guides the use of material outside the JTTF and the NJTTF.

In  addition,  the  FBI  participates  in  the  National  Counterterrorism 
Center (NCTC) and the National Virtual Translation Center (NVTC), and 
intends  to  participate  in  the  National  Counter  Proliferation  Center 
(NCPC). NCPC was established to coordinate and oversee the Intelligence 
Community's efforts against proliferation of weapons of mass destruction. 
NCTC serves as the primary organization in the United States Government 
for  integrating  and  analyzing  all  intelligence  pertaining  to  terrorism 
possessed or acquired by the United States Government. The FBI currently 
has 67 personnel at NCTC. NVTC serves as a clearinghouse to facilitate 
timely and accurate translation of foreign intelligence for all elements of the 
IC. The FBI is the executive agent for this interagency center.

The FBI is proud of its efforts and partnership with DOD. In an effort 
to  support  the  Global  War  on  Terrorism and  information  sharing 
initiatives, the FBI's Criminal Justice Information Services Division (CJIS), 
in  conjunction  with  DOD's  Biometric  Fusion  Center  (BFC),  has  been 
working to share data collected by military troops deployed internationally. 

The FBI currently  has  Special  Agents  assigned as  liaison officers  to 
several  DOD  Combatant  Commands,  including  Central  Command 
(CENTCOM),  European  Command  (EUCOM),  Northern  Command 
(NORTHCOM),  Special  Operations  Command  (SOCOM),  and  Joint 
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Special  Operations  Command  (JSOC).  JSOC  currently  has  a  detailee 
assigned to the FBI's Counterterrorism Division (CTD) and NORTHCOM 
and  SOCOM  have  detailees  to  the  National  JTTF.  The  FBI  and  the 
National  Security  Agency also  have  detailees  assigned  to  each  other's 
headquarters.

DOD  and  the  FBI  are  also  collaborating  on  the  Foreign  Terrorist 
Tracking  Task  Force  (FTTTF),  which  uses  analytical  techniques  and 
technologies  to enable  and enhance terrorist  identification  and tracking. 
The Deputy Director of FTTTF is a DOD Counterintelligence Field Activity 
(CIFA) employee and CIFA provides three contract analysts assigned to 
the FTTF. The director of FTTTF meets with the director of CIFA on a bi-
weekly  basis.  The  two  agencies  share  data  and  collaborate  on  the 
development of analytical tools.

In addition, the two agencies share information as participants in the 
Terrorist Explosive Device Analytical Center (TEDAC), which coordinates 
and  manages  a  unified  national  effort  to  gather  and  technically  and 
forensically  exploit  terrorist  improvised  explosive  devices  (IEDs) 
worldwide. The FBI supports DOD's Combined Explosive Exploitation Cell 
(CEXC) mission with Special  Agent Bomb Technician (SABT) rotations 
through both Iraq and Afghanistan.

Additional  FBI  personnel  are  embedded  with  DOD  in  military 
operations in Iraq, Afghanistan, and Guantanamo Bay, Cuba (GTMO). 

In support of those operations and others, the FBI has developed the 
Intelligence  and  Terrorist  Photograph  Identification  Database 
(INTREPID), a web-based repository of images and videos of individuals 
affiliated with terrorist organizations. More than 12,000 photos collected by 
the FBI and DOD in GTMO, Iraq and Afghanistan are being included in 
the database, which allows investigators to link vital information captured 
worldwide, as well as create photo lineups, produce individual information 
photo cards, and store video clips for online retrieval. All photos of FBI's 
terrorism  subjects  are  accessible  to  DOD  through  NCTC's  Terrorist 
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Identities Datamart Environment (TIDE). The entire INTREPID database 
is  also  accessible  to  JTTF  members  through  the  FBI's  Sensitive 
Compartmented Information Operational Network (SCION). 

Dissemination

The FBI has a responsibility to the nation, the IC, and federal, state, 
and local, and tribal law enforcement to disseminate relevant information. 
Doing so is an inherent part of our mission. Sharing FBI information will 
be the rule, unless sharing is legally or procedurally unacceptable. 

The FBI primarily uses six information-sharing tools to disseminate its 
intelligence  products:  the  FBI  Intranet,  INTELINK-TS,  INTELINK-S, 
Law Enforcement Online (LEO), Homeland Security Information Network 
(HSIN), and Secure Automated Message Network (SAMNET).

Products  up  to  and  including  the  Secret  level  are  disseminated 
throughout the FBI via the FBI Intranet.

The FBI uses the Intelligence Community's INTELINK-TS to facilitate 
sharing  intelligence  products  up  to  the  Top  Secret  /Sensitive 
Compartmented Information (SCI) level. INTELINK-TS is carried on the 
Defense  Department's  Joint  Worldwide  Intelligence  Communications 
System (JWICS) and is known in the FBI as the SCI Operational Network 
(SCION). The SCION project was initiated in September 2001 and has met 
all schedule, budget, and performance requirements.

Information sharing with other government agencies at the SECRET 
level requires access to the DOD Secret Internet Protocol Router Network 
(SIPRNET).  SIPRNET  provides  the  communications  backbone  for 
INTELINK-S,  the  Secret  intelligence  Intranet.  INTELINK-S  contains 
classified  information  from more  than  200  Web servers  supporting  the 
intelligence,  homeland  security,  military,  counterintelligence,  and  law 
enforcement communities.
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The FBI's LEO network is a core capability for information sharing. 
LEO  provides  Web-based  communications  to  the  law  enforcement 
community to exchange information, conduct online education programs, 
and  participate  in  professional  special  interest  and  topically  focused 
dialogue. The FBI intelligence products are disseminated weekly via LEO 
to  its  more  than  40,000  users,  providing  information  about  terrorism, 
criminal,  and  cyber  threats  to  patrol  officers  and  other  local  law 
enforcement  personnel  who  have  direct  daily  contacts  with  the  general 
public.

The FBI shares intelligence products posted on LEO with HSIN users 
as well. HSIN provides states and major urban areas real-time interactive 
connectivity  with  the  Homeland  Security Operations  Center  through  a 
secure system carrying information on a Sensitive But Unclassified level to 
all users.

The primary  route  for  DOD components  to  receive  FBI  intelligence 
products is through DIA, which is on the primary distribution list for all 
FBI intelligence  products,  and is  responsible  for forwarding them to all 
DOD customers that have a counterterrorism reporting requirement. The 
FBI also sends appropriate  messages  to specific  DOD elements,  such as 
NORTHCOM, and provides tearlines for sharing with partner nations. A 
secondary route for DOD commands to access FBI intelligence products is 
via the FBI SIPRNET website.

CONCLUSION

The  FBI  has  made  significant  progress  in  its  efforts  to  share 
information  with  partners  in  the  intelligence  and  law  enforcement 
communities.  We  have  established  policies  and  created  the  necessary 
organizational  structures  to  make  it  easier  for  us  to  disseminate  our 
intelligence and provide access to those who need it. We are collaborating 
on  many  fronts  with  DOD  and  other  members  of  the  Intelligence 
Community. As Director Mueller stated in recent testimony, in this era of 
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globalization, working side-by-side is not just the best option, it is the only 
option.

By building our intelligence capabilities, improving our technology, and 
working together, we can and we will develop the capabilities we need to 
succeed against the threats of the future.

                                      …………………

       PRESIDENT BUSH’S Memorandum (2005)

Strengthening the Ability of the Department of Justice

to Meet Challenges to the Security of the Nation.

The  United  States  Department  of  Justice has  a  vital  role  in  the 
protection of the American people from threats to their security, including 
threats of terrorist attack. The Department of Justice and its subordinate 
elements, including the Federal Bureau of Investigation (FBI), have made 
substantial  progress  toward  strengthening  their  national  security 
capabilities  and  coordinating  effectively  with  other  elements  of  the 
Government  with  related  responsibilities,  but  further  prompt  action  is 
necessary to meet challenges to the security of the United States. 

The Report of the Commission on the Intelligence Capabilities of the 
United States Regarding Weapons of Mass Destruction (March 31, 2005) 
(chapter 10) recommended: 

To ensure  that  the  FBI's  intelligence  elements  are  responsive  to the 
Director of National Intelligence, and to capitalize on the FBI's progress, 
we recommend the creation of a new National Security Service within the 
FBI under a single Executive Assistant Director. This service would include 
the Bureau's Counterterrorism and Counterintelligence Divisions and the 
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Directorate of Intelligence. The service would be subject to the coordination 
and budget authorities of the DNI as well as the same Attorney General 
authorities that apply to other Bureau divisions. 

The  Department  of  Justice's  primary  national  security  elements  the 
Office  of  Intelligence  Policy  and Review,  and the Counterterrorism and 
Counterespionage  sections  should  be  placed  under  a  new  Assistant 
Attorney General for National Security. 

I approve the above recommendations of the Commission and direct the 
Attorney General to implement  them,  coordinating with the Director  of 
National Intelligence (DNI), the Director of the Office of Management and 
Budget, and as appropriate, the heads of other agencies. In implementing 
such recommendations with respect to the FBI, the Attorney General shall: 

1. Combine  the  missions,  capabilities,  and  resources  of  the 
counterterrorism, counterintelligence,  and intelligence elements of the 
FBI  into  a  new  National  Security  Service  headed  by  an  Executive 
Assistant Director or other senior FBI official of an equivalent or higher 
level of authority, experience, and responsibility; 

2. Obtain the concurrence of the DNI before an individual is appointed as 
the head of the FBI's National Security Service; 

3. Assign to the FBI's National Security Service, subject to the authority of 
the Director of the FBI, principal responsibility within the FBI for the 
collection,  processing,  analysis,  and  dissemination  of  intelligence  to 
further enhance the security of the Nation; 

4. Ensure that the FBI National Security Service's intelligence activities, 
both at headquarters and in the field, are funded through the National 
Intelligence  Program  (except  to  the  extent  otherwise  agreed  by  the 
Attorney General and the DNI, or directed by the President) consistent 
with the DNI's statutory authorities; 
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5. Develop procedures to ensure the DNI, through the head of the FBI's 
National Security Service, can effectively communicate with the FBI's 
field offices, resident agencies, and any other personnel in the National 
Security  Service,  to  ensure  that  the  activities  of  the  service  are 
appropriately  coordinated,  consistent  with  the  authorities  of  the 
Attorney General and the DNI granted by law or by the President; and 

The Attorney General, after coordination with the DNI, shall submit a 
report  to  me,  through  the  Director  of  the  Office  of  Management  and 
Budget, the Assistant to the President for National Security Affairs, and the 
Assistant to the President for Homeland Security and Counterterrorism, 
within 60 days of the date of this memorandum setting forth steps taken to 
implement this memorandum and further steps planned to implement it, 
including a schedule with milestones for completion of implementation. 

U.S Department of State

         Office of the Coordinator for Counterterrorism

           http://www.state.gov/s/ct/

Mission Statement
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The  mission  of  the  Office  of  the  Coordinator  for  Counterterrorism 
(S/CT) is to develop and lead a worldwide effort to combat terrorism using 
all the instruments of statecraft: diplomacy, economic power, intelligence, 
law enforcement, and military. S/CT provides foreign policy oversight and 
guidance to all U.S. Government international counterterrorism activities.

Guiding Principles

To achieve  our  mission,  we  work  closely  with  our  counterterrorism 
team within  the  U.S.  Government.  Our  work  reflects  the  goals  of  the 
National Strategy for Combating Terrorism: 

• Defeat terrorists and their organizations; 

• Deny sponsorship, support, and sanctuary to terrorists; 

• Diminish the underlying conditions that terrorists seek to exploit; 

• Defend U.S. citizens and interests at home and abroad.

The Office of the Coordinator for Counterterrorism (S/CT) leads the 
U.S. Government Counterterrorism Team and coordinates resources in a 
worldwide  effort  to  defeat  international  terrorism.  In  this  pursuit,  we 
coordinate and employ all aspects of national power: diplomacy, economic 
power, intelligence, law enforcement, and military might.

Our work includes:

• Building the political will and counterterrorism (CT) capacity of foreign 
governments; 
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• Developing  public  diplomacy  strategies  that  delegitimize  terrorism, 
encourage  moderates  to  oppose  extremism,  and  explain  U.S. 
Government CT policy; 

• Designating  Foreign  Terrorist  Organizations (FTOs)  to  freeze  their 
assets and isolate them internationally; 

• Providing  deterrence  and  rapid  response  to  international  terrorist 
incidents; 

• Delivering  creative  and  flexible  anti-terrorism and  counterterrorism 
finance training; 

• Enhancing border security and global terrorist watch listing; 

• Providing expert  counterterrorism assistance in support of embassies 
and partner nations; 

• Integrating homeland security initiatives with foreign policy; 

• Leading technology development to effectively combat terrorism; 

• Developing  the  intellectual  capital  necessary  for  a  decades-long 
struggle.

International Partners

The  fight  against  international  terrorism  is  a  world-wide  effort 
requiring international 
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cooperation.  The  Office  of  the  Coordinator  for  Counterterrorism 
(S/CT), in its counterterrorism leadership role, works in conjunction with 
identified  sub-regional,  regional,  and international     organizations  ,  and 
partner nations to defeat the terrorist enemy.

The efforts  of  these international  partners  are  essential  in  achieving 
U.S. Government counterterrorism goals. The United States finds strength 
in  numbers  and  cannot  accomplish  these  goals  alone.  Further,  our 
international  partners  can  provide  broader  legitimacy  to  U.S. 
counterterrorism efforts, particularly in certain parts of the globe.

Our operations in the fight against international terrorism need to be 
partner-led  wherever  possible.  Initiatives  need to  be  developed in  close 
conjunction with local partners, to meet their needs and address the real 
conditions on the ground. Ultimately our role is to enable,  support,  and 
facilitate.

The Terrorist Enemy -- Defining the Enemy 

Terrorist networks currently pose the greatest national security threat 
to the United States. The greatest threat and the  most wanted terrorists 
come  from the  al-Qaida (AQ) network,  which  includes  a core  al-Qaida 
organization and numerous confederated extremist groups. 

The al-Qaida network has many of the characteristics of a "globalized 
insurgency"  and  employs  subversion,  sabotage,  open  warfare  and,  of 
course, terrorism. It seeks weapons of mass destruction or other means to 
inflict massive damage on the United States, our allies and interests, and 
the broader international system. AQ aims to overthrow the existing world 
order and replace it with a reactionary, authoritarian, transnational entity. 
This threat will be sustained over a protracted period (decades not years) 
and  will  require  a  global  response  executed  regionally,  nationally,  and 
locally.
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Defeating the Terrorist Enemy 

Links  between  global,  regional  &  local  actors  allow  extremists  to 
aggregate local complaints into ideological grievance and local actions into 
strategic impact. Breaking links hastens the isolation and fragmentation of 
extremist  groups,  and  contributes  to  reducing  the  threat  over  time  - 
ultimately  marginalizing  terrorists  who can then be  dealt  with  by local 
governments.

Defeating  the  Terrorist  Enemy:  Attack  All  Levels  of  the  Threat 
Complex Simultaneously 

The "enemy" comprises a three-fold threat complex: 

• Leaders  - Global Actors, including al-Qaida and associated networks, 
which  provide  leadership,  resources,  inspiration  and  guidance  to 
extremists. 

• Safe Havens  - Space that provide a secure base for extremist action, 
including:

o Physical  space -  failed/failing  states,  under-governed  areas  and 
sponsors who provide safe areas where terrorists train and organize. 
Many  safe  havens  sit  astride  international  borders,  demanding  a 
regional, rather than solely national response. 

o Cyber  space-  electro-magnetic  and  internet-based  means  for 
communication,  planning,  resource  transfer  and  intelligence 
collection. These means allow terrorists to organize, communicate, 
spread propaganda and transfer money. 
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o Ideological  space  -  belief  systems,  ideas  and  cultural  norms  that 
enhance  the  enemy's  freedom  of  action.  These  include  ethnic 
identities, religious attitudes and political cultures.

• Underlying conditions - Local groups, grievances, communal conflicts 
and  societal  structures  that  provide  fertile  soil  in  which  extremism 
flourishes,  and provide  the  "fuel" that  the  enemy exploits.  Many of 
these grievances and conflicts are pre-existing and resolving them is a 
related but separate issue to combating terrorism, per se.

Conditions that Terrorists Exploit 

"The key factors that spawned international terrorism show no signs of 
abating over the next 15 years. ...  Lagging economies, ethnic affiliations, 
intense  religious  convictions,  and  youth  bulges  will  align  to  create  a 
"perfect storm," creating conditions likely to spawn internal conflict. The 
governing capacity of states, however, will determine whether and to what 
extent  conflicts  actually  occur.  Those  states  unable  both  to  satisfy  the 
expectations of their peoples and to resolve or quell conflicting demands 
among them are likely to encounter the most  severe and most  frequent 
outbreaks of violence." [National Intelligence Council, Mapping the Global  
Future, December 2004.] 

Regional Dimension of the Problem 

There are at least six regional safe havens world-wide, spanning more 
than 27 countries on four continents. Because terrorist safe havens tend to 
cross  national  boundaries,  addressing them effectively demands a multi-
national  effort  by  partner nations and a regional  approach  by the  U.S. 
Government Counterterrorism Team. Regional terrorist groups operate in 
theaters spanning several countries, exploiting local grievances to further 
global ends. Except for the Department of Defense, the U.S. Government 
has,  in the past,  organized its counterterrorism efforts through bilateral 
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country  teams.  Such  an  orientation  has  had  the  potential  to  create 
stovepipes, lack of focus, and loopholes that terrorists could exploit. 

To maximize the impact of U.S. Government counterterrorism efforts, 
the Office of the Coordinator for Counterterrorism (S/CT) has initiated the 
Regional  Security  Initiative,  a  series  of  regionally-based,  interagency, 
strategy planning activities, hosted by U.S. Embassies.

Summary 

• The enemy is a federated terrorist threat complex with the character of 
a global insurgency. 

• Our  strategy  acts  to  create  conditions  for  enemy  collapse,  by 
disaggregating  the  extremist  networks  through  attacking  enemy 
leadership, safe havens and the conditions that terrorists exploit with all 
elements of U.S. national power. 

• We  must  build  trusted  networks  that  displace  terrorist  networks; 
undermine, marginalize and isolate the enemy; and empower legitimate 
alternatives to extremism. 

• The Regional Strategic Initiative is a regional, field-driven, interagency 
approach  designed to  successfully  bring  all  the  elements  of  national 
power to bear on the terrorist enemy.

     ………………….

Country Reports on Terrorism 2007

U.S. law requires the Secretary of State to provide Congress, by April 
30 of each year, a full  and complete report on terrorism with regard to 
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those countries and groups meeting criteria set forth in the legislation. This 
annual report is entitled Country Reports on Terrorism. Beginning with the 
report  for 2004,  it  replaced the previously  published  Patterns  of  Global  
Terrorism.

                       Country Reports on Terrorism 2007

     The 2007 Report begins with a strategic overview to illustrate trends. 
We note some positives. First, working with allies and partners across the 
world, we created a less permissive operating environment for terrorists, 
kept leaders on the move or in hiding, and degraded their ability to plan 
and  mount  attacks.  Dozens  of  countries  have  passed  new legislation  or 
strengthened preexisting laws that provide law enforcement and judicial 
authorities with new tools to bring terrorists to justice.

We saw several 2007 plots disrupted in Europe that could have resulted 
in serious loss of life. In June, terrorists attempted attacks in London, and a 
day later, terrorists drove a burning car into the Glasgow Airport. A total 
of 70 individuals, including two suspected perpetrators in Glasgow, were 
arrested in connection with these attacks. In Germany, a major terrorist 
plot was disrupted in September with the arrest of two ethnic Germans and 
a Turkish citizen resident. The plotters, who German officials  said were 
connected  to  the  Islamic  Jihad  Group,  had  acquired  large  amounts  of 
hydrogen peroxide for possible use in multiple car attacks.

Also  in  September,  Danish  police  arrested  eight  alleged  militant 
Islamists in Copenhagen with al-Qaida links on suspicion of their preparing 
explosives for use in a terrorist attack. In Southeast Asia, there have been 
no new major Jemaah Islamiya attacks in the region in over a year. In 
January 2007, we confirmed that the Abu Sayyaf Group's nominal leader, 
Khadaffy Janjalani, was killed by the Armed Forces of the Philippines, as 
was the Abu Sayyaf Group's spokesperson Abu Solaiman.
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State  sponsors  of  terrorism.  The  report  features  a  chapter  on  state 
sponsors of terrorism, which include Iran, Syria, Sudan, Cuba, and North 
Korea. What causes the greatest concern about our state sponsorship is a 
state  sponsor  that  directs  WMD resources  to  the  terrorists  or  one that 
which  enables  resources  to  be  clandestinely  diverted.  This  may  pose  a 
potentially grave WMD terrorist threat.

It  will  come  as  no  surprise  to  hear  that  Iran  remained  the  most 
significant  state  sponsor  of  terrorism.  Iran  provides  aid  to  Palestinian 
terrorist  groups,  Lebanese  Hezbollah,  Iraq-based militants,  and Taliban 
fighters in Afghanistan. Despite its pledge to support the stabilization of 
Iraq,  Iranian  authorities  continue  to  provide  lethal  support,  including 
weapons,  training,  funding and guidance,  to some Iraqi  militant  groups 
that target coalition and Iraqi security forces and Iraqi civilians.  In this 
way,  Iranian  Government  forces  have  been  responsible  for  attacks  on 
coalition forces.

Since 2006, Iran has arranged a number of shipments of small arms and 
associated  ammunition,  rocket-propelled  grenades,  mortar  rounds,  107-
millimeter rockets, and plastic explosives, possibly including man-portable 
air defense systems, MANPADs, to the Taliban.

Syria,  another  state  sponsor  of  terrorism,  both  directly  and  in 
coordination with Iran and Hezbollah, continued to undermine the elected 
Government of Lebanon and remained a serious security threat. Foreign 
terrorists  continue  to  transit  Syria  en  route  to  and  from Iraq.  Despite 
acknowledged reductions in foreign fighter flow, the scope of the problem 
remained  large.  According  to  the  December  Measuring  Stability  and 
Security  in  Iraq  Report  to  Congress,  nearly  90  percent  of  all  foreign 
terrorists  known to be  in  Iraq have  used Syria  as  an  entry point.  The 
Syrian Government  could  do more  to stop  known terror  networks and 
foreign fighter facilitations from operating within its borders.

Terrorist safe havens and the concept, regional strategic initiative. The 
Report also includes a discussion of terrorist safe havens. We consider the 
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terrorist  safe  haven  to  be  ungoverned,  under-governed,  or  ill-governed 
areas of a country and non-physical areas where terrorists that constitute a 
threat to the U.S. national security interest are able to organize, plan, raise 
funds, communicate, recruit, train and operate in relative security because 
of  inadequate  governance  capacity,  political  will  or  both.  This  varies 
slightly from the intelligence community use of the term because we include 
the consideration of political will in capacity of host countries.

Remote  areas  of  the  Sahel  and Maghreb regions  in  Africa  serve  as 
terrorist  safe  havens  because  of  little  government  control  in  sparsely 
populated regions.  Portions of the Federally Administered Tribal  Areas, 
FATA,  in the  northwest  province  area of  Pakistan have become  a safe 
haven  for  al-Qaida  terrorists,  Afghan  insurgents,  and  other  extremists. 
Southeast Asia includes a safe haven composed of the Sulawesi Sea and 
Sula  Archipelago,  which  sit  astride  the  maritime  boundary  between 
Indonesia, Malaysia and the Philippines. A number of al-Qaida operatives 
remain  in  East  Africa,  particularly  Somalia,  where  they pose  a  serious 
threat to the United States and allied interests in the region. Although these 
elements  have  been  somewhat  disrupted  as  a  result  of  Ethiopian  and 
Somalian Transitional Federal Government military actions, they continue 
to operate in Somalia and elsewhere in East Africa.

Let me summarize, first of all, that we will not prevail against terrorism 
without  embracing  a  holistic  approach  such  as  that  employed  by  the 
Regional  Strategic  Initiative.  Over  time,  our  global  and  regional 
cooperative  efforts  will  reduce  terrorists’  capacity  to  harm us  and  our 
partners,  while  local  security  and  development  assistance  will  build  up 
partners’ capacity. If we are to be successful, we must work together with 
our growing networks of partners towards our common goal in a strategic 
and coordinated manner to overwhelmingly defeat this terrorist compelling 
challenge. …

The upshot has been that we’ve moved from counting several hundred 
incidents each year to well in excess of 10,000. And we have used that for 
the last three years, and that allows for year-to-year comparability.
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Here you see that the global aggregates for 2005, ‘6 and ‘7. If you look 
from 2006  to  2007,  we  are  essentially  flat  in  terms  of  the  number  of 
incidents; fatalities are up; total victims -- fatalities, injuries and hostages -- 
are actually down. Really, the important point of the two bullets are down 
at the bottom. There is no question that tracking trends, cataloging this 
data,  can  be  invaluable  for  a  whole  host  of  issues  associated  with  the 
analysis  of  terrorism,  but  that  second point  is  critical.  In  an  aggregate 
count, we’re talking about different groups with different agendas, and as a 
result,  our view, I think academics’ view, is that the aggregate totals are 
simply not a particularly useful metric for measuring success in the war on 
terror. You really have to disaggregate, so that’s what we’ll do now is we’ll 
peel it back a little bit.

Here you see a region-by-region breakout. I guess three points that you 
should  take  away  from  here.  First,  terrorism  is  a  tactic.  It’s  used  by 
different  groups  all  over  the  world.  Second  point,  the  vast  majority  of 
attacks in 2007, as has been the case in previous years, are found in the 
Near East and South Asia. Essentially, 80 percent of the global attacks were 
in Near East and South Asia last year.

At  a  global  level,  as  I  mentioned,  the  incidents  are  essentially 
unchanged. You do see a growth, lower left-hand corner, in Africa. That 
was almost entirely in Somalia. And you do see a growth in East Asia. That 
was almost entirely as a result of the insurgency in Thailand. You do see 
slight declines in all the other regions of the world.

Disaggregated a little bit further, and look -- focus specifically on Iraq. 
As in previous years, roughly half of the global attacks, roughly 60 percent 
of the total fatalities, occurred in Iraq. The upper left-hand chart gives you 
total attacks and total fatalities over the last three years. You may recall 
from last year that there was a substantial jump from ’05 to ’06; ’06 to ’07 
relatively constant; but here again, aggregate numbers don’t really tell the 
story. You have to look at that graph in the lower right-hand side, and what 
you see is -- you saw a precipitous decline in attacks and fatalities over the 
course of the year, so sort of a quarter-by-quarter analysis.
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And here’s the rest of the world with Iraq numbers backed out of the 
equation,  and what you see is kind of mixed picture. On the good news 
front, as Ambassador Dailey indicated, there’s been a substantial decline in 
FARC attacks in Colombia, roughly 50 percent over the course of the year. 
In the Middle East, we saw very few attacks in Saudi Arabia, in Jordan, in 
Egypt. I believe we cataloged one event in Saudi Arabia for all of last year. 
And there were also declines in India, Indonesia and the Philippines.

On the less favorable side, we saw approximately a 50 percent increase 
in Thailand and we saw a 100 percent increase in Pakistan. There were also 
more attacks  in both Afghanistan and Somalia.  And as  you can see,  in 
Africa, there was a growth in lethality of attacks. I would highlight Algeria 
in particular, in which after the merger, attacks actually declined; however, 
the number of fatalities increased substantially as a result of the AQIM. On 
net, a growth in attacks and fatalities in the rest of the world.

And the last briefing board, just a word about the attacks and the toll 
associated with them. I mentioned increased lethality. Algeria was one case. 
Pakistan is another. As I said, the number of attacks in Pakistan basically 
doubled,  the  number  of  fatalities  essentially  quadrupled,  primarily  in 
northwestern parts.

Part of that has to do with that upper left-hand graph. Suicide attacks 
around the world were up about 50 percent from ’06 to ’07. And we also 
see, as you can see in the lower right-hand side, a growth in the number of 
attacks in which more than ten or more people were killed. That was also 
up.

A word about the human toll. Beyond the gross numbers, as in previous 
years,  police  officers were hit  particularly hard.  Last year,  almost 9,400 
police officers were injured or killed. We also saw a growth in the number 
of attacks in schools, and many of them against girls’ schools by Islamic 
extremists: 300 attacks, killing or wounding 180 teachers and almost 800 
students. We also have reporting indicating upwards of 2,400 children were 
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killed.  The  number  is  undoubtedly  far  higher,  but  that’s  what  we  can 
document.

You got recent al-Qaida leadership statements that they don’t kill or 
attack civilians. We drew only on al-Qaida-affiliated claimed attacks, and 
we find that those attacks killed or wounded something like 5,400 civilians 
at markets, at funeral processions and so forth. That number also is much 
higher, but these are only attacks that al-Qaida-affiliated groups claimed 
responsibility for.

                                          

       DIRECTORATE OF DEFENSE TRADE CONTROLS

 http://www.pmddtc.state.gov/

Mission 

The U.S. Government views the sale, export, and re-transfer of defense 
articles  and  defense  services  as  an  integral  part  of  safeguarding  U.S. 
national  security  and  furthering  U.S.  foreign  policy  objectives.  The 
Directorate  of  Defense  Trade  Controls (DDTC),  in  accordance  with  22 
U.S.C.  2778-2780  of  the  Arms  Export  Control  Act (AECA)  and  the 
International Traffic in Arms Regulations (ITAR) (22 CFR Parts 120-130), 
is  charged with controlling the export and temporary import of defense 
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articles and defense services covered by the United States Munitions List 
(USML).

Compliance

To  ensure  compliance  with  U.S.  export  law  and  regulations,  the 
Directorate  of  Defense  Trade  Controls strongly  advises  that  registered 
exporters  and  manufacturers  have  in  place  programs  that  assist  in 
monitoring defense trade activities.

These programs should include a manual that articulates the company’s 
policy  on  and  commitment  to  compliance  with  defense  trade  laws  and 
regulations, and that outlines the procedures for dealing with licensing and 
compliance matters. Such a manual should also include the identification 
and  duties  of  empowered  and  responsible  persons,  and  procedures  on 
record keeping and internal auditing.

Commodity Jurisdiction

The purpose of a commodity jurisdiction (CJ) request is to determine 
whether an item or service is covered by the U.S. Munitions List (USML) 
and  therefore  subject  to  export  controls  administered  by  the  U.S. 
Department of State pursuant to the Arms Export  Control  Act and the 
International Traffic in Arms Regulations (ITAR). If after reviewing the 
USML and other relevant parts of the ITAR, in particular ITAR §120.3 
and §120.4, you are unsure of the export jurisdiction of an item or service, 
you should request a CJ determination. The International Traffic in Arms 
Regulations (ITAR)

Department of State responsibility for the control of the permanent and 
temporary export and temporary import of defense articles and services is 
governed primarily  by 22 U.S.C.  2778 of  the Arms Export  Control  Act 
(“AECA”;  see  the  AECA  Web  page)  and  Executive  Order  11958,  as 
amended.  The AECA,  among these  other  requirements  and authorities, 
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provides  for  the  promulgation  of  implementing  regulations,  the 
International Traffic in Arms Regulations (“ITAR,” 22 CFR 120-130). The 
ITAR is available from the Government Printing Office (GPO) either as an 
annual hardcopy publication as part of the Code of Federal Regulations 
(CFR)  or  as  an  e-document.  The  annual  GPO publication  includes  all 
amendments to the ITAR made since the last annual printing.

Official ITAR and Amendments: Please click here to access the official 
ITAR. Please click here to access all the amendments to the ITAR that have 
been published in the  Federal  Register since April  1. With each April  1 
printing, amendments from the previous twelve months are integrated.

The Arms Export Control Act

22 U.S.C. 2778 of the Arms Export Control Act (AECA) provides the 
authority to control the export of defense articles and services, and charges 
the  President  to  exercise  this  authority.  Executive  Order  11958,  as 
amended, delegated this statutory authority to the Secretary of State. (The 
ITAR, elsewhere on this web site, implements this authority.)

The various sections of the United States Code (U.S.C.) that constitute 
the  AECA  can  be  accessed  via  this  web  site:  http://uscode.house.gov/ 
search/criteria.shtml. Once at this web site, enter "22" in the "Title" field 
and a section number from the list below in the "Section" field, and then 
press the "Search" button, to read the desired section.

The DTAG, established as a continuing committee under the authority 
of 22 U.S.C. 2656 and the Federal Advisory Committee Act, provides the 
Bureau  of  Political-Military  Affairs  with  a  formal  channel  for  regular 
consultation and coordination with U.S. private sector defense exporters 
and defense trade specialists  on issues involving U.S.  laws,  policies,  and 
regulations for munitions exports.  The DTAG advises the Bureau on its 
support  for  and  regulation  of  defense  trade  to  help  ensure  that 
impediments to legitimate exports are reduced while the foreign policy and 
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national  security  interests  of  the  U.S.  continue  to  be  protected  and 
advanced in accordance with the Arms Export Control Act, as amended.

DDTC and Commercial Affiliations

To  enhance  operational  efficiency  in  fulfillment  of  its  mission,  the 
Directorate of Defense Trade Controls (DDTC) establishes and maintains 
commercial arrangements with a variety of vendors, contractors and other 
for-profit private sector entities. Undertakings of this nature are conducted 
in  full  compliance  with  applicable  Federal  laws  and  regulations  and 
Departmental policy. 

                                                  http://www.9-11commission.gov/

The National Commission on Terrorist Attacks Upon the United States 
(also  known  as  the  9-11  Commission),  an  independent,  bipartisan 
commission  created  by  congressional  legislation  and  the  signature  of 
President George W. Bush in late 2002, is chartered to prepare a full and 
complete account of the circumstances surrounding the September 11, 2001 
terrorist attacks, including preparedness for and the immediate response to 
the attacks. The Commission is also mandated to provide recommendations 
designed to guard against future attacks. 

On July 22, 2004 the Commission released its public report, which is 
available  for  download  from  this  site.  The  report  is  also  available  in 
bookstores nationwide and from the Government Printing Office. 

On August  21,  2004 the Commission released two staff  monographs, 
available for download along with other staff statements on this site. 
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The ten members of the 9-11 Commission announce the creation of the 
9/11 Public Discourse Project. 

The Commission closed on August 21, 2004. 

                                               

       WELCOME TO NRO

                                                                             http://www.nro.gov/

The  NRO  designs,  builds  and  operates  the  nation's  reconnaissance 
satellites. NRO products, provided to an expanding list of customers like 
the  Central  Intelligence  Agency (CIA)  and  the  Department  of  Defense 
(DoD),  can warn of potential  trouble spots around the world,  help plan 
military operations, and monitor the environment. 

As part of the 16-member  Intelligence Community, the NRO plays a 
primary role in achieving information superiority for the U.S. Government 
and Armed Forces. A DoD agency, the NRO is staffed by DoD and CIA 
personnel. It is funded through the National Reconnaissance Program, part 
of  the  National  Foreign  Intelligence  Program.  Our  Vision:  Freedom's 
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Sentinel in Space: One Team, Revolutionizing Global Reconnaissance. Our 
Mission:  The NRO is  a  joint  organization  engaged in  the  research and 
development, acquisition, launch and operation of overhead reconnaissance 
systems necessary to meet the needs of the Intelligence Community and of 
the Department of Defense. The NRO conducts other activities as directed 
by the Secretary of Defense and/or the Director of National Intelligence.

In  recent  years,  the  NRO  has  implemented  a  series  of  actions 
declassifying some of its operations. The organization was declassified in 
September 1992 followed by the location of its headquarters in Chantilly, 
VA, in 1994. 

  INTELLIGENCE COMMUNITY (IC) 

                                   http://www.intelligence.gov/2what.shtml 

The Director of National Intelligence (DNI) serves as the head of the 
Intelligence Community (IC). The DNI also acts as the principal advisor to 
the President, the National Security Council, and the Homeland Security 
Council  for  intelligence  matters  related  to  the  national  security;  and 
oversees  and  directs  the  implementation  of  the  National  Intelligence 
Program. The President appoints the DNI with the advice and consent of 
the Senate. The Director is assisted by a Senate-confirmed Principal Deputy 
Director of National Intelligence (PDDNI), appointed by the President with 
the advice and consent of the Senate. 
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As directed under the Intelligence Reform and Terrorism Prevention 
Act of 2004 (IRTPA), the  Office of the Director of National  Intelligence 
(ODNI) was established to manage the Intelligence Community. The Office 
of the Director of National Intelligence is a unified enterprise of innovative 
intelligence professionals whose common purpose in defending American 
lives and interests, and advancing American values, draws strength from 
our  democratic  institutions,  diversity,  and  intellectual  and  technological 
prowess. The DNI coordinates Community management through a number 
of special purpose groups, including: 

• The Executive Committee, 

• The Joint Intelligence Community Council, 

• The National Intelligence Council (NIC), 

• The Information Sharing Environment (ISE), 

• The National Counterterrorism Center (NCTC), 

• The National Counterproliferation Center (NCPC), and 

• The National Counterintelligence Executive (NCIX). 

The DNI coordinates intelligence matters related to the Department of 
Defense (DoD) with the Under Secretary of Defense for Intelligence, a key 
leader within the ODNI. This individual serves both in that role, reporting 
to the DNI, and as the Under Secretary of Defense for Intelligence – USD 
(I),  reporting to the Secretary and Deputy Secretary of  Defense.  In the 
position as USD (I), this individual is dual-hatted as the Director of Defense 
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Intelligence  within  the  Office  of  the  Director  of  National  Intelligence. 
Intelligence components within the DoD provide a full range of intelligence 
products and analysis to a broad spectrum of consumers, and these efforts 
are  intertwined  with  the  national  intelligence  activities  overseen by  the 
DNI.  It  is  crucially  important  to  national  security  that  these  efforts  be 
coordinated. A single individual, serving in both capacities, strengthens the 
relationship between the DNI and the DoD, facilitating staff  interaction, 
and promoting synchronization.

                   Definition of the Intelligence Community (IC)

The IC is a federation of executive branch agencies and organizations 
that  work  separately  and  together  to  conduct  intelligence  activities 
necessary for the  conduct  of  foreign relations  and the protection of  the 
national security of the United States. These activities include: 

• Collection of information needed by the President, the National Security 
Council,  the  Secretaries  of  State  and  Defense,  and  other  Executive 
Branch officials for the performance of their duties and responsibilities;

• Production and dissemination of intelligence;

• Collection of information concerning, and the conduct of activities to 
protect  against,  intelligence  activities  directed  against  the  US, 
international terrorist and international narcotics activities, and other 
hostile  activities  directed  against  the  US  by  foreign  powers, 
organizations, persons, and their agents;

• Special activities;
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• Administrative  and  support  activities  within  the  US  and  abroad 
necessary for the performance of authorized activities; and

• Such other intelligence activities as the President may direct from time 
to time. 

Use  the  links  at  the  right  to  read legislation,  reports,  and executive 
orders that have defined the IC since 1947.

           Members of the Intelligence Community (IC)

The Director of National Intelligence (DNI)  in the Office of the Director 
of National Intelligence serves as the head of the Intelligence Community. 
The DNI also acts as the principal advisor to the President, the National 
Security  Council,  and  the  Homeland  Security Council  for  intelligence 
matters  related  to  national  security;  and  oversees  and  directs  the 
implementation  of  the  National  Intelligence  Program.  The  President 
appoints the DNI with the advice and consent of the Senate. The Director is 
assisted by a Principal Deputy Director of National Intelligence, appointed 
by the President with the advice and consent of the Senate. 

The DNI coordinates intelligence matters related to the Department of 
Defense (DoD) with the  Under Secretary of Defense for Intelligence - the 
USD (I) . This individual serves as the Principal Staff Assistant and advisor 
to the Secretary of Defense and the Deputy Secretary of  Defense on all 
intelligence, counterintelligence and security, and other intelligence-related 
matters. The USD(I) provides oversight and policy guidance for all DoD 
intelligence activities. 

Most  intelligence  offices  or  agencies  are  components  of  cabinet 
departments with other roles and missions. The Office of the Director of 

1090 | Page



Sourcebook of Cases, Laws, Treaties & Documents

National  Intelligence  and the  Central  Intelligence  Agency (CIA)  are the 
only members of the IC that are not part of a cabinet department. 

The Central Intelligence Agency (CIA) .s primary mission is to collect, 
analyze, evaluate, and disseminate foreign intelligence to assist government 
policymakers in making decisions related to national security. CIA has all-
source  analytical  capabilities  that  cover  the  whole  world  outside  US 
borders. It produces a range of studies that cover virtually any topic of 
interest  to  national  security  policymakers.  CIA also  collects  intelligence 
with  human sources  and,  on  occasion,  undertakes  covert  actions  at  the 
direction of the President. (A covert action is an activity or activities of the 
US  Government  to  influence  political,  economic,  or  military  conditions 
abroad,  where  it  is  intended that  the  US role  will  not  be  apparent  or 
acknowledged publicly.) CIA.s role is to report only information and not to 
make policy recommendations. 

Three major intelligence agencies in the Department of Defense (DoD) - 
the  National Security Agency (NSA) , the  National Reconnaissance Office 
(NRO) , and the National Geospatial-Intelligence Agency (NGA). make up 
the  larger  part  of  the  national  intelligence  budget.  NSA  is  the  US.s 
cryptologic  organization,  with  responsibility  for  protecting  the  US 
Government’s  information  systems  and  producing  foreign  signals 
intelligence  information.  Areas  of  expertise  include  cryptanalysis, 
cryptography,  mathematics,  computer  science,  and  foreign  language 
analysis. The NRO designs, builds, and operates the nation’s signals and 
imagery  reconnaissance  satellites.  Information  collected  using  NRO 
satellites is used for a variety of tasks . such as warning of potential foreign 
military  aggression,  monitoring  weapons  of  mass  destruction  programs, 
enforcing  arms  control  and  environmental  treaties,  and  assessing  the 
impact of natural and manmade disasters. The NGA collects and creates 
information about the Earth for navigation, national security, US military 
operations,  and  humanitarian  aid  efforts.  In  addition  to  these  three 
agencies, the  Defense Intelligence Agency (DIA) is responsible for defense 
attaches and for providing DoD with a variety of intelligence products. The 
Director of DIA is the primary adviser to the Secretary of Defense and the 
Chairman of the Joint Chiefs of Staff on military intelligence matters. DIA 
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assesses foreign militaries, focusing on weapons of mass destruction, missile 
systems,  terrorism  and  defense-related  medical  issues.  Although  the 
Intelligence  Reform Act  provides  extensive  budgetary  and  management 
authorities over these agencies to the Director of National Intelligence, it 
does not revoke the responsibilities of the Secretary of Defense for these 
agencies. 

The  State  Department's  Bureau  of  Intelligence  and  Research  (INR) 
provides  interpretative  analysis  of  global  developments  to  the  State 
Department  and  contributes  its  unique  perspective  to  the  Community’s 
National Intelligence Estimates and other products. INR's written products 
cover  the  full  range  of  geographic  and functional  areas  of  expertise.  It 
serves as the focal point within the State Department for all policy issues 
and activities involving the Intelligence Community and is the Secretary of 
State’s principal adviser on all intelligence matters. 

The Federal Bureau of Investigation (FBI)  as an intelligence and law 
enforcement  agency,  is  responsible  for  understanding  threats  to  our 
national security and penetrating national and transnational networks that 
have a desire and capability to harm the US. The FBI coordinates these 
efforts with its Intelligence Community and law enforcement partners. FBI 
focuses  on  terrorist  organizations,  foreign  intelligence  services,  WMD 
proliferators, and criminal enterprises. 

The intelligence organizations of the four military services (Air Force], 
Army , Navy, and Marines concentrate largely on concerns related to their 
specific  missions.  Their  analytical  products,  along  with  those  of  DIA, 
supplement the work of CIA analysts and provide greater depth on key 
technical issues. 

The  Homeland  Security Act  provided the  Department  of  Homeland 
Security (DHS)  responsibilities for fusing law enforcement and intelligence 
information relating to terrorist threats to the homeland. The Information 
Analysis and Infrastructure Protection Directorate in DHS participates in 
the  inter-agency  counterterrorism efforts  and,  along  with  the  FBI,  has 
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focused on ensuring that state and local law enforcement officials receive 
information on terrorist  threats from national-level intelligence agencies. 
The Office of Intelligence and Analysis focuses on threats related to border 
security,  CBRN  (to  include  explosives  and  infectious  diseases),  critical 
infrastructure, extremists within the homeland, and travelers entering the 
homeland. 

Relationships with Other Government Organizations

The Intelligence Community is subject to external oversight from the 
Executive and Legislative branches. 

Within the Executive, the IC works closely with the  National Security 
Council (NSC).Other Executive organizations involved in oversight include 
the following: 

• The President's  Foreign  Intelligence  Advisory  Board (PFIAB):  The 
PFIAB is an entity within the Executive Office of the President formed 
"to assess the quality, quantity, and adequacy" of intelligence collection, 
analysis, counterintelligence, and other activities of the IC. The PFIAB 
reports  directly  to  the  President,  and provides  recommendations  for 
actions to improve and enhance the performance of intelligence efforts. 
It  also  examines  issues  raised  by  the  President  or  the  Director  of 
National  Intelligence  and can make recommendations  directly  to the 
DNI. Membership of the PFIAB consists of not more than 16 persons 
appointed by the President.

• The President's Intelligence Oversight Board (IOB): Once a separate 
organization  under  the  President,  the  IOB  was  made  a  standing 
committee of the PFIAB in 1993. The IOB is composed of four members 
of  the  PFIAB  appointed  by  the  Chairman  of  the  PFIAB.  The  IOB 
conducts independent oversight investigations as required and reviews 
the oversight  practices  and procedures of the inspectors  general  and 
general counsels of intelligence agencies.
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• The  Office of Management and Budget (OMB): OMB is part  of the 
Executive Office of the President. It reviews intelligence budgets in light 
of presidential policies and priorities,  clears proposed testimony, and 
approves draft intelligence legislation for submission to Congress. 

Within the Congress, principal  oversight responsibility rests with the 
two intelligence committees. By law, the President must ensure that these 
two committees are kept "fully and currently" informed of the activities of 
the  Intelligence  Community,  including  any  "significant  anticipated 
intelligence  activities."  Notice  is  also  required  to  be  provided  to  both 
committees of all covert action programs approved by the President as well 
as all "significant intelligence failures

• The Senate Select Committee on Intelligence (SSCI): The membership 
of  the  SSCI has  ranged  from 13  to  17,  with  the  majority  party  in 
Congress having one more member than the minority. Members of the 
SSCI serve 8-year terms. In addition to its role in annually authorizing 
appropriations for intelligence activities, the SSCI carries out oversight 
investigations  and  inquiries  as  required.  It  also  handles  presidential 
nominations referred to the Senate for the positions of DNI, Principle 
Deputy DNI, Director of the Central Intelligence Agency, and Inspector 
General  of  CIA,  and  reviews  treaties  referred  to  the  Senate  for 
ratification  as  necessary  to  determine  the  ability  of  the  Intelligence 
Community to verify the provisions of the treaty under consideration.

• House  Permanent  Select  Committee  on  Intelligence  (HPSCI):  The 
membership  of  the  HPSCI  is  currently  set  at  19  members  and  is 
proportional  to  the  partisan  makeup  of  the  entire  House  of 
Representatives.  Members  may  be  appointed  for  terms  up  to  eight 
years.  Like  its  Senate  counterpart,  the  HPSCI  conducts  oversight 
investigations  and  inquiries  in  addition  to  processing  the  annual 
authorization of appropriations for intelligence.

• Other  Committees:  In  addition  to  the  intelligence  committees,  other 
congressional  committees  occasionally  become  involved  in  oversight 
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matters by virtue of their overlapping jurisdictions and responsibilities. 
The armed services committees of  each House,  for example,  exercise 
concurrent  jurisdiction  over  DoD  intelligence  activities;  and  the 
judiciary  committees  in  each  House  exercise  concurrent  jurisdiction 
over FBI intelligence activities.
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                                          International Committee of the Red Cross

     Geneva Conventions: the core of humanitarian law

                     http://www.icrc.org/Web/eng/siteeng0.nsf/htmlall/genevaconventions

The  Geneva  Conventions  and  their  Additional  Protocols  are 
international  treaties  that  contain the most  important  rules  limiting the 
barbarity of war. They protect people who do not take part in the fighting 
(civilians,  medics,  aid  workers)  and  those  who  can  no  longer  fight 
(wounded, sick and shipwrecked troops, prisoners of war). 

The Geneva Conventions  and their  Additional  Protocols  are  part  of 
international humanitarian law – a whole system of legal safeguards that 
cover the way wars may be fought and the protection of individuals. 

They specifically protect people who do not take part in the fighting 
(civilians,  medics,  chaplains,  aid workers)  and those  who can no longer 
fight (wounded, sick and shipwrecked troops, prisoners of war).

The Conventions and their Protocols call for measures to be taken to 
prevent (or put an end to)  what are known as "grave breaches"; those 
responsible for breaches must be punished. 

The Geneva Conventions have been acceded to by 194 States and enjoy 
universal acceptance.
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         International humanitarian law: the essential rules

These  rules,  drawn  up  by  the  ICRC,  summarize  the  essence  of 
international humanitarian law. They do not have the authority of a legal 
instrument and in no way seek to replace the treaties in force. They were 
drafted with a view to facilitating the promotion of the law.

The  parties  to  a  conflict  must  at  all  times  distinguish  between  the 
civilian population and combatants in order to spare the civilian population 
and  civilian  property.  Neither  the  civilian  population  as  a  whole  nor 
individual civilians may be attacked.

• Attacks may be made solely against military objectives. People who do 
not or can no longer take part in the hostilities are entitled to respect for 
their lives and for their physical and mental integrity. Such people must 
in all circumstances be protected and treated with humanity, without 
any unfavorable distinction whatever. 

• It is forbidden to kill or wound an adversary who surrenders or who 
can no longer take part in the fighting.

• Neither the parties to the conflict nor members of their armed forces 
have an unlimited right to choose methods and means of warfare. It is 
forbidden to use weapons or methods of warfare that are likely to cause 
unnecessary losses or excessive suffering.

• The wounded and sick must be collected and cared for by the party to 
the conflict which has them in its power. Medical personnel and medical 
establishments, transports and equipment must be spared. 

• The red cross or red crescent on a white background is the distinctive 
sign indicating that such persons and objects must be respected.
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• Captured  combatants  and  civilians  who  find  themselves  under  the 
authority  of  the adverse party  are  entitled to respect  for their  lives, 
their  dignity,  their  personal  rights  and  their  political,  religious  and 
other convictions. They must be protected against all acts of violence or 
reprisal.  They are  entitled to exchange news with their  families  and 
receive aid. They must enjoy basic judicial guarantees.

Who is bound by the Geneva Conventions?

Only States may become party to international treaties, and thus to the 
Geneva Conventions and their Additional Protocols. However, all parties to 
an  armed  conflict  whether  States  or  non-State  actors  are  bound  by 
international humanitarian law. At the end of 2003, almost all the world's 
States - 191, to be precise - were party to the Geneva Conventions. The fact 
that  the  treaties  are  among  those  accepted  by  the  greatest  number  of 
countries  testifies  to  their  universality.  In  the  case  of  the  Additional 
Protocols, 161 States were party to Protocol I and 156 to Protocol II by the 
same date.

International humanitarian law and human rights

International humanitarian law and international human rights law are 
two distinct  but  complementary bodies of  law.  Both seek to protect  the 
individual from arbitrary action and abuse. Human rights are inherent to 
the human being and protect  the individual  at  all  times,  in war and in 
peace. International humanitarian law only applies in situations of armed 
conflict.  Thus, in times of armed conflict international human rights law 
and  international  humanitarian  law  both  apply  in  a  complementary 
manner. 

Torture: the ultimate abuse of human rights? 

In what has now become a regular yearly event, the Centre for Human 
Rights at the London School of Economics (LSE) and the ICRC on 11 May 
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2005  organized  a  public  panel  discussion  on  a  topical  issue  linked  to 
international humanitarian law and human rights law.

In the wake of British soldiers being prosecuted for the mistreatment of 
Iraqi detainees and extensive British media coverage of the cases of British 
detainees recently released from Guantanamo Bay, "Torture: the ultimate 
abuse of human rights?" was chosen as the title for the debate.

The  Convention  against  Torture was  signed  twenty  years  ago;  yet, 
discussing  the  so-called  global  war  on  terror,  some  commentators  have 
recently put forward what is known as "the ticking bomb" argument to 
justify the use of physical pressure during the interrogation of suspects.

They argue in favour of the limited use of ill-treatment on suspects to 
extract information that could prevent a serious and imminent terrorist or 
criminal act.

This theory is plagued with questions, such as: how certain must one be 
that the suspect has information about the 'ticking bomb' before justifying 
the use of ill-treatment? How dangerous does the 'ticking bomb' have to be 
before ill-treatment can be used? Finally,  even if ill-treatment in limited 
cases  could  yield  success,  would  its  use  not  seriously  erode  its  overall 
prohibition?

The  debate  about  torture  also  touches  on  a  number  of  more 
fundamental  questions:  Is  there something inescapably  brutal  about  the 
human condition that makes the use of torture inevitable? Why is torture 
so  frequently  resorted  to,  despite  the  unequivocal  nature  of  its  legal 
prohibition and the near-universal agreement on its immorality? Even if 
torture is always wrong, are some forms of ill-treatment that fall short of 
torture nevertheless justifiable in the fight against terrorism?
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                                              Topics & Issues

                           Torture: the need to move forward

The 1984 UN Convention Against Torture and Other Cruel, Inhuman 
or Degrading Treatment or Punishment entered into force on 26 June 1987. 
But even though torture is strictly prohibited, it remains common in many 
countries.

Events in recent years have reignited public discussion on torture, its 
definition and whether its use is ever justified. Once again, it is has become 
necessary to argue why torture must remain prohibited. It is indisputable 
that States and public authorities have a duty to take all possible measures 
to protect public security. However, they must fulfil this duty within a legal 
framework that guarantees respect for human dignity. The detention and 
interrogation of those who may provide information on potential  threats 
must conform to these basic tenets of law. 

The formal prohibition of torture and other forms of ill treatment dates 
back to the nineteenth century, when domestic legislation and international 
treaties began to outlaw torture either explicitly  or implicitly.  The 1984 
Convention  was  the  culmination  of  a  legislative  process  at  both 
international  and  national  levels.  It  introduced  three  new elements:  an 
internationally  accepted  definition  of  torture;  the  introduction  of 
international criminal  liability for "torturers" and associated obligations 
on  States  with regard to  prevention and prosecution;  and a  reaffirmed 
prohibition of cruel, inhuman and degrading treatment.

The current debate on torture often centres on four key arguments.

• First is the "threshold" debate. Those who advocate using certain forms 
of ill-treatment regularly question the definition of torture, narrowing it 
down and limiting it to the infliction of severe physical harm. They say 
or  imply  that  anything  below  the  level  of  this  limited  definition  is 
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authorized and legal.  However,  internationally  agreed standards  are 
much stricter when it comes to defining what is humane and lawful and 
what is not. International law (and most domestic legislation), prohibits 
behaviour as diverse as outrages upon personal dignity; violence to life, 
health  and  welfare;  any  form  of  indecent  assault;  any  measure  of 
brutality;  inhuman,  cruel,  humiliating  or  degrading  treatment  or 
punishment; physical or moral coercion; intimidation; and mutilation 
or any form of corporal punishment.

• Secondly,  advocates  of  ill-treatment  list  permissible  methods  to  the 
exclusion of others. However, merely establishing a check-list of what is 
or  is  not  allowed  is  not  sufficient  to  determine  whether  abuse  has 
occurred.  Methods  must  be  assessed  in  the  light  of  the  overall 
circumstances under which they are applied. The effects of ill-treatment 
vary  according  to  the  mental  health,  physical  strength,  cultural 
background,  age  and  gender  of  the  victim,  and  the  environment  in 
which the ill-treatment occurs. Other elements are also important, such 
as the duration or combination of the methods used. In some cases a 
single act may amount to torture. In others, ill-treatment may be the 
result of a number of methods used over time, which, taken individually 
and out of context, may seem harmless.

• Thirdly,  the  suffering  caused  by  ill-treatment  is  frequently  played 
down.  The consequences  of  torture  and other  forms  of  ill-treatment 
may be purely psychological or both physical and psychological. Expert 
opinion holds  that  the  psychological  anguish  caused by ill-treatment 
often outweighs the physical pain. The psychological effects of having to 
witness  the  torture  of  a  family  member or  having  to  endure sexual 
forms of ill-treatment may be as traumatic as maiming – or worse.

• Lastly,  those supporting a circumscribed use of torture  often exploit 
public  concerns  about  security  to  justify  ill-treatment  during 
interrogation, the so-called "ticking bomb" argument. However, many 
experts question the value of information obtained under torture or ill-
treatment. Furthermore, the resulting humiliation and resentment felt 

Page | 1101



U.S. National Security Law

by  individuals  and entire  communities  may  lead to  an  escalation  of 
violence.  Historically,  whenever  torture  has  been  tolerated  it  has 
resulted in a more permissive environment that caused an erosion of its 
prohibition. If this slippery slope is to be avoided, a steadfast adherence 
to total prohibition is required.

The ICRC's position is clear: it firmly rejects any recourse to torture 
and other forms of ill-treatment. The prohibition contained in international 
law is absolute and allows for no exceptions of any kind. Finally, the ICRC 
considers that  the merits  of  respecting human dignity  far outweigh any 
justification for torture.

Strengthening protection and respect for prisoners and detainees

This  section  explains  how  the  ICRC  strives  to  ensure  the  humane 
treatment  of  prisoners  of  war  and  other  detainees  held  during  war  or 
situations of internal violence.  It includes position papers,  documents on 
how the ICRC works in this area, testimonies from former detainees and 
ICRC publications on detention and related subjects. 

The  ICRC is  mandated  by  the  international  community,  under  the 
Geneva Conventions,  to  visit  prisoners  of  war  and  civilian  internees  to 
verify whether they are being treated according to relevant international 
standards.  In  addition,  it  also  seeks  to  visit  those  held  in  situations  of 
internal violence. 

ICRC detention visits aim to ensure respect for the life and dignity of 
prisoners of war and other detainees and to prevent torture, ill-treatment 
or abuse which violate essential rights and the basic principles of humanity, 
breed hatred and feed a cycle of violence. Regular visits enable the ICRC to 
track  prisoners'  whereabouts  and  make  recommendations  to  the 
authorities concerned about any improvements to conditions that may be 
necessary. 
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Prisoners of war and humanitarian law

A prisoner of war is a combatant,  generally a member of the armed 
forces  of  a  party  to  an  international  armed  conflict  or  an  individual 
enjoying equivalent legal status, who has fallen into the hands of an adverse 
party.

Individuals  enjoying  equivalent  status  include  war  correspondents, 
supply contractors, merchant marine and civil aircraft crews, and civilians 
who spontaneously take up arms to resist invading forces (Art. 4, Third 
Geneva Convention of 1949). 

The relevance of IHL in the context of terrorism

Events  in  recent  years  have  increased  interest  in  the  issue  of  how 
international  humanitarian  law  is  applied  in  today's  context  of  violent 
confrontation. In a new paper, the ICRC provides answers to some of the 
most frequently asked questions about international humanitarian law and 
terrorism. 

1. Is there legal significance to the term "global war on terror?"

International humanitarian law (the law of armed conflict) recognizes 
two  categories  of  armed  conflict:  international  and  non-international. 
International armed conflict involves the use of armed force by one State 
against  another.  Non-international  armed  conflict  involves  hostilities 
between government armed forces and organized armed groups or between 
such groups within a state. When and where the "global war on terror" 
manifests  itself  in  either  of  these  forms of  armed conflict,  international 
humanitarian law applies, as do aspects of international human rights and 
domestic  law.  For  example,  the  armed  hostilities  that  started  in 
Afghanistan in October 2001 or in Iraq in March 2003 are armed conflicts. 
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When armed violence is used outside the context of an armed conflict in 
the  legal  sense  or  when a person suspected of  terrorist  activities  is  not 
detained in connection with any armed conflict, humanitarian law does not 
apply.  Instead,  domestic  laws,  as well  as international  criminal  law and 
human rights govern.

Whether or not an international or non-international armed conflict is 
part of the "global war on terror" is not a legal, but a political question. 
The designation "global war on terror" does not extend the applicability of 
humanitarian law to all events included in this notion, but only to those 
which involve armed conflict.

2. Who is a combatant?

International humanitarian law permits members of the armed forces 
of a State party to an international armed conflict and associated militias 
who fulfil the requisite criteria to directly engage in hostilities. They are 
generally  considered lawful,  or  privileged,  combatants  who may  not  be 
prosecuted  for  the  taking  part  in  hostilities  as  long  as  they  respect 
international humanitarian law. Upon capture they are entitled to prisoner 
of war status.

If civilians directly engage in hostilities, they are considered "unlawful" 
or "unprivileged" combatants or belligerents (the treaties of humanitarian 
law do not expressly contain these terms). They may be prosecuted under 
the domestic law of the detaining state for such action.

Both lawful and unlawful combatants may be interned in wartime, may 
be interrogated and may be prosecuted for war crimes. Both are entitled to 
humane treatment in the hands of the enemy.

3. Who is an "enemy combatant?"
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In its  generic  sense,  an "enemy combatant"  is  a  person who,  either 
lawfully  or unlawfully,  engages in hostilities for the opposing side in an 
international armed conflict. 

The term is currently used - by those who view the "global war against 
terror" as an armed conflict in the legal sense - to denote persons believed 
to belong to, or believed to be associated with terrorist groups, regardless of 
the circumstances of their capture. 

As mentioned above, a member of the armed forces of a State engaged 
in an international armed conflict or of an associated militia that fulfils the 
requisite criteria is a combatant, and, as such, entitled to POW status upon 
capture by the enemy. 

In  non-international  armed conflict,  combatant  and prisoner  of  war 
status are not provided for, because States are not willing to grant members 
of  armed opposition groups  immunity  from prosecution  under domestic 
law for taking up arms.

From  an  IHL  perspective,  the  term  "combatant"  or  "enemy 
combatant" has no legal meaning outside of armed conflict. 

To the extent that persons designated "enemy combatants" have been 
captured  in  international  or  non-international  armed  conflict,  the 
provisions  and  protections  of  international  humanitarian  law  remain 
applicable  regardless  of  how  such  persons  are  called.  Similarly,  when 
individuals  are  captured  outside  of  armed  conflict  their  actions  and 
protection are governed by domestic law and human rights law, regardless 
of how they are called. 

4. Who is entitled to "prisoner of war" status? What is the consequence  
of failure to qualify for prisoner of war status?
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     a. In international armed conflict

As previously mentioned, in international armed conflict,  members of 
the armed forces of the States involved (and associated militias) are lawful 
combatants. It should be borne in mind that in this type of conflict, there 
are lawful combatants on two (or more) sides: the armed forces of one State 
fighting the armed forces of another State.

The  four  Geneva  Conventions  apply  to  situations  of  international 
armed conflict.  It  is  the  Third  Geneva Convention  which  regulates  the 
protection of lawful combatants upon capture by the enemy. Its procedures 
for determination of entitlement to prisoner of war status by a "competent 
tribunal" in case of doubt are mandatory. 

Unlawful combatants do not qualify for prisoner of war status. Their 
situation upon capture by the enemy is covered by the Fourth (Civilian) 
Geneva Convention if they fulfil the nationality criteria and by the relevant 
provisions of the Additional Protocol I, if ratified by the detaining power. 

This protection is not the same as that afforded to lawful combatants. 
To  the  contrary,  persons  protected  by  the  Fourth  Convention  and  the 
relevant provisions of Protocol I may be prosecuted under domestic law for 
directly participating in hostilities. They may be interned for as long as they 
pose a serious security threat, and, while in detention, may under specific 
conditions  be  denied  certain  privileges  under  the  Fourth  Geneva 
Convention. They may also be prosecuted for war crimes and other crimes 
and sentenced to terms exceeding the length of the conflict, including the 
range of penalties provided for under domestic law. 

Persons  not  covered  by  either  the  Third  or  the  Fourth  Geneva 
Convention in international armed conflict are entitled to the fundamental 
guarantees provided for  by customary international  law (as  reflected in 
Article 75 of Additional Protocol I), as well as by applicable domestic and 
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human rights law. All these legal sources provide for rights of detainees in 
relation to treatment, conditions and due process of law.

Therefore, contrary to some assertions, the ICRC has never stated that 
all  persons who have taken part  in hostilities in an international  armed 
conflict are entitled to prisoner of war status. 

     b. In non-international armed conflict

In  non-international  armed conflict  combatant  status  does  not  exist. 
Prisoner of war or civilian protected status under the Third and Fourth 
Geneva Conventions,  respectively,  do not  apply.  Members  of  organized 
armed groups  are  entitled  to  no  special  status  under  the  laws  of  non-
international  armed  conflict  and  may  be  prosecuted  under  domestic 
criminal  law  if  they  have  taken  part  in  hostilities.  However,  the 
international  humanitarian law of  non-international  armed conflict  -  as 
reflected  in  Common  Article  3 of  the  Geneva  Conventions,  Additional 
Protocol  II to the Geneva Conventions where applicable,  and customary 
international  humanitarian  law  –  as  well  as  applicable  domestic  and 
international  human  rights  law  all  provide  for  rights  of  detainees  in 
relation to treatment, conditions and due process of law.

5. What are the ICRC's role and activities in relation to international  
humanitarian law?

The international community has long recognized the ICRC's role in 
working  for  the  understanding  and  dissemination  of  international 
humanitarian  law.  The  institution  also  works  towards  its  faithful 
application by, among other things, reminding parties to armed conflict of 
their legal obligations as reflected in treaties to which they are party, such 
as the Geneva Conventions, and under customary international law. Two 
further treaties relating to armed conflict are Protocol I Additional to the 
Geneva Conventions  of  1949  and  Protocol  II  Additional  to  the  Geneva 
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Conventions of 1949 that were negotiated by States from 1974-1977 at an 
International Diplomatic Conference. 

          Inhuman or Degrading Treatment or Punishments

The ICRC welcomes the entry into force of the Optional Protocol of the 
Convention against Torture on the 22nd of June this year. This Protocol 
provides for a crucial and comprehensive system of regular visits to persons 
deprived of their liberty, to be conducted both by the UN Subcommittee on 
Prevention and by National Preventive Mechanisms.

There  is  no  question  that  States  are  entitled  to  detain  people  on  a 
number of  grounds,  including for reasons  related to security.  With this 
right, however, comes the obligation to treat those who have been deprived 
of  their  liberty  humanely  –  an  obligation  found  in  both  international 
humanitarian  and  human rights  law.  These  laws  recognise  the  need to 
strike a balance between a State's legitimate security interests and the need 
to respect the dignity and rights of persons held. Both laws prohibit the use 
of  torture  and  any  form of  cruel,  inhuman  or  degrading  treatment  or 
punishment, be it physical or mental. This prohibition is absolute, meaning 
that  such  treatment  cannot  be  legally  or  morally  justified  in  any 
circumstances.  The  difference  between  what  is  lawful  and  what  is 
prohibited cannot be determined by qualifying what is torture and what 
falls short of torture. Rather, the distinction lies between ill treatment in 
general terms and humane treatment. 

Compliance with total prohibition of any form of ill treatment depends 
on the existence of a favourable environment ensuring respect for the rule 
of  law and  human dignity.  Such  an  environment  is  characterised  by  a 
number of interdependent elements organised around the central aspect of 
political will. 

This includes: the adoption of national laws and policies, the existence 
of  internal  control  and  review  mechanisms,  education  and  training 
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programs for civilian and military personnel involved in law enforcement, 
interrogation and treatment of detainees, sufficient material, financial and 
human resources,  international  reliable  instruments  for prosecuting and 
sanctioning  when ill  treatment  occurs,  assistance  and  compensation  for 
victims of torture.

Adequate openness to scrutiny is crucial in preventing and eliminating 
ill  treatment.  Regulatory  mechanisms  contribute  to  the  favourable 
environment we mentioned earlier. There are, on the one hand, internal (or 
national)  regulatory  mechanisms  and,  on  the  other,  external  regulatory 
systems.

With more organisations and bodies working in the field of detention 
and visiting places of detention, the challenge of the coming years will be to 
develop an effective complementarity and coherence  among all  of  them. 
Particular emphasis must be placed on avoiding the duplication of effort, 
excluding  contradictory  recommendations  or  references  to  different 
standards, and establishing a minimum of coordination.

The ICRC's activities are undoubtedly part of the global endeavour to 
prevent and eliminate any form of ill treatment. However, by its specific 
nature, mandate and its ways of operating, the ICRC holds a special place 
among the organisations that are active in this area. 

The ICRC tackles ill treatment in a comprehensive way. From its long 
experience in the field, the ICRC has learned that repeated visits to places 
of detention are an effective means of identifying and documenting issues 
and problems. Visits can play, in themselves, an essential role in preventing 
abuse. 

At the same time, experience has shown that, in order to be effective, 
visits  must  be  conducted  according  to  certain  procedures,  which  have 
proved instrumental in the prevention of disappearances and torture.
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The ICRC is pleased to note that the Optional Protocol has integrated a 
number of these procedures, in particular private interviews with detainees 
and  repeated  visits  to  all  places  of  detention,  as  prerequisites  for  the 
Subcommittee on Prevention and for National Preventive Mechanisms to 
fulfil their mandates. 

In  the  last  year  alone,  ICRC  delegates  visited  approximately  2,600 
places of detention in 76 countries, visits that benefited more than half a 
million detainees. They also followed up on an individual basis more than 
46,000 visited detainees, and allowed about 100,000 personal messages to be 
exchanged between detainees and their families. 

The  ICRC’s  priority  is  to  persuade  authorities  through  confidential 
representations and recommendations to respect the fundamental rights of 
individuals. Depending on the causes of the problems observed, the will and 
abilities of the authorities, the ICRC also offers any advice and assistance 
required by the situation in order to improve compliance with the State's 
international obligations.

Torture: the ultimate abuse of human rights? 

In the wake of British soldiers being prosecuted for the mistreatment of 
Iraqi detainees and extensive British media coverage of the cases of British 
detainees recently released from Guantanamo Bay, "Torture: the ultimate 
abuse of human rights?" was chosen as the title for the debate.

The  Convention  against  Torture was  signed  twenty  years  ago;  yet, 
discussing  the  so-called  global  war  on  terror,  some  commentators  have 
recently put forward what is known as "the ticking bomb" argument to 
justify the use of physical pressure during the interrogation of suspects.

They argue in favour of the limited use of ill-treatment on suspects to 
extract information that could prevent a serious and imminent terrorist or 
criminal act.
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This theory is plagued with questions, such as: how certain must one be 
that the suspect has information about the 'ticking bomb' before justifying 
the use of ill-treatment? How dangerous does the 'ticking bomb' have to be 
before ill-treatment can be used? Finally,  even if ill-treatment in limited 
cases  could  yield  success,  would  its  use  not  seriously  erode  its  overall 
prohibition?

The  debate  about  torture  also  touches  on  a  number  of  more 
fundamental  questions:  Is  there something inescapably  brutal  about  the 
human condition that makes the use of torture inevitable? Why is torture 
so  frequently  resorted  to,  despite  the  unequivocal  nature  of  its  legal 
prohibition and the near-universal agreement on its immorality? Even if 
torture is always wrong, are some forms of ill-treatment that fall short of 
torture nevertheless justifiable in the fight against terrorism?

Treaties and customary international humanitarian law

Treaty law and customary international humanitarian law are the main 
sources of humanitarian law. Unlike treaty law (for ex: the four Geneva 
Conventions), customary international law is not written. 

A rule is customary if it reflects state practice and when there exists a 
conviction in the international community that such practice is required as 
a matter of law. While treaties only bind those States which have ratified 
them, customary law norms are binding on all  States.  The four  Geneva 
Conventions of  1949  and  their  Additional  Protocols  are  the  principal 
instruments of humanitarian law. 

What treaties make up international humanitarian law?

Page | 1111



U.S. National Security Law

Initiated  in  the  form  of  the  first  Geneva  Convention  of  1864, 
contemporary humanitarian law has evolved in stages, all too often after 
the events for which they were sorely needed, to meet the evergrowing need 
for humanitarian aid resulting from developments in weaponry and new 
types of conflict. The following are the main treaties in chronological order 
of adoption:

1864 Geneva Convention for the amelioration of the condition of 
the wounded in armies in the field

1868 Declaration of St. Petersburg (prohibiting the use of certain 
projectiles in wartime)

1899 The Hague Conventions respecting the laws and customs of 
war  on  land  and  the  adaptation  to  maritime  warfare  of  the 
principles of the 1864 Geneva Convention

1906 Review and development of the 1864 Geneva Convention

1907 Review of The Hague Conventions of 1899 and adoption of 
new Conventions

1925 Geneva Protocol for the prohibition of the use in war of 
asphyxiating,  poisonous  or  other  gases  and  of  bacteriological 
methods of warfare

1929 Two Geneva Conventions: 

1954 The  Hague  Convention  for  the  protection  of  cultural 
property in the event of armed conflict
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1972  Convention  on  the  prohibition  of  the  development, 
production and stockpiling of bacteriological (biological) and toxic 
weapons and on their destruction

1977 Two  Protocols  additional  to  the  four  1949  Geneva 
Conventions,  which  strengthen  the  protection  of  victims  of 
international (Protocol I) and non-international (Protocol II) armed 
conflicts 

1980  Convention on prohibitions  or restrictions  on the use of 
certain  conventional  weapons  which  may  be  deemed  to  be 
excessively injurious or to have indiscriminate effects (CCW), which 
includes: 

• the Protocol (I) on non-detectable fragments 

• the Protocol (II) on prohibitions or restrictions on 
the use of mines, booby traps and other devices 

• the Protocol (III) on prohibitions or restrictions on 
the use of incendiary weapons

1993  Convention  on  the  prohibition  of  the  development, 
production, stockpiling and use of chemical weapons and on their 
destruction

1995  Protocol  relating to blinding laser weapons (Protocol  IV 
[new] to the 1980 Convention)

1996 Revised Protocol on prohibitions or restrictions on the use 
of mines, booby traps and other devices (Protocol II [revised] to the 
1980 Convention)
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1997  Convention  on  the  prohibition  of  the  use,  stockpiling, 
production  and  transfer  of  anti-personnel  mines  and  on  their 
destruction

1998 Rome Statute of the International Criminal Court

1999 Protocol to the 1954 Convention on cultural property

2000  Optional Protocol  to the Convention on the rights of the 
child on the involvement of children in armed conflict

2001 Amendment to Article I of the CCW

                Law of war stands tough test of time 

As far as anniversaries go, this one will be a fairly quiet affair,  with 
little of the heady festivities that might be expected at a significant coming 
of age. The original event in question is still relatively obscure, and sceptics 
might wonder what all the fuss is about. Yet the thirtieth anniversary this 
week of the adoption of the first two Protocols additional to the Geneva 
Conventions of 1949 commemorates a milestone in the evolution of how 
wars are fought, representing one of the most important international legal 
foundations for the protection of civilians during armed conflict. As such, it 
deserves at the very least a sober appreciation.

Thirty  years  ago,  the  major  achievement  of  the  First  Additional 
Protocol was the rules it established on the conduct of hostilities. Among 
them  is  the  crucial  principle  of  distinction  between  civilians  and 
combatants and between civilian objects and military objectives. Attacks on 
civilians  –  whether  individuals  or  populations  –  as  well  as  on  civilian 
objects are expressly prohibited. The Protocol also clearly stated another 
important rule  that  "acts  or threats of violence  the primary purpose  of 
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which is to spread terror among the civilian population are prohibited". 
The list does not end there. 

Controversial at the time, but much less so today, were the Protocol's 
innovations regarding combatant and prisoner of war status. While some 
states  felt  uneasy  about  the  changes  introduced,  they reflected  the  new 
reality of international  relations – the phenomenon of guerrilla warfare. 
The same reality gave rise to another controversial aspect of the treaty – its 
definition of international armed conflicts, which was expanded to include 
wars of self-determination. 

If Additional Protocol I was a step forward in adapting the law to new 
demands, Additional Protocol II – which supplements article 3 common to 
the Geneva Conventions – was the first ever international treaty devoted 
exclusively to the protection of persons affected by non-international armed 
conflicts. Its rules on fundamental guarantees for all those not involved in 
the fighting, on the treatment of persons deprived of liberty and on judicial 
guarantees  for  individuals  subject  to  penal  prosecution  represented  a 
landmark  in  the  development  of  international  humanitarian  law.  The 
Protocol gave legal expression to a notion that is widely accepted today – 
that armed conflicts  taking place within the confines of a country are a 
matter of international concern. To that end, the Protocol also established 
important rules protecting civilians from the danger of military operations 
in internal armed conflicts. 

Yet  faced  with  today's  sanguinary  conflicts  in  Iraq,  Sudan  and 
Colombia,  to name but a few, and still  in the shadow of the horrors in 
Rwanda  and  the  Balkans  in  the  1990s,  one  might  reasonably  ask  "so 
what?" What good is the law of war if it is neither applied nor enforced? 

The short answer may be that the real value of the Additional Protocols 
lies less in the good they have achieved than in the yet greater evil they have 
helped  to  prevent.  With  167  countries  currently  party  to  the  first 
Additional  Protocol,  and  163  party  to  the  second,  there  is  a  growing 
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recognition  that  wars  have limits,  not  least  in  the  specific  duty of  care 
required towards civilian populations. 

Of course,  examples  of  flagrant  violations  of  the  Protocols  –  and of 
international  humanitarian  law in  general  –  abound.  Terror  campaigns 
against civilians, the use of rape as a weapon of war, the recruitment of 
child soldiers, forced displacement – the list goes on – are, sadly, all too 
common  features  of  contemporary  conflict.  The  polarisation  of  world 
politics  in  the  21st  century  post  9/11  and  the  ultimate  humanitarian 
consequences of what is often referred to as the "global war on terror" pose 
a huge challenge. The proliferation and fragmentation of non-state armed 
groups, who may have little or no regard for the law of war, poses another. 
But whereas accountability may once have been the exception rather than 
the rule in conflict, a wind of change in this regard is blowing ever-stronger 
thanks largely to a growing public awareness of international humanitarian 
law. 

It  was public pressure – and the collective shame of governments in 
failing to stop the carnage in both the former Yugoslavia and Rwanda – 
that effectively led to the establishment of the two ad hoc criminal tribunals 
for those countries in the mid-1990s. Despite their constraints, the tribunals 
represented a major step forward in ending the impunity of war criminals. 

The establishment in 2002 of the International Criminal Court (ICC) in 
The Hague, the world's first permanent war crimes court, was the fruit of 
years  of  negotiations  and  legal  wrangling.  The  ICC's  first  trial  –  of  a 
Congolese militia leader, Thomas Lubanga, accused of war crimes relating 
to  the  use  of  children  in  that  country's  civil  conflict  –  is  currently 
underway. Charles Taylor, the former president of Liberia, is awaiting trial 
in The Hague for alleged war crimes relating to the conflict in Sierra Leone 
that ended in 2002. While the trial will take place in The Hague, it will be 
conducted by the Special Court for Sierra Leone. Taylor is Africa's first 
former head of state to be indicted for war crimes at the international level. 

1116 | Page



Sourcebook of Cases, Laws, Treaties & Documents

In addition, national legislators and courts are finally starting to live up 
to  their  respective  responsibilities  of  ensuring  that  domestic  legislation 
recognizes  the  criminal  responsibility  of  those  who violate  international 
humanitarian law, and of actually enforcing such legislation. The message 
is clear: war criminals can no longer take impunity for granted. 

But despite this undeniable progress, enforcement at both national and 
international  levels  is  still  a  drop  in  the  ocean.  While  the  Geneva 
Conventions and the Additional Protocols provide a clear legal framework 
for the necessary restraints to prevent human suffering in armed conflict, 
the political  will to fully implement them remains insufficient. Parties to 
conflict have in many cases not yet realised the wisdom that applying and 
enforcing  these  legal  restraints  is  in  their  own  best  interest:  failure  to 
prevent abuse against others ultimately lifts the safeguard against similar 
abuse in return. 
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                               http://www.pnsr.org/index.asp

The  Project  on  National  Security  Reform  (PNSR)  is  a  nonprofit  and 
nonpartisan  organization  working  to  modernize  and  improve  the  U.S. 
national security system to better protect the American people against 21st 

century dangers.

Funded and supported by Congress, foundations and corporations, PNSR 
is carrying out one of the most comprehensive studies of the U.S. national 
security system in American history. 

 

The National Security Act of 1947, developed under President Truman, set 
up the current system in the aftermath of World War II. The State and 
Defense Departments, National Security Council,  intelligence community, 
Homeland  Security  Department  and  Homeland  Security  Council  are 
central players in the current national security system. 
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Other cabinet departments such as Energy, Treasury and Commerce have 
more recently become important players in the national security system as 
well.

The world for which the national security system was designed no longer 
exists.  Instead,  the  United  States  is  confronted  with  a  globalized,  more 
unpredictable  world  with  multidimensional  threats.  To  provide  for 
American security in this new world, the president and Congress require a 
more agile system.

Led by a 24-member Guiding Coalition that includes former senior federal 
officials  with extensive national security experience, PNSR has issued its 
Preliminary Findings report, which identifies numerous problems plaguing 
the current national security system.

More  than  300 national  security  experts  from think  tanks,  universities, 
federal agencies, law firms and corporations are contributing to the PNSR 
study.

PNSR is preparing a final report due out in December 2008 that will make 
recommendations  to  Congress  and  the  next  president  designed  to  solve 
those problems. The project expects to prepare draft presidential directives 
and a new National Security Act to replace many of the provisions of the 
one enacted in 1947.

         Project Overview

Our  current  national  security  system,  and  the  manner  in  which  it  is 
governed and funded, does not permit the timely and effective integration 
of the diverse departmental expertise and capabilities required to protect 
the  United  States  in  an  increasingly  complex,  globalized,  and  rapidly 
changing world.  This gives the President a narrow range of  options for 
dealing with national  security affairs and causes an over-reliance on the 
military instrument of national power. Using a blunt and outmoded set of 
tools,  the United States has jeopardized its national  security,  eroded the 
nation’s image and position in the world, and undermined the trust and 
confidence of the American people in their government.

This  system was devised over  sixty years  ago for  a different  era,  when 
national security was primarily a function of military capabilities wielded 
by one department in overseas missions.  With major combat  operations 
and nuclear deterrence the principal focus of US national security strategy, 
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this  system  required  only  limited  coordination  of  activities  between 
vertically structured military and civilian departments and agencies. This 
system did not evolve as the strategic environment changed. 

Today, national  security involves a much wider array of issues that can 
only be addressed with a broader set of highly synchronized and carefully 
calibrated capabilities. This is the product of a global environment that is 
less  structured  and  more  interdependent,  making  it  less  amenable  to 
management through conventional military force alone. 

Overarching common threats and fixed alliances no longer constrain state 
behavior. States are often less susceptible to diplomatic pressure alone and 
the United States needs a bigger set of tools to avoid resorting prematurely 
to  major  military  force.  Globalization  empowers  non-state  actors  and 
individuals  to wield influence that  is far greater than any other time in 
human history, while weakening the administrative power of many states to 
exercise traditional sovereign responsibilities. This makes it imperative that 
the United States is able to act effectively below the level of a state. The 
economic and social  interdependence of the contemporary global  system 
makes it necessary for the United States to be able to act globally with great 
precision; ‘collateral damage’ is no longer a viable concept. Globalization 
creates vectors for disease, technology, ideas, and organization that never 
existed before. 

These factors  combine to create a dynamic environment,  where obscure 
issues  and  geographic  areas  can  suddenly  rise  rapidly  to  strategic 
significance and national boundaries are highly permeable. Frequently, the 
United States will be unable to anticipate the capabilities it will require in 
advance of a crisis, necessitating the ability to rapidly matrix capabilities 
from different sources. In many instances, the domestic and international 
divide in the US national security system will impede the nation’s ability to 
identify and confront threats to security. 

The  Project  on  National  Security  Reform was  established  to  assist  the 
nation  as  it  seeks  to  better  equip  itself  to  operate  in  this  21st  century 
security environment. The Project will contribute to a better understanding 
of how the national security arena has changed to include new missions that 
require  a  more  sophisticated  international  response.  The  Project  will 
examine the history of the development of the national security system and 
how and why it  took its  current form.  The Project  will  then study and 
define the nature of the problems that inhibit the integration of national 
power  and  the  consequences  of  these  problems  for  national  security. 
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Finally,  the Project  will  develop an array of  possible  solutions,  evaluate 
those solutions, and then produce recommendations.

The Project is focused on the relationships between the Executive Office of 
the President (EOP) and Cabinet Secretaries rather than on the internal 
components  of  departments  and  agencies.  Changes  in  the  relationships 
between the EOP and Cabinet Secretaries will establish new performance 
criterion that will necessitate changes in the departments and agencies in 
the  long  run.  By  changing  organizational  output  requirements  at  the 
interagency level, some intra-departmental change will occur on its own. In 
other cases, additional reform might be required within departments, at the 
direction of the leadership of those departments. 

The  Project  on  National  Security  Reform  expects  that  these 
recommendations  will  involve  substantial  regulatory,  statutory,  and 
Congressional reforms, to include a new National Security Act, presidential 
directives to implement changes that do not require prescription in law, 
and  changes  to  congressional  rules  governing  committee  structure  and 
practice  to  provide  sufficient  support  for  and  oversight  of  interagency 
operations, activities, and programs.

Thirty case studies examine enduring problems in interagency operations 
and their consequences for national security. These case studies inform the 
work of the other working groups, each of which will examine one principal 
element of organizational effectiveness. Three additional groups will take 
the  products  from  the  main  analytic  working  groups  and  work  with 
Congressional  leadership  to  develop  mechanisms  for  reform;  draft 
legislative  proposals,  executive  orders,  and  amendments  to  Senate  and 
House rules; and assist in the implementation of reforms in the Executive 
Branch. 

The project  will  focus  on the tools  for developing and executing policy, 
rather than policy itself.  A reformed system will  not  necessarily  lead to 
superior  policy  outcomes  nor  favor  or  inhibit  any  specific  policy.  In 
addition, while good leadership is always central to national security, the 
United States does not have to choose between the two, but should seek the 
best of  both.  No matter how good the leader,  an ineffective system will 
consistently produce suboptimal outcomes. A better system will empower 
good leaders. 
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NATIONAL SECURITY IN THE NEWS

_______________________

  By Stuart Malawer (2005 – 2008)

      [Excerpts from articles at http://www.nationalsecuritylaw.net/Articles% 20&%20Reports.htm]

                            Wall Street Journal (Sept. 12, 2005).

             A Young Lawyer Helps Chart Shift In Foreign Policy 

Mr. Yoo,  38 years old,  is no ordinary ivory-tower theorist.  During a 
two-year stint at the Justice Department from 2001 through 2003, he wrote 
some of the most controversial internal legal opinions justifying the Bush 
administration's  aggressive  approach  to  detaining  and  interrogating 
suspected terrorists. 

A spokesman for the Justice Department declined to comment. Mr. Yoo 
is  playing an instrumental  role in redefining the murky area where law 
intersects with foreign policy. The change underpins President Bush's claim 
that he possesses the sort of far-reaching emergency powers exercised by 
past presidents during conventional wars.

Mr. Yoo, like others in the academic clique known as "sovereigntists," 
is skeptical of international law and the idea that international relations are 
ever based on principle, as opposed to self-interest. Mr. Yoo argues that the 
Constitution gives Congress limited authority to deter presidential actions 
in foreign affairs. The judiciary, he says, has almost none.

_____________________________
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Washington Post (Feb. 9, 2007).

Judge Clears Contractor of Fraud in Iraq

A federal judge has dismissed a civil case against a military contractor 
accused of  improperly billing Iraq reconstruction authorities for tens of 
millions of dollars worth of security services that it did not provide.

U.S.  District  Judge  T.S.  Ellis  III  in  Alexandria  said  there  was  no 
evidence that Custer Battles, a firm started by Army veterans Scott Custer 
and Michael  Battles,  committed fraud under a $16.8 million contract  to 
provide security at the Baghdad International Airport in 2003.

The case is one of two brought against Custer Battles over its work 
in Iraq for the Coalition Provisional Authority, which ran Iraq after the 
U.S.-led  invasion  until  a  government  was  elected.  A  jury  found  the 
company,  which had offices in Northern Virginia,  liable for fraud in an 
earlier case, but Ellis dismissed that verdict. He ruled that it was improper 
to bring the charges up in U.S. court because the authority was not a U.S. 
entity.

_____________________________

DOJ Press Release March 27, 2007

   ITT Corporation Pleads Guilty

        http://www.usdoj.gov/nsd/pdf/itt_statement_by_usattorney.pdf

Today, we announce that ITT Corporation, the 12th largest supplier of 
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sophisticated defense systems to the United States military, will plead guilty 
to two felony charges, pay $100 million in penalties and forfeitures, subject 
itself to independent monitoring and an extensive remedial action program, 
and  acknowledge  that  it  illegally  transferred  classified  and/or  sensitive 
night  vision  technology  to  foreign  countries  -including  the  People's 
Republic of China -in order to reduce its costs and enhance its financial 
bottom line. By illegally outsourcing the production of some of the most 
sensitive pieces of the night  vision system, ITT has put in jeopardy our 
military's night time tactical advantages and America's national security. 
Simply put, the criminal actions of this corporation have threatened to turn 
on  the  lights  on  the  modern  battlefield  for  our  enemies  and  expose 
American  soldiers  to  great  harm.  For  this,  ITT  Corporation  must  be 
brought to justice. 

_____________________________

New York Times (December 28, 2007).

In Surprise Step, Bush Is Vetoing a Military Bill

For months President Bush harangued Democrats in Congress for not 
moving  quickly  enough  to  support  the  troops  and  for  bogging  down 
military bills with unrelated issues. 

And  then  on  Friday,  with  no  warning,  a  vacationing  Mr.  Bush 
announced that he was vetoing a sweeping military policy bill because of an 
obscure provision that could expose  Iraq’s new government to billions of 
dollars in legal claims dating to Saddam Hussein’s rule.

At a minimum, the veto will provoke a fight over an issue that was put 
into the legislation after no public debate. The Senate sponsor,  Frank R. 
Lautenberg,  Democrat  of  New Jersey,  expressed strong support  for  the 
provision on Friday, saying it would help plaintiffs in lawsuits against Iran 
and Libya, including relatives of Americans killed in the bombing of the 
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Marine barracks in Beirut in 1983 and in the bombing of a Berlin disco in 
1986.

“My language allows American victims of terror to hold perpetrators 
accountable  — plain  and  simple,”  said  Mr.  Lautenberg,  who  has  long 
championed expanding legislation to let victims sue foreign governments 

_____________________________

New York Times (Sunday Magazine) (January 27, 2008)

Waving Goodbye to Hegemony

At best, America’s unipolar moment lasted through the 1990s, but that 
was also a decade adrift.  The post-cold-war “peace dividend” was never 
converted into a global liberal order under American leadership. So now, 
rather than bestriding the globe, we are competing — and losing — in a 
geopolitical  marketplace  alongside  the  world’s  other  superpowers:  the 
European Union and China. This is geopolitics in the 21st century: the new 
Big  Three.  Not  Russia,  an  increasingly  depopulated  expanse  run  by 
Gazprom.gov; not an incoherent Islam embroiled in internal wars; and not 
India,  lagging decades  behind China in both development  and strategic 
appetite. The Big Three make the rules — their own rules — without any 
one of them dominating. And the others are left to choose their suitors in 
this post-American world. 

The more we appreciate the differences among the American, European 
and Chinese worldviews, the more we will see the planetary stakes of the 
new global  game.  Previous  eras  of  balance  of  power  have  been among 
European powers sharing a common culture. The cold war, too, was not 
truly  an  “East-West”  struggle;  it  remained  essentially  a  contest  over 
Europe.  What  we have today,  for  the  first  time  in  history,  is  a  global, 
multicivilizational, multipolar battle.
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_____________________________

   Financial Times (2.12.08)

Huawei rails at security concerns over 3Com deal

The Chinese  company  participating  in the  planned buy-out  of  a  US 
telecoms  equipment  maker  has  angrily  rounded  on  US  politicians  who 
claim the deal could endanger US national security.

Xu Zhijun,  chief  marketing officer at  Huawei Technologies,  told the 
Financial Times that the concerns expressed by some US lawmakers were 
"bullshit".

He added there was no need to change the terms of the $2.2bn deal, 
under which Bain Capital, the US private equity firm, is seeking to buy 83.5 
per cent of 3Com, the US network equipment maker, with Huawei taking 
the remaining 16.5 per cent.

The  deal  has  sparked  concerns  in  the  US  because  3Com  supplies 
intrusion prevention technology to the US defence department, designed to 
protect the Pentagon against cyber attack.

_____________________________

Washington Post (February 12. 2008)

Palestinians Ask U.S. To Intervene in Suits over Terrorist Attacks

     The  State Department is  considering supporting the  Palestinian 
Authority in its quest to avoid paying hundreds of millions of dollars in 
judgments  won  by  American  victims  of  Palestinian  terrorist  attacks  in 
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Israel, according to Palestinian officials and defense lawyers involved in the 
cases.

U.S.  officials  insist  that  no  decision  has  been  made  regarding  the 
complex litigation,  which could force  the Bush administration to choose 
between supporting compensation for victims of terrorism and bolstering 
the Palestinian government as the United States presses for a breakthrough 
in Israeli-Palestinian peace talks.

Testimony in Israeli courts has connected senior Palestinian leaders -- 
such as the late Yasser Arafat -- to specific terrorist attacks involved in the 
lawsuits. But Palestinian officials have argued that it makes no sense for the 
United States to be providing millions of dollars in aid to the Palestinian 
Authority while U.S. courts are threatening to bankrupt it.

_____________________________

Washington Post (March 6, 2008)

   Secure Lawsuits

A Senate bill would allow civil liberties challenges to secret government operations.

THE BUSH administration has been sued by groups and individuals 
claiming  to  have  been illegally  spied  on  or  subjected  to  "rendition"  to 
foreign  countries.  Yet  the  great  majority  of  these  lawsuits  have  been 
thrown out of  court  because  of  administration claims that  the litigation 
involved  classified  information  that  could  damage  national  security if 
released.  Too  often,  judges  have  merely  rubber-stamped  the 
administration's petitions, leaving the important underlying civil liberties 
questions unexplored and unresolved.
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The State Secrets Protection Act calls for a federal trial judge to review 
in private  the  information the  administration  claims  is  too  sensitive  for 
public release. Currently, judges most often make determinations about the 
sensitivity of the information on the basis of summaries and affidavits filed 
by  top  executive  branch  officials.  Under  Mr.  Kennedy's  bill,  the  judge 
could appoint a special master with a security clearance and expertise in 
intelligence to aid in the review.

The Kennedy bill would give the lawyer for the plaintiff the opportunity 
to review evidence the judge had deemed not subject to the state secrets 
exclusion, if the lawyer obtained a security clearance. If the evidence itself 
was too sensitive to allow opposing counsel to review it,  the judge could 
order the  government  to provide  an unclassified summary;  if  providing 
such a summary was not possible, the judge would exclude that evidence 
but would not be forced to dismiss the entire lawsuit, as so often happens 
now. ………. The Classified Information Procedures Act, which is used in 
criminal cases involving national security matters, has been in place and 
has worked successfully for years; it served as the model for Mr. Kennedy's 
legislation.

_____________________________

New York Times (March 25, 2008)

Justices Rule against Bush on Death Penalty Case

In  a  death-penalty  case  that  has  become  an  international  issue,  the 
Supreme Court declared on Tuesday that President Bush had no power to 
tell  the  State  of  Texas  to  reopen the  case  of  a  Mexican  who  has  been 
condemned for murder and rape.

_____________________________
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                                      Press Release MARCH 31, 2008

    DOD Official Pleads Guilty to Espionage Charge Involving China

http://www.usdoj.gov/opa/pr/2008/March/08_nsd_252.html

Gregg William Bergersen, age 51, of Alexandria, Virginia, pled guilty 
today to a one-count criminal information charging him with conspiracy to 
disclose national defense information to persons not entitled to receive it, in 
violation of 18 U.S.C., Sections 793(d) and (g). Bergersen was arrested on 
February 11, 2008 on a criminal complaint charging this same offense.

Patrick  Rowan,  Acting  Assistant  Attorney  General for  National 
Security;  U.S.  Attorney  Chuck  Rosenberg  of  the  Eastern  District  of 
Virginia; and Arthur M. Cummings, II, Executive Assistant Director of the 
FBI’s National Security Branch, made the announcement after the plea was 
accepted by U.S. District Judge Leonie M. Brinkema. Bergersen faces up to 
ten years in prison when he is sentenced on June 20, 2008.

According to a Statement of Facts filed in Court with Bergersen’s Plea 
Agreement, the criminal conduct spanned the time period of March 2007 to 
February 2008. During this time, Bergersen -- a Weapons Systems Policy 
Analyst at the Arlington, Va.-based Defense Security Cooperation Agency, 
an agency within the Department of Defense -- provided national defense 
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information  on  numerous  occasions  to  Tai  Shen  Kuo,  a  New  Orleans 
businessman.

Much of the information pertained to U.S. military sales to Taiwan and 
was classified at the Secret level. During the course of the conspiracy, Kuo 
cultivated  a  friendship  with  Bergersen,  bestowing  on  him  gifts,  cash 
payments, dinners, and money for gambling during trips to Las Vegas.

Unbeknown  to  Bergersen,  Kuo  passed  along  to  an  official  of  the 
government of the PRC the information Bergersen had provided him. In 
some of his meetings with Kuo, Bergersen cautioned that the information 
he was providing was classified.

On one such occasion, in July 2007, Bergersen handed Kuo a classified 
document  with  jagged  cut  marks  at  the  top  and  bottom of  each  page. 
Bergersen pointed out to Kuo that he had cut off the document’s title and 
had also removed the classification markings from the top and bottom of 
every page, ensuring Kuo that he was being given classified information.

The investigation was conducted by the FBI. The Air Force Office of 
Special  Investigations  (OSI)  provided  substantial  assistance  and 
cooperation throughout the course of the investigation.

_____________________________

New York Times (April 8, 2008)

Power to Build Border Fence Is Above U.S. Law

Securing  the  nation’s  borders  is  so  important,  Congress  says,  that 
Michael Chertoff, the homeland security secretary, must have the power to 
ignore any laws that stand in the way of building a border fence. Any laws 
at all.
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Last week, Mr. Chertoff issued waivers suspending more than 30 laws 
he said could interfere with “the expeditious construction of barriers” in 
Arizona,  California,  New  Mexico and  Texas.  The  list  included  laws 
protecting the environment, endangered species, migratory birds, the bald 
eagle,  antiquities,  farms,  deserts,  forests,  Native  American  graves  and 
religious freedom.

_____________________________

Press Release, U.S. Department of State (April 8, 2008)

Lockheed Martin Corporation Settles Charges Involving the Arms Export  
Control Act and International Traffic in Arms Regulations

http://www.state.gov/r/pa/prs/ps/2008/aug/108050.htm

The  Department  of  State  and  Lockheed  Martin  Corporation 
(Lockheed)  have  reached  an  agreement  pursuant  to  the  Arms  Export 
Control  Act (AECA)  and  International  Traffic  in  Arms  Regulations 
(ITAR).  Lockheed submitted a Voluntary  Disclosure  to the  Department 
concerning  unauthorized  actions  it  took  to  sell  Hellfire  missiles  to  the 
United  Arab  Emirates,  including  an  unauthorized  proposal  to  sell 
Significant Military Equipment, the unauthorized export of classified and 
unclassified  technical  data,  the  failure  to comply  with  requirements  for 
safeguarding  classified  information,  and  the  failure  to  obtain  a  Non-
Transfer and Use Certificate. Separately …. The Department considered 
Lockheed’s Voluntary Disclosures as a mitigating factor when determining 
the extent of the charges and penalties to pursue in this matter. However, 
given the national security and foreign policy interests involved, specifically 
classified information and violations that may have caused harm to U.S. 
national security and foreign policy interests, the Department decided to 
take action against Lockheed.

_____________________________
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New York Times (April 22, 2008)

Libya Seeks Exemption for Its Debt to Victims

[N]ew allies  are  working  Capitol  Hill,  trying  to  weaken a  law  that 
threatens  those  deals.  The  Libyan  government,  once  a  pariah,  and  the 
American  oil  industry  have  hired  high-profile  lobbyists,  buttonholed 
lawmakers and enlisted help from the Bush administration, all in an effort 
to win an exemption from a law that Congress passed in January that is 
intended to ensure that victims of terrorist attacks are compensated.

The law allows  victims  of  state-sponsored terrorism to  collect  court 
judgments by seizing foreign assets in the United States or money from 
those governments held by American companies doing business with them. 
If Libya loses a half-dozen court cases still pending, $3 billion to $6 billion 
could be at stake, according to lawyers’ estimates.

_____________________________

Wall Street Journal (May 5, 2008)

Iraqi Man Sues U.S. Contractors (CACI)

An Iraqi man sued two U.S. military contractors Monday, claiming he 
was  repeatedly  tortured while  being  held  at  the  notorious  Abu Ghraib 
prison for more than 10 months.

The lawsuit, filed in Los Angeles because Mr. Stefanowicz lives there, 
seeks unspecified monetary damages.

The firms provided interrogators or interpreters to assist U.S. military 
guards at Abu Ghraib, which became notorious when photos made public 
in  early  2004  showing  U.S.  soldiers  abusing  and  humiliating  detainees. 
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Military investigators later concluded that much of the abuse happened in 
late 2003 when CACI and Titan's interrogators were at the prison.

_____________________________

Washington Post (6.20.08)

A Better Surveillance Law

Congress shows it still knows how to reach a compromise in the national  
interest.

CONGRESSIONAL leaders of both parties should be commended for 
drafting legislation that brings the country's surveillance laws into the 21st 
century while protecting civil liberties and preserving important national 
security  prerogatives.  The bill  is  scheduled to be  voted on today in the 
House, and it deserves to pass.

The  bill  amends  the  Foreign  Intelligence  Surveillance Act of  1978, 
which was designed to constrain the executive branch's  domestic spying 
powers.  The  surveillance  law  became  a  focus  of  debate  in  2005  after 
revelations  that  President  Bush bypassed  FISA shortly  after  the  2001 
terrorist  attacks  and  unilaterally  approved  warrantless  domestic 
surveillance.  Many  Democrats  pressed  for  more  protections  to  prevent 
future warrantless excursions; Republicans claimed that the law needed to 
be changed to allow the president as much flexibility as possible to thwart 
potential threats.

_____________________________
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New York Times (June 27, 2008)

U.S. and Europe near Agreement on Private Data

The United States and the European Union are nearing completion of 
an agreement allowing law enforcement and security agencies to obtain 
private information — like credit card transactions, travel histories and 
Internet browsing habits — about people on the other side of the Atlantic 
Ocean.

The potential agreement, as outlined in an internal report obtained by 
The  New York  Times,  would  represent  a  diplomatic  breakthrough  for 
American counterterrorism officials, who have clashed with the European 
Union  over  demands  for  personal  data.  Europe  generally  has  more 
stringent laws restricting how governments and businesses can collect and 
transfer such information. 

_____________________________

Wall Street Journal (6.26.08)

Bush Misread War-Powers Cases

At  the  Supreme  Court,  it  has  become  a  biennial  ritual:  The  Bush 
administration loses a major war-powers case. In 2004, 2006 and again this 
month, the justices rejected the president's claim that he can effectively do 
as he wishes with prisoners he designates as "enemy combatants."

 With  the  third  and  most-recent  rebuke,  it  has  become  clear  that  the 
president's counterterrorism strategy rested on a critical legal miscalculation. In 
all these cases, the administration argued that a series of World War II-era 
opinions,  largely  forgotten before  9/11,  empowered it  to  fight  21st  century 
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terrorist groups with the same sweeping authority Presidents Roosevelt and 
Truman asserted against the Axis Powers in the 1940s.

From  the  start,  the  Supreme  Court  rejected  the  administration's 
reading of the World War II cases, not in cursory fashion but in detailed 
lessons  that  distinguish  the  old  precedents  from  today's  very  different 
situation.

"The bottom line is that the court is not buying off on this concept of 
the global 'war' on terror," says retired Col. David Crane, a law professor 
at Syracuse University and former war crimes prosecutor. 

_____________________________

Wall Street Journal (8.14.08)

 Cyberattacks on Georgian Web Sites  Reigniting a Washington Debate

     The cyberattacks in Georgia are re-energizing a debate over whether 
the laws of war apply in cyberspace. Among the biggest questions: When is 
a cyberattack an act of war?

As  Russia  continued  military  actions  inside  Georgia,  in  apparent 
violation of  a Tuesday cease-fire agreement,  some Georgian government 
Web sites, including the president's office, remained under attack.

Cyberweapons are becoming a staple of war. The Georgian conflict is 
perhaps the first time they have been used alongside conventional military 
action.  Governments  and  private  cyberwarriors  can  exploit  Internet 
security gaps to not only take down government Web sites but also take 
control of power grids and nuclear reactors.

_____________________________
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                             U.S. Dept. of State – News Release 

                                                   [August 14, 2008]

                                     Libya Claims Settlement

                                http://www.state.gov/r/pa/prs/ps/2008/aug/108251.htm 

                                  

On August 14, 2008, the United States and Libya signed a comprehensive 
claims settlement agreement in Tripoli.

The agreement is designed to provide rapid recovery of fair compensation 
for American nationals with terrorism-related claims against Libya. It will 
also address Libyan claims arising from previous U.S. military actions. The 
agreement is being pursued on a purely humanitarian basis and does not 
constitute an admission of fault by either party. Rather, pursuant to the 
agreement  an  international  Humanitarian  Settlement  Fund  will  be 
established in Libya to collect the necessary resources for the claims on 
both  sides.  No  U.S.  appropriated  funds  will  be  contributed,  and  any 
contributions  by  private  parties  will  be  voluntary.  Each  side  will  be 
responsible for distributing the resources it receives to its own nationals 
and to ensure the dismissal of any related court actions.

The  U.S.  Congress  has  supported  this  initiative  by  passing  the  Libyan 
Claims  Resolution  Act,  which  was  signed into  law by  the  President  on 
August 4. The law authorizes the Secretary of State to immunize the assets 
of  the  Humanitarian  Settlement  Fund  so  they  will  reach  the  intended 
recipients. The law also provides that Libya’s immunity from terrorism-
related court actions will be restored when the Secretary of State certifies 
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that the United States has received sufficient funds to pay the Pan Am 103 
and La Belle Discotheque settlements and to provide fair compensation for 
American  deaths  and  physical  injuries  in  other  pending  cases  against 
Libya. The resources under the agreement are expected to be sufficient to 
fulfill further purposes such as additional recoveries for death and physical 
injury because of special circumstances, claims for emotional distress, and 
terrorism-related claims by commercial parties.

Released on August 14, 2008

_____________________________

                                                    Wall Street Journal (9.13.08)

           FBI Seeks to Loosen Restrictions on National-Security Probes

     The Justice Department unveiled a set of proposed guidelines designed 
to  loosen  restrictions  on  how  Federal  Bureau  of  Investigation  agents 
conduct preliminary national-security investigations.

FBI and Justice Department officials say changes to the so-called Attorney 
General's  Guidelines,  set  to  take  effect  Oct.  1,  are  aimed  at  removing 
limitations that hampered national-security investigations, or that made it 
difficult for FBI agents to comply with legal rules.

     The guidelines allow FBI agents to open "threat assessments," which are 
lower-level investigations that are based only on having a "purpose," and 
not necessarily any factual reason to do so. In these investigations, agents 
would  be  able  to  conduct  "pretext  interviews,"  without  identifying 
themselves as FBI agents. The rules also loosen restrictions on agents being 
able  to  use  physical  surveillance,  solicit  new  informants  or  assign 
informants to seek information without high-level approval.

_____________________________
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                                                   New York Times (11.13.08)

                       Supreme Court Rules for Navy in Sonar Case 

Courts  must  be  wary  of  second-guessing  the  military’s  considered 
judgments,  the  Supreme  Court  said  Wednesday  in  lifting  judicial 
restrictions  on  submarine  training  exercises  off  the  coast  of  southern 
California that may harm marine mammals.

In balancing military  preparedness  against  environmental  concerns,  the 
majority came down solidly on the side of national security.

The larger message of the majority opinion was one of judicial deference to 
military judgments. Quoting a passage from the majority opinion in last 
term’s Guantanamo decision,  Boumedine v.  Bush,  Chief Justice Roberts 
stressed that “neither the members of this court nor most federal judges 
begin the day with briefings that may describe new and serious threats to 
our nation and its people.

“Of course,” Chief Justice Roberts added, “military interests do not always 
trump other considerations, and we have not held that they do.  

_____________________________

                                                 New York Times (11.14.08)

                Democratic Pressure on Obama to Restore the Rule of Law 

     In a Senate hearing room, weeks before Barack Obama won the election, a 
series of  law professors,  lawyers and civil  libertarians  outlined one of  the 
biggest challenges that will be facing the next president: bringing the United 
States government back under the rule of law …. If the next president does not 
reverse the Bush administration’s doctrines … they will no longer simply be 
the policies of one extremist president.  The danger is that they will be the 
nation’s new understanding of the Constitution.
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